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Overview

This guide will provide instructions to install and configure Backend Services. This include web service,
relay service, email service, database, CA Web, Download Portal and Upload Portal.

System Requirements
Ensure you have the following information and equipment ready as these are required for installation:
Mandatory requirements

e An EasiShare server with
o Atleast 2 virtual cpu core
4GB of RAM
100 GB of available disk space
Microsoft Server 2008 R2 or 2012 R2 Standard edition
Microsoft .NET Framework 4.5.1
Microsoft Internet Information Service 7.5
Internet connect
Join to Active Directory domain
Connect to Microsoft SQL Server
A local administrator account for installation
o An AD service account with password expiry set to false
e A Microsoft SQL Server with
o Microsoft Windows Server 2008 R2 or 2012 R2 Standard
o Microsoft Server 2008 R2 or 2012 R2 Standard
o Microsoft SQL Management Studio
o SQL account with sysadmin role
e EasiShare installer
e EasiShare Product Key
e SMTP account

O O O O O O O O O

Optional requirements

e SSI Certificate
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Installation Process

After ensuring that you have met all system requirements as detailed in the overview, you may run the
EasiShare installation package. A window with the EasiShare Setup Wizard will appear promptly and
assist you with the installation process.

Next, you will be required to connect to the SQL Server to create an EasiShare Database through the
Microsoft SQL Server Management Studio. Following this, you will also be required to create and
configure your SQL account, as well as your EasiShare Database Connection and Service Account.
Then, you will need to configure other settings for CAWS, CAWeb Portal, Email Service, Relay Service
and Web Service.

Once you have completed the configuration of EasiShare, the final step would be to activate EasiShare
for use. The installation will then be complete.

Install EasiShare

Install EasiShare Database

Create and Configure SQL
Account for EasiShare Database

Configure EasiShare Database
Connection & Service Account

Configure Other Settings

Activate EasiShare

The installation process is outlined in six sections. Please refer to the respective sections for a detailed
step-by-step guide to install EasiShare on your desktop seamlessly.
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Install EasiShare

1. Connect or remote into EasiShare server.
2. Create a folder “tmp” in C drive root.
3. Copy EasiShare installation package into C:\tmp

f«a
-
Recycle Bin
I A L

© - Tl‘ » ThisPC » Local Disk (C) » tmp » v e m Search tmp

Name Date modified Type

¢ Favorites
I Desktop | 1) EasiShare OnPremise_V6_20140823 8/25/20148:43PM  Compressed (zipp...

1 Downloads

% Recent places
18 This PC

€ Network

937PM

HH F e G5 @ L

4. Right click on EasiShare installation package
5. Select and click on “Extract All...”
6. A window pop-up appeared, click on Extract.
7. Double click on setup.exe to launch setup.
8. Click on “Run as administrator.
NOTE : Click no Run if the “Open File — Security Warning” pop-up

tmp
EasiShare OnPremise_V6_20140823

Compressed Folder Tools

Application Taols

Share  View Manage

<« tmp » EasiShare OnPremise_V6_ 20140823 » v g‘ [ search Easishare OnPremise_.. £ |

& Favorites Name Date modified Type Size

B Desktop dependency
& Downloads setup

File folder
File folder

Application
CONFIG File

£ Recent places L setup
|| setup.e] Open
/8 This PC ”\n_,w Run as administrator
Troubleshoot compatibility

G Network Pin to Start
Restore previous versions
Send to
Cut
Copy
Create shortcut
Delete
Rename

Properties

4items  1item selected 220KE

949 PM

= F_ e = D66 P b gmomm
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9. The setup will automatically check and install IS component, wait for EasiShare Setup
window appear and click on Next in EasiShare Setup Wizard.

‘:

Recycle Bin

I =1 Compressed Folder Tools tmp

Administrator: C\tmp\EasiShare OnPremise_V6_20140823\setup.exe \;‘M ‘

=|o| x

»i
O (4 EasiShare Setup - InstallAware Wizard prPremise_.. £

Size
EasiShare Setup
The InstallAware Wizard will instzll EasiShare on your computer,

Click Next te centinue.

ditems.

= = FE 3 e

10. Scroll down to read the license agreement and click on Next.

11. Click on Next.

12. Enter your name and company in the textbox provided and click on Next.
13. Select “All-In-One Single Server” and click on Next.

14. Leave the default path and click on Next.

15. Click on Next again to begin installing EasiShare components.

16. Click on Finish to close the EasiShare Setup Wizard.

-
Recycle Bin
=1 Compressed Folder Tools tmp
Administrator: C:\tmp\EasiShare OnPremise_V6_20140823\setup.exe | = Sl ‘
—[a] x

e
ISEER () . EasiShare Setup - InstallAware Wizard PrPremise_.. 2

Size

EasiShare Setup

E EasiShare has been successfully installed.

10:16 PM

==L ==l B B [0 B e

17. The setup window will be closed once setup is complete.
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Install EasiShare Database

IMPORTANT : Setting up of SQL Server is beyond the scope of this guide.

1. Remote into SQL Server and launch Microsoft SQL Server Management Studio.

Type in the SQL Server instance name.
3. Select the Authentication type. If it's SQL Authentication, then input the sysadmin username

and password.
4. Click on Connect.

NE

Microsoft SQL Server Management Studio

File Edit View Tools Window Community Help

5] New Query | [y = =
Connect to Server

Object Explorer §

Connect - 2 Microsoft*

2 SQLServer2008r2

Servertype: [ Database Engine

-]

Server name: [lecalost v

Authentication: SHindows Authentication P

EASISHAREINT\Administrator

|| comect ||| Cancel | [ Hep || Options >

> S imenc

5. In Object Explorer window, right click on Database.
6. Click on “New Database...”

s Microsoft SQL Server Management Studio
File Edit Viev Debug Tools Window Community Help
2 New Query | Ly | [ | 5 =T

Object Explorer -~ 1 X
Connect~ 4J &) ES

= L6h localhost (SOL Server 10.50.4000 - EASISHARE
=03
+ 3 Secur New Database.

@ [ Server Attach...

= L Replica Restore Database...
% [ Manag,

Restore Files and Filegroups..
Start PowerShell

Reports

Refresh

10:34 PM

T B O BB &
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7. Type in “EasiShare_DB” as the database name.
8. Click on OK to create the database.

| New Database

File Edit Vit Selectapage o - I Heb
21, New Query || L Genersl
12 Options

Object Explorer | 5 Flegroups

Datzbase name: I [Essishare_DB

Connect~ 4 Cr= [<defack>

= [ localhost
@ [ Datab|

= 3 S
j Sexun Database files.
erve

. 3 Replid Logical Name  File Type  Filegroup Initial Size (MB)  Autogrowth
= M:na EasiShare DB Rows PRIMARY

By 1 MB, unresticted growth
EasiShare_..  Log Not Applicable:

By 10 percent, unresticted growt

Connection

Server

locahost

Connection
EASISHAREINT\Administrator

7 View connection propetiss

H_{ = 10:36 PM

B DG G

9. Copy the EasiShare database script from EasiShare server located in C:\Program Files
(x86)\EasiShare\db to SQL Server.

Microsoft SQL Server Management Studio
A= db

- 1«” <« Local Disk (C:) » Program Files (x26) » EasiShare » db v e H

Search db

Name

/¢ Favorites Date modified Type

B Desktop [Ey AspState
& Downloads 2y EasiShare_DB
| Recent places

11:26PM  Microsoft SQL Ser...
11:37PM  Microsoft 5QL Ser...

1% This PC

€ Network

2items

10:43 PM

B0 [ B
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10. Double click on EasiShare_DB.sql in SQL Server to open it in SQL Management Studio.
11. Click on Execute to create EasiShare database schema.

£ Microsoft SQL Server Management Studio =|a
File Edit View Query Debug Tools Window Community Help

ANewQuey |[y |3 | F H S & 2

Object Explorer ~ 1 x EasiShare_DB.sql -..Administrator (52))
Connect 22

= (3 localhost (SOL Server 10.50.4001
% [ Databases
= 3 Security -f
% (3 Server Objects USE EasiShare_DB
® (3 Replication =]
® 3 Management SET NUMERIC_ROUNDABORT OFF
co
SET ANST_PADDING, ANSI_WARNINGS, CONCAT_NULL_YTELDS_NULL, ARITHABORT, QUOTED_TDENTIFIER, AN
o
iF
]
CREATE TABLE #tmpErrors (Error int
=]
SET XACT_ABORT ON
co
SET TRANSACTTON ISOLATION LEVEL SERIALIZABLE
o
BEGIN TRANSACTION
]
PRINT N'Creating [dbo].[Uploads]’
=]
CREATE TABLE [dbo].[Uploads]
[lmj [iat] NOT
[DeviceId] [in T .
[FilePath] [nvarchar] x) COLLATE SQL_Latinl_General CP1_CI_A&S
[UploadId] [nvarchar] (200) COLLATE S5QL_Latinl_General GP1_GI_&S
[PartId] [int] NO L
[MDS] [nvarchar]
[Data] [nvarchar]

]

>%
somadold &

(SELECT * FROM tempdb..syscbjects WHERE id=0 T_ID('tempdb..#tmpErrera')) DROP ]

ENTITY (1, 1),

COLLATE SQL_Latinl_General CP1_CI_AS
) COLLATE SQL Latinl General CP1 CI &S , v,

< [T >
< u > || &2 Connected. (1/1) localhost (10.50 SP2) | EASISHAREINT\Administr... | master| 00:00:00 | 0 rows

Ready Ln25 Col2 Ch2 INS

g L > = EY 0 (v e

8/25/2014

12. Scroll down on the result window and ensure there are no errors.

3 Microsoft SQL Server Management Studio -8 x
file Edit View Query Debug Teols Windew Community Help

ANewQuey | [y |3 | H = (& 5

% | EasiShare_DB - ¥ Eecute b v s :;y 3 iy A e
Object Explorer ~ I X || EasiShare_DB.sql -..Administrator (52)) - x|y
* —
Connect~ &3 = =z
= [ localhost (SOL Server 10.50.400 g
% (3 Databases 2
7 (3 Security
# [ Server Objects USE EasiShare_DB
% [ Replication o
# [ Management SET NUMERIC_ROUNDABORT OFF
GO
SET ANSI_PARDDING, ANSI_WARNINGS, CONCAT_NULL YIELDS NULL, ARITERBORT, QUOTED_IDENTIFIER, AN!
GO
IF EXISTS (SELECT + FROM tempdb..syscbjects WHERE id=0BJECT_ID('tempdb..jtmpErrors')) DROP ]
GO
CREATE TABLE #tmpErrors (Error int
GO
SET XACT_ABORT ON v
< w >
13 Messages
ies]
< >
< [0 > || @ Query executed successiuly. Iocalhost (10.50 5P2) | EASISHAREINT\Administr... EasiShare_DB| 00:00:00 | 0 rows
Ready Ln25 Col2 Ch2 INS

£ IEE EECEEA

What should I do if an error occurs? Check the error message as it provides hints to the problem.
Some of the common problems are

e You do not have the database created or the database that you have created is not named
“EasiShare_DB".

e The logged on user in SQL Management Studio does not have sufficient permissions to
EasiShare_DB database.

e You may have ran the database script more than once.

13. Close the query window.
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Create and Configure SQL Account for EasiShare Database

1. In Object Explorer, click on + to expand the tree view node on Security.

2. Right click on Login.
3. Click on “New Login...”

File Edit View Debug Tool Window Community Help

i N

Comnect~ 33 33 = T 6] 5
(3 Databases
= (3 Security

. New Login...

Filter

Start PowerShell

Reports

Refresh

£ @ [ e @ G

Select SQL Server authentication.

Key in the login name of the sql account. i.e. esdbuser

Key in the Password and Re-key-in the password again to confirm the password.

Uncheck on “Enforce Password expiration” and “User must change password at next

login”.

No ok

Ys Microsoft SQL Server Management Studio
File Edit View Debug Tools Window Community Help

iQNewauey || 1] § Login - New =[o] x
i-n-_, e —— .
Connect~ &3 42 = T g seneraim E
T = " & Server Roes 2
£l (8 Iocalhost (SL Server || 34 User iapping Login name: |\mbuw | search.. E
[ Databases 2 Securcbles | g
= [ Security & Status © Windows authentication
(3 Logins | @® SQL Server authertication
[ Server Roles 5 [rreeeeee I
(3 Credentials
3 Server Objects Gortim password: [senereee ]

(] Speciy old password

[3 Replication
3 Management 0Old password:

[v] Erforce password policy
[ Enforce password expiration
L] User must chiange password at next login

©) Mapped to cettficate: ‘ vl
© Mapped to asymmetric key ‘ v|
|Connecti [ Map to Credertial [ V[ A
Server: Mapped Credentials Credertil Provider
locakhost

Connection
EASISHAREINT Administrator
33 View connection propetties

= =

|

Ready Defaul database: [master
[ <defaut> V]

[0 ] [Cemed ]

Defau language:

5 v

=/ T = e

10
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8. Click on User Mapping.

9. Select on EasiShare_DB by clicking on the checkbox.

10. Select on “db_owner” under the Database role membership.
11. Click on OK to complete.

Ys Microsoft SQL Server Management Studio -\ x
File Edit View Debug Tools Window Community Help
{ S NewQuey | [y | || g Login - New
[ovecboorm .
P S soint ~ I e
Connect~ 7 42 = T g Generl
i [ localhost (SQU Server | 53 |jser Mapping e oM eI
#l [3 Databases | rables I Daich: In Defaut Sch
= [ Security Foas | S EasiShere_ DB o |
[3 Logins e = esdbuser
3 Server Reles O "
Credentials ’“:db
[ Server Objects E Lw

(3 Replication
L3 Management

[] Guest account enabled for: EasiShare_DB

Datehase role membership for: EasiShare_DB
] db_accessadmin

Connection

Server.
locahost

Connection
EASISHAREINT Administrator

33 View connection propetties




easishare

Configure EasiShare Database Connection & Service Account

1. Connect or remote into EasiShare server.

2. Launch IIS by clicking on Control Panel -> Administrative Tools -> Internet Information
Services (IIS) Manager.

3. Under Connection, double click on the computer name. If a prompt pop-up to get Microsoft
Web Platform, click No to skip.

4. Click on Application Pools.

5. Under Application Pools, right click on “EasiShare_SA”.

6. Click on “Advanced Settings...”

” ) » EASISHAREINT » Application Pools Wy @~

File View Help
@) Appiication Pools o

& Add Application Pool...

Q- &8

65 Start Page

p This page lets you view and manage the list of application pools on the server. Application pools are Set Application RonlReiatE S
445 EASISHAREINT (EASISHAREIN | 3ccociated with worker processes, contain ene or more applications, and provide isclation ameng different Application Pool Tasks
~,2} Application Pools applications.
- b Start
b -[8] Sites
Filter: - ¥ 6o - (ghShowAll | Groupby: No Grouping e : Stop
Name = Status | .NETCLRY... Managed Pipel... Identity % Recyclel
(3 NET 20 Stated V20 Integrated ApplicationBoolld... 0 Edit Application Pool
[ NETV20Classic  Started V20 Classic ApplicationPoolld... 0 Basic Settings.
[ NET 45 Started V40 Integrated ApplicationPoolld... 0 Recycling..
L3 NETWA5Classic Started 40 Classic ApplicationPoolld... 0 Advanced Settings...
[} Classic NET Ap.. Started V20 Classic ApplicationPoolld... 0 R
[} DefaultAppPool  Started 40 Integrated ApplicationPoolld... 1 ———
- K Remove
L EaciShare AD tarted A0 Integrated ApplicationPoolld... 3 =
- EasiShare SA Started 1A 3 View Applications

& Add Application Pool...

@ Help
Set Application Pool Defaults..
» Start
B  Step
2 Regycle

Basic Seftings...
Recyeling..
Advanced Seffings... ]
Rename
X Remove

View Applications
e e —F
< w 57 [ Features View |7 Content View

7. Look for Identity and click on ... button.

% Internet Information Services (I1S) Manager
@‘("\ ‘Q » EASISHAREINT » Application Pools

File View Help

R Y B Ve T - =
Q- |z I8 o A

& Add Application Pool...

& Start Page This psgele] | 4 (General) ~] He Set Application Pool Defaults...
493 EASISHAREINT (EASISHAREIN | a55ociated NET CLR Version a0 different Application Pool Tasks
L Application Pools applications| Enable 32-Bit Applications True » Start
bl Sites e Managed Pipeline Mode Integrated _ B siop
ra— Name EasiShare_SA Sl |2
= = 2 Recycle.
e Queue Length 1000 ations e
Start Mode OnDemand O
4 CPU Basic Settings...
Limit (percent) 0 Recyelipl
Limit Action NoAction Advenced Settings.
Limit Interval (minutes) 5 Rename
Processor Affinity Enabled False % Remove
- Processor Affinity Mask 4294967295 e
7 Easishar View Applications
Processor Affinity Mask (64-bit ¢ 4294967295 Mol
4 Process Model @ Hep
b Generate Process Model Event L
[l p————
Idle Time-out (minutes) 2
Idle Time-out Action Terminate v
Identity
[identityType, usemame, password] Configures the application paol to run
a5 built-in account, i.e. Application Pool Identity (recommended), Network
Senvice, Local System, Local Service, or as 2 specific user identity

< W >

<] i 3| [ Features View |i22 Content View

8. Select on “Custom account”.
9. Click on Set.

12
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10. Key in the EasiShare Service Account username and password, then re-key in the password
again to confirm.

What is EasiShare Service Account?
An EasiShare Service Account is an AD user account which is used by EasiShare for impersonation
during share. This account must not have password expiry set to true and should have read only

access to CIFS or Sharepoint folder that were accessed by EasiShare users for the purpose of
allowing internal or external share users to download the file/ folder.

11. Click on OK to close the Set Credentials window.
12. Click on OK again to close Application Pool Identity window.

& Internet Information Services (1IS) Manager - |a x
® ‘_;; » EASISHAREINT » Application Pools \m 0 @-
File View Help Application Pool Identity | %
Connections @n Actions
== E Al O Built-in account: p=
<€, - Ll .y é £ Add Application Pool...
> ApplicationPoelldentity
:; Ef:sr\tsrj;am )| el [+ PP y Set Application Pool Defauits.
“HEE { associated H |i Custom account: Application Pool Tasks
-2} Application Pools ! el = :
K »
Filter: M B Siop
I Na Z Recycle.
) NET 2 Set Credentials ? = Edit Application Pool
_%: NET v2. 4 y *‘(WE‘ [E Basic Settings.
L2 NET w4, : Recyeling..
L NET w4, easa | Advanced Settings...
3
2 Classic. Password: Rename
(3 Defaultd X r
P R O T | emove
2 EasiShar| Confirm password: View Applications
. reresee | @ Hep
3
Identity
[identityType, usemame, password] Configures the application pool to run
as built-in account, i.¢. Application Pool Identity (recommended), Network
Senvice, Local System, Local Service, or as a specific user identity.
< [0 >
< m 5 Content View
Ready &
H 2= ' 12:53 AM
‘ e JSJH‘H ig‘ O F5 0" G g

13
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13. Click on OK to close Advanced Settings window.

Internet Information Services (1IS) Manager

a

g
@ ) [(2 > EASISHARENT » Application Pools

ECEEICE

File View Help

o 112 18, op s oecasenngs (2 I
Sy Start Page This pagele| | 4 (Generall AL B
495 EASISHAREINT (EASISHAREIN | oo ciareq NET CLR Version va0 different
applications Enable 32-Bit Applications  True
it Mansged Pipeline Mode Integrated _
R Name EasiShare SA =
Name Queue Length 1000 fions)
@ Nz Start Mode OnDemand
anerefl |, oy
2 NET ) Limit (percent) 0
@ NeT v Limit Action NoAction
@ Classic Limit Interval (minutes) 5
2 Dz Processor Affinity Enabled  False
a E=ey Processor Affinity Mask 4294967295
£ Essihar Processor Affinity Mask (64-bit « 4284967295
4 Process Model
b Generate Process Model Event L
easa@easishare.com ]
Idle Time-out (minutes) 2
Idle Time-out Action Terminate ~
Identity
[identityType, usemame, password] Configures the spplication pool to run
a5 built-in account, ., Application Pool Identity (recommended), Network
Service, Local System, Local Service, or 35 a specific user idenity.
[<] [ ]

£ Add Application Pool...
Set Application Pool Defaults...
Application Pool Tasks
Start
Step.

Y B4

Recyele..

Recycling..
Advanced Settings...

Rename
X Remove

View Applications

@ Help

Features View

Content View

14. Expand by clicking on Sites -> Default Web Site -> caws.

%

Internet Information Services (1IS) Manager

a

@© @ [ » eassharent

b Sites » DefaultWeb Site b caws »

| @

File View Help

/caws Home

Q- |% |8
65 Start Page = = =
Filter: - ¥ Go -Gk ShowAll | Groupby: Ares - E-
493 EASISHAREINT (EASISHAREIN = @ lGeznlg &
-3} Application Pools ASPNET ~ 1
418 Sites 3;53 R @ K"f) >
4 €D Default Web Site > | =N
b7 aspnet_client NET NET  NET Error NET  NETProfile .NETRoles .NET Trust
- Authorizat.. Compilation  Pages  Globalization Levels
¥ caweb
—— i R &
- download =% ab] FEE l
b esws NET Users  Application | Connection [MachineKey Pagesand  Providers Session State
4 upload Settings | Strings Controls
b P ws
1=]
SMTP E-mail
IS ~
B 9 le 2 o €
Authentic.. Compression Defoult  EnorPages  Handler HTTP HTTP
Document Mappings  Redirect  Respon.
e E" .. e =
= 4 = 5 §
Logging MIMETypes Modules  Output  Request  SSL Settings
Caching  Filtering
Management ~
Configurat.. 1
< i I 1> | [ Features View |/72) Content View

Open Feature

8 Explore
Edit Permissions..

Basic Settings...

View Virtual Directs

Manage Application (]
Browse Application

[S] Browse *20 (http)

Advanced Seftings...

@ Help

14
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15. Double click on “Connection Strings”

& Internet Information Services (IIS) Manager —|a| x
@7@ [ » EASISHAREINT » Sites » DefaultWeb Site » caws » | 5@

File View Help

/caws Home _

Q- H| %I Open Feature
3;5‘“”“95 . Filter: - % Go - (GyShowAll | Groupby: Area B Eplore
M
T~ Edit P .
-3} Application Pools ASPNET 1~ Ei Permion s
4 (8] Sites 3 @ @ EE\ &,/}/\ u%/ Basic Settings.
4 @ Default Web Site e o = = View Virtual Directories
b 7 aspnet_client NET NET  NETEmor  NET  NETProfile .NETRoles .NET Trust b o 20 =
» cowe_ Authorizat.. Compilation  Pages  Globalization Levels Manage Application @
I @ caws I é& [fL ﬁ L} g Browse Application
download = ab] £ rﬁ [8] Browse =80 (http)
b esws NET Users  Application | Connection [MachineKey Pagesand  Providers  Session State e
b upload Settings Strings Controls Advanced Settings..
bPws @ Help
=]
SMT E-mail
iis ~
h Pl i,
s 9 o [& . 9]
Authentic.. Compression Defoult  ErorPages  Handler HTTP HTTP
Document Mappings ~ Redirect  Respon..

E - s o=
g "= Ll F = ﬁ
Logging MIME Types  Modules Output Request  SSL Settings
Caching Filtering

Management ~

Configurat...

< 0 51 [ Features View |- Content View

16. Double click on “ADConnectionString”.

17. Update your AD info in the textbox provided. E.g if your AD computer name is DCO1 and the
domain name is easishare.com, the whole string should look like
“LDAP://DC01/DC=easishare,DC=com”.

18. Click on OK to close.

NOTE : To learn more about LDAP String, visit here

L] Internet Information Services (11S) Manager
© ) [B > EASSHAREINT » Sites » DefaultWebSite » cows »

File View Help

@12 18, u? Connection Strings
: :'3 Start Page . Groupby: NoGrouping  +
) Application Pools Name * Connection String Entry Type Rename
48] Sites “ADConnectionstring LDAPy//adserver/DC=server,DC=com Local ] X Remove
4 € Default Web Site TTem WS PToperie. Servers L DB User ID=2q0s. -« LocaT @ Hep
b [7] aspnet_client . - .
[ (a:,Eb Edit Connection String 2 x
3
b caws
b (@ download Name [ADConnectionstring |
b esws © s0L Server
b (P upload
b@ws Sever [ |
Database: | ]
Credentials
D Use Windows Integrated Security
D) Specify credentials
[ | | Set..
@ Custom
LDAP://adserver/DC=server,DC=com ~
< W 3| Bz 5
Configuration: ‘Default Web Site/caws’ web.config 3

15
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19. Double click on “ClientWS.Properties.Settings.EasiShareDB”.

20. Key in the Server Name.

21. Click on Set and key in the SQL account username and password which you have created
earlier.

22. Click on OK to close the Set Credentials window.

23. Click on OK again to close Edit Connection String window.

L] Internet Information Services (1IS) Manager =|a| x
@'_('j ‘;} » EASISHAREINT » Sites » Default WebSite » caws » ‘ L@~

File View Help

Connection Strings o
@-H|%|8 = 9 Add.
g Start Page Groupby: NoGrouping - Edit..
465 EASISHAREINT (EASISHAREIN ] i
3 Application Pools Nome *  ConnectionString Entry Type : Rename
4 sites ADC, In DC=cacichare NC= Local emove
2@ Default Web Site ClientWs.Propertie... Server= ;Database=EasiShare_DBiUser [D=sqlus... Local @ Hep
[ 1 aspnet_client [3ta source=. 7
il - - -
’ 5 cowed Edit Connection String 2l x
b caws
b (¥ download
b eoms Name: [ Clientws.Properties Settings EasiShareD8 |
b3 uploxd © SOL Server
b ws
Server: |‘ ‘l
Database: |EasiShare DB ‘
Credential
Set Credentials 2] x
User name:
esdbuser | s |
Password:
. assword=esesesseese ~
v
oK Cancel
[ |
< w >

Configuration: 'Defaut Web Site/ caws’ web.confi

]

& 55 e 2 s

24, Click on esws and double click on Connection String.

” (P » EASISHAREINT » Sites » DefaultWebSite » esws b W @
File View Help
esws Home
CHETE B Open Feaure
: g;i“"”“gﬁ . Filter: - v Go - GhShowAll | Groupby: Area - & B Explore
PP Edit P -
[} Application Pools ASPNET [l a r e
4] Sites = @ @ = 12N u? Basic Settings..
4 Default Web Site a N = Ej‘ o =V View Virtual Directories
b1 aspnet_client NET NET WNET Error NET  NETProfile .NETRoles .NET Trust __—.
s P caeh Authorizat.. Compilation  Pages  Globalization Levels Manage Application ~
b P caws % fL m Ty g Browse Application
b download = ‘ ab £ Lrﬁ [8] Browse =80 (http)
| BT _NET Users  Application || Connection {Machine Key Pagesand  Providers ~ Session State e
e AT Settings Controls Advanced Seftings...
bPws @ Help
SMTP E-mail
iis -
h (& =P i =l
& 9 le & @y &
Authentic... Compression Default Error Pages Handler HTTP HTTP

Document Mappings ~ Redirect  Respon..

8 = & #& & 8§

Logging MIMETypes Modules  Output  Request  SSLSettings
Caching  Filtering

Management ~

L

Configurat...

25. Repeat step 16 to 18 to configure the AD connection string.
26. Double click on “EasiShareWS.Properties.Settings.EasiShareDB”.
27. Repeat step 20 to 23 to configure the database connection string.
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Configure Other Settings

IMPORTANT : Make sure you have install SSL certificate and configure 1S binding before starting the
steps below. Guide to install SSL certificate is beyond the scope of this guide, but you can use the

links provided to help you.

Generate Certificate Request

http://www.entrust.net/knowledge-base/technote.cfm?tn=8156

Purchase SSL Certificate
http://www.entrust.net/ssl-certificates.htm

Install SSL Certificate

http://www.entrust.net/ssl-technical/webserver.cfm

1. Start Window Explorer and navigate to “C:\Program Files(x86)\EasiShare”. Here you will
find all the modules of EasiShare and each module is separated by different folder.
2. Double click on “urlconfigurator.exe” to run configurator.

AN Application Tools EasiShare - (O
Home  Share  View Manage (]
:(-:l - 1T | v This PC » Local Disk (C1) » Program Files (x88) » EasiShare v C,| | Search EasiShare o ‘
't Favorites Name Date modified Type Size
Bl Desktop caweb File folder
& Downloads caws File folder
2| Recent places db File folder
download File folder
1% This PC esws File folder
upload File folder
€ Network winsve File folder
ws 201412:33PM  Filefolder
% urlconfigurator 46:14 PM Application 215 KB
i3 urlconfigurator.exe 8/ 3417 PM ML Configuratio... TKB
10items  1item selected 214 KB b=
— — 10:47 PM
=S L
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3. Configurator will launch and you will be prompted to input your EasiShare URL, which will
either be the IP Address of your EasiShare server or domain hame.

| = | Application Tools EasiShare =@ =
Home  Share  View Manage [7]
© = 0 [l » ThisPC » Local Disk (G » Program Files (x36) » EasiShare v ¢ [ searcn Easishare )
Favorit Administrator: C:\Program Files (x86)\EasiShare\urlconfigurator.exe Illi-
- One moment, while I retrieve wvour ip address ~
Bl Desky e and ensure you have already map to the instance. -
& Dowl (202 H : example.com _or http:/s192.168.1.77 =
EasiShare Url:

| Recef
1% This P

€l MNetwo

10items  1item selected 214 KB

E &

=~ [ 1R

10:43 PM
97372014

4. You will see this prompt shortly, confirming the completion of the configuration for CAWS,

CAWeb Download Portal, Upload Portal, Email Service, Relay Service and Web Service.

| = Application Tools EasiShare o x
“ Home Share View Manage 0
(—' - 4 | ¥ This PC » Local Disk (C:) » Program Files (xB8) » EasiShare v “-| | Searc 3 ﬂ
- Favorit Administrator: C\Program Files (x86)\EasiShare\urlconfigurator.exe Illi-

One moment, while I retrieve your ip addres
nter the dona1n name and ensure you have a leady map to the instance.
5 Dowl Rt http:/ wm_exanple.com or http:/-192_168.1.77

[EasiShare Url: http:- /192.168.1.77
BT WChecking Url

B Desk

K

Aleh config updated.

AYS config updated.

WS config updated.

[Email Service config updated.

) Restarting service to apply the change.
LRNERESYS config updated.

18 This P

Download Portal config updated.

m|>

10items  1item selected 214 KB

E &

=~ [ 1R

10:49 PM
97372014

NOTE : The configurator helps to set-up the EasiShare URL and secret code in all modules, hence

you do not need to open each config file and make changes individually. Some settings in ESWS will

still require manual configuration.
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5. Navigate into esws and double click on “web.config” to open the file.

Home Share View
© - 1«I| .« Local Disk (C) » Program Files (26) » EasiShare » esws » | v ] [ searcn esws
¢ Favorites I\E"le. g e Ha.t.e_r.n.o.d_'ﬁfd . .T.}_'pf. R < -
B Desktop D EasiShareAD.asmx 5/5/2014 3:27 PM ASMXK File 1KB
{18 Downloads || EasiShareMobile.asmx 5/5/2014 3:27 PM ASMX File 1KB
(E Recent places D EasiShareWs.asmx 5/5/2014 3:27 PM ASMX File 1KB
D GetFile.ashx 5/5/2014 3:27 PM ASHX File TKB
1% This PC || GetFileEx.ashx 5/5/2014227PM  ASHX File 1KB m
D GetMyFile.ashx 5/5/2014 3:27 PM ASHX File 1KB
f" Metwark D Global.asax 5/5/2014 3:27 PM ASAX File 1KB
D Internal.asmx 5/5/2014 3:27 PM ASMX File 1KB
D MasterPage Master 5/5/2014 3:27 PM MASTER File 2KB
| NoFile.aspx 5/5/2014 3:.27 PM ASPX File 1KB
D OtpScreen.aspx 5/5/2014 3:.27 PM ASPX File 16KB
D SessionExpired.aspx 5/5/2014 3:27 PM ASPXFile 1KB =
D Share.asmzx 6/18/201412:50 PM  ASMX File TKB
D Storage.asmx 5/23/2014 3:40PM ASMX File 1KB
__| Troubleshooting.aspx 6/18/201412:50 PM  ASPX File TKB
D Updates.asmx 5/5/2014 3:.27 PM ASMX File 1KB
D UploadStorageFile.ashx 5/5/2014 3:27 PM ASHX File 1KB
D UploadStorageFileEx.ashx 5/5/2014 3:27 PM ASHX File TKB
Version.aspx 5/5/2014 3:27 PM ASPX File 1KB
I Web | ennoiaiosepm XML Configuratio.. 16k
27items 1 item selected 15.9KB g

6. Make the necessary changes for all mandatory settings. Refer to Annex 1.3 for more details

and Annex 1 for information on settings that are mandatory.

File Edit View Debug XML Tools Window Help
FEOD-Hd s R2R(RIZEZ(I-C-[Fua [/E L
" Wehb.config -
J] <1-- Value : computername / ip address -->
= <setting name="SMTPServer" serializeAs="String">

>1x

<value></value>
+ </setting>
«<!'--Port number for SMTP.-->
<!--Walue : 1 - 65535 -->
= <zetting name="SMIPPort"™ serializelAs="String">
<value>25</value>
- </setting>
!-—— SMTP on 55L —->»
<!-- Value ; True / False -->
= <setting name="SMIPUser55L" serializelAs="String">
<value>False</valuey
- </setting>
— Require Authentication for SMIP --—>
«1-- Value : True / False -->
=] <setting name="SMTPAuthRequired” serializeAs="String">
<value>False</value>
F </setting>
<'-- From email address send out by EasiShare —-->
<!'-— Value : email address --»

= <setting name="FromEmail" serializeAs="String">
<value></value>
</setting> <1

< [ I i ) ) [>]

Item(s) Saved Ln 208 Col 16 Ch16 INS.

7. Save changes and navigate to another module.
8. Repeatsteps5to 7.
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Activate EasiShare

Once you have completed the configuration of EasiShare, the final step would be to activate EasiShare
for use. Please follow the instructions below to activate EasiShare:

1. Launch Internet Explorer and key in the URL + /caweb. i.e if the URL that you have
configured is https://easishare.example.com then key in https://easishare.com/caweb
2. Fillin the activation form and click on Activate (Tick icon).

easishare
Activation Code B
Company Name
Company Industry Accounting

Company Address

Company Size 110
Remarks
Contact Name
Contact Email
Contact Phone No
URL

Mailing List

?

3. After the activation is successful, you will be redirected to the CA Web Logon page.
4. Key in your AD username and password to login.

NOTE : The first user who logs in after activating EasiShare will be the first admin in EasiShare. You
can add more than one admins later on in User Management.

easishare

Secure + Mobile » Sync - Share

Windows

J

N -

Android n

Secure Mobile File Management for
Enterprises and Governments

5. You have come to the end of the setup. Refer to the CAWeb User Guide to proceed from
here.
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Annex 1

This section and sub-section list the configuration file in each module and provide a description on each setting. Each setting is colour coded with one of
these colours GREEN, YELLOW and RED, which will help you focus on the setting that are require by EasiShare.

EXAMPLE

Setting is mandatory. Failure to configure it will result in some or all modules to malfunction as the solution depends on these settings.

Setting is mandatory. Failure to configure it will result in some or all modules to malfunction as the solution depends on these settings.
Can be configured in file or using urlconfigurator.

Setting is mandatory. Failure to configure it will result in some or all modules to malfunction as the solution depends on these settings.
Can be configured in file or from IIS.

Optional setting that you should not change.

Setting that is used to handle compatibility issues or to enable some functionality.
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Annex 1.1 — CAWS Configuration

The table below provides descriptions of the settings and recommended values for each of them in CAWS. The setting file is located in “C:\Program Files
(x86)\EasiShare\caws\web.config”.

S/No

Description

Setting Name

Database connection setting for CAWS to connect to SQL Server. The setting can be
configured in IS or in this config file. 4 parameters are required to complete the configuration
and they are;

SQL Server name

EasiShare database name

SQL account username

SQL Account password

NOTE : Integrated Security mode is not supported.

<add
connectionString="Server=localhost;Database=EasiShare_DB;User
ID=sqglusername;Password=sglpassword"
name="ClientWS.Properties.Settings.EasiShareDB" />

AD connection setting for CAWS to connect to Active Directory.
The setting can be configured in 1IS or in this config file. 2 parameters are required to complete
the configuration and they are;

e AD Computer Name

e Domain name

<add
connectionString="LDAP://server2008r2/DC=easishare,DC=com"
name="ADConnectionString" />

The level of logging in EasiShare log. Value are “PRODUCTION” and “DEBUG”.
Recommended value is “PRODUCTION?”, unless for troubleshooting.

<setting name="LogDetailsLevel" serializeAs="String">
<value>PRODUCTION</value>
</setting>

Not in use. Set it to “False” and do not change.

<setting name="PasswordExpire" serializeAs="String">
<value>False</value>
</setting>

The event log source name that is in Windows Event log. EasiShare log error in Windows event
log using the event log source name configure here.
Default is “CAWS” and recommended not to change the value.

NOTE : You will need to register the event log source name in Windows registry if the value
has changed. Run this command in windows command to register the source name

eventcreate /ID 1 /L Application /T Information /SO CAWS /D “Created”

<setting name="EventLogSource" serializeAs="String">
<value>CAWS</value>
</setting>

Not in use. Set it to “True” and do not change. Value are “True” or “False”.

<setting name="OnPremiseMode" serialize As="String">
<value>True</value>
</setting>

Impersonation type in EasiShare. Value are “Impersonation” or “Delegation”. Default is
“Impersonation”. If you have trouble with login or sharing, switch to another value.

<setting name="NASImpersonationLevel" serializeAs="String">
<value>Impersonation</value>
</setting>

Logon type in EasiShare. Value are “NetworkClearText” or “Interactive” or “Network”. Default
is “NetworkClearText”. If you have trouble with login or sharing, switch to another value. For
more information on each type, click here.

<setting name="NASLogonType" serializeAs="String">
<value>NetworkClearText</value>
</setting>
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NOTE : To enable 100% Registered User mode, create a file with filename “nonad.config” in
CAWS application bin folder. You will need to configure the same in ESWS.

9 The number of records that will return in CA Web -> Import Users without keying in the OU. <setting name="UserListADLimit" serialize As="String">
Instead of returning all users, it will return the count set here. Default value is 500. If you <value>500</value>
encounter performance issue or no result return, try lowering the value. </setting>
10 The endpoint of ESWS web service. In most cases, change http to https and replace localhost <setting name="ClientWS_share_Share" serializeAs="String">
to the server ip address or domain name. i.e. If you are running https and domain name is <value>http://localhost/esws/</value>
easishare.com, “https://easishare.com/esws/” </setting>
11 AD logon type. Value are “ValidateUser” or “LDAPCheck”. Default is “LDAPCheck” and if you | <setting name="ADAuthMethod" serializeAs="String">
have problems, switch to another value. <value>ValidateUser</value>
</setting>
12 The time where caws will scan all drives and update the used capacity. Value in time and in 24 | <setting name="StorageScanTime" serializeAs="String">
hours format. Default is “02:00:00”, which scan 2:00 AM daily. <value>02:00:00</value>
Scan will not run if “EnableReports” setting is set to “False” </setting>
Enable or disable scanning of drives and update the used capacity. Value are “True” or <setting name="EnableReports" serializeAs="String">
“False”. Default is “True” and time can be set in “StorageScanTime”. Set to “False” if all the <value>True</value>
storage is using NTFS permission. </setting>
14 The password to access shared setting value in esws web service. Value has to be the same <setting name="SecretPass" serializeAs="String">
as it is configured in esws config file. <value><value>
</setting>
15 User Management user creation type. Support Import User which import user from user in AD <setting name="UserCreationType" serializeAs="String">
or Create User, which allow EasiShare administrator to create user from CA Web and create in | <value>ImportUser<value>
AD. Default is “ImportUser” </setting>
NOTE : Additional configuration is required on EasiShare Service Account in order for Create
User to work. Please ensure the EasiShare Service Account is delegated with create OU and
User rights.
16 Enable or disable forget password link. Value are “True” or “False”. Default is “False” <setting name="ForgetPassword" serializeAs="String">
<value>False<value>
NOTE : Additional configuration is required on EasiShare Service Account in order for Forget </setting>
Password link to work. Please ensure the EasiShare Service Account is delegated with
Password reset rights.
17 Enable or disable Registered User. Value are “True” or “False”. Default is “False” <setting name="EnableRegisteredUsers" serialize As="String">

<value>False<value>
</setting>
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Enable or disable Registered User as Admin. Value are “True” or “False”. Default is “False”

NOTE : Work together with EnableRegisteredUsers, if the setting is set to false. This will not
have any effect.

<setting name="AllowRegisteredBeAdmin" serializeAs="String">
<value>False<value>
</setting>
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Annex 1.2 — CAWeb Configuration

The table below provides descriptions of the setting and recommended values for each of them in CAWeb. The setting file is located in “C:\Program Files

(x86)\EasiShare\caweb\web.config”.

S/No | Description Setting Name
The event log source name that is in Windows Event log. EasiShare log error in Windows event | <setting name="EventLogSource" serializeAs="String">
log using the event log source name configured here. <value>CAWeb</value>
Default is “CAWS” and it is recommended not to change the value. </setting>
NOTE : You will need to register the event log source name in Windows registry if the value
have changed. Run this command in windows command to register the source name
eventcreate /ID 1 /L Application /T Information /SO CAWS /D “Created”
2 The endpoint of CAWS web service. In most cases, change http to https and replace localhost <setting name="CAPortal_ClientWS_Client" serializeAs="String">

to the server ip address or domain name. i.e. If you are running https and domain name is
easishare.com, “https://easishare.com/caws/client.asmx”

<value>http://localhost/caws/client.asmx</value>
</setting>
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Annex 1.3 — ESWS Configuration

The table below provides descriptions of the settings and recommended values for each of them in esws web service. The setting file is located in
“C:\Program Files (x86)\EasiShare\esws\web.config”.

S/No

Description

Setting Name

Database connection setting for CAWS to connect to SQL Server. The setting can be
configured in IS or in this config file. 4 parameters are required to complete the configuration
and they are;

e  SQL Server name

e EasiShare database name

e  SQL account username

e  SQL Aacount password

NOTE : Integrated Security mode is not supported.

<add
connectionString="Server=localhost;Database=EasiShare_DB;User
ID=sqglusername;Password=sqlpassword "
name="EasiShareWS.Properties.Settings.EasiShareDB"
providerName="System.Data.SqlClient" />

The event log source name that is in Windows Event log. EasiShare log error in Windows event
log using the event log source name configure here.
Default is “ESWEBSERVICE” and recommended not to change the value.

NOTE : You will need to register the event log source name in Windows registry if the value
have changed. Run this command in windows command to register the source name

eventcreate /ID 1 /L Application /T Information /SO ESWBESERVICE /D “Created”

<setting name="EventLogSource" serializeAs="String">
<value>ESWEBSERVICE</value>
</setting>

The level of logging in EasiShare log. Value are “PRODUCTION” and “DEBUG”.
Recommended value is “PRODUCTION”, unless for troubleshooting.

<setting name="LogDetailsLevel" serializeAs="String">
<value>PRODUCTION</value>
</setting>

SMTP mail server to send email.

<setting name="SMTPServer" serializeAs="String">
<value></value>
<[setting>

SMTP mail server port number to send email. Typically it is 25 or 587 for SSL. Change setting
name SMTPUserSSL to “True” if SSL used.

<setting name="SMTPPort" serializeAs="String">
<value>25</value>
</setting>

Set this to “True” if SMTP server connection is using SSL. Values are “True” or “False”.

<setting name="SMTPUserSSL" serializeAs="String">
<value>false</value>
</setting>

Authentication required to send email. Set it to “True” if required and update the setting name
FromEmail, SMTPUserName and EmailDisplayName with the login ID. Password set in setting
name SMTPPassword. Value are “True” or “False”.

<setting name="SMTPAuthRequired" serializeAs="String">
<value>false</value>
</setting>

The sender email address and typically should be the same value as setting name
SMTPUsername. If SMTP server does not require authentication, it will be
noreply@youremaildomain.

<setting name="FromEmail" serializeAs="String">
<value></value>
</setting>

This is required if SMTP server requires authentication. It will be the email address, while for
some case it could be some other value. i.e. AWS SNS uses Access Key as the username.

<setting name="SMTPUsername" serializeAs="String">
<value></value>
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</setting>

This is required if SMTP server requires authentication. It will be the password for the setting
name SMTPUsername.

<setting name="SMTPPassword" serializeAs="String">
<value></value>
</setting>

11 Does not work on some SMTP server. By setting to “True”, email will be sent on behalf of the <setting name="SendOnBehalf" serializeAs="String">
sender email address and when recipient reply it will reflect the sender email address instead of | <value>true</value>
the email address in setting name FromEmail. Setting name EmailDisplayname value must be </setting>
“On Behalf Of ##Username##” if set to “True” Value are “True” or “False”.

12 Does not work on some SMTP server. The name of the sender or email address. Typically it <setting name="EmailDisplayName" serializeAs="String">
will be the same value as setting name FromEmail or “On Behalf Of ##Username##” if setting | <value>On Behalf Of ##Username#</value>
name SendOnBehalf is set to “True”. </setting>

The number of retry attempts to send email. Default is 3.

<setting name="EmailRetryAttempts" serializeAs="String">
<value>3</value>
</setting>

File extension listed will be compressed before transfer using gzip compression. Performance
gain and reduced transfer time. File by default that have been compressed will not have any
effect. i.e. jpg, docx, xIsx

<setting name="FileTypesToCompress" serializeAs="String">
<value>.doc,.xls,.ppt,.txt</value>
</setting>

Email alert such as connectivity issue and drive quote reaching the threshold will be sent to
those email address configured here. Support multiple email addresses by adding additional
<string></string> tag.e.g.

<setting name="AdminEmailsList" serializeAs="Xm|">

<value>

<ArrayOfString xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema">
<string>adminl@easishare.com</string>

<string>admin2@easishare.com</string>

<setting name="AdminEmailsList" serializeAs="Xml">

<value>

<ArrayOfString xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-
instance" xmlIns:xsd="http://www.w3.0rg/2001/XMLSchema">
<string>admin@Ilocalhost</string>

</ArrayOfString>

</value>

</setting>

</ArrayOfString>
</value>
16 Logon type in EasiShare. Values are “NetworkClearText” or “Interactive” or “Network”. <setting name="NASLogonType" serializeAs="String">
Default is “NetworkClearText”. If you have trouble with login or sharing, switch to another <value>NetworkClearText</value>
value. For more information on each type, click here. <[setting>
17 Impersonation type in EasiShare. Value are “Impersonation” or “Delegation”. Default is <setting name="NASImpersonationLevel" serializeAs="String">
“Impersonation”. If you have trouble with login or sharing, switch to another value. <value>Impersonation</value>
</setting>
18 Read file hash time-out timing in seconds. Default is “300” seconds. Do not change, unless you | <setting name="UploadFileReadTimeout" serializeAs="String">
experience issues. <value>300</value>
</setting>
19 Not in use. Set it to “02:00:00” and do not change. <setting name="AuditLogMaintainTime" serializeAs="String">
<value>02:00:00</value>
</setting>
20 Not in use. Set it to “10” and do not change. <setting name="AuditLogMaintainKeepDays" serializeAs="String">
<value>10</value>
</setting>
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21 In Internal Share, the value determine the number of records which matches the search criteria. | <setting name="FindUsersPageSize" serializeAs="String">
It also returns the next set of result that will be returned for paging. Default value is “10”. <value>10</value>
</setting>
22 Set it to “True” to ensure Versioning on CIFS storage. Values are “True” or “False”. Default is <setting name="CIFSVersioningSupport" serializeAs="String">
“False”. <value>False</value>
NOTE : It will use up more disk space if this is enabled. </setting>
23 The time in minutes for Download and Upload Portal to expire the session after in-activity. <setting name="SessionExpiryTime" serializeAs="String">
Default is “5”. <value>5</value>
</setting>
24 The time in minutes for the One Time SMS Password to expire after recipient clicks on Request | <setting name="OtpExpiryTime" serializeAs="String">
OTP in Download or Upload Portal. Default is “5”. <value>5</value>
</setting>
The file size after it breaks the file into smaller chunks to upload or download. Default is <setting name="PartSize" serializeAs="String">
“20480”. Do not change. <value>20480</value>
</setting>
26 The time in minutes to close in-active download session and is used for resume upload or <setting name="ExternalLinkSessionTime" serializeAs="String">
download. Default is “360”. <value>360</value>
</setting>
The value in days which the system will add when user sets no expiry for share and upload <setting name="MaxLongPeriodSharedDocumentinDays"
request. Default is “87600”. Do not change. serializeAs="String">
<value>876000</value>
</setting>
28 Unsupported character in file name will be automatically renamed with the value set here. For <setting name="ReplacementChar" serializeAs="String">
example if the invalid character is “&” and the file name is “Sales & Marketing.pptx”, it will be <value>0</value>
renamed to “Sales 0 Marketing.pptx” before it is uploaded to server. For the list of unsupported | </setting>
character by storages. Open StoragesConfig.xml inside App_Data folder, which can be found in
the sub-directory of this config file.
29 The password to access shared setting value by Download and Upload Portal. Recommended <setting name="0OTPSecretPass" serializeAs="String">
to have strong password and the value must be the same in Download and Upload Portal <value></value>
config file. </setting>
30 Recipient List separator for email template. <setting name="RecipientListSeparator" serializeAs="String">
<value>&lt;br /&gt;</value>
</setting>
31 Set to “True” for sender to receive a copy of the share link email. Values are “True” or “False”. | <setting name="ShareToSender" serializeAs="String">
Default is “False”. <value>False</value>
</setting>
32 Token expiry time in minutes. Default is “60”. <setting name="TokenTTL" serializeAs="String">
<value>60</value>
</setting>
Not in use. Set it to “True” and do not change. Values are “True” or “False”. <setting name="0OnPremiseMode" serializeAs="String">
<value>True</value>
</setting>
34 AD logon type. Values are “ValidateUser” or “LDAPCheck”. Default is “LDAPCheck” and if <setting name="ADAuthMethod" serializeAs="String">
you have problem, switch to another value. <value>LDAPCheck</value>
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NOTE : To enable 100% Registered User mode, create a file with filename “nonad.config” in
ESWS application bin folder. You will need to configure the same in CAWS.

</setting>
34 Set it to “True” to ensure Versioning on Sharepoint storage. Values are “True” or “False”. <setting name="SPVersioningSupport" serializeAs="String">
Default is “False”. <value>False</value>
NOTE : It will use up more disk space if this is enabled. </setting>
35 No of failure attempts before system sent email to inform EasiShare administrator about <setting name="EmailAlertThreshold" serializeAs="String">
connectivity issue. i.e. unable to connect to AD, Storage, SQL database. Default is “3”. <value>3</value>
</setting>
36 Maximum file size that User Portal support to download multiple files as zip. Value in MB. <setting name="ZipFileSizeLimit" serializeAs="String">
Default is “500”. <value>500</value>
</setting>
37 Time in minutes before the temporary zip file will be deleted from storage. Default is “60”. <setting name="ZipFileExpiryTime" serialize As="String">
<value>60</value>
</setting>
38 The number of days that the owner can still access expired Upload Request File. Value in day. | <setting name="UploadRequestLifeTime" serializeAs="String">
Default is “10”. <value>10</value>
</setting>
39 Consolidated email notification for Download Share File. Value in minutes. Default is “15”. <setting name="NotificationsInterval" serializeAs="String">
<value>15</value>
</setting>
40 Enable or disable unshare file. Values are “True” or “False”. Default is “False” <setting name="DisableUnshareNotifications" serializeAs="String">
<value>False</value>
</setting>
41 Enable or disable Registered User. Value are “True” or “False”. Default is “False” <setting name="EnableRegisteredUsers" serializeAs="String">

<value>False</value>
</setting>
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Annex 1.6 — Email Service Configuration

The table below provides descriptions of the settings and recommended values for each of them in Email Service. The setting file is located in “C:\Program

Files (x86)\EasiShare\winsvc\EasiShareWinService.exe.config”.

S/No | Description Setting Name
1 The polling time for the service to check if there any email to send. Value in milliseconds and <setting name="IdleTime" serializeAs="String">
default is “500”. <value>500</value>
</setting>
2 The endpoint of ESWS web service. In most cases, change http to https and replace localhost <setting name="InternalWsUrl" serializeAs="String">
to the server ip address or domain name. i.e. If you are running https and the domain name is <value>http://localhost/esws</value>
easishare.com, “https://easishare.com/esws” </setting>
3 The level of logging in EasiShare log. Values are “PRODUCTION” and “DEBUG”. <setting name="LogDetailsLevel" serializeAs="String">
Recommended value is “PRODUCTION?”, unless for troubleshooting. <value>PRODUCTION</value>
</setting>
The event log source name that is in Windows Event log. EasiShare log error in Windows event | <setting name="EventLogSource" serializeAs="String">
log using the event log source name configured here. <value>ESWIN</value>
Default is “ESWIN” and recommended not to change the value. </setting>
NOTE : You will need to register the event log source name in Windows registry if the value
have changed. Run this command in windows command to register the source name
eventcreate /ID 1 /L Application /T Information /SO ESWIN /D “Created”
5 The endpoint of SPWS web service. In most cases, change http to https and replace localhost <setting name="SPWSUrl" serializeAs="String">

to the server ip address or domain name. i.e. If you are running https and the domain name is
easishare.com, “https://easishare.com/spws”

NOTE : Used for Cloud Version only.

<value></value>
</setting>
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Annex 1.7 — Relay Service Configuration
The table below provides descriptions of the settings and recommended values for each of them in Email Service. The setting file is located in “C:\Program
Files (x86)\EasiShare\ws\web.config”.

S/No | Description Setting Name
1 The time-out for file upload. Value in seconds and default is “300". <setting name="UploadFileReadTimeout" serializeAs="String">
<value>300</value>
</setting>
2 The time-out for file download. Value in seconds and default is “300”. <setting name="DownloadFileReadTimeout" serializeAs="String">
<value>300</value>
</setting>
The event log source name that is in Windows Event log. EasiShare log error in Windows event | <setting name="EventLogSource" serializeAs="String">
log using the event log source name configured here. <value>ESRelay</value>
Default is “ESRelay” and recommended not to change the value. </setting>

NOTE : You will need to register the event log source name in Windows registry if the value
have changed. Run this command in windows command to register the source name

eventcreate /ID 1 /L Application /T Information /SO ESRelay /D “Created”

4 The level of logging in EasiShare log. Values are “PRODUCTION” and “DEBUG”. <setting name="LogDetailsLevel" serializeAs="String">
Recommended value is “PRODUCTION?”, unless for troubleshooting. <value>PRODUCTION</value>
</setting>
5 The endpoint of ESWS web service. In most cases, change http to https and replace localhost <setting name="EasiShareWSUrI" serializeAs="String">
to the server ip address or domain name. i.e. If you are running https and the domain name is <value>http://localhost/esws</value>
easishare.com, “https://easishare.com/esws” </setting>
6 The time-out for proxy request to ESWS web service. Value in seconds and default is “300”. <setting name="Timeout" serializeAs="String">
<value>300</value>
<[setting>
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Annex 1.8 — User Portal Configuration

The table below provides descriptions of the settings and recommended values for each of them in User Portal. The setting file is located in “C:\Program Files
(x86)\EasiShare\web\web.config”.

S/No | Description Setting Name
1 The endpoint of ESWS web service. In most cases, change http to https and replace localhost <setting name="WebServiceEndPoint" serializeAs="String">
to the server ip address or domain name. i.e. If you are running https and the domain name is <value>http://localhost/esws</value>
easishare.com, “https://easishare.com/esws/” </setting>
The event log source name that is in Windows Event log. EasiShare log error in Windows event | <setting name="EventLogSource" serializeAs="String">
log using the event log source name configured here. <value>ESUserPortal</value>
Default is “ESUserPortal” and recommended not to change the value. </setting>
NOTE : You will need to register the event log source name in Windows registry if the value
have changed. Run this command in windows command to register the source name
eventcreate /ID 1 /L Application /T Information /SO ESUserPortal /D “Created”
3 The level of logging in EasiShare log. Values are “PRODUCTION” and “DEBUG”. <setting name="LogDetailsLevel" serializeAs="String">
Recommended value is “PRODUCTION”, unless for troubleshooting. <value>PRODUCTION</value>
</setting>
4 The logout time if there is no activity from user. Value in minutes and default is “15”. <setting name="TimeoutLogout" serializeAs="String">
<value>15<value>
</setting>
5 The password to access shared setting value in esws web service. Values have to be the same | <setting name=" SecretPass" serializeAs="String">
as it's configured in esws config file. <value><value>
</setting>
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Annex 2 - Troubleshooting

Below is a list of the common problems that users encounter after configuring EasiShare. It provide insights on what could be the possible cause as well as areas to check.

S/No | Description Likely Cause
1 “A network related error has occurred. Please try again later. If this error 1. Check the database connection string. Refer to Configure EasiShare
persists, please contact your system administrator” appear when | try to Database Connection & Service Account. To verify your setting and ensure
access CAWeb portal. the account is active and working.
2. Firewall rule for port 1433 is not opened between EasiShare and SQL
Server. Check your network firewall and Windows Firewall. Run telnet to test
the connectivity.
3. The SQL Server might not be configured with remote connection. Check
SQL Server setting.
2 “The remote name could not be resolved: activate.easishare.com” appear 1. Internet access may not be available in EasiShare server. Ensure internet
when | try to activate and register EasiShare license. access is available in EasiShare server and is able to connect to
activate.easishare.com.
3 “The activation code submitted is invalid. Please check if you have entered 1. Check the Activation Code and ensure it is correct.
the activation code correctly. If this error persists, please contact 2. Check if the Activation Code has it been used before. If so, you will not be
EasiShare.” appear when | try to activate and register EasiShare license. able to activate it again. Contact us at support@easishare.com.
4 “Invalid username or password” when | try to login to CA Web after 1. Check and ensure the username and password is correct.
activating EasiShare. 2. Trylogging in with email format. i.e domainadmin@easishare.com
3. Check that the LDAP String in CAWS and ESWS are configured correctly.
Refer to Configure EasiShare Database Connection & Service Account to
verify your setting and ensure the account is active and working.
4. Try changing “ADAuthMethod” in CAWS config.
5 “An error occur while trying to install MS SQL Server 2008 R2 Error Code : - 1. The server does not have internet access to download .NET Framework
2067919934” during setup. 2.0(Only apply for Server 2012/2012 R2). To resolve this, you can do any
one of the following;
* Make sure internet access is available and re-run setup.
* Manually install .NET Framework 2.0 and re-run setup.
* Manually run SQL Server 2008 R2 setup which can be found inside
dependency folder. Filename : SQLEXPRWT_x64 ENU.msi
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Annex 3 - FAQ

Some of the frequently ask question on setup that is not part of the standard will be address in this section.

Does EasiShare support load distribution using hardware / software load balancer such as F5, Windows Load
Balancer?

EasiShare does support load distribution and it can be hardware or software load balancer. Additional setting is require to
support this setup and failure to setup will result in intermittent issue or auto log-off. By default these components support
load balancing with no configuration require.

EasiShare CA Web Service
EasiShare CA Web
EasiShare Web Service
EasiShare Relay Service

If you are using User Portal dditional configuration is require and as follow;

1.

NogakwN

Launch IIS by clicking on Control Panel -> Administrative Tools -> Internet Information Services
(IIS) Manager.

Double click on the Web Site where EasiShare is installed and select web.

Double click on Session State.

Select SQL Server and click on Create...

Keyin the SQL Server name and EasiShare database name which you have configured in the textbox provided.
Select Specify credentials and click on Set...

Keyin the SQL account user name, password and confirm password that have permission to read and write the
database table. Click on OK.

Click on OK again to save change.
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