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Professional Summary
· Experience in administrating of IAAS, PAAS & SAAS (Examples of XaaS) Virtual Machines and Web/Worker roles on Microsoft Azure Cloud Services, Resource Manager and troubleshooting issues on Azure VMs.
· Extensive knowledge of Azure-based disaster recovery, business continuity solutions, backup functionality and worked with PowerShell 3.0 on windows server 2012/2008 r2 environments.
· Experience in provision of automation tools like Chef, Puppet and Ansible, in addition to deployment tools like SVN, GIT, TFS, PVCS, terraform, Clear Case, Perforce, Jenkins, and Bamboo.
· Deployed Azure Cloud services (PaaS role instances) into secure VNets, subnets and designed Network Security Groups (NSGs) to control Inbound & Outbound access to Network Interfaces (NICs), VMs.
· VSTS environment setup, configuration, customization of VSTS Work items, and Customization on VSTS process template.
· Experience in handling production outages and root cause analysis.
· Hands-on operational experience in a high-volume or critical production service environment.
· Wrote Ansible Playbooks with Python SSH as the Wrapper to Manage Configurations of AWS Nodes and Test Playbooks on AWS instances using Python. 
· Experience in setting up firewall rules and making Google network look as longarm extension for Corporate networks.
· Manage real-time communications during outages with both technical and non-technical audiences.
· Extensive use of Terraform and Packer for creating google compute instances
· Configured and managed AWS Glacier, to move old data to archives based on retention policy of databases/ applications (AWS Glacier Vaults)
· Used Terraform to map more complex dependencies and identify network issue.
· OpenStack (Icehouse) with OpenStack to create software Defined Networking tenant and service provider network and routers. 
· Manually generated certifications for our clusters using Open SSL and cfssl.
· knowledge in Understanding, CSS. VB, .Net Worked with ALM tool TFS 2010.
· Automated local user provisioning in instances created in OpenStack cloud through Ansible Play books.
· Created and deployed a tool to automate branch and project creation in subversion using Puppet scripts.
· Monitoring infrastructure to identify and troubleshoot issues on servers using Nagios, Splunk.
· Created VM in Google Cloud Platform (GCP), installed Docker, Docker swarm.
· [bookmark: _Hlk534608855]Well versed with Designing and deployed container-based production clusters using Docker, Kubernetes, Docker Swarm, OpenShift and knowledge in Apache Mesos.
· Knowledge on Vagrant & Docker based container deployments to create self-environments for dev teams and containerization of environments delivery for releases.
· Deployed test instances of Nexus and Artifactory as containers in a Kubernetes environment.
· Well-versed with installation, configuration & administration of Microsoft Windows 2008R2/2012R2 Servers.






PROFESSIONAL EXPERIENCE
Sr. Azure Cloud Engineer									Jan 2019 -Nov 2020  
3M – St. Paul, MN 
· Designed and developed next generation cloud platforms for 3M to support large scale server/application workloads.
· Designed, configured and deployed Microsoft Azure for a multitude of applications utilizing the Azure stack (Including Compute, Web & Mobile, Blobs, ADF, Resource Groups, HD Insight Clusters, Azure SQL, Cloud Services, and ARM), focusing on high-availability, fault tolerance.
· Written multiple Terraform configurations to create and manage existing resources and destroy those that are no longer needed.
· Advocated for engineering best practices and assist teams in using frameworks for infrastructure as code and immutable infrastructure concepts.
· Build full and partial stack components for hybrid cloud, AWS, and Azure solutions.
· Used PowerShell Scripting for automating process and collecting reports for daily tasks.
· Proactively identify hurdles to stabilize and implemented self-healing and resiliency initiatives.
· Used Apache Airflow to configure read and write task logs in Azure Blob and ADLS hook.
· Involved in managing Private Cloud and Hybrid cloud configurations and practices in Windows Azure, SQL Azure, Azure Web and Database deployments.
· Participated in the Incident and Problem Management processes and assisted the teams to ensure proper RCAs are documented and follow-ups are delivered.
· Configured Azure AD SSO for third party SaaS Applications, Integrated Apps and Azure AD for 365 administrators. 
· Setting up Projects, Work Items, Build & Release pipelines in VSTS.
· Developed Azure Resource Manager and Terraform templates for deploying solutions to the public cloud.
· Experience with container-based deployments using Docker, working with Docker images, Docker Hub and Docker registries and Kubernetes.
· Managed and hosted Azure Kubernetes environment, making it quick and easy to deploy and containerized applications.
· Experience in Azure Data Factory which supports copying data to and from Blob storage by using the account key, shared access signature, service principal, or managed identities for Azure resources authentications.
· Operate & maintain high availability of software for multiple products running in a multi-region cloud environment.
· Developed an end-to-end Continuous Integration Pipeline using AzureDevOps for enabling a containerized local control plane using Kubernetes & Docker.
· Ensure the quality, consistency, and performance of the cloud platform through fully automated deployments and continual monitoring.
· Deliver highly-performant, highly scalable, highly available and secure cloud services at an optimized cost point.
· Work as a member of the infrastructure engineering team responsible for designing, developing and operating cloud platforms which run globally 24x7.
· Experience with data engineering, supporting container-based orchestration and deployment with Docker & Kubernetes
· Collaborate with 3M technology and business teams as a member of Platform Engineering in the design, planning, management, maintenance and support of cloud-based platforms and solutions.
· Implementing Dev[Sec]Ops in building platform security automation, services and application developments.
· Worked closely with the Cloud Center of Excellence, Security Architecture, and Governance teams to codify security policies across the AWS and Azure environments.

Sr. Cloud Engineer 										April 2018 -Jan 2019
SiriusXM – Irving, TX
· Extensive knowledge of Azure-based disaster recovery, business continuity solutions, backup functionality and worked with PowerShell 3.0 on windows server 2012/2008 r2 environments.
· Used Splunk and cloud watch to monitor the system logs as well as notify the incident management system upon exceeding thresholds.
· Worked with VSTS API for customizing check-in policies and alert mechanism.
· Assisting users to get familiar with VSTS.
· Worked with Terraform key features such as Infrastructure as code, Execution plans, Resource Graphs, Change Automation.
· Used Jenkins as Continuous Integration tools to deploy the Spring Boot Microservices to Azure Cloud and OpenStack using build pack.
· Created playbooks for OpenStack deployments and bug fixes with Ansible.
· Writing playbooks to deploy services on cloud, applications and to write modules in Ansible for implementing automation of continuous deployment.
· Manually converted AWS cloud formation templates to Terraform.
· Creating the Dashboards in Splunk, Grafana for logging and monitoring metrics for OpenShift Applications.
· Experienced in configuring the Ansible Tower to automate repetitive tasks and quick deployments for the critical applications.
· Used blobfuse to access existing block blob data in our Storage account through the Linux file system.
· Experience in managing IAM policies with active directory integration to manage security in GCP.
· Created and Configured Azure Red hat Openshift clusters. 
· Working with Docker, Docker hub, Docker inspect, Docker commit.
· Used OAuth 2.0 as a framework to provides a set of protocols for interaction with a service
· [bookmark: _Hlk534588970]Well-versed with installation, configuration & administration of Microsoft Windows 2008R2/2012R2 Servers. Migrating applications from IIS 6.0 to 7.5 as well as IIS 6.0 to IIS 8.0.
· Installing windows roles, features and deploying applications using PowerShell scripting.
· Assist in change management of container platform for new versions of OpenShift, Hotfixes, Sysadmin tasks, etc.
· Applied new features to the existing IIS tags using docker file. 
· Experienced and proficient deploying and administering the version across the environments using Git on Linux and windows platform.
· Good working experience with PowerShell 5.1, 3.0 on windows server 2008R2/2012R2/2016 environments.
· Configured VMs in availability sets using ARM templates to provide resiliency for IaaS based solution and scale sets using Azure Resource Manager to manage network traffic.

Sr. DevOps / Cloud engineer									July 2016 – Mar 2018 
Object Computing, Inc. (OCI) – St. Louis, MO

Roles & Responsibilities: 
· Extensive experience in working with broad range of Amazon Web Services (AWS) cloud services and it's features like Auto Scaling, AWS Storage, ELB, EBS, VPC, Security Groups, Access Control Lists (ACL), Route53, RDS, S3, IAM, SNS, SES, Cloud Watch and SQS.
· Build servers using AWS: Importing volumes, launching EC2, creating security groups, auto-scaling, load balancers, Route 53, SES, SNS in the defined virtual private connection.
· Created computing and data resources on AWS using EC2. Installed Pivotal Cloud Foundry on EC2 to manage the containers created by PCF. Used Docker to virtualize deployment containers and push the code to EC2 cloud using PCF. 
· Served as an Architect, Designed, Created Documents and Process flow for Migrations to the Cloud
· Troubleshooting high level security issues.
· Automated provisioning a bare-metal server using Ubuntu MAAS to be used for deploying OpenStack on a Kubernetes control plane.
· Development of information security Policies and standards
· Securing the GCP infrastructure using Private subnets, Security groups, NACL(VPC), WAF etc
· Managing, configuration, implementation and providing Remote support on security devices.
· Worked on Cloud Watch, CloudFormation, Autoscaling, Cloud Front, Dynamo DB, Redshift and knowledge in Google Cloud Platform.
· Deploy and verify using Openshift CLI and customize the deployment by using configure infrastructure settings and Openshift nodes.    
· Guided Scrum teams on Agile/Scrum practices and coach them to achieve higher goals and setup cohesive work environment.
· Managing, configuration, implementation and providing Remote support on security devices.
· Created Chef Cookbooks to provision Apache Web servers, Tomcat servers.
· Helped architecting cloud automation and configuration management solutions using infrastructure as code and working with tools, such as ansible, terraform and cloud formation
· Deployed Staging and Production Jenkins Servers as Pods on top of a Kubernetes environment.
· Developed Docker based micro services, deployment modules with Jenkins, Kubernetes and Ansible based pipelines/frameworks.
· Configured Chef Server Enterprise on premise /workstation /bootstrapped the nodes using knife and automated by testing Chef Recipes/Cookbooks with test-kitchen/chef spec.
· Written Manifests/Recipes and Ruby Scripts to customize the Puppet/Chef as per our environment.
· Used Ticketing tool JIRA to track defects and changes for change management, monitoring tools like New Relic and Cloud Watch in different work environments in real and container workspace.
· Installed and configured Splunk to monitor EC2 Linux instances with puppet automation. Created indexes and generated reports.
· Automating the Google cloud platform Infrastructure using GCP Cloud Deployment Manager
· Architected and helped developing a hybrid system of Elasticsearch and HDFS using Logstash, Rsync and Kafka. The Elasticsearch was sharded over 20 nodes but later deployed on AWS. Three type of data were indexed and inputted into the Elasticsearch (Kibana)
· Successfully installed and deployed an entire AWS Cloud Private ICP Cluster then implemented and deployed ELK Elasticsearch, Logstash, Kibana, Filebeat, Kafka
· Experienced in branching, tagging, and maintaining the version control systems across the environments using SCM tools like GitHub, Subversion (SVN), Atlassian, GIT lab and TFS on Linux and windows platforms.
· Installing RedHat Linux using kickstart and applying security polices for hardening the server based on the company policies

Site Reliability Engineer								Mar 2014 – June 2016
Spireon - Irvine, CA
· Worked on writing Jenkins pipeline scripts using Groovy and Job DSL Plugin for creating common templates of pipeline jobs.
· Implementing new projects builds framework using Jenkins and Maven as build framework tools
· Responsible for large-scale Puppet implementation and maintenance. Puppet manifests creation, testing and implementation.
· Supported API development team in creating Ansible playbooks for deploying, integrating, and monitoring their continuous integration environment.
· Writing playbooks to deploy services on cloud, applications and to write modules in Ansible for implementing automation of continuous deployment.
· Configuring and deploying instances on GCP environments and Data centers, also familiar with Compute, Kubernetes Engine, Stackdriver Monitoring, Elastic Search and managing security groups on both.
· [bookmark: _Hlk534607056]Worked on writing Jenkins pipeline scripts using Groovy and Job DSL Plugin for creating common templates of pipeline jobs.
· Used Ticketing tool JIRA to track defects and changes for change management, monitoring with New Relic and Cloud Watch
· Managed Ubuntu, Amazon Linux and RHEL virtual servers on AWS EC2 instance by creating Ansible Nodes
· Experience in integrating AWS Instances and Jenkins with Active 	Directory (AD).
· Using Chef, deployed and configured ElasticSearch, LogStash and Kibana (ELK) for log analytics, full text search, application monitoring in integration with AWS Lambda and CloudWatch.
· Knowledge on Vagrant& Docker based container deployments to create self-environments for dev teams and containerization of environments delivery for releases.
· Docker container management, Kubernetes and working with Docker, Docker hub, Docker inspect, Docker commit.
· Designed AWS cloud formation templates to create multi region web application and databases.







Build and release Engineer									May 2013 – Dec 2013
ZL Technologies - Hyderabad, India
· Build and release software baselines, code merges, branch and label creation and interfaced between development and infrastructure. Performed all necessary day-to-day Subversion support for different projects.
· Developed and implemented Software Release Management strategies for various applications according to the agile process.
· Primary responsibilities include Build .3and Deployment of the java applications onto different environments. Responsible to push Java and .Net based builds to Dev, QA and Stage (Pre PROD) environments using Subversion.
· Trained developers to get familiar on TFS 2010 Work Items, Queue New Builds, and Work Spaces with Visual Studio 2010.
· Implemented Cloud Infrastructure as a Service environment using open source technology OpenStack to enable portability of cloud services across hybrid cloud environments.
· Worked on creating repositories in Git Stash for multiple applications
· Configured Git repositories in CI setup in Jenkins.
· Created build/deploy documentation in confluence for various applications.
· Created build instruction docs and installed (deploy) instruction docs for each application for different environments. Performed WebLogic deploys to various environments and co-ordinate with the Dev and QA team to resolve the issues. 

Linux System Administrator									Feb 2012 - April 2013
Flyin - Hyderabad, India
· Installed/Configured/Maintained/Administrated the network servers DNS, NIS, NFS, SENDMAIL.
· Responsible for installing, configuring.
· Upgrading and troubleshooting EMC power path on Solaris 10 and Linux.
· Administered RedHat Enterprise Linux, OEL 6.x, and Solaris 9 Servers by testing, tuning, upgrading, patching and troubleshooting both physical & virtual server problems.
· Used Veritas File system and Veritas Volume Manager 5.0 to configure the RAID 1 and RAID 5 Storage System for more redundancy.
· Installation, maintenance and regular upgrades of Red Hat Linux Servers using kickstart based network installation.
· Configured Proxy Server (Squid), DNS, FTP and DHCP servers on Red Hat Enterprise Linux. Configuring and maintaining system securities using IPTABLES
Education
	Digital Forensics
	Master's
	University of the Cumberlands
	2021 (aug)

	Information System Security
	Master's
	University of the Cumberlands
	2019
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