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Professional Summary
An Adept Sr. Cloud DevOps Engineer with 7+ years of experience working in the IT industry with strong foundations in Configuration Management, Continuous Integration (CI) and Continuous Deployment (CD), Build and Release Management, System/Network Administration on various cloud platforms like Microsoft Azure, Amazon Web Services (AWS) and have experience working in fast paced Agile teams. Hands-on experience in tools like Kubernetes, Terraform, Docker, Ansible, several scripting languages and monitoring tools.

· Expertise working on various Azure services like Virtual Machines, Azure Cache, Azure SQL, Storage Accounts, Azure Active Directory (AD), Azure Fabric Controller, Azure Data Factory, Application Gateways, Azure Data Bricks, Azure App Service, API Management, Azure Key Vault, Azure Log Analytics Workspace and Azure Event Hubs.
· Expertise in configuring and deploying AZURE AD Connect to accomplish hybrid identity goals. Experience in Azure Virtual Networks, Network Security Groups, Network Virtual Appliance, Azure Operational Insight, Azure Operational Management Suite (OMS) and Azure Site Recovery.
· Well-versed in writing parameterized Azure ARM templates to deploy multiple resources in Azure through Az-cli and windows PowerShell.
· Experience in creating and configuring Azure Log Analytics workspace with Azure Virtual Machines to store the log files and configuring an alert to monitor the health of VM at regular intervals and triggering an e-mail with the metrics to key stakeholders. Experience in Azure AD Domain Service (AD DS), SSO, MFA and RBAC.
· Experience in creating custom agent pools and configuring agents by writing roles in Ansible Playbooks and integrating it with Azure DevOps to run the build pipeline on custom agents.
· Experience in integrating existing GitHub repo to Azure Boards in Azure DevOps and linking commits and Pull Requests to work items.

CERTIFICATIONS:
Microsoft Certified: Azure Administrator Associate 
Microsoft Certified – DevOps Engineer Expert 
Certified Kubernetes Administration (CKA)
EXPERIENCE:
Mercury Insurance, Brea, CA                                                                                                           Jan2020 - Current                                           
Role: Sr. Azure Cloud Infrastructure Engineer     
· Designed and configured Azure Virtual Networks (VNets), subnets, Azure network settings, DHCP address blocks, DNS settings, security policies and routing.
· Built an application environment to operate at high availability in different Azure regions by using CDN, Azure Traffic Manager, App Services, Active Directory, Storage Queues, Cognitive Services, Azure Search, Storage Blobs, Redis cache, and SQL Database.
· Created custom agent pools and configured self-hosted agents for running Azure pipelines by implementing various roles and tasks in Ansible Playbooks. Wrote Ansible playbooks using Python SSH as wrapper for managing configurations of various Azure instances.
· Created reusable pipelines in Azure DevOps by passing build parameters using variable groups and integrated it with Azure Key Vault to fetch sensitive information like client secret and access token.
· Converted DevOps methodologies in to DevSecOps model by introducing security/vulnerability scans at different phases of DevOps by implementing pre-provisioning and post-provisioning scans for IaC by adopting tools like terraform enterprise (sentinel).
· Implemented various terraform templates to provision wide range of resources in Azure and automated it by creating parameterized yaml pipelines in Azure DevOps.  
· Involved in selecting the appropriate Azure service based on compute, data or security requirements and leveraging Azure SDKs to interact with Azure services.
· Created Azure Role-based Access Control (RBAC) to segregate duties within our team and provide only necessary access to users.
· Implemented client-side hooks in Git to trigger custom scripts before committing and merging into the Git repository and server-side hooks that run once the code is committed.
· Worked on Ansible Playbooks with Ansible roles and created inventory in Ansible for automating the continuous deployment. Configured the servers, deployed software, and orchestrated continuous deployments or zero downtime rolling updates.
· Implemented Ansible Tower workflow that provisions Azure VMs, applies a base system configuration, and deploys an application, all by using different playbooks maintained by different teams.
· Created a release pipeline in Azure DevOps to automate the windows patching process by implementing a PowerShell script.
· Create Azure ARM templates to provision Azure Kubernetes Cluster (AKS) and monitored the cluster using Prometheus and Grafana.
· Orchestrated and migrated CI/CD processes using Azure ARM, terraform templates and containerized the infrastructure using Docker in Azure.
· Designed delivery pipeline for different environments like DEV, QA, UAT and Production and implemented Azure DevOps as a continuous integration service.
· Responsible for user management, plugin management and end-to-end automation of Build and Deployment process in Azure DevOps.
· Worked on OWASP Web/API vulnerabilities and compensating controls (CSRF, XSS, SQLI) etc.
· Worked on Docker Container snapshots, attaching it to a running container, monitoring and troubleshooting issues with docker containers.
· Created Azure pipeline jobs for continuously building the projects. Scheduled jobs to build upon every check in into GitHub. Implemented YAML script to do pre-and post-build operations in Azure pipeline jobs.
· Integrated Azure policies with Azure Kubernetes Service (AKS) cluster to apply enforcements and safeguards on the cluster in a centralized manner
· Involved in troubleshooting and resolving several issues like CrashLoopBackoff while creating Kubernetes Pods by analyzing logs in production environment. 
· Monitored the Kubernetes cluster with Prometheus and Grafana by collecting and storing the metrics of pod and disk usage onto Azure Blob Storage.
· Configured Azure AppDynamics cluster agent to monitor AKS pod failures and restarts, node starvation, missing dependencies such as Services, Config maps and Secrets.
· Set up Kubernetes Clusters for running microservices and pushed microservices into production with Kubernetes backed Infrastructure. Automated the deployment of Kubernetes clusters using Ansible playbooks.
· Wrote many Python Scripts to automate the process such as tagging the resources based on the user input and by processing the CSV or YAML files provided as Inputs.
City of Hope, Irwindale, CA                                                                                                   July 2018 – Dec 2019
Role: Sr. Azure Cloud Engineer
· Migrated on prem to Microsoft azure by building azure disaster recovery environment, azure recovery vault and azure backups from the scratch using power shell script.
· Created and managed Virtual Machines and Web/Worker roles using Microsoft Azure Classic and Resource Manager deployment models. Troubleshooted issues on Azure VM and supported technologies such as Active Directory Federation Services, Azure Active Directory, and PowerShell.
· Setup Azure Virtual Appliances (VMs) to meet security requirements as software-based appliance functions (firewall, WAN optimization and intrusion detections) and implemented high availability with Azure Classic and Azure Resource Manager deployment models
· Designed, configured, and deployed solutions on Microsoft Azure using (Azure Resource Manager) ARM Templates, AZURE PowerShell Module focusing on high-availability and auto-scaling.
· Deployed a Jenkins server in Azure for autonomous software builds. Expert in deploying Services on Azure platform. Solving issues related to RDP of Azure infrastructure.
· Configured VMs in Availability Sets using Azure Portal to provide resiliency and scale sets using Azure Resource Manager to manage network traffic.
· Designed AWS Cloud Formation templates to create custom sized VPC, subnets, NAT to ensure successful deployment of Web applications and database templates.
· Migrated in-house DB to AWS RDS for High Availability, used read-replica data stream so that RDS automatically creates a primary DB instance and synchronously replicates the data to a standby instance in a different AZ.
· Configured cluster operations in AWS Kubernetes (EKS) to deploy microservices with CI/CD system and used Kubernetes cluster to scale up operations of clusters, maintain the cluster services, load balancing, network policies, group Docker containers across different platform.
· Configured and integrated Docker container orchestration framework using Kubernetes by creating pods, deployments and used Python Scripts to schedule, deploy and manage container replicas onto a node cluster using Kubernetes. 
· Configured Kubernetes cluster, also created new Projects, Services for load balancing and adding them to Routes by accessing from outside, created Pods through new application and controlling, scaling, and troubleshooting pods through SSH, managed manifest files and releases of Helm charts.
· Created several pods and services using Master and Minion architecture of Kubernetes and developed micro services by onboarding tools leveraging Python to allow easy creation and maintenance of build jobs and deploy Kubernetes services.
· Used Terraform to Setup infrastructure in AWS and Azure Environments. Converted existing Terraform modules that had version conflicts to utilize cloud formation to enable more control or missing capabilities.
· Implemented Terraform templates automating Azure IAAS VM’s using terraform modules and deployed virtual machine scale sets in production environment.
· Implemented Jenkins pipeline jobs to create Azure Infrastructure from GitHub repositories containing Terraform code and created on-premises active directory authentication using automation with ansible play books.
· Created terraform templates for provisioning virtual networks, subnets, VM Scale sets, Load balancers, and NAT rules and used terraform graph to visualize execution plan using the graph command. Configured BGP routes to enable ExpressRoute connections between on-premises data centers and Azure cloud.
· Brought security standards in data management by applying KMS encryption strategy to encrypt the data at rest and implemented SSL encryption layer to encrypt the data during transport and plotted workflow for DevSecOps operating model.
· Implemented Ansible playbooks for installing WebLogic/tomcat application, deployment of WAR, JAR, and EAR files across all the environments.
· Used Ansible playbooks, modules, roles to automate repetitive tasks, quickly deploys critical applications, and proactively manage changes in different environments. Also configured Ansible Tower to manage multiple nodes and inventory for various environments.
· Used Ansible Galaxy to pull the reusable modules for ansible and performed the installation and configuration of middleware. Integrated Ansible with Jenkins to provide automation, continuous integration through Jenkins and Implemented Jenkins Workflow and Plugins for repeatable deployments of multi-tier applications, artifacts, and services to Docker.
· Configured Jenkins on Kubernetes container environment, utilizing Kubernetes and Docker for the runtime environment for the CI/CD system to build, test and deploy. Implemented jobs to create Azure Infrastructure from GitHub repositories containing Terraform code and created on-premises active directory authentication using automation with ansible play books.
· Managed software artifacts required for development using repository managers like Nexus and JFrog Artifactory and writing Jenkins Pipeline. Written scripts for Continuous Integration (CI)and built workflows in Jenkins for uploading Artifacts into Nexus Repository.
· Worked on Jenkins by installing, configuring, and maintaining the purpose of CI and End-to-End automation for all build and deployments implementing CI/CD for the database using Jenkins. Used Jenkins API to query the Jenkins server state and change configuration and automate jobs on nodes.

Sr. Cloud DevOps Engineer                                                                                                                        May 2017 - June 2018
Spencer Health Solutions Inc, Morrisville, NC
· Configured AWS application deployment infrastructure services like VPC, EC2, S3, RDS, Dynamo DB, Mongo DB, IAM, EBS, Route53, SNS, SES, SQS, CloudWatch, CloudTrail, Security Group, Auto Scaling Group (ASG), and RDS using both CloudFormation and Terraform templates.
· Configured Auto Scaling in customized VPC, based on elastic load balancer (ELB) traffic and using ELB health check to trigger auto scaling actions and deployed Auto Scaling policies to scale up/down EC2 instances based on ELB health checks and created alarms to be used in auto scaling decision making policies. Familiar with AWS ACM and have installed SSL certificates on various Load Balancers.
· Written Terraform templates for automation requirements in AWS services. Implemented multiple high-performance MongoDB replica sets on EC2 with robust reliability. Managed and supported AWS Security related issues, such as IAM and S3 policies for user access. 
· Automated deployments of web applications based on Node.js, Python, Ruby, Java, PHP using AWS Code Pipeline, EC2, Elastic Beanstalk, and Jenkins and secured by creating IAM roles and policies for services and users.
· Created AWS Lambda functions in Python to invoke scripts for data transformations and analytics on large data sets in EMR clusters and Kinesis data streams and call Dynamo DB by REST API.
· Automated the implementation of VPCs, ELBs, security groups, SQS queues, S3 buckets by using Terraform and used Terraform as a tool to manage different cloud infrastructure resources, i.e., VMware, and Docker containers.
· Written many Bash and Python scripts using Boto3 SDK to supplement automation provided by Ansible and terraform for tasks such as encrypting EBS volumes backing AMI's and Scheduling Lambda functions for routine AWS tasks. 
· Implemented a Kubernetes Container Orchestration solution within AWS leveraging KOPS, which allows easy management creation and recovery of AWS assets.
· Integrated Docker container-based test infrastructure to Jenkins CI/CD test flow and executed build environment by integrating with GitLab and Jira to trigger builds using Webhooks and Slave Machines.
· Created reliable architectures and end-to-end migration plan for migrating Linux/Windows servers along with web applications into AWS cloud platform using IPSec tunnel, VPN gateway, and Data Pipeline.
· Automated CI/CD pipeline by utilizing Docker Containers, Docker Swarm and orchestration for a microservice-based application and automated with Ansible playbooks based on YAML.
· Built Jenkins jobs to create AWS infrastructure from GitLab repos containing Terraform code and administered and engineered Jenkins for managing weekly Builds.
· Set up Jenkins server and built jobs to provide continuous automated builds based on polling the GIT SCM during the day and periodically scheduled the builds overnight to support development.
· Created AWS OpsWorks platform to integrate Ansible process to deploy codes, various DB configurations to modularize and optimize product configuration and expertise in writing Ansible Playbooks, modules and roles and utilized Ansible for configuration management of hosted Instances within AWS. 
· Automated infrastructure activities such as Continuous Deployment, Application Server setup, Stack monitoring using Ansible playbooks and worked on Integrating Ansible with Run deck and Jenkins.
· Scheduled automated nightly builds using Jenkins. Built Jenkins pipeline to drive all Microservices builds by pulling images from Docker registry and then deployed to Kubernetes.
· Automated the entire lifecycle of Maven Java project by creating a Jenkins pipeline to build, test and publish the artifacts to Nexus/JFrog artifactory by integrating plugins like Junit, SonarQube and Nexus in Jenkins.
· Created Docker images to install tools like nginx, MySQL, tomcat deployed them as containers in multiple servers and monitored the logs using Nagios.
· Used ELK stack to monitor the logs for detailed analysis and worked on dashboarding using Elastic search, Logstash & Kibana (ELK) and used ELK to setup real time logging and analytics for Continuous delivery pipelines & applications. 
· Used Shell, Bash, and Python scripts to supplement automation provided by Ansible and Terraform.
· Created database tables that can store and retrieve any size of data and serve any level of request traffic using DynamoDB. Configured commercial SSL certificates for Application Servers such as WebSphere, WebLogic, Tomcat using NGINX and Apache web servers to terminate SSL endpoint.

DevOps Engineer                                                                                                                  Aug 2015 - April 2017
Kony Inc, Austin, TX
· Administered Jenkins continuous integration server installation and configuration to automate application packaging and deployments by integrating it with Git, Maven, Chef, JIRA, and Email servers.
· Automated CI/CD with Jenkins by integrating multiple build pipeline plugins like Maven, GIT, metrics, dashboard view to set up Jenkins master/slave nodes and distribute builds on slave nodes.
· Worked on Ansible as Configuration management tool, to automate repetitive tasks, quickly deploys critical applications, and proactively manage changes and written Ansible playbooks to perform middleware binary Installation and Configuration tasks involving JDK, Tomcat binaries installation
· Worked on overall refactoring of Ansible code base and continued development of playbooks. Wrote the Ansible playbooks to automate the infrastructure using Stash Source control.
· Created Ansible playbooks to automate repetitive tasks, quickly deploy critical applications, and proactively manage changes. Used Ansible Vault to secure sensitive data and control access of playbooks.
· Created a Kickstart file to automate installation process CentOS server units and wrote bash shell script to create multiple accounts at once and a script to configure samba server on 9-Linux for file sharing.
· Worked on testing, evaluation and troubleshooting of MongoDB and Cassandra NoSQL database systems and cluster configurations to ensure high availability in various crash scenarios.
		
System Engineer                                                                                                                               Aug 2014 - July 2015
Accenture, Hyderabad, India
· Involved in configuration, installation, implementation, maintain and support for the Linux servers, RHEL, CentOS, Ubuntu, Solaris, Fedora.
· Installed operating system on multiple machines using Kick Start and Performed server updates, patching, upgrade, and package installations using RPM and YUM. Installation of SSH and configuration of keys bases authentication.
· Configured and maintained NFS, LDAP, HTTP, as well as DNS on Linux servers. Monitoring and managing performance of ESX servers and Virtual Machines. 
· Worked with volume managers such as LVM, SVM, VERITAS to create disk groups, volume groups and used RAID technology for backup and recovery.
· Administered Linux servers for several functions including Apache/Tomcat server, mail server and MySQL databases in both development and production.
· Written shell scripts for automation of daily tasks and involved in development of automation scripting to deploy some applications.
· Experience in using monitoring tools such as Nagios for general disk space usage and conduct systems performance monitoring and tuning.
Linux Administrator                                                                                                                              May 2013 - July 2014
ICICI Bank, Hyderabad, India
· Developed automated processes that run daily to check disk usage and perform cleanup of file systems on LINUX environments using shell scripting.
· Installing, configuring, and administering DNS, NFS, NIS, Mail servers, FTP servers, RPM servers on Red Hat Linux, Ubuntu, CentOS, Fedora platforms.
· Worked on server-based operating system kernel configurations on RedHat, Centos7, Ubuntu, kernel parameter tuning, troubleshooting System, Network & Performance Issues.
· Installed numerous operating system (Windows, Linux, Ubuntu), configured Microsoft Outlook and maintained Exchange servers, performed routine system management, operating system upgrades and software updates.
