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Why Java:

OO nature, Security, Cross platform capability, memory management, Garbage collection etc.

Security Issues:

· Safe from malevolent programs , for example virus attack

· Non-intrusive , accessing private are of the host memory

· Authenticated 

· Encryption

· Audited

· Well-defined security specification would be followed.

· Security Certification

Java Sandbox model 

Minimal Sandbox: A sandbox in which the program has access to the CPU, the screen, keyboard, and the mouse, and to its own memory.

Default Sandbox: A sandbox in which the program has access to the CPU and its own memory as well as access to the web server from which it was downloaded.

Semi-open Sandbox: A sandbox in which the program has access to the CPU, its memory its web server, and to a set of program specific resources.

Open Sandbox: A Sandbox, in which the program has access to whatever resources the host machine normally, has access to.

The security process:

The local class files, signed class files and Remote class files will be subjected for byte code verification. The core Java APIs are always trusted and will not subjected for byte code verification test. 

The security package in the core Java API handle all the security checks. The security manager in association with AccessController performs the access controlling.

Byte code verification follows a  “delayed approach”. 

ClassLoader 
The class loader keeps the information about the class loaded by the class loader. It also keeps the information about the source from which the class was loaded and it’s signing information.

The class loader must co-ordinates with Security Manager and Access Controller inorder to determine the security policy of the program.

Different class loaders load the classes from different network locations. Or in other words there will be exactly one class loader for each code base specified in an applet.

The class loading steps:

1. If the class loader is already loaded this class, it should find the previously defined class objects and returns that object immediately. 

2. The security manager is consulted to see if the program is allowed to access the class in question.

3. Otherwise the internal class loader is consulted to load the class from the CLASSPATH. If that succeeds the class loader returns. FindSystemClass () method does this.

4.  The security manager is consulted to see if the program allowed to create the class in question.

5. The class file is loaded as an array of bytes.

6. The byte code is run though the verifier. 

7. The class object is constructed from the byte codes. In this process the methods defining the class are created.

8. Before the class can be used, it must be resolved. In this the classes immediately referred by the classes are loaded. Note that the instance variables, method parameters are not loaded at this stage. They will be loaded only when they are requested.

The internal classes are sometimes called as primordial class loaders and they are written in native language. These are loaded as a bootstrap program so that they don’t have another class loader in place. Hence they are also called null class loaders.

For Applets the vendor has the right to create his own class loader. So there is nothing like AppletClassLoader in Java API.

The RMIClassLoader does not extend the ClassLoader class. But it functions like a class loader.

The SecureClassLoader is the base ClassLoader, which can be used for adding extra functionality. 

The URLClassLoader is a concrete implementation of the SecureClassLoader. The URLClassLoader is useful for loading classes as well as jar files from different locations.

The Secure class loader can be used to load class from a code source or for a protection domain.

The class loader uses a delegation approach, in which each class loader tries to load the class thought its parent. This will go upto the base class, the primordial class loader. 

Security Manager

The security manager is responsible for determining most of the parameters of the Java sandbox.

1. It is up to the security manager to determine whether many particular operations should be permitted or rejected.

2. If a Java program attempts to open a file, the security manager decides whether or not the operation should be permitted.

3. If a Java program wants to connect to a particular machine on the network , it must first ask the permission of the Security Manager

4. If a Java program want to alter the state of certain threads, the security manger will intervene if such an operation is considered dangerous.

The programmer makes a request of the Java API to perform an operation. The Java API asks the security manager if such an operation is allowable. If the security manager does not want to permit the operation, it throws an exception back to the Java API, which in turn throws it back to the user. Otherwise the Java API completes the operation and returns normally.

The FileReader API for instance calls the SecurityManager’s checkRead (fileName) and so on.

If the programmer don’t want to expose the security exceptions he can catch the exception and write back to the web server.

OutputStream os = new Socket (webhost, webport) . getOutputStream();

In Java 1.0 classes loaded from the CLASSPATH is considered as trusted and a class loaded by the class loader is considered as untrusted.

In Java 1.2 core Java APIs are treated as trusted classes, where are all classes loaded from the CLASSPATH as well as a ClassLoader are not trusted. But this needs some command line parameters to be set. By default all classes loaded from the CLASSPATH also will be treated as trusted.

There is a setSecurityManager () method in the SecurityManager class, that can be used to set a new SecurityManager to the JVM. But it has been written in such a way that this can be installed only once. So the browser at the start up itself will do this. For this reason an Applet cannot change the SecurityManager installed by the browser.

By default, in most of the Java enabled browser untrusted classes are not allowed any sort of file access.

HTTP is connection based.

AccessController

SecurityManager uses AccessController to enforce the security mechanisms. Both AccessController as well as the SecurityManager have more or less the same responsibility. 

AccessController is introduced in Java1.2. For some cases the SecurityManager bypass the AccessController. 

The Security Manager can be used to control the access to a Global database because it need some socket connection. But to restrict the access of a record in a database AccessController can be used.

That is program specific resources can be protected with AccessController. The AccessController is built using the following concepts. 

Code Sources: An encapsulation of the location from which certain Java classes were obtained.

Permissions: An encapsulation of a request to perform a particular operation.

Policies: An encapsulation of all the specific permissions that should be granted fir specific permissions.

Protection Domain: An encapsulation of a particular code source and the permissions granted to that code source.

AccessController: The key method in AccessController is the static method checkPermission (), tests based on the installed policy object, whether or not the permission should be grated or not. 

Example : 

public class AccessTest extends Applet {


public void init() {



SocketPermission sp = new SocketPermission(getParameter("host") + ":6000","connect");



try {




AccessController.checkPermission(sp);




System.out.println ("Ok to open a socket");



}catch(AccessControlException accessControlException){




System.out.println ("Error: " + accessControlException);









}


}

}
Then there will be an entry in the policy file 

grant codeBase http://host/ {


permission java.net.SocketPermission “*:1024-“ , “connect”;

}

Cryptography:

The Java API provides two kind of authentication. The first one is the identity of the site from which the class was loaded. And the second the class was modified in transit over the network.

All cryptographic engines (algorithms) will take some text input, some key and produce some output text. The size of the output can vary from the input. In all the cases the input may not be reconstructed from the input. There are two types of cryptogrophical engines, message digest and digital signatures. 

Message Digest:

 Message digest is a small sequence of bytes that is produced when a given set of data is passed through the message digest engine. Unlike other cryptogrophical engines message digest engine does not require a key to operate. A message digest is useful only when the data it represents is also available. 

Cryptographic Keys:

There are two kind of Digital signatures, the first one uses a secret key for encryption where as the second approach uses a key pair , one will be a private key where as the other will be a public key. The public key will be used to encrypt the data where as the private key can be used for decrypting the data.

Digital Signatures

The digital signature has two things.  First it uses a message digest engine and creates a new message digest, this message digest will then be passed through a digital signature engine with a private key to encrypt the message.

Private keys and certificate chains are used by a given entity for self-authentication using digital signatures

What system properties can be read by applets, and how? 

In both Java-enabled browsers and the appletviewer, applets can read these system properties by invoking System.getProperty(String key): 

  key


meaning

  ____________

______________________________

  java.version

Java version number

  java.vendor

Java vendor-specific string

  java.vendor.url
Java vendor URL

  java.class.version
Java class version number

  os.name

Operating system name

  os.arch

Operating system architecture

  os.version
        Operating system version

  file.separator
File separator (eg, "/")

  path.separator
Path separator (eg, ":")

  line.separator
Line separator 

Applets are prevented from reading these system properties: 

  key


meaning

  ____________

_____________________________

  java.home

Java installation directory

  java.class.path
Java classpath

  user.name

User account name

  user.home

User home directory

  user.dir

User's current working directory

Can an applet start another program on the client? 

No, applets loaded over the net are not allowed to start programs on the client. That is, an applet that you visit can't start some rogue process on your PC. In UNIX terminology, applets are not allowed to exec or fork processes. In particular, this means that applets can't invoke some program to list the contents of your file system, and it means that applets can't invoke System.exit() in an attempt to kill your web browser. Applets are also not allowed to manipulate threads outside the applet's own thread group. 

A certificate contains 

· A public key. 

· The "distinguished-name" information of the entity (person, company, or so on) whose certificate it is. This entity is referred to as the certificate subject, or owner. The distinguished-name information includes the following attributes (or a subset): the entity's name, organizational unit, organization, city or locality, state or province, and country code. 

· A digital signature. A certificate is signed by one entity, the issuer, to vouch for the fact that the enclosed public key is the actual public key of another entity, the owner. 

· The distinguished-name information for the signer (issuer). 

 The basic digital signature protocol is: 

· The sender encrypts the document with his/her private key, implicitly signing the document 

· The message is sent by encrypting the signature with the receivers public key 

· The receiver decrypts the document with his/her private key.

· The receiver decrypts the document with the sender's public key, thereby verifying the signature 
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Public key infrastructure 


The relatively new public key infrastructure (PKI) has several meanings in different sources. One view states that PKI refers to trust hierarchy and public key certificates, while another view holds that it also encompasses encryption and digital signature services. PKI also addresses several key-related issues, including key registration, revocation, selection, recovery, and so on. 

CodeSource 


Since Java code can be downloaded over a network, the code's origin and author are critical to maintaining a secure environment. Consequently, the object java.security.CodeSource fully describes a piece of code. The CodeSource encapsulates the code's origin, which is specified as an URL, and the set of digital certificates containing public keys corresponding to the set of private keys used to sign the code. 

keytool 


keytool manages the keystore -- for example, it can: 

· Create public/private key pairs 

· Issue certificate requests (sent to the appropriate Certification Authority) 

· Import certificate replies (obtained from the Certification Authority you contacted) 

· Designate public keys belonging to other parties as trusted 

keytool currently handles X.509 certificates, although other formats can be supported by adding the respective providers. The Java Secure Socket Extension (JSSE) 1.0.2, for example, adds limited support to pkcs12. Different formats can be specified via the -storetype option in the command line. 

The optional packages we will discuss comprise: 

· Java Authentication and Authorization Service (JAAS): A framework for user-based authentication 

· Java Cryptography Extension (JCE): A framework for using strong ciphers on a global basis 

· Java Secure Socket Extension (JSSE): An extension for SSL and Transport Layer Security (TLS) support 

JAAS

Login1 {
sample.SampleLoginModule required debug=true;
};

In this case, only one module performs the authentication. An attempt by Login1 to authenticate a Subject will succeed if and only if the SampleLoginModule succeeds. 

In the code above, required represents a LoginModuleControlFlag. Let's look at required and its fellow LoginModuleControlFlags in more detail: 

· required: In this case, the login module must succeed. Regardless of whether it succeeds or fails, however, authentication still proceeds down the login module list. 

· requisite: The login module must succeed. If login succeeds, authentication continues down. However, if it fails, control returns immediately to the application. 

· sufficient: The module doesn't have to succeed. If it does succeed, control immediately returns to the application. 

· optional: This login module doesn't have to succeed. Whether it succeeds or fails, authentication still proceeds down the login module list. 

