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Lab Answer Key: Module 1: Understanding Network Infrastructure 
Lab: Selecting Network Infrastructure Components
Exercise: Determining Appropriate Network Components
Task 1: Read the supporting documentation
	•
	Read the supporting documentation.


Task 2: Update the proposal document with your planned course of action
	•
	Answer the questions in the Branch Office Network Infrastructure Plan: Component Needs Assessment. 
	Branch Office Network Infrastructure Plan: Component Needs Assessment

	Document Author:
Date:
	You
22nd March

	Requirements Overview
Recommend basic infrastructure components for the implementation of the network in the new Seattle location. 
Recommend infrastructure to connect the Seattle location to the New York location.
Recommend infrastructure to allow home office users and partners access to the resources they need from the Seattle location. 

	Proposals:
	1.
	What Ethernet standard should be used for the staff offices portion of the Seattle location? 
Answer: Due to the large amount of data being sent back and forth on the network, the fastest possible Ethernet standard should be used that can be deployed in an office LAN environment. 10GBASE-T offers a throughput of 10Gbps and uses copper wire cabling as its medium, which can be easily installed into each office as the new building is being constructed. 

	2.
	What infrastructure should be used to connect the conference room portion of the Seattle location? 
Answer: With the conference room’s size and the variance in location and mobility of users and their laptops, a wireless infrastructure should be used for the conference room, preferably the fastest available, 802.11n. Encryption should also be added to the wireless network, preferably using WPAv2, the most secure and current wireless encryption protocol. 

	3.
	What components and technology would you use to connect the New York and Seattle branches?
Answer: T1 would be a good choice. There isn’t a lot of data being sent between the two offices, and a leased T1 connection through a telecommunications provider would allow for data to be sent between locations in a secure fashion. 

	4.
	What is the best architecture to allow both partners and home office users to access their information using only one method of access? 
Answer: An extranet could be set up, providing a server available for both partners and remote users to exchange their files. This would provide one point of access, as well as a centralized place to host the files that these two groups are using. A VPN solution could be considered for the home office users, but because they only need access to a few files, an extranet would be a more logical choice. 









· Highlight 
· Note 
· Expand Highlight 
· Expand Note 
Lab Answer Key: Module 2: Connecting Network Components 
Lab: Connecting Network Components
Exercise 1: Determining the Appropriate Network Hardware
Task 1: Read the supporting deployment plan document
	•
	Read the supporting deployment plan document.


Task 2: Update the proposal document with your planned course of action
	•
	Answer the questions in the Branch Office Network Components Deployment Plan document . 
	Branch Office Network Components Deployment Plan

	Document Reference Number: CW010210/1 

	Document Author Date 
	Charlotte Weiss
1st Feb

	Requirements Overview
To determine which components to install to connect nodes at branch offices and to connect branches to head office. 

	Additional Information
High-bandwidth applications will be used in the branches.
Devices must provide for virtual local area networks (VLANs) to support project teams that span each branch. 
Traffic should be isolated in the branch except where necessary.
It should be possible to manage traffic in the branch based upon its priority.

	Proposals
	1.
	What devices are required in the branches to support these requirements?
Answer: Switches. These provide a way of connecting the nodes on the network and support VLANs. In addition, traffic is isolated to the required VLAN except where necessary. In addition, simple hubs do not support quality of service (QoS). 

	2.
	What devices are required to connect the branches together and connect the branches to the head office? 
Answer: Routers. Although switches can provide routing function, wide area network (WAN) routers are needed to connect the branches together and to connect to the head office. 

	3.
	What issues arise when you implement these devices?
Answer: You must select a mechanism to manage the routing tables. You could use static routes, or alternatively implement a routing protocol like Routing Information Protocol (RIP) or Open Shortest Path First (OSPF). 

	4.
	Update the Contoso Branch Network Plan.vsd diagram to show what types of device you will implement. 
Answer: See below. 
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Exercise 2: Selecting a Suitable Wiring Infrastructure
Task 1: Read the supporting documentation
	•
	Read the supporting documentation.


Task 2: Update the proposal document with your planned course of action
	•
	Answer the questions in the Branch Office Network Wiring Plan document.
	Branch Office Network Wiring Plan

	Document Reference Number: CW200210/1 

	Document Author Date 
	Charlotte Weiss
20th Feb

	Requirements Overview
Provide a wiring plan for the branch offices.

	Additional Information
Quite high bandwidths are expected.
High levels of electromagnetic interference (EMI) are expected in some areas of the branches.
Cost is a limiting factor.
The solution, so far as is possible, should be future-proofed. 

	Proposals
	1.
	What sort of cable would be suitable here, bearing in mind the information supplied and the plan you outlined for network components earlier? 
Answer: Switches were indicated earlier, which means coax is not feasible. Twisted-pair and fiber cabling is indicated. 

	2.
	How will you address the issue of high levels of EMI?
Answer: Where required, install shielded twisted pair. Areas where this is not sufficient; use fiber. 

	3.
	What cable standards do you propose?
Answer: For copper, Category (Cat) 5e or higher. Cat 6 supports 10 gigabits per second (Gpbs) Ethernet and better future-proofs the solution. For fiber, multimode fiber is cheaper and should address the bandwidth requirements. 
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Lab: Implementing TCP/IP
Exercise 1: Determining an Appropriate IPv4 Addressing Scheme
Task 1: Read the supporting documentation
	•
	Read the supporting documentation . 


Task 2: Update the proposal document with your planned course of action
	•
	Answer the questions in the Branch Office IP Addressing Scheme document.

	Branch Office IP Addressing Scheme

	Document Reference Number: CW100310/1 

	Document Author Date 
	Charlotte Weiss
10th March

	Requirements Overview
To design an IPv4 addressing scheme for the Contoso, Ltd R & D branch offices.

	Additional Information
One router connects the three branches back to the head office.
There are three wide area network (WAN) links.
There are three branches, each of which can be configured as a single subnet.
The network address 172.16.0.0/16 is allocated to the branch offices, while the head office uses 10.10.0.0/16. 

	Proposals
	1.
	How many network addresses do you need to support these requirements?
Answer: Six. 

	2.
	What class address is 172.16.0.0/16?
Answer: Class B. 

	3.
	Is this a private or public address?
Answer: Private. 

	4.
	Ed has allocated the first block of addresses to the first branch: 172.16.16.0/20. What is the next logical subnet using this initial subnet? 
Answer: 172.16.32.0/20. The next is 172.16.48.0/20. 

	5.
	What is the first and last host in this subnet?
Answer: The first host is one binary digit higher than the subnet ID while the last host is two binary digits lower than the next subnet ID. Thus, the first host is 172.16.16.1/20 and the last is 172.16.31.254. 

	6.
	What would the subnet mask be for hosts in this subnet?
Answer: 255.255.240.0. 

	7.
	Update the Contoso Branch IP Addressing.vsd diagram to show the network addresses you will implement in the branches; do not worry about the WAN links. 
Answer: See the illustration on the next page. 
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Results: After this exercise, you should have completed both the Contoso Branch IP Addressing.vsd diagram and the Branch Office IP Addressing Scheme document. 
Exercise 2: Configuring IPv4 with Windows Server 2008
Task 1: Configure a Dynamic Host Configuration Protocol (DHCP) scope
	1.
	Switch to the NYC-SVR2 computer. 

	2.
	Click Start, point to Administrative Tools, and then click DHCP. 

	3.
	In DHCP, in the console, expand nyc-svr2.contoso.com, expand IPv4, right-click Scope [10.10.0.0] Deployment, and then click Delete. 

	4.
	In the DHCP dialog box, click Yes. 

	5.
	Right-click IPv4 and then click New Scope. 

	6.
	In the New Scope Wizard, click Next. 

	7.
	On the Scope Name page, in the Name box, type Head Office 1. 

	8.
	In the Description box, type Client computer addresses, and then click Next. 

	9.
	On the IP Address Range page, enter the following information and then click Next. 
	•
	Start IP address: 10.10.0.150

	•
	End IP address: 10.10.0.160

	•
	Length: 16

	•
	Subnet mask: 255.255.0.0




	10.
	On the Add Exclusions and Delay page, click Next. 

	11.
	On the Lease Duration page, click Next. 

	12.
	On the Configure DHCP Options page, click Next. 

	13.
	On the Router (Default Gateway) page, in the IP address box, type 10.10.0.1, click Add, and then click Next. 

	14.
	On the Domain Name and DNS Servers page, click Next. 

	15. 
	On the WINS Servers page, click Next. 

	16.
	On the Activate Scope page, click Next. 

	17.
	On the Completing the New Scope Wizard page, click Finish. 

	18.
	In the console, expand Scope [10.10.0.0] Head Office 1, and then click Address Leases. 


Task 2: Configure the client computer to obtain an IP address dynamically
	1.
	Switch to the NYC-CL1 computer. 

	2.
	Click Start, and then click Control Panel. 

	3.
	In Control Panel, click Network and Internet. 

	4.
	Click Network and Sharing Center. 

	5.
	In the left-pane, click Change adapter settings. 

	6.
	Right-click Local Area Connection and then click Properties. 

	7.
	In the Local Area Connection Properties dialog box, double-click Internet Protocol Version 4 (TCP/IPv4). 

	8.
	In the Internet Protocol Version 4 (TCP/IPv4) Properties dialog box, click Obtain an IP address automatically. 

	9.
	Click Obtain DNS server address automatically and then click OK. 

	10.
	In the Local Area Connection Properties dialog box, click OK. 


Task 3: Verify that the client computer obtained an address
	1.
	Switch to the NYC-SVR2 computer. 

	2.
	In DHCP, press F5.
Note: You can see a new lease for NYC-CL1. 


Task 4: Determine the IP address on the client computer
	1.
	Switch back to NYC-CL1. 

	2.
	Click Start, in the Search box, type cmd.exe and press ENTER. 

	3.
	At the command prompt, type the following command and then press ENTER:
Ipconfig /all
Question: What is the current IPv4 address? 
Answer: Answers will vary, but it is most likely to be 10.10.0.150. 
Question: Is DHCP Enabled configured for Yes? 
Answer: Yes. 
Question: What is the IP address of the DHCP server? 
Answer: 10.10.0.20. 
Question: When does the DHCP Lease expire? 
Answer: Answers will vary, but should be 8 days in advance. 


Results: After this exercise, you should have created a DHCP scope and allocated a client address. 
Exercise 3: Verifying the Configuration
Task 1: Stop DHCP
	1.
	Switch to the NYC-SVR2 computer. 

	2.
	In DHCP, right-click nyc-svr2.contoso.com, point to All Tasks, and then click Stop. 


Task 2: Attempt to renew the IPv4 address on the client computer
	1.
	Switch to the NYC-CL1 computer. 

	2.
	Switch to the command prompt.

	3.
	At the command prompt, type the following command and press ENTER:
Ipconfig /release

	4.
	At the command prompt, type the following command and press ENTER:
Ipconfig /renew
Note: This might take a few minutes as the client computer attempts contact the original DHCP server, and then any other DHCP server. 

	5.
	At the command prompt, type the following command and press ENTER:
Ipconfig
Question: What IPv4 address is listed? 
Answer: Answers will vary, but the address begins 169.254 
Question: What does this signify? 
Answer: The computer is using an automatic private IP addressing (APIPA) address as it has failed to obtain an address from a DHCP server. 

	6.
	At the command prompt, type the following command and press ENTER:
Ping nyc-dc1.contoso.com
Note: You are unsuccessful. 


Task 3: Restart DHCP
	1.
	Switch to NYC-SVR2 again. 

	2.
	In DHCP, right-click nyc-svr2.contoso.com, point to All Tasks, and then click Start. 


Task 4: Renew the client address and verify IPv4
	1.
	Switch to NYC-CL1 and at the command prompt, type the following command and press ENTER: 
Ipconfig /renew
Question: What IPv4 address is listed? 
Answer: Answers will vary, but they will most likely be 10.10.0.150. 
Question: What does this signify? 
Answer: The computer has successfully obtained an IPv4 configuration. 

	2.
	At the command prompt, type the following command and press ENTER:
Ping nyc-dc1.contoso.com


Note: You are successful. 
Results: After this exercise, you should have successfully verified the functionality of the DHCP server in the head office. 
Exercise 4: Configuring and Testing Name Resolution
Task 1: View the current Domain Name System (DNS) records
	1.
	Switch to NYC-DC1. 

	2.
	Click Start, point to Administrative Tools, and then click DNS. 

	3.
	In DNS Manager, expand Forward Lookup Zones, and then click on Contoso.com. 
Question: What is the current IP address listed against the NYC-CL1 Host (A) record? 
Answer: 10.10.0.150 


Task 2: Force a dynamic update
	1.
	Switch to the NYC-CL1 computer. 

	2.
	If necessary, click Start, and then click Control Panel. Click View network status and tasks and then click Change adapter settings. 

	3.
	In Network Connections, right-click Local Area Connection, and then click Properties. 

	4.
	In the Local Area Connection Properties dialog box, double-click Internet Protocol Version 4 (TCP/IPv4). 

	5.
	In the Internet Protocol Version 4 (TCP/IPv4) Properties dialog box, click Use the following IP address. 

	6.
	Use the following information to complete the configuration and then click OK: 
	•
	IP address: 10.10.0.51

	•
	Subnet mask: 255.255.0.0 

	•
	Default gateway: 10.10.0.1

	•
	Preferred DNS server: 10.10.0.10 




	7.
	In the Local Area Connection Properties dialog box, click OK. 

	8.
	Switch to NYC-DC1. 

	9.
	In DNS Manager, in Contoso.com, press F5.
Question: What is the current IP address listed against the NYC-CL1 Host (A) record? 
Answer: 10.10.0.51 


Task 3: Add a new DNS record
	1.
	Switch to NYC-CL1 and at the command prompt, type the following command and press ENTER: 
Ipconfig /displaydns
Question: What records are listed? 
Answer: Answer will vary, but there will be a number of records for nyc-dc1. 

	2.
	At the command prompt, type the following command and press ENTER:
Ping www.contoso.com
Note: You are unsuccessful.

	3.
	Switch to NYC-DC1. 

	4.
	In DNS Manager, right-click Contoso.com and then click New Alias (CNAME). 

	5.
	In the New Resource Record dialog box, in the Alias name (uses parent domain if left blank) box, type www. 

	6.
	In the Fully qualified domain name (FQDN) for target host box, type 
nyc-dc1.contoso.com and then click OK. 


Task 4: Verify the record
	1.
	Switch to NYC-CL1. 

	2.
	At the command prompt, type the following command and press ENTER:
Ping www.contoso.com
Note: You are unsuccessful. 

	3.
	At the command prompt, type the following command and press ENTER:
Ipconfig /flushdns

	4.
	At the command prompt, type the following command and press ENTER:
Ping www.contoso.com
Note: You are successful. 

	5.
	At the command prompt, type the following command and press ENTER:
Ipconfig /displaydns
Question: What record is returned regarding www.contoso.com? 
Answer:
www.contoso.com
---------------------------
Record Name . . . . . : www.contoso.com 
Record Type . . . . . : 5
Time To Live . . . . . : 3569
Data Length . . . . . . : 4
Section . . . . . . . . . . : Answer
CNAME Record . . : nyc-dc1.contoso.com
(Answers might vary slightly)


Results: After this exercise, you should have successfully added a new DNS record. 
Exercise 5: Viewing the IPv6 Configuration
Task: Determine the current IPv6 address
	•
	On NYC-CL1, at the command prompt, type the following command and press ENTER:
Ipconfig /all
Question: Is there an IPv6 address listed? 
Answer: Yes. 
Question: What kind of address is it? 
Answer: Link-Local IPv6 Address. 


Results: After this exercise, you should have determined that the local host has only a link-local IPv6 address. 
To prepare for the next module
When you finish the lab, revert the virtual machines back to their initial state. To do this, complete the following steps: 
	1.
	On the host computer, start Hyper-V™ Manager. 

	2.
	Right-click 6420B-NYC-DC1 in the Virtual Machines list, and then click Revert. 

	3.
	In the Revert Virtual Machine dialog box, click Revert. 

	4.
	Repeat these steps for 6420B-NYC-SVR2 and 6420B-NYC-CL1. 

	5.
	In the Virtual Machines pane, click 6420B-NYC-DC1, and then in the actions pane, click Start. 

	6.
	To connect to the virtual machine for the next module’s lab, click
6420B-NYC-DC1, and then in the actions pane, click Connect. 
Important: Start the 6420B-NYC-DC1 virtual machine first, and ensure that it is fully started before starting the other virtual machines.
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Lab Answer Key: Module 4: Implementing Storage in Windows Server 
Lab: Implementing Storage in Windows Server
Exercise 1: Creating a New Volume
Task 1: Create a 100 MB simple disk
	1.
	On NYC-SVR3, click Start, point to Administrative Tools and then click Computer Management. Under Computer Management, expand Storage, and then click Disk Management. 

	2.
	Right-click on the end of Disk 0 (in the black area) and choose New Simple Volume. Click Next. 

	3.
	Change Simple volume size in MB to 100. Click Next. 

	4.
	Choose Do not assign a drive letter or drive path. Click Next. 

	5.
	On the Format Partition page, click Next. 

	6.
	Click Finish. 


Task 2: Assign the new disk a drive letter
	1.
	On NYC-SVR3, in Computer Management, right-click on the New Volume partition at the end of Disk 0 and choose Change Drive Letter and Paths. 

	2.
	Click Add. 

	3.
	Change Assign the following drive letter to J: and then click OK. 

	4.
	Close the Computer Management console.


Results: After this exercise, you should have a J: drive which is 100 MB in size. 
Exercise 2: Creating a Fault Tolerant Disk Configuration
Task 1: Convert disks
	1.
	On NYC-SVR3, click Start, and then type cmd. When cmd appears under Programs, right click it and choose Run as administrator. 

	2.
	In the Command console, type diskpart and then press ENTER. 

	3.
	Type select disk 1 and then press ENTER. 

	4.
	Type online disk and then press ENTER. 

	5.
	Type attributes disk clear readonly and press ENTER. 

	6.
	Type convert dynamic and then press ENTER. 

	7.
	Type select disk 2 and then press ENTER. 

	8.
	Type online disk and then press ENTER. 

	9.
	Type attributes disk clear readonly and press ENTER. 

	10.
	Type convert dynamic and then press ENTER. 

	11.
	Type select disk 3 and then press ENTER. 

	12.
	Type online disk and then press ENTER. 

	13.
	Type attributes disk clear readonly and press ENTER. 

	14.
	Type convert dynamic and then press ENTER. 


Task 2: Assign the three disks to a RAID 5 array
	•
	On NYC-SVR3, in the Command console, at the DISKPART prompt, type create volume raid size=100 disk=1,2,3, and then press ENTER.


Task 3: Format the newly created array
	1.
	On NYC-SVR3, in the Command console, at the DISKPART prompt, type select volume 4, and then press ENTER. 

	2.
	Type format fs=ntfs label=r5r quick and then press ENTER. 

	3.
	Close the Command prompt.


Results: After this exercise, you should have configured a RAID 5 array in Diskpart with the label “R5R”. 
Exercise 3: Implementing the Windows iSCSI Initiator
Task 1: Create an iSCSI target on NYC-SVR3 for Data1
Important: The iSCSI Software Target is packaged and distributed optionally by Original Equipment Manufacturers (OEMs) on systems that are running Windows Storage Server. Microsoft® does not support the use of the iSCSI Software Target on Windows Server® 2008 R2, and is it is being used in this context for training purposes only. 
	1.
	On NYC-SVR3, click Start, point to Administrative Tools, and then click Microsoft iSCSI Software Target. 

	2.
	In the tree pane of the iSCSITarget – [Microsoft iSCSI Software Target] console, right-click iSCSI Targets, and then click Create iSCSI Target. 

	3.
	On the Welcome to the Create iSCSI Target Wizard page, click Next. 

	4.
	In the iSCSI target name box of the iSCSI Target Identification page, type LUN-01, and then click Next. 

	5.
	On the iSCSI Initiators Identifiers page, click Advanced. 

	6.
	In the Advanced Identifiers dialog box, click Add. 

	7.
	In the Identifier Type box of the Add/Edit Identifier dialog box, click IP Address, in the Value box, type 10.10.0.20, and then click OK. 

	8.
	In the Advanced Identifiers dialog box, click OK. 

	9.
	On the iSCSI Initiators Identifiers page, ensure that the IQN Identifier box displays the text, Click Advanced button to view alternate identifiers, and then click Next. 

	10.
	On the Completing the Create iSCSI Target Wizard page, click Finish. 

	11.
	In the tree pane of the iSCSITarget – [Microsoft iSCSI Software Target] console, under iSCSI Targets, right-click Devices, and then click Create Virtual Disk. 

	12.
	On the Welcome to the Create Virtual Disk Wizard page, click Next. 

	13.
	In the File box of the File page, type C:\Disks\Disk-01.vhd, and then click Next. 

	14.
	In Size of virtual disk (MB) box of the Size page, type 8000, and then click Next. 

	15.
	On the Description page, click Next. 

	16.
	On the Access page, click Add. 

	17.
	In the Add Target dialog box, in the Target Name list, click LUN-01, and then click OK. 

	18.
	On the Access page, click Next. 

	19.
	On the Completing the Create Virtual Disk Wizard page, click Finish. 


Task 2: Create an iSCSI target on NYC-SVR3 for the Data2 disk
	1.
	In the tree pane of the iSCSITarget – [Microsoft iSCSI Software Target] console, under iSCSI Targets, right-click Devices, and then click Create Virtual Disk. 

	2. 
	On the Welcome to the Create Virtual Disk Wizard page of the Create Virtual Disk Wizard, click Next. 

	3.
	In the File box of the File page, type C:\Disks\Disk-02.vhd, and then click Next. 

	4.
	In Size of virtual disk (MB) box of the Size page, type 20000, and then click Next. 

	5.
	On the Description page, click Next. 

	6.
	On the Access page, click Add. 

	7.
	In the Add Target dialog box, in the Target Name list, click LUN-01, and then click OK. 

	8.
	On the Access page, click Next. 

	9.
	On the Completing the Create Virtual Disk Wizard page, click Finish. 


Task 3: Connect the iSCSI target to NYC-SVR2
	1.
	On NYC-SVR2, on the Start menu, point to Administrative Tools, and then click iSCSI Initiator. Click Yes. 

	2.
	On the Targets tab of the iSCSI Initiator Properties dialog box, in the Target box, type 10.10.0.30, and then click Quick Connect. 

	3.
	In the Quick Connect dialog box, ensure that the status of iqn.1991-05.com.microsoft:NYC-SVR3-lun-01-target is Connected, and then click Done. 

	4.
	On the Volumes and Devices tab, click Auto Configure. Verify that two volumes are added to the Volume List. 

	5.
	In the iSCSI Initiator Properties dialog box, click OK. 


Task 4: Create volumes on the shared storage
	1.
	On NYC-SVR2, click Start, point to Administrative Tools, and then click Server Manager. 

	2.
	In the tree pane of the Server Manager console, expand Storage, and then click Disk Management. 

	3.
	Right-click Disk 2, and then click Online. 

	4.
	Right-click Disk 3, and then click Online. 

	5.
	Right-click Disk 2, and then click Initialize Disk. Verify that both Disk 2 and Disk 3 are selected, and then click OK. 

	6.
	In the Disk Management result pane, right-click the Unallocated area on Disk 2, and then click New Simple Volume. 

	7.
	On the Welcome to the New Simple Volume Wizard page of the New Simple Volume Wizard, click Next. 

	8.
	On the Specify Volume Size page, click Next. 

	9.
	On the Assign Drive Letter or Path page, next to Assign the following drive letter, click Q, and then click Next. 

	10.
	On the Format Partition page, in the Volume label box, type Data1, and then click Next. 

	11.
	On the Completing the New Simple Volume Wizard page, click Finish. 

	12.
	In the Disk Management result pane, right-click the Unallocated area on Disk 3, and then click New Simple Volume. 

	13.
	On the Welcome to the New Simple Volume Wizard page of the New Simple Volume Wizard, click Next. 

	14.
	On the Specify Volume Size page, click Next. 

	15.
	On the Assign Drive Letter or Path page, next to Assign the following drive letter, click M, and then click Next. 

	16.
	On the Format Partition page, in the Volume label box, type Data2, and then click Next. 

	17.
	On the Completing the New Simple Volume Wizard page, click Finish. 

	18.
	Close Server Manager.


Results: After this exercise, you should have implemented a Windows iSCSI target. 
To prepare for the next module
When you finish the lab, revert the virtual machines back to their initial state. To do this, complete the following steps: 
	1.
	On the host computer, start Hyper-V™ Manager. 

	2.
	Right-click 6420B-NYC-DC1 in the Virtual Machines list, and then click Revert. 

	3.
	In the Revert Virtual Machine dialog box, click Revert. 

	4.
	Repeat these steps for 6420B-NYC-SVR2 and 6420B-NYC-SVR3. 

	5.
	In the Virtual Machines pane, click 6420B-NYC-DC1, and then in the Actions pane, click Start. 

	6.
	To connect to the virtual machine for the next module’s lab, click
6420B-NYC-DC1, and then in the actions pane, click Connect. 
Important: Start the 6420B-NYC-DC1 virtual machine first, and ensure that it is fully started before starting the other virtual machines. 
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Lab Answer Key: Module 5: Installing and Configuring Windows Server 
Lab: Installing Windows Server
Exercise 1: Performing a Local Media-Based Installation
Task 1: Read the server installation instructions
	•
	Read the contents of the e-mail message presented in the Lab scenario.


Task 2: Install Windows Server 2008
	1.
	Attach the Windows Server® 2008 R2 Installation DVD to NYC-SVR1 using these steps:
	a.
	Switch to Hyper-V™ Manager, right click on 6420B-NYC-SVR1 and then click Settings. 

	b.
	In the Settings for 6420B-NYC-SVR1 dialog box, click DVD-Drive in the Hardware Pane. 

	c.
	In the DVD-Drive pane, select Image file, and then click Browse. 

	d.
	Navigate to C:\Program Files\Microsoft Learning\6420\Drives, click WServer2008R2_Eval.iso, and then click Open. 

	e.
	In the Settings for 6420B-NYC-SVR1 dialog box, click OK. 




	2.
	Right-click 6420B-NYC-SVR1 and then click Connect. Click the Start button. The computer starts and automatically begins the installation. 

	3.
	In the Install Windows dialog box, in the Language to install list, click English. 

	4.
	In the Time and currency format list, click English (United States). 

	5.
	In the Keyboard or input method list, click US and then click Next. 

	6.
	In the Install Windows dialog box, click Install now. 

	7.
	In the Operating system list, click Windows Server 2008 R2 Enterprise (Full Installation) and then click Next. 

	8.
	On the Please read the license terms page, select the I accept the license terms check box, and then click Next. 

	9.
	On the Which type of installation do you want? page, click Custom (advanced). 

	10.
	On the Where do you want to install Windows? page, click Next. 
Note: Setup proceeds; setup copies files, expands files, installs features and updates, and completes installation. This phase takes around twenty minutes. Your instructor might continue with other activities during this phase. 

	11.
	At the The user’s password must be changed before logging on the first time prompt, click OK. 

	12.
	In the New password box, type Pa$$w0rd. 

	13.
	In the Confirm password box, type Pa$$w0rd and then press ENTER. 

	14.
	At the Your password has been changed prompt, click OK. 


Results: At the end of this exercise, you will have installed Windows Server 2008 using the instructions provided. 
Exercise 2: Configuring Windows Server
Task 1: Read server post-installation configuration instructions
	•
	Read the contents of the e-mail message in the lab scenario.


Task 2: Configure post-installation settings
	1.
	Use the Installation Configuration Tasks (ICT) to configure time zone settings as specified in the e-mail. 
	a.
	Click Set time zone. 

	b.
	In the Date and Time dialog box, click the Change time zone… button. 

	c.
	Select (UTC-05:00) Eastern Time (US & Canada), ensure that Automatically adjust clock for Daylight Saving Time is selected and click OK. 

	d.
	In the Date and Time dialog box, click OK. 




	2.
	Use the ICT to configure networking settings as specified in the e-mail.
	a.
	Click Configure networking. 

	b.
	In the Network Connections window, right click Local Area Connection and select Properties. 

	c.
	Click on Internet Protocol Version 4 (TCP/IPv4) and click the Properties button. 

	d.
	In the Internet Protocol Version 4 (TCP/IPv4) Properties window, select Use the following IP address. 

	e.
	Enter the following values:
	•
	IP address: 10.10.0.100

	•
	Subnet mask: 255.255.0.0

	•
	Default gateway: 10.10.0.1




	f.
	Select Use the following DNS server addresses. 

	g.
	Enter the following values:
	•
	Preferred DNS server: 10.10.0.10

	•
	Alternate DNS server: 10.10.0.11




	h.
	In the Internet Protocol Version 4 (TCP/IPv4) Properties window, click OK. 

	i.
	In the Local Area Connection Properties window, click Close. 

	j.
	Close the Network Connections window.




	3.
	Use the ICT to configure automatic updating and feedback settings as specified in the e-mail. 
	a.
	Click Enable automatic updating and feedback. 

	b.
	In the Enable Windows Automatic Updating and Feedback window, select Enable Windows automatic updating and feedback. 




	4.
	Use the ICT to configure computer name and domain settings as specified in the e-mail.
	a.
	Click on Provide computer name and domain. 

	b.
	In the System Properties window, click the Change… button. 

	c.
	In the Computer Name/Domain Changes window, type NYC-SVR1 in the Computer name field. 

	d.
	Select Domain in the Member of section and type Contoso.com in the Domain field. 

	e.
	Click OK. 

	f.
	When prompted to enter administrative account details, use Contoso\Administrator and a password of Pa$$w0rd. 

	g.
	When the Welcome to the Contoso domain dialog box appears, click OK. 

	h.
	When prompted that you must restart your computer to apply these changes, click OK. 

	i.
	In the System Properties window, click Close. 

	j.
	When prompted to restart, click Restart Now. 





Results: At the end of this exercise, you will have configured post-installation settings on a Windows Server 2008 computer using the instructions provided. 
Exercise 3: Configuring Services
Task 1: Configure Print Spooler service settings
	1.
	Log on to the 6420B-NYC-SVR1 virtual machine as Contoso\Administrator with a password of Pa$$w0rd. 

	2.
	On 6420B- NYC-SVR1 click Start, right-click Computer and then click Manage. 

	3.
	In Server Manager, expand Configuration in the left-hand column and select Services. 

	4.
	Scroll down to Print Spooler. Note that Print Spooler status is Started and startup is set to Automatic. 

	5.
	Right-click on Print Spooler and then click Properties. 

	6.
	Click the drop down box for Startup type and choose Disabled. 

	7.
	Click the Stop button to stop the Print Spooler service and then click OK. 

	8.
	Close Server Manager.


Results: At the end of this exercise, you will have configured service startup settings using the Services Applet. 
Exercise 4: Configuring Devices
Task 1: Update the Standard PS/2 Keyboard driver
	1.
	On NYC-SVR1, click Start, right-click Computer, and then click Manage. 

	2.
	In Server Manager, expand Diagnostics in the left hand column and select Device Manager. 

	3.
	In the Device Manager window, expand Keyboards, right-click Standard PS/2 Keyboard, and then click Update Driver Software. 

	4.
	In the Update Driver Software – Standard PS/2 Keyboard dialog box, click Browse my computer for driver software. 

	5.
	On the Browse for driver software on your computer page, click Let me pick from a list of device drivers on my computer. 

	6.
	In the Show compatible hardware list, click PC/AT Enhanced PS/2 Keyboard (101/102 Key) and then click Next. 

	7.
	Click Close. 

	8.
	In the System Settings Change dialog box, click Yes to restart the computer. 


Results: At the end of this exercise, you will have updated a device driver using Device Manager. 
Task 2: Rollback the driver to its previous version
	1.
	Log on to the 6420B- NYC-SVR1 virtual machine as Contoso\Administrator with a password of Pa$$w0rd. 

	2.
	When the Initial Configuration Tasks window appears, click the Close button to close the window. 

	3.
	Click Start, right-click Computer, and then click Manage. 

	4.
	In Server Manager, expand Diagnostics in the left hand column and select Device Manager. 

	5.
	In the Device Manager window, expand Keyboards, right-click 
PC/AT Enhanced PS/2 Keyboard (101/102 Key) and then click Properties. 

	6.
	In the PC/AT Enhanced PS/2 Keyboard (101/102 Key) Properties dialog box, click the Driver tab. 

	7. 
	Click Roll Back Driver. 

	8.
	In the Driver Package rollback dialog box, click Yes. 

	9.
	Click Close, and then in the System Settings Change dialog box, click Yes to restart the computer. 

	10.
	Log on to the 6420B- NYC-SVR1 virtual machine as Contoso\Administrator with a password of Pa$$w0rd. 

	11.
	When the Initial Configuration Tasks window appears, click the Close button to close the window. 

	12.
	Click Start, right-click Computer, and then click Manage. 

	13.
	In Computer Management, click Device Manager. 

	14.
	Expand Keyboards and then click Standard PS/2 Keyboard. 

	15.
	Verify that you have successfully rolled back the driver.

	16.
	Close Server Manager.


Results: At the end of this exercise, you will have performed a rollback on a device driver using Device Manager. 
To prepare for the next module
When you finish the lab, revert the virtual machines back to their initial state. To do this, complete the following steps: 
	1.
	On the host computer, start Hyper-V Manager. 

	2.
	Right-click 6420B-NYC-DC1 in the Virtual Machines list, and then click Revert. 

	3.
	In the Revert Virtual Machine dialog box, click Revert. 

	4.
	Repeat these steps for 6420B-NYC-SVR1. 

	5.
	In the Virtual Machines pane, click 6420B-NYC-DC1, and then in the Actions pane, click Start. 

	6.
	To connect to the virtual machine for the next module’s lab, click
6420B-NYC-DC1, and then in the Actions pane, click Connect. 
Important: Start the 6420B-NYC-DC1 virtual machine first, and ensure that it is fully started before starting the other virtual machines. 
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Lab: Implementing Server Roles
Exercise 1: Determining the Appropriate Roles to Deploy
Note: Your instructor may run this exercise as a class discussion. 
Task 1: Read the supporting documentation
	•
	Read the supporting documentation to determine the server requirements of the branch offices. 


Task 2: Complete the Branch Office Server Deployment Recommendations document
	1.
	Answer the questions in the Branch Office Server Deployment Recommendations document.

	2.
	Complete the Deployment Proposals section of the document.
	Branch Office Server Deployment Recommendations

	Document Reference Number: CW040410/1 

	Document Author Date 
	Charlotte Weiss
4th April

	Requirements Overview
Deploy required server roles to the branch offices to ensure that the needs of the users are met. 

	Additional Information
None.

	Proposals
	1.
	How will you address the requirement that all computers can obtain an IPv4 configuration automatically even if the link to the head office is down? 
Answer: Deploy the Dynamic Host Configuration Protocol (DHCP) server role to each branch and configure an appropriate scope for the branch. 

	2.
	How will you address the requirement that all users must be able to logon to the network even if the link to the head office is down? 
Answer: Deploy an Active Directory® Domain Services (AD DS) domain controller to each branch. Deploying a read-only domain controller (RODC) might be sensible – especially where physical security is an issue. AD DS domain controllers also require Domain Name System (DNS), so the DNS server role must also be deployed to the branches. 

	3.
	How will you address the requirement that users need to be able to access shared files?
Answer: Deploy the File Services role. 

	4.
	How will you address the requirement that users need to be able to use shared printers?
Answer: Deploy the Print and Document Services role. 

	5.
	What kind of server best supports the needs of the database application?
Answer: An application server. 

	6.
	What roles support this kind of server?
Answer: The Application Server role provides the necessary components. 

	7.
	How will you address the requirement that the computers must obtain updates from a local update server? 
Answer: Deploy the Windows Server® Update Service role. 




	Proposals
	8.
	Which roles are required at the branch servers?
Answer: DHCP Server 


DNS Server
AD DS
File Services
Print and Document services
Application Server
Windows Server Update Service





Results: After this exercise, you should have completed the Branch Office Server Deployment Recommendations document. 
Exercise 2: Deploying the Determined Server Roles
Task 1: Deploy infrastructure-related roles
	1.
	Switch to the NYC-SVR3 computer. 

	2.
	Click Start, point to Administrative Tools, and then click Server Manager. 

	3.
	In Server Manager, in the navigation pane, click Roles, and then in the Results pane, click Add Roles. 

	4.
	In the Add Roles Wizard, on the Before You Begin page, click Next and then on the Select Server Roles page, in the Roles list, select the following check boxes, and then click Next. 
	•
	DHCP Server

	•
	DNS Server




	5.
	On the DNS Server and DHCP Server pages, click Next. 

	6.
	On the Select Network Connection Bindings page, remove the check box next to 192.168.10.1, and then click Next. 

	7.
	On the Specify IPv4 DNS Server Settings page, click Next. 

	8.
	On the Specify IPv4 WINS Server Settings page, click Next. 

	9.
	On the Add or Edit DHCP Scopes page, click Next. 

	10.
	On the Configure DHCPv6 Stateless Mode page, click Next. 

	11.
	On the Specify IPv6 DNS Server Settings page, click Next. 

	12.
	On the Authorize DHCP Server page, click Next. 

	13.
	On the Confirm Installation Selections page, click Install. 

	14.
	On the Installation Results page, click Close. 

	15.
	In the Results pane, click Add Roles. 
Note: It is necessary to add the AD DS role separately from the DNS role. 

	16.
	In the Add Roles Wizard, on the Before You Begin page, click Next and then on the Select Server Roles page, in the Roles list, select the Active Directory Domain Services check box. 

	17.
	In the Add Roles Wizard dialog box, click Add Required Features. 

	18. 
	On the Select Server Roles page, click Next. 

	19.
	On the Active Directory Domain Services page, click Next. 

	20.
	On the Confirm Installation Selections page, click Install. 

	21.
	On the Installation Results page, click Close. 
Note: You are not required to configure AD DS. 


Task 2: Deploy file and print-related roles
	1.
	In the Results pane, click Add Roles. 

	2.
	In the Add Roles Wizard, on the Before You Begin page, click Next and then on the Select Server Roles page, in the Roles list, select the following check boxes and then click Next. 
	•
	File Services

	•
	Print and Document Services




	3.
	On the Print and Document Services page, click Next. 

	4.
	On the Select Role Services page, click Next. 

	5.
	On the File Services page, click Next. 

	6.
	On the Select Role Services page, click Next. 

	7.
	On the Confirm Installation Selections page, click Install. 

	8.
	On the Installation Results page, click Close. 


Task 3: Deploy application server-related roles
	1.
	In the Results pane, click Add Roles. 

	2.
	In the Add Roles Wizard, on the Before You Begin page, click Next and then on the Select Server Roles page, in the Roles list, select the Application Server check box. 

	3.
	In the Add Roles wizard dialog box, click Add Required Features. 

	4.
	On the Select Server Roles page, click Next. 

	5.
	On the Application Server page, click Next. 

	6.
	On the Select Role Services page, select the Web Server (IIS) Support check box. 

	7.
	In the Add Roles Wizard dialog box, click Add Required Role Services. 

	8.
	On the Select Role Services page, click Next. 

	9.
	On the Web Server (IIS) page, click Next. 

	10.
	On the Select Role Services page, click Next. 

	11.
	On the Confirm Installation Selections page, click Install. 

	12.
	On the Installation Results page, click Close. 


Task 4: Verify supplemental roles and features
Question: In Roles Summary, why are some roles showing with a red cross symbol? 
Answer: Some require additional configuration while others have experienced a number of errors in the recent past. 
	1.
	In the navigation pane, click Features. 

	2.
	Examine the features that are installed.


Question: When where these installed? 
Answer: As part of the installation process of the installed roles and role services. 
3. Close Server Manager.
Results: After this exercise, you should have deployed all required roles and features. 
To prepare for the next module
When you finish the lab, revert the virtual machines back to their initial state. To do this, complete the following steps: 
	1.
	On the host computer, start Hyper-V™ Manager. 

	2.
	Right-click 6420B-NYC-DC1 in the Virtual Machines list, and then click Revert. 

	3.
	In the Revert Virtual Machine dialog box, click Revert. 

	4.
	Repeat these steps for 6420B-NYC-SVR3. 

	5.
	In the Virtual Machines pane, click 6420B-NYC-DC1, and then in the Actions pane, click Start. 

	6.
	To connect to the virtual machine for the next module’s lab, click
6420B-NYC-DC1, and then in the Actions pane, click Connect. 
Important: Start the 6420B-NYC-DC1 virtual machine first, and ensure that it is fully started before starting the other virtual machines. 
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Lab: Implementing AD DS
Exercise 1: Promoting a New Domain Controller
Task: Add an additional domain controller
	1.
	Switch to the NYC-SVR2 computer. 

	2.
	Click Start and in the Search box, type dcpromo and then press ENTER. 

	3.
	Wait while the Active Directory Domain Services (AD DS) binaries are installed.

	4.
	In the Active Directory Domain Services Installation Wizard, on the Welcome to the Active Directory Domain Services Installation Wizard page, click Next. 

	5.
	On the Operating System Compatibility page, click Next. 

	6.
	On the Choose a Deployment Configuration page, click Existing forest and then click Next. 

	7.
	On the Network Credentials page, click Next. 

	8.
	On the Select a Domain page, click Next. 

	9.
	On the Select a Site page, click Next. 

	10.
	On the Additional Domain Controller Options page, click Next. 

	11.
	In the Active Directory Domain Services Installation Wizard warning dialog box, click Yes. 

	12.
	On the Location for Database, Log Files, and SYSVOL page, click Next. 

	13.
	On the Directory Services Restore Mode Administrator Password page, in the Password and Confirm password boxes, type Pa$$w0rd and then click Next. 

	14.
	On the Summary page, click Next. 

	15.
	In the Active Directory Domain Services Installation Wizard dialog box, select the Reboot on completion check box. 


Results: After this exercise, you will have promoted a new domain controller. 
Exercise 2: Creating an Organizational Unit
Task: Create an organizational unit
	1.
	Once NYC-SVR2 has restarted, log on using the following credentials:
	•
	User name: Administrator

	•
	Password: Pa$$w0rd

	•
	Domain: Contoso




	2.
	Click Start, point to Administrative Tools, and then click Active Directory Users and Computers. 

	3.
	In Active Directory Users and Computers, in the Navigation pane, click Contoso.com. 

	4.
	Right-click Contoso.com, point to New, and then click Organizational Unit. 

	5.
	In the New Object – Organizational Unit dialog box, in the Name box, type A Datum Merger Team and then click OK. 


Results: After this exercise, you will have created a new organizational list. 
Exercise 3: Configuring Accounts
Task 1: Add user accounts
	1.
	In Active Directory Users and Computers, right-click A Datum Merger Team, point to New and then click User. 

	2.
	In the New Object – User dialog box, in the First name box, type Christian. 

	3.
	In the Last name box, type Kemp. 

	4.
	In the User logon name box, type Christian and then click Next. 

	5.
	In the Password and Confirm password boxes, type Pa$$w0rd. 

	6.
	Clear the User must change password at next logon check box and then click Next. 

	7.
	Click Finish. 

	8.
	In Active Directory Users and Computers, right-click A Datum Merger Team, point to New and then click User. 

	9.
	In the New Object – User dialog box, in the First name box, type Tony. 

	10.
	In the Last name box, type Allen. 

	11.
	In the User logon name box, type Tony and then click Next. 

	12.
	In the Password and Confirm password boxes, type Pa$$w0rd. 

	13.
	Clear the User must change password at next logon check box and then click Next. 

	14.
	Click Finish. 

	15.
	In Active Directory Users and Computers, right-click A Datum Merger Team, point to New and then click User. 

	16.
	In the New Object – User dialog box, in the First name box, type Pia. 

	17.
	In the Last name box, type Lund. 

	18.
	In the User logon name box, type Pia and then click Next. 

	19.
	In the Password and Confirm password boxes, type Pa$$w0rd. 

	20.
	Clear the User must change password at next logon check box and then click Next. 

	21.
	Click Finish. 

	22.
	In Active Directory Users and Computers, right-click A Datum Merger Team, point to New and then click User. 

	23.
	In the New Object – User dialog box, in the First name box, type Soha. 

	24.
	In the Last name box, type Kamal. 

	25.
	In the User logon name box, type Soha and then click Next. 

	26.
	In the Password and Confirm password boxes, type Pa$$w0rd. 

	27.
	Clear the User must change password at next logon check box and then click Next. 

	28.
	Click Finish. 

	29.
	In Active Directory Users and Computers, right-click A Datum Merger Team, point to New and then click User. 

	30.
	In the New Object – User dialog box, in the First name box, type Oliver. 

	31.
	In the Last name box, type Cox. 

	32.
	In the User logon name box, type Oliver and then click Next. 

	33.
	In the Password and Confirm password boxes, type Pa$$w0rd. 

	34.
	Clear the User must change password at next logon check box and then click Next. 

	35.
	Click Finish. 


Task 2: Create groups
	1.
	In Active Directory Users and Computers, right-click A Datum Merger Team, point to New and then click Group. 

	2.
	In the New Object – Group dialog box, in the Group Name box, type Mergers and Acquisitions and then click OK. 

	3. 
	In Active Directory Users and Computers, right-click A Datum Merger Team, point to New and then click Group. 

	4.
	In the New Object – Group dialog box, in the Group Name box, type Merger Team Management and then click OK. 


Task 3: Add members to the groups
	1.
	In Active Directory Users and Computers, in the Results pane, click Christian Kemp. 

	2.
	Hold the CTRL key and then click Oliver Cox, Pia Lund, Soha Kamal, and Tony Allen. 

	3.
	Release the CTRL key, right-click Tony Allen, and then click Add to a group. 

	4.
	In the Select Groups dialog box, in the Enter the object names to select (examples) box, type Mergers and Acquisitions. 

	5.
	Click Check Names and then click OK. 

	6.
	In the Active Directory Domain Services dialog box, click OK. 

	7.
	In the Results pane, double-click Tony Allen. 

	8.
	In the Tony Allen Properties dialog box, click the Member Of tab. 

	9.
	Click Add, and in the Select Groups dialog box, in the Enter the object names to select (examples) box, type Merger Team Management. 

	10.
	Click Check Names and then click OK. 

	11.
	In the Tony Allen Properties dialog box, click OK. 


Task 4: Move a computer account
	1.
	In Active Directory Users and Computers, in the Navigation pane, click Computers. 

	2.
	In the Results pane, right-click NYC-CL1, and then click Move. 

	3.
	In the Move dialog box, in the Move object into container list, click A Datum Merger Team and then click OK. 

	4.
	In Active Directory Users and Computers, in the Navigation pane, click
A Datum Merger Team. 


Task 5: Delegate control of the OU
	1.
	In the Navigation pane, right-click on A Datum Merger Team and then click Delegate Control. 

	2.
	In the Delegation of Control Wizard, on the Welcome to the Delegation of Control Wizard page, click Next. 

	3.
	On the Users or Groups page, click Add. 

	4.
	In the Select Users, Computers, or Groups dialog box, in the Enter the object names to select (examples): box, type Merger Team Management, click Check Names and then click OK. 

	5.
	On the Users or Groups page, click Next. 

	6.
	On the Tasks to Delegate page, select the Reset user passwords and force password change at next logon check box and then click Next. 

	7.
	Click Finish. 


Results: After this exercise, you will have created the necessary users accounts and groups, and moved the users’ computer accounts into the OU. 
Exercise 4: Creating a GPO
Task 1: Create a GPO
	1.
	Click Start, point to Administrative Tools, and then click Group Policy Management. 

	2.
	Expand Forest: Contoso.com, expand Domains, and then expand Contoso.com. 

	3.
	In the Navigation pane, right-click on Group Policy Objects, and then click New. 

	4. 
	In the New GPO dialog box, in the Name box, type A Datum Merger Team GPO and then click OK. 

	5.
	Expand Group Policy Objects, right-click on A Datum Merger Team GPO, and then click Edit. 

	6.
	In the Group Policy Management Editor, expand User Configuration, expand Policies, expand Windows Settings, and then click Scripts (Logon/Logoff). 

	7.
	In the Results pane, double-click Logon. 

	8.
	In the Logon Properties dialog box, click Add. 

	9.
	In the Add a Script dialog box, click Browse. 

	10.
	In the Browse dialog box, right-click in the No items match your search box, click New, and then click Text Document. 

	11.
	Highlight the entire filename, including the file extension, and type logon.vbs and press ENTER. 

	12.
	In the Rename dialog box, click Yes. 

	13.
	Right-click logon.vbs and then click Edit. 

	14.
	In the Open File – Security Warning dialog box, click Open. 

	15.
	In notepad, type msgbox “Welcome to the A Datum Merger Team”. 

	16.
	Click File and then click Save. 

	17.
	Close Notepad.

	18.
	In the Browse dialog box, click Open. 

	19.
	In the Add a Script box, click OK. 

	20.
	In the Logon Properties dialog box, click OK. 

	21.
	Close the Group Policy Management Editor.


Task 2: Link the GPO
	1.
	In Group Policy Management, in the Navigation pane, right-click A Datum Merger Team, and then click Link an Existing GPO. 

	2.
	In the Select GPO dialog box, in the Group Policy objects list, click A Datum Merger Team GPO and then click OK. 


Task 3: Test the GPO
	1.
	Switch to NYC-CL1 and log off. 

	2.
	Log on using the following credentials:
	•
	User name: Tony

	•
	Password: Pa$$w0rd

	•
	Domain: Contoso


Question: Does the script run? 
Answer: Yes. 


Results: After this exercise, you will have created a GPO and linked it to the A Datum Merger Team OU. 
To prepare for the next module
When you finish the lab, revert the virtual machines back to their initial state. To do this, complete the following steps: 
	1.
	On the host computer, start Hyper-V™ Manager. 

	2.
	Right-click 6420B-NYC-DC1 in the Virtual Machines list, and then click Revert. 

	3.
	In the Revert Virtual Machine dialog box, click Revert. 

	4.
	Repeat these steps for 6420B-NYC-S VR2 and 6420B-NYC-CL1. 

	5.
	In the Virtual Machines pane, click 6420B-NYC-DC1, and then in the actions pane, click Start. 

	6. 
	To connect to the virtual machine for the next module’s lab, click
6420B-NYC-DC1, and then in the actions pane, click Connect. 
Important: Start the 6420B-NYC-DC1 virtual machine first, and ensure that it is fully started before starting the other virtual machines.
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Lab: Implementing IT Security Layers
Exercise 1: Implementing Physical Security
Task 1: Read the supporting documentation
	1.
	Read e-mail and the attached incident record with a view to determining the possible problem causes. 

	2.
	Read the Contoso Network Security Policy – Laptops document with a view to determine if you must enforce any changes at the branch based on corporate policies. 


Task 2: Complete the incident record
	1.
	Answer the questions in the incident record.

	2.
	Complete the Resolution section of the incident record.
	Contoso Incident Record

	Incident Reference Number: 501285 

	Called logged by Date of call 
Time of call
User
Status
	Ed Meadows
10th May
10:50
Alan Brewer
OPEN

	Incident Details
Call logged by Information Technology (IT) manager following enquiries at branch offices concerning physical security problems raised by Research department manager, Alan Brewer. Reported concerns: 
	1.
	Laptops are used by research staff and they often take these home.

	2.
	In some branches there is no dedicated room for the servers.

	3.
	External contract staff can connect their own computers to the research networks.

	4.
	Staff use personal Universal Serial Bus (USB) storage devices on work computers.




	Questions
	1.
	What security policies apply to the branch office laptops as defined in the Contoso Network Security Policy – Laptops document? 
Answer: All of the policies apply. 

	2.
	What security concerns do you have about the branch offices?
Answer: If users can take their laptops home, this raises several security issues. Firstly, the users are connecting to unmanaged networks (at home or possibly elsewhere) and then reconnecting to the corporate network. Secondly, the laptop computers are at risk of being lost or stolen. 




		3.
	How would you address the concerns you might have about the lack of dedicated server computer rooms? 
Answer: Place the servers in a location that is least likely to result in their accidental damage. 

	4.
	How would you address the concerns you might have about contractor computer use?
Answer: Implement NAP to ensure that only computers that meet the network health requirements can connect. 




		5.
	How would you address the concerns you might have about removable storage devices?
Answer: Use Group Policy Object (GPO) to restrict the type of device that users can use; if appropriate, block all use of external universal serial bus (USB) storage devices. 

	6.
	Complete the resolution section below with a summary of your proposals.
Answer: See lab answer key for suggested answer. 

	7.
	Complete the resolution section below with a summary of your proposals.
Answer: See lab answer key for suggested answer. 




	Resolution
Enable and configure BitLocker and EFS on portable computers.
Enable and configure BitLocker on servers.
Deploy only RODCs to branches, not writable domain controllers (DCs).
Implement NAP.
Implement GPO to restrict USB storage device usage.
Configure restrictive file permissions.





Results: After this exercise, you should have completed the incident record. 
Exercise 2: Configuring Security Settings in Internet Explorer
Task 1: Verify current Internet Explorer security settings
	1.
	Switch to the NYC-CL1 computer. 

	2.
	On the Taskbar, click Internet Explorer. 

	3.
	Click Tools, and then click Internet Options. 

	4.
	In the Internet Options dialog box, click the Security tab. 

	5.
	In the Select a zone to view or change security settings list, click Local intranet. 
Question: What is the current Security level for this zone? 
Answer: Medium-low. 


Task 2: Change the Intranet Zone security settings
	1.
	Under Security level for this zone, move the slider to High. 

	2.
	Select the Enable Protected Mode (requires restarting Internet Explorer) check box and then click OK. 

	3.
	Close Internet Explorer.


Task 3: Test the security changes
Note: If the Welcome to Internet Explorer 8 dialog box appears, click Ask me later. 
	1.
	On the Taskbar, click Internet Explorer. 

	2.
	In the Address bar, type http://nyc-dc1/intranet and press ENTER. 

	3.
	Examine the status bar. What security zone is this Web site?
Answer: Local intranet. 

	4.
	On the Contoso Intranet Home page, click Current Projects. 

	5. 
	Read the Information Bar. What is the problem?
Answer: An add-on for this Web site failed to run. 

	6.
	Click Tools, and then click Manage Add-ons. 
Question: Can you see a Tabular Data Control Add-on? 
Answer: No. 

	7.
	In the Manage Add-ons dialog box, click Close. 

	8.
	Close the Contoso Projects Web page.


Task 4: Add the Web site to the Trusted Sites list
	1.
	On the Contoso Intranet Home Page, click Tools, and then click Internet Options. 

	2.
	In the Internet Options dialog box, click the Security tab. 

	3.
	In the Select a zone to view or change security settings list, click Trusted sites. 
Question: What is the current Security level for this zone? 
Answer: Medium. 

	4.
	Click Sites. 

	5.
	In the Trusted sites dialog box, clear the Require server verification (https:) for all sites in this zone check box, click Add, and then click Close. 

	6.
	In the Internet Options dialog box, click OK. 


Task 5: Test the Security Zone change
	1.
	On the Contoso Intranet Home Page, click Current Projects. 
Question: Did the projects list populate? 
Answer: Yes. 

	2.
	Click Tools, and then click Manage Add-ons. 
Question: Can you see a Tabular Data Control Add-on? 
Answer: Yes. 

	3.
	In the Manage Add-ons dialog box, click Close. 

	4.
	Close the Contoso Projects Web page.

	5.
	Close the Contoso Intranet Home Page.


Results: After this exercise, you should have modified Internet Explorer security settings. 
To prepare for the next module
When you finish the lab, revert the virtual machines back to their initial state. To do this, complete the following steps: 
	1.
	On the host computer, start Hyper-V™ Manager. 

	2.
	Right-click 6420B-NYC-DC1 in the Virtual Machines list, and then click Revert. 

	3.
	In the Revert Virtual Machine dialog box, click Revert. 

	4.
	Repeat these steps for 6420B-NYC-CL1. 

	5.
	In the Virtual Machines pane, click 6420B-NYC-DC1, and then in the Actions pane, click Start. 

	6.
	To connect to the virtual machine for the next module’s lab, click
6420B-NYC-DC1, and then in the Actions pane, click Connect. 
Important: Start the 6420B-NYC-DC1 virtual machine first, and ensure that it is fully started before starting the other virtual machines. 
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Exercise 1: Configuring an Accounts Policy
Task 1: Configure Password Policy settings
	1.
	Switch to the NYC-DC1 virtual machine. 

	2.
	Click Start, point to Administrative Tools, and then click Group Policy Management. 

	3.
	Expand Forest:Contoso.com, expand Domains, expand Contoso.com. Right-click Default Domain Policy and then click Edit. 

	4.
	Under Computer Configuration, expand Policies, expand Windows Settings, expand Security Settings, and then click Account Policies. 

	5.
	In the results window, double-click Password Policy. 

	6.
	Double-click Enforce password history and type 5 into the passwords remembered field. Click OK. 

	7.
	Double-click Maximum password age and type 60 into the password will expire in: field. Click OK. 

	8.
	Double-click Minimum password length and type 8 into the Password must be at least: field. Click OK. 

	9.
	Double-click Password must meet complexity requirements and verify that Enabled is selected. Click OK. 


Task 2: Configure Account Lockout Policy settings
	1.
	Click Account Lockout Policy in the left hand pane of the Group Policy Management Editor window. 

	2.
	Double-click Account lockout threshold and type 3 into the Invalid logon attempts field. 

	3.
	In the Account lockout threshold Properties dialog box, click OK. 

	4.
	In the Suggested Value Changes window, click OK to accept the suggested values. 

	5.
	Close the Group Policy Management Editor window.

	6.
	Close the Group Policy Management console.


Results: At the end of this exercise, you will have configured password and account lockout policy settings. 
Exercise 2: Securing NTFS Files and Folders
Task 1: Create the C:\Research folder structure
	1.
	On NYC-SVR3, click Start, click Computer, and then double-click Local Disk (C:). 

	2.
	On the toolbar, click New folder. 

	3.
	Type Research in the folder name field and press ENTER. 

	4.
	Double-click the Research folder. 

	5.
	On the toolbar, click New folder. 

	6.
	Type Classified in the folder name field and press ENTER. 

	7.
	On the toolbar, click New folder. 

	8.
	Type Projects in the folder name field and press ENTER. 


Task 2: Assign appropriate NTFS file and folder permissions to the folder structure
	1.
	Click the Back button and then right-click the Research folder and click Properties. 

	2.
	In the Research Properties dialog box, click the Security tab, click Advanced. 

	3.
	In the Advanced Security Settings for Research dialog box, click the Change Permissions button. 

	4. 
	In the Advanced Security Settings for Research dialog box, uncheck the Include inheritable permissions from this object’s parent check box and click the Add button in the Windows Security pop-up dialog box. 

	5.
	In the Advanced Security Settings for Research dialog box, click OK. 

	6.
	In the Advanced Security Settings for Research dialog box, click OK again. 

	7.
	In the Research Properties dialog box, on the Security tab, click Edit. 

	8.
	In the Permissions for Research dialog box, in the Group or user names box, click Users (NYC-SVR3\Users) and then click the Remove button. 

	9.
	In the Permissions for Research dialog box, click Add. 

	10.
	In the Select Users, Computers, Service Accounts, or Groups dialog box, in the Enter the object names to select (examples) box, type Contoso\Research, click Check Names, and then click OK. 

	11.
	In the Group or user names box, click Research (Contoso\Research). 

	12.
	In the Permissions for Research dialog box, next to Full Control, select the Allow check box and click OK. 

	13.
	In the Research Properties window, click OK. 

	14.
	Double-click the Research folder and then right-click the Classified folder and click Properties. 

	15.
	In the Classified Properties dialog box, on the Security tab, click Advanced. 

	16.
	In the Advanced Security Settings for Classified dialog box, click the Change Permissions button. 

	17.
	In the Advanced Security Settings for Classified dialog box, uncheck the Include inheritable permissions from this object’s parent check box and click the Add button in the Windows Security pop-up dialog box. 
Note: Clicking the Remove button here will remove all NTFS permissions for the folder, including your permissions as Administrator. This will prohibit you from making any changes to the folder, including assigning permissions. 

	18.
	In the Advanced Security Settings for Classified dialog box, click OK. 

	19.
	In the Advanced Security Settings for Classified dialog box, click OK again. 

	20.
	In the Classified Properties dialog box, on the Security tab, click Edit. 

	21.
	In the Permissions for Classified dialog box, in the Group or user names box, click Research Contoso\Research) and then click the Remove button. 

	22.
	In the Permissions for Classified dialog box, click Add. 

	23.
	In the Select Users, Computers, Service Accounts, or Groups dialog box, in the Enter the object names to select (examples) box, type Contoso\Max, click Check Names, and then click OK. 

	24.
	In the Group or user names box, click Max Stevens (Contoso\Max). 

	25.
	In the Permissions for Classified dialog box, next to Full Control, select the Allow check box and click OK. 

	26.
	In the Classified Properties window, click OK. 


Task 3: Share the C:\Research folder on the network and set appropriate shared folder permissions
	1.
	Click the Back button, and then right-click the Research folder and click Properties. 

	2.
	In the Research Properties dialog box, click the Sharing tab, click Advanced Sharing. 

	3.
	Click the Share this folder check box, leave the Share name as Research, and then click the Permissions button. 

	4.
	In the Permissions for Research dialog box, in the Group or user names box, click Everyone and then click the Remove button. 

	5.
	In the Permissions for Research dialog box, click Add. 

	6. 
	In the Select Users, Computers, Service Accounts, or Groups dialog box, in the Enter the object names to select (examples) box, type Contoso\Research, click Check Names, and then click OK. 

	7.
	In the Group or user names box, click Research (Contoso\Research). 

	8.
	In the Permissions for Research dialog box, next to Full Control, select the Allow check box, and then click OK. 

	9.
	In the Advanced Sharing dialog box, click OK. 

	10.
	In the Research Properties dialog box, click Close. 

	11.
	Close Windows Explorer.


Results: At the end of this exercise, you will have assigned both NTFS file, folder and Shared folder permissions. 
Exercise 3: Encrypting Files
Task 1: Encrypt files and folders using Encrypting File System (EFS)
	1.
	On NYC-SVR3, click Start, click Computer, and then double-click Local Disk (C:). 

	2.
	In the right-hand pane, double-click on the Research folder. 

	3.
	In the right-hand pane, double-click on the Classified folder. 

	4.
	In the right-hand pane, right-click, point to New and then click Text Document. 

	5.
	Rename the New Text Document.txt file as Personal.txt. 

	6.
	In the left hand column, double click on Local Disk (C:) and then click on the Research folder. 

	7.
	In the right-hand column, right click the Classified folder and click Properties. 

	8.
	In the Classified Properties dialog box, click the Advanced button. 

	9.
	In the Advanced Attributes dialog box, check the Encrypt contents to secure data checkbox and click OK. 

	10.
	In the Classified Properties dialog box, click OK. 

	11.
	In the Confirm Attribute Changes pop-up dialog box, ensure Apply changes to this folder, subfolders and files is selected, then click OK. 

	12.
	Close Windows Explorer and then log off of NYC-SVR3.


Task 2: Confirm that files are encrypted
	1.
	Log on to NYC-SVR3 as Contoso\Max with a password of Pa$$w0rd. 

	2.
	Click Start, click Computer, and then double-click Local Disk (C:). 

	3.
	In the right-hand pane, double-click on the Research folder. 

	4.
	In the right-hand pane, double-click on the Classified folder. 

	5.
	In the right-hand pane, double-click on Personal and confirm that a pop-up dialog box appears informing you that Access is denied and click OK. 

	6.
	Close Notepad.

	7.
	Close Windows Explorer and log off of NYC-SVR3.


Task 3: Decrypt files and folders
	1.
	Log on to NYC-SVR3 as Contoso\Administrator with a password of Pa$$w0rd. 

	2.
	Click Start, click Computer, and then double-click Local Disk (C:). 

	3.
	In the right-hand pane, double-click on the Research folder. 

	4.
	In the right-hand pane, right-click on the Classified folder and click Properties. 

	5.
	In the Classified Properties dialog box, click the Advanced button. 

	6.
	In the Advanced Attributes dialog box, uncheck the Encrypt contents to secure data checkbox and click OK. 

	7.
	In the Classified Properties dialog box, click OK. 

	8. 
	In the Confirm Attribute Changes pop-up dialog box, ensure Apply changes to this folder, subfolders and files is selected, then click OK. 

	9.
	Close Windows Explorer.


Results: At the end of this exercise, you will have encrypted and decrypted files using EFS. 
To prepare for the next module
When you finish the lab, revert the virtual machines back to their initial state. To do this, complete the following steps: 
	1.
	On the host computer, start Hyper-V™ Manager. 

	2.
	Right-click 6420B-NYC-DC1 in the Virtual Machines list, and then click Revert. 

	3.
	In the Revert Virtual Machine dialog box, click Revert. 

	4.
	Repeat these steps for 6420B-NYC-SVR3. 

	5.
	In the Virtual Machines pane, click 6420B-NYC-DC1, and then in the Actions pane, click Start. 

	6.
	To connect to the virtual machine for the next module’s lab, click
6420B-NYC-DC1, and then in the Actions pane, click Connect. 
Important: Start the 6420B-NYC-DC1 virtual machine first, and ensure that it is fully started before starting the other virtual machines. 
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Exercise 1: Configuring Windows Firewall with Advanced Security
Task 1: Test network connectivity with Ping
	1.
	Switch to the NYC-DC1 computer. 

	2.
	On NYC-DC1, click Start, and in the Search box, type cmd.exe and press ENTER. 

	3.
	At the command prompt, type the following command and then press ENTER:
Ping nyc-cl1
Question: Are you successful? 
Answer: Yes 


Task 2: Configure a new firewall rule
	1.
	Switch to the NYC-CL1 computer. 

	2.
	On NYC-CL1, click Start, and in the Search box, type Windows Firewall. 

	3.
	In the Programs (1) list, click Windows Firewall with Advanced Security. 

	4.
	In Windows Firewall with Advanced Security, in the navigation pane, click Inbound Rules. 

	5.
	Right-click Inbound Rules and then click New Rule. 

	6.
	In the New Inbound Rule Wizard, on the Rule Type page, click Custom and then click Next. 

	7.
	On the Program page, click All programs, and then click Next. 

	8.
	On the Protocol and Ports page, in the Protocol type list, click ICMPv4 and then click Next. 

	9.
	On the Scope page, click Next. 

	10.
	On the Action page, click Block the connection and then click Next. 

	11.
	On the Profile page, click Next. 

	12.
	On the Name page, in the Name box, type Contoso ICMPv4 Rule and then click Finish. 

	13.
	In the navigation pane, expand Monitoring and then click Firewall. 
Question: Can you see the new rule? 
Answer: Yes 


Task 3: Test the rule
	1.
	Switch to the NYC-DC1 computer. 

	2.
	At the command prompt, type the following command and then press ENTER:
Ping nyc-cl1
Question: Are you successful? 
Answer: No 


Task 4: Disable the new rule
	1.
	Switch to the NYC-CL1 computer. 

	2.
	In Windows Firewall with Advanced Security, in the navigation pane, click Inbound Rules. 

	3.
	In the Results pane, right-click Contoso ICMPv4 Rule and then click Disable Rule. 

	4.
	Close Windows Firewall with Advanced Security.

	5.
	Switch to the NYC-DC1 computer. 

	6.
	At the command prompt, type the following command and then press ENTER:
Ping nyc-cl1
Question: Are you successful? 
Answer: Yes 


Results: After this exercise, you should have created and tested an inbound firewall rule. 
Exercise 2: Configuring Compliance with NAP
Task 1: Install the Network Policy Server role
	1.
	Switch to the NYC-SVR2 computer. 

	2.
	On the Taskbar, click Server Manager. 

	3.
	In Server Manager, click Roles. 

	4.
	In the Action pane, click Add Roles. 

	5.
	In the Add Roles Wizard, on the Before You Begin page, click Next and then on the Select Server Roles page, select the Network Policy and Access Services check box and then click Next. 

	6.
	On the Network Policy and Access Services page, click Next. 

	7.
	On the Select Role Services page, select the Network Policy Server check box, and then click Next. 

	8.
	On the Confirm Installation Selections page, click Install. 

	9.
	On the Installation Results page, click Close. 

	10.
	Close Server Manager.


Task 2: Configure the Dynamic Host Configuration Protocol (DHCP) Server role
	1.
	Click Start, point to Administrative Tools, and then click DHCP. 

	2.
	In DHCP, expand NYC-SVR2.contoso.com, expand IPv4, click and then right-click Scope [10.10.0.0] Deployment, and then click Properties. 

	3.
	In the Scope [10.10.0.0] Deployment Properties dialog box, click the Network Access Protection tab, click Enable for this scope, and then click OK. 

	4.
	In the navigation pane, click Scope Options. 

	5.
	Right-click Scope Options, and then click Configure Options. 

	6.
	In the Scope Options dialog box, click the Advanced tab. 

	7.
	In the User class list, click Default Network Access Protection Class. 

	8.
	In the Available Options list, select the 006 DNS Servers check box. 

	9.
	In the IP address box, type 10.10.0.10 and then click Add. 

	10.
	In the Available Options list, select the 015 DNS Domain Name check box. 

	11.
	In the String value box, type restricted.contoso.com and then click OK. 

	12.
	Close DHCP.


Task 3: Configure the System Health Validator
	1.
	On NYC-SVR2, click Start, point to Administrative Tools, and then click Network Policy Server. 

	2.
	In the navigation pane, expand Network Access Protection, expand System Health Validators, expand Windows Security Health Validator, and then click Settings. 

	3.
	In the Results pane, double-click Default Configuration. 

	4.
	In the Windows Security Health Validator dialog box, clear all check boxes except An antivirus application is on and then click OK. 
Note: Configure only the settings for Windows 7/Windows Vista clients. 


Task 4: Disable unessential network policies
	1.
	In Network Policy Server, in the navigation pane, expand Policies and then click Network Policies. 

	2.
	In the Results pane, right click each of the two listed policies, and for each one, click Disable. 


Task 5: Create required health policies
	1.
	In the navigation pane, click Health Policies. 

	2.
	Right-click Health Policies, and then click New. 

	3.
	In the Create New Health Policy dialog box, in the Policy name box, type Healthy Client. 

	4.
	In the Client SHV checks list, click Client passes all SHV checks. 

	5.
	Select the Windows Security Health Validator check box and then click OK. 

	6.
	Right-click Health Policies, and then click New. 

	7.
	In the Create New Health Policy dialog box, in the Policy name box, type Un-Healthy Client. 

	8.
	In the Client SHV checks list, click Client fails one or more SHV checks. 

	9.
	Select the Windows Security Health Validator check box and then click OK. 


Task 6: Create the required network policies
	1.
	In the navigation pane, click Network Policies. 

	2.
	Right-click Network Policies and then click New. 

	3.
	In the New Network Policy wizard, on the Specify Network Policy Name and Connection Type page, in the Policy name box, type Healthy Unrestricted Client and click Next. 

	4.
	On the Specify Conditions page, click Add. 

	5.
	In the Select condition dialog box, click Health Policies and then click Add. 

	6.
	In the Health Policies dialog box, in the Health policies list, click Healthy Client and then click OK. 

	7.
	On the Specify Conditions page, click Next. 

	8.
	On the Specify Access Permission page, click Next. 

	9.
	On the Configure Authentication Methods page, clear all check boxes, select the Perform machine health check only check box and then click Next. 

	10.
	On the Configure Constraints page, click Next. 

	11.
	On the Configure Settings page, in the Settings list, click NAP Enforcement. 

	12.
	In the Results pane, click Allow full network access and then click Next. 

	13.
	On the Completing New Network Policy page, click Finish. 

	14.
	Right-click Network Policies and then click New. 

	15.
	In the New Network Policy wizard, on the Specify Network Policy Name and Connection Type page, in the Policy name box, type Un-healthy Restricted Client and click Next. 

	16.
	On the Specify Conditions page, click Add. 

	17.
	In the Select condition dialog box, click Health Policies and then click Add. 

	18.
	In the Health Policies dialog box, in the Health policies list, click Un-Healthy Client and then click OK. 

	19.
	On the Specify Conditions page, click Next. 

	20.
	On the Specify Access Permission page, click Next. 

	21.
	On the Configure Authentication Methods page, clear all check boxes, select the Perform machine health check only check box and then click Next. 

	22.
	On the Configure Constraints page, click Next. 

	23.
	On the Configure Settings page, in the Settings list, click NAP Enforcement. 

	24.
	In the Results pane, click Allow limited access and then click Next. 

	25.
	On the Completing New Network Policy page, click Finish. 


Task 7: Configure client NAP settings
	1.
	Switch to the NYC-CL1 computer. 

	2. 
	Click Start, and in the Search box, type napclcfg.msc and then press ENTER. 

	3.
	In napclcfg – [NAP Client Configuration (Local Computer)], in the navigation pane, click Enforcement Clients. 

	4.
	In the Results pane, right-click DHCP Quarantine Enforcement Client and then click Enable. 

	5.
	Close napclcfg – [NAP Client Configuration (Local Computer)].

	6.
	Click Start, and in the Search box, type Services.msc and press ENTER. 

	7.
	In Services, in the Results pane, double-click Network Access Protection Agent. 

	8.
	In the Network Access Protection Agent Properties (Local Computer) dialog box, in the Startup type list, click Automatic. 

	9.
	Click Start and then click OK. 

	10.
	Close Services.

	11.
	Click Start, and in the Search box, type mmc, and then press ENTER. 

	12.
	On the File menu, click Add/Remove Snap-in. 

	13.
	In the Add or Remove Snap-ins dialog box, under Available snap-ins, click Group Policy Object Editor, and then click Add. 

	14.
	In the Select Group Policy Object dialog box, click Finish, and then click OK. 

	15.
	In the console tree, expand Local Computer Policy, expand Computer Configuration, expand Administrative Templates, expand Windows Components, and then click Security Center. 

	16.
	Double-click Turn on Security Center (Domain PCs only), click Enabled, and then click OK. 

	17.
	Close the console window. When prompted to save settings, click No. 


Task 8: Configure client to obtain an IPv4 address dynamically
	1.
	Click Start, and in the Search box, type Network and in the Control Panel (28) list, click Network and Sharing Center. 

	2.
	In Network and Sharing Center, in the left-pane, click Change adapter settings. 

	3.
	Right-click Local Area Connection and then click Properties. 

	4.
	In the Local Area Connection Properties dialog box, double-click Internet Protocol Version 4 (TCP/IPv4). 

	5.
	In the Internet Protocol Version 4 (TCP/IPv4) Properties dialog box, click Obtain an IP address automatically. 

	6.
	Click Obtain DNS server address automatically and then click OK. 

	7.
	In the Local Area Connection Properties dialog box, click OK. 


Task 9: Test NAP
	1.
	On NYC-CL1, click Start, and in the Search box, type cmd.exe and press ENTER. 

	2.
	At the command prompt, type the following command and press ENTER:
Ipconfig /release

	3.
	At the command prompt, type the following command and press ENTER:
Ipconfig /renew

	4.
	At the command prompt, type the following command and press ENTER:
Ipconfig /all
Question: What is your Connection-specific Domain Name System (DNS) Suffix? 
Answer: Restricted.contoso.com 
Question: What is your Quarantine State? 
Answer: Restricted 


Results: After this exercise, you should have enabled NAP with DHCP enforcement. 
To prepare for the next module
When you finish the lab, revert the virtual machines back to their initial state. To do this, complete the following steps: 
	1.
	On the host computer, start Hyper-V™ Manager. 

	2.
	Right-click 6420B-NYC-DC1 in the Virtual Machines list, and then click Revert. 

	3.
	In the Revert Virtual Machine dialog box, click Revert. 

	4.
	Repeat these steps for 6420B-NYC-SVR2 and 6420B-NYC-CL1. 

	5.
	In the Virtual Machines pane, click 6420B-NYC-DC1, and then in the Actions pane, click Start. 

	6.
	To connect to the virtual machine for the next module’s lab, click
6420B-NYC-DC1, and then in the Actions pane, click Connect. 
Important: Start the 6420B-NYC-DC1 virtual machine first, and ensure that it is fully started before starting the other virtual machines.
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Exercise 1: Restricting Applications with AppLocker
Task 1: Create a Group Policy object (GPO) to enforce the default AppLocker™ Executable rules
	1.
	On NYC-DC1, click Start, click Administrative Tools, and then click Group Policy Management. 

	2.
	Expand Forest: Contoso.com, then expand Domains. 

	3.
	Expand Contoso.com. 

	4.
	Click Group Policy Objects. 

	5.
	Right-click Group Policy Objects and click New. 

	6.
	Name the new GPO WordPad Restriction Policy and click OK. 

	7.
	Right-click WordPad Restriction Policy and click Edit. 

	8.
	Expand Computer Configuration, then expand Policies, then expand Windows Settings, then expand Security Settings, then expand Application Control Policies and then expand AppLocker. 

	9.
	Select Executable Rules, then right-click and select Create New Rule. 

	10.
	Click Next. 

	11.
	On the Permissions screen, select Deny, and then click Next. 

	12.
	On the Conditions screen, select Publisher, and then click Next. 

	13.
	Click Browse …, and then click Computer. 

	14.
	Double click Local Disk (C:). 

	15.
	Double-click Program Files, then double click Windows NT, then double-click Accessories and then select wordpad.exe and click Open. 

	16.
	Move the slider up to the File name: position and click Next. 

	17.
	Click Next again, then click Create. 

	18.
	Click Yes if prompted to create default rules. 

	19.
	In the Group Policy Editor, expand Computer Configuration, expand Windows Settings, and then expand Security Settings. 

	20.
	Expand Application Control Policies. 

	21.
	Click AppLocker, and then right-click and select Properties. 

	22.
	On the Enforcement tab, under Executable rules, click the Configured checkbox and select Enforce rules. 

	23.
	Click OK. 

	24.
	In the Group Policy Editor, expand Computer Configuration, expand Windows Settings, and then expand Security Settings. 

	25.
	Click on System Services and then double-click on Application Identity. 

	26.
	In the Application Identity Properties dialog box, select the Define this policy setting check box. 

	27.
	Select Automatic under Select service startup mode and click OK. 

	28.
	Close Group Policy Management Editor.


Task 2: Apply the GPO to the Contoso.com domain
	1.
	In the Group Policy Management window, expand Forest: Contoso.com. 

	2.
	Expand Domains. 

	3.
	Expand Contoso.com. 

	4.
	Expand Group Policy Objects. 

	5.
	Drag the WordPad Restriction Policy GPO on top of the Contoso.com domain container. 

	6. 
	Click OK to link the GPO to the domain. 

	7.
	Close the Group Policy Management console.

	8.
	Click Start, in the Search programs and files box, type cmd, and then press ENTER. 

	9.
	In the Command Prompt window, type gpupdate /force and press ENTER. Wait for the policy to be updated. 


Task 3: Test the AppLocker rule
	1.
	Log on to the NYC-CL1 as Contoso\Alan with a password of Pa$$w0rd. 

	2.
	Click Start, in the Search programs and files box, type cmd, and then press ENTER. 

	3.
	In the Command Prompt window, type gpupdate /force and press ENTER. Wait for the policy to be updated. 

	4.
	Click Start, click All programs, click Accessories and then click WordPad. 

	5.
	Click OK when prompted with a message. 
Note: The AppLocker policy should restrict you from running this application. If the application runs, log off NYC-CL1 and log on again. It may take a few minutes for the policy setting to apply to NYC-CL1 Once the policy setting has applied, the application will be restricted. 


Results: After this exercise, you will have restricted an application by using AppLocker. 
Exercise 2: Use the Security Configuration Wizard
Task 1: Create a security policy
	1.
	On NYC-DC1 click Start, click Administrative Tools and run the Security Configuration Wizard. 

	2.
	On the Welcome to the Security Configuration Wizard page, click Next. 

	3.
	On the Configuration Action page, select Create a new security policy, and then click Next. 

	4.
	On the Select Server page, accept the default server name, NYC-DC1, and click Next. 

	5.
	On the Processing Security Configuration Database page, you can optionally click View Configuration Database and explore the configuration that was discovered on NYC-DC1. 

	6.
	Click Next. 

	7.
	On the Role-Based Service Configuration section introduction page, click Next. 

	8.
	On the Select Server Roles page, you can optionally explore the settings that were discovered on NYC-DC1, but do not change any settings. Click Next. 

	9.
	On the Select Client Features page, you can optionally explore the settings that were discovered on NYC-DC1, but do not change any settings. Click Next. 

	10.
	On the Select Administration and Other Options page, you can optionally explore the settings that were discovered on NYC-DC1, but do not change any settings. Click Next. 

	11.
	On the Select Additional Services page, you can optionally explore the settings that were discovered on NYC-DC1, but do not change any settings. Click Next. 

	12.
	On the Handling Unspecified Services page, do not change the default setting; do not change the startup mode of the service. Click Next. 

	13.
	On the Confirm Service Changes page, in the View list, choose All services. 

	14.
	Examine the settings in the Current Startup Mode column, which reflect service startup modes on NYC-DC1, and compare them to the settings in the Policy Startup Mode column. 

	15.
	In the View list, select Changed services. 

	16.
	Click Next. 

	17. 
	On the Network Security section introduction page, click Next. 

	18.
	On the Network Security Rules page, you can optionally examine the firewall rules derived from the configuration of NYC-DC1. Do not change any settings. Click Next. 

	19.
	On the Registry Settings section introduction page, click Next. 

	20.
	On each page of the Registry Settings section, examine the settings, but do not change any of them, then click Next. Continue clicking Next at each page until you get to the Registry Settings Summary page appears, examine the settings and click Next. 

	21.
	On the Audit Policy section introduction page, click Next. 

	22.
	On the System Audit Policy page, examine but do not change the settings. Click Next. 

	23.
	On the Audit Policy Summary page, examine the settings in the Current Setting and Policy Setting columns. Click Next. 

	24.
	On the Save Security Policy section introduction page, click Next. 

	25.
	In the Security Policy File Name text box, click at the end of the file path and type DC Security Policy. 

	26.
	Click the View Security Policy button. 
Note: You are prompted to confirm the use of the ActiveX® control. 

	27.
	Click Yes. 

	28.
	Close the window after you have examined the policy.

	29.
	In the Security Configuration Wizard, click Next. 

	30.
	On the Apply Security Policy page, accept the Apply later default setting, and then click Next. 

	31.
	Click Finish. 


Task 2: Transform a security policy into a GPO
	1.
	On NYC-DC1, click Start, in the Search programs and files box, type cmd, and then press ENTER. 

	2.
	Type cd c:\windows\security\msscw\policies and then press ENTER. 

	3.
	Type scwcmd transform /p:”DC Security Policy.xml” /g:”DC Security Policy” and then press ENTER. 

	4.
	Close the Command Prompt window.

	5.
	Click Start, click Administrative Tools, and then click Group Policy Management. 

	6.
	In the console tree expand Forest:Contoso.com, Domains, Contoso.com, and Group Policy Objects, and then click DC Security Policy. This is the GPO created by the Scwcmd.exe command. 

	7.
	Click the Settings tab to examine the settings of the GPO. 

	8.
	Close the Group Policy Management console.


Results: After this exercise, you will have used the Security Configuration wizard to create a security policy named DC Security Policy, and transformed the security policy to a Group Policy object named DC Security Policy. 
Exercise 3: Hardening the Security Settings on Windows Server
Task 1: Install Microsoft® Baseline Security Analyzer (MBSA) on NYC-SVR2
	1.
	On NYC-SVR2, open Windows Explorer and navigate to E:\Labfiles\MBSA. 

	2.
	Double-click MBSASetup-x64-en.msi. Click Run. 

	3.
	Click Next. 

	4. 
	Choose I accept the license agreement. 

	5.
	Click Next. 

	6.
	Click Next. 

	7.
	Click Install. 

	8.
	Click OK. 


Task 2: Run the default MBSA scan
	1.
	On NYC-SVR2, on the desktop, double-click Microsoft Baseline Security Analyzer 2.1. 

	2.
	Click Scan a computer. 

	3.
	Remove the Check for security updates checkmark. 
Note: It is important to note the best practice is to keep this box checked, but for the class as there is no Internet connectivity, it will fail if you don’t uncheck it. 

	4.
	Click Start Scan. 
Note: For demonstration and lab purposes you can change the automatic updates setting, however you will not be able to get updates as the classroom does not have internet connectivity. 


Results: Your results should show several administrative vulnerabilities including the following: Automatic Updates Password Expiration Incomplete Updates Local Account Password Test File System Autologon Guest Account Restrict Anonymous Administrators Windows Firewall 
Results: After this exercise, you will have used the MBSA to harden security settings. 
To prepare for the next module
When you finish the lab, revert the virtual machines back to their initial state. To do this, complete the following steps: 
	1.
	On the host computer, start Hyper-V™ Manager. 

	2.
	Right-click 6420B-NYC-DC1 in the Virtual Machines list, and then click Revert. 

	3.
	In the Revert Virtual Machine dialog box, click Revert. 

	4.
	Repeat these steps for 6420B-NYC-SVR2 and 6420B-NYC-CL1. 

	5. 
	In the Virtual Machines pane, click 6420B-NYC-DC1, and then in the Actions pane, click Start. 

	6.
	To connect to the virtual machine for the next module’s lab, click
6420B-NYC-DC1, and then in the Actions pane, click Connect. 
Important: Start the 6420B-NYC-DC1 virtual machine first, and ensure that it is fully started before starting the other virtual machines.
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Exercise 1: Creating a Performance Baseline
Task 1: Create a Data Collector Set
	1.
	Switch to the NYC-SVR2 computer. 

	2.
	Click Start, point to Administrative Tools and then click Performance Monitor. 

	3.
	In Performance Monitor, in the navigation pane, expand Data Collector Sets, and then click User Defined. 

	4.
	Right-click User Defined, point to New and then click Data Collector Set. 

	5.
	In the Create new Data Collector Set wizard, in the Name box, type NYC-SVR2 Performance. 

	6.
	Click Create manually (Advanced) and then click Next. 

	7.
	On the What type of data do you want to include? page, select the Performance counter check box, and then click Next. 

	8.
	On the Which performance counters would you like to log? page, click Add. 

	9.
	In the Available counters list, expand Processor, click %Processor Time, and then click Add >>. 

	10.
	In the Available counters list, expand Memory, click Pages/sec, and then click Add >>. 

	11.
	In the Available counters list, expand PhysicalDisk, click %Disk Time, and then click Add >>. 

	12.
	Click Avg. Disk Queue Length, and then click Add >>. 

	13.
	In the Available counters list, expand System, click Processor Queue Length, and then click Add >>. 

	14.
	In the Available counters list, expand Network Interface, click Bytes Total/sec, and then click Add >>, and then click OK. 

	15.
	On the Which performance counters would you like to log? page, in the Sample interval box, type 1 and then click Next. 

	16.
	On the Where would you like the data to be saved? page, click Next. 

	17.
	On the Create the data collector set? page, click Save and close and then click Finish. 


Task 2: Start the Data Collector Set
	•
	In Performance Monitor, in the Results pane, right-click NYC-SVR2 Performance, and then click Start.


Task 3: Create workload on the server
	1.
	Click Start, and in the Search box, type cmd.exe and press ENTER. 

	2.
	At the command prompt, type the following command and press ENTER:
Fsutil file createnew bigfile 104857600

	3.
	At the command prompt, type the following command and press ENTER:
Copy bigfile \\nyc-dc1\c$

	4.
	At the command prompt, type the following command and press ENTER:
Copy \\nyc-dc1\c$\bigfile bigfile2

	5.
	At the command prompt, type the following command and press ENTER:
Del bigfile*.*

	6.
	At the command prompt, type the following command and press ENTER:
Del \\nyc-dc1\c$\bigfile*.*

	7.
	Do not close the command prompt.


Task 4: Analyze collected data
	1.
	Switch to Performance Monitor.

	2.
	In the navigation pane, right-click NYC-SVR2 Performance and then click Stop. 

	3.
	In Performance Monitor, in the navigation pane, click Performance Monitor. 

	4.
	On the toolbar, click View Log Data. 

	5.
	In the Performance Monitor Properties dialog box, on the Source tab, click Log files and then click Add. 

	6.
	In the Select Log File dialog box, double-click Admin. 

	7.
	Double-click NYC-SVR2 Performance, double-click the 
NYC-SVR2_date-000001 folder and then double-click DataCollector01.blg. 

	8.
	Click the Data tab and then click Add. 

	9.
	In the Add Counters dialog box, in the Available counters list, expand Memory, click Pages/sec and then click Add >>. 

	10.
	Expand Network Interface, click Bytes Total/sec, and then click Add >>. 

	11.
	Expand PhysicalDisk, click %Disk Time and then click Add >>. 

	12.
	Click Avg. Disk Queue Length and then click Add >>. 

	13.
	Expand Processor, click %Processor Time, and then click Add >>. 

	14.
	Expand System, click Processor Queue Length, click Add >>, and then click OK. 

	15.
	In the Performance Monitor Properties dialog box, click OK. 

	16.
	On the toolbar, click the down arrow and then click Report. 

	17.
	Record the values listed in the report for analysis later.


Results: After this exercise, you should have established a baseline. 
Exercise 2: Simulating a Server Load
Task 1: Load a new program on the server
	1.
	On NYC-SVR2, switch to the command prompt.

	2.
	At the command prompt, type the following command and press ENTER:
Cd\Labfiles\StressTool


Task 2: Configure the load on the server
	•
	At the command prompt, type the following command and press ENTER:
StressTool 95


Results: After this exercise, you should have introduced a load on your server. 
Exercise 3: Gathering Additional Performance Data
Task: Start the data collector set again
	1.
	Switch to Performance Monitor.

	2.
	In Performance Monitor, click User Defined, in the results pane, right-click NYC-SVR2 Performance, and then click Start. 

	3.
	Wait for one minute to allow data to be captured.


Results: After this exercise, you should have captured additional performance data 
Exercise 4: Determining Probable Performance Bottlenecks
Task 1: Stop the running program
	1.
	After one minute, switch to the command prompt.

	2.
	Press CTRL+ C.

	3.
	Close the command prompt.


Task 2: View performance data
	1.
	Switch to Performance Monitor.

	2.
	In the navigation pane, right-click NYC-SVR2 Performance and then click Stop. 

	3.
	In Performance Monitor, in the navigation pane, click Performance Monitor. 

	4.
	On the toolbar, click View log data. 

	5.
	In the Performance Monitor Properties dialog box, on the Source tab, click Log files and then click Remove. 

	6.
	Click Add. 

	7.
	In the Select Log File dialog box, click Up One Level. 

	8.
	Double-click the NYC-SVR2_date-000002 folder and then double-click DataCollector01.blg. 

	9.
	Click the Data tab and then click OK. 
Note: If you receive an error at this point, or the values in your report are zero, repeat steps 4-9. 


Task 3: Analyze results and draw a conclusion
Question: Compared with your previous report, which values have changed? 
Answer: Memory and disk activity are reduced; however, processor activity has increased significantly. 
Question: What would you recommend? 
Answer: Continue to monitor the server to ensure that the processor workload does not reach capacity. 
Results: After this exercise, you should have identified a potential bottleneck 
To prepare for the next module
When you finish the lab, revert the virtual machines back to their initial state. To do this, complete the following steps: 
	1.
	On the host computer, start Hyper-V™ Manager. 

	2.
	Right-click 6420B-NYC-DC1 in the Virtual Machines list, and then click Revert. 

	3.
	In the Revert Virtual Machine dialog box, click Revert. 

	4.
	Repeat these steps for 6420B-NYC-SVR2. 

	5.
	In the Virtual Machines pane, click 6420B-NYC-DC1, and then in the Actions pane, click Start. 

	6.
	To connect to the virtual machine for the next module’s lab, click
6420B-NYC-DC1, and then in the Actions pane, click Connect. 
Important: Start the 6420B-NYC-DC1 virtual machine first, and ensure that it is fully started before starting the other virtual machines. 
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Exercise 1: Troubleshooting the Startup Process
	Contoso, Ltd Incident Record

	Incident Reference Number: 501285 

	Called logged by Date of call 
Time of call
User
Status
	John Peoples
15th May
11:45
Daniel Roth
OPEN

	Incident Details:
Call logged by information technology (IT) helpdesk. Branch users cannot access shared files on NYC- SVR4. 
	1.
	File shares not accessible over the network.

	2.
	Cannot connect to NYC-SVR4 with Remote Desktop Connection.

	3.
	Cannot ping NYC-SVR4 IP address.

	4.
	All other network resources in the branch location are functioning properly.




	Preliminary Questions:
	1.
	Where is the best place to troubleshoot this problem from?
Answer: If file shares, remote desktop and ping are unavailable, the troubleshooting process for this problem will need to be done locally, in the physical location of the computer, or alternatively over the phone with someone at the physical computer who can assist you with the troubleshooting process. 

	2.
	What considerations should be made regarding NYC-SVR4 and the people and services that require the services provided by NYC-SVR4? 
Answer: If NYC-SVR4 performs critical services, a replacement or spare should be checked for availability, should the troubleshooting process carry beyond the first one or two most probable causes. 


Assessment Questions:
	1.
	What is the error message displayed on NYC-SVR4?
Answer: The Windows Boot Configuration Data file does not contain a valid OS entry. 

	2.
	What could the possible causes of this error message be?
Answer: The problem is a corrupt or damaged Boot Configuration Data (BCD) store. There is no reference in the BCD to allow the Boot Manager to access the Windows 2008 Boot Loader. 

	3.
	What tool should you use to attempt to correct the problem causing the error message?
Answer: bcdedit.exe will allow you to view the status of the BCD store. In this case, there is no entry for an operating system in the BCD store for NYC-SVR4. To correct this, run bootrec.exe with the /scanos switch to find the operating system on the computer, and then run bootrec.exe with the /rebuildbcd switch to create a new BCD store with a pointer to the boot loader for the found operating system. 

	4.
	How can you access these tools?
Answer: By starting the computer using the Windows Server 2008 R2 Installation disc and choosing the Repair your computer and Command Prompt options. 




	Resolution Questions:
	1.
	How did you resolve the problem?
Answer: By using bcdedit and bootrec as described in the answer for Assessment Question 3. 

	2.
	What should the next steps in the troubleshooting process be?
Answer: Have a user or users connect to NYC-SVR4 to ensure that their applications are functioning properly. Notify the remainder of the users of NYC-SVR4 that the server is operating properly and they can resume their use of NYC-SVR4. Additionally, the details of the problem, along with the steps used to repair the problem should be documented and archived for future reference and logging purposes. 





Task 1: Read supporting documentation
	1.
	Read the attached Incident Record to determine possible troubleshooting methods.

	2.
	Answer the Preliminary Questions in the incident record (see Incident Record for answers).


Task 2: Investigate the issue on 6420B-NYC-SVR4
	1.
	In Hyper-V™ Manager, click 6420B-NYC-SVR4, and in the Actions pane, click Connect. 

	2.
	View the error message on the screen.

	3.
	Answer the Assessment Questions in the Incident Record (see incident record for answers).


Task 3: Resolve the issue on NYC-SVR4 and complete the Incident Record
	1.
	Switch to Hyper-V Manager, right click on 6420B-NYC-SVR4 and then click Settings. 

	2.
	In the Settings for 6420B-NYC-SVR4 dialog box, click DVD-Drive in the Hardware Pane. 

	3.
	In the DVD-Drive Pane, select Image file and then click Browse. 

	4.
	Navigate to C:\Program Files\Microsoft Learning\6420\Drives, click WServer2008R2_Eval.iso and then click Open. 

	5.
	In the Settings for 6420B-NYC-SVR4 dialog box, click OK. 

	6.
	Switch to the NYC-SVR4 computer. 

	7.
	On the 6420B-NYC-SVR4 on localhost – Virtual Machine Connection window toolbar, click Action and then click Reset. 

	8.
	In the Reset Machine dialog box, click Reset. 

	9.
	When Press Any Key to boot from DVD or CD is displayed, press ENTER. 

	10.
	At the Install Windows dialog box, click Next. 

	11.
	In the Install Windows dialog box, click Repair your computer. 

	12.
	In the System Recovery Options dialog box, click Use recovery tools that can help fix problems starting Windows. Click Next. 

	13.
	In the System Recovery Options dialog box, click Command Prompt. 

	14.
	At the command prompt, type the following and press ENTER:
bcdedit

	15.
	Observe the lack of an operating system entry in the BCD Store.

	16.
	At the command prompt, type the following and press ENTER:
bootrec /scanos

	17.
	At the command prompt, type the following and press ENTER:
Bootrec /rebuildbcd

	18. 
	At the Add installation to boot list prompt, press Y and then press ENTER. 

	19.
	Close the command prompt window.

	20.
	In the System Recovery Options dialog box, click the Restart button. 

	21.
	Ensure that NYC-SVR4 boots properly to the logon screen.

	22.
	Answer the Resolution Questions on the Incident Record (see Incident Record for answers).

	23.
	Revert the NYC-SVR4 virtual machine. 


Results: After this exercise, you should have used Windows tools to troubleshoot the startup process. 
Exercise 2: Installing and Configuring WSUS
Task 1: Read supporting documentation
	•
	Read the attached request form.


Task 2: Install prerequisite components on NYC-SVR2
	1.
	On NYC-SVR2, open Server Manager.

	2.
	In the console tree, click Roles. 

	3.
	In the details pane, click Add Roles. 

	4.
	In the Add Roles Wizard, click Next. 

	5.
	On the Select Server Roles page, select Web Server (IIS). Click Next twice. 

	6.
	On the Select Role Services page, select: 
	•
	ASP.NET

	•
	Windows Authentication

	•
	Dynamic Content Compression

	•
	IIS 6 Metabase Compatibility
Note: When prompted, click Add Required Role Services. 


Note: There are a number of other roles selected by default. Do not de-select any of these roles. 

	7.
	Click Next. 

	8.
	Click Install. 

	9.
	When the installation is complete, click Close. 

	10.
	Close Server Manager.

	11.
	Open Windows Explorer and browse to E:\Labfiles\WSUS\. 

	12.
	Double-click Reportviewer.exe. 

	13.
	In the Microsoft Report Viewer Redistributable 2008 SP1 Setup wizard, click Next. 

	14.
	On the License Terms page, click I have read and accept the license terms, and then click Install. 

	15.
	Click Finish. 


Task 3: Configure NYC-SRV2 as a WSUS server
	1.
	On NYC-SVR2, browse to E:\Labfiles\WSUS. 

	2.
	Double-click WSUS30-KB972455-x64.exe. Click Run. 

	3.
	In the Windows Server Update Services 3.0 SP2 Setup Wizard, click Next. 

	4. 
	On the Installation Mode Selection page, ensure that Full Server installation including Administration Console is selected, and then click Next. 

	5.
	On the License Agreement page, click I accept the terms of the License agreement, and then click Next. 

	6.
	On the Select Update Source page, ensure that Store updates locally is selected and the path shows C:\WSUS. Click Next. 

	7.
	On the Database Options page, ensure that Install Windows Internal Database on this computer is selected, and that C:\WSUS is entered for the location of the database, and then click Next. 

	8.
	On the Web Site Selection page, click Next to use the existing IIS Default Web site. 

	9.
	On the Ready to Install Windows Server Update Services 3.0 SP2 page, click Next. 

	10.
	When the installation completes, click Finish. 

	11.
	In a few moments the Windows Server Update Services Configuration Wizard will appear.

	12.
	Click Cancel. 

	13.
	Click Start, type CMD.exe and then press ENTER. 

	14.
	Type Net Stop MSSQL$Microsoft##SSEE, and then press ENTER.

	15.
	In Windows Explorer, browse to E:\LabFiles\WSUS\Backup. 

	16.
	Click Organize, and then click Select All. 

	17.
	Click Organize, and then click Copy. 

	18.
	In the Address bar, click Computer. 

	19.
	Browse to C:\WSUS\. 

	20.
	Click Organize, and then click Paste.

	21.
	In the Confirm Folder Replace dialog box, select the check box next to Do this for all current items, and then click Yes. 

	22.
	In the Copy File dialog box, select the check box next to Do this for the next 1 conflicts, and then click Copy and Replace. 

	23.
	When the file copy is complete, at the command prompt, type
Net Start MSSQL$Microsoft##SSEE, and then press ENTER.

	24.
	Click Start, point to Administrative Tools, and then click Internet Information Services (IIS) Manager. 

	25.
	In the tree view, expand NYC-SVR2, and then click Application Pools. 

	26.
	Right-click WsusPool, and then click Recycle.

	27.
	Close Internet Information Services (IIS) Manager.

	28.
	At the command prompt, type: cd "C:\Program Files\Update Services\Tools", and then press ENTER. 

	29.
	Type wsusutil reset, and then press ENTER.

	30.
	Close the command prompt.


Task 4: Use Group Policy to enable NYC-CL1 to obtain updates from the new WSUS server
	1.
	On NYC-DC1, click Start, point to Administrative Tools, and then click Group Policy Management. 

	2.
	In the console pane, expand Forest: Contoso.com, expand Domains, and then click Contoso.com. 

	3.
	Right-click Contoso.com, and then click Create a GPO in this domain, and Link it here. 

	4.
	In the New GPO dialog box, type WSUS in the Name field, and then click OK. 

	5.
	In the details pane, right-click WSUS, and then click Edit. 

	6.
	In the Group Policy Management Editor window, under Computer Configuration, expand Policies, expand Administrative Templates, expand Windows Components, and then click Windows Update. 

	7.
	In the details pane, double-click Configure Automatic Updates. 

	8.
	In the Configure Automatic Updates dialog box, click Enabled, and then click Next Setting. 

	9.
	On the Specify intranet Microsoft update service location dialog box, click Enabled. 

	10.
	In the Set the intranet update service for detecting updates field, type http://NYC-SVR2. 

	11. 
	In the Set the intranet statistics server field, type http://NYC-SVR2, and then click Next Setting. 

	12.
	On the Automatic Updates detection frequency dialog box, click Enabled, and then click OK. 

	13.
	Close Group Policy Management Editor, and then close Group Policy Management.

	14.
	Start and log on to the 6420B-NYC-CL1 virtual machine as Contoso\Administrator with the password Pa$$w0rd. 

	15.
	On NYC-CL1, open a command prompt and type, wuauclt /a /r and then press ENTER. 


Task 5: Create a computer group, and add NYC-CL1 to the new group
	1.
	Switch to the NYC-SVR2 computer and open the Windows Server Update Services console. 

	2.
	Expand NYC-SVR2, expand Computers, and then click All Computers. 

	3.
	In the Actions pane, click Add Computer Group. 

	4.
	In the Add Computer Group dialog box, type TestComputers, and then click Add. 

	5.
	In the console pane, expand All Computers, and then click Unassigned Computers. 

	6.
	In the details pane, in the Status list, click Any, and then click Refresh. 

	7.
	Right-click nyc-cl1.contoso.com, and then click Change Membership. 

	8.
	In the Set Computer Group Membership dialog box, select the TestComputers check box, and then click OK. 


Task 6: Approve an update for Windows® 7 operating system clients
	1.
	In the console pane, expand Updates, and then click Security Updates. 

	2.
	In the details pane, in the Approval list, click Any Except Declined. 

	3.
	In the Status list, click Any, and then click Refresh. 
Note: Notice all of the updates available. 

	4.
	Scroll down, right-click Security Update for Windows 7 (KB981332), and then click Approve. 
Note: Do not select the x64 versions of the updates specified. 

	5.
	In the Approve Updates dialog box, click the arrow next to All Computers, click Approved for Install, and then click OK. 

	6.
	On the Approval Progress page, when the process is complete, click Close. 

	7.
	In the console pane, click Critical Updates. 

	8.
	In the details pane, right-click Update for Windows 7 (KB976662), and then click Approve. 

	9.
	In the Approve Updates dialog box, click the arrow next to All Computers, point to Deadline, and then click Custom. 

	10.
	In the Choose Deadline dialog box, in the Date field, type in yesterday’s date, and then click OK twice. 
Note: Entering yesterday’s date will cause the update to be installed as soon as the client computers contact the server. 

	11.
	In the Approval Progress dialog box, click Close. 


Task 7: Install an update on the Windows 7 operating system client
	1.
	On NYC-CL1, click Start, type cmd, and then press ENTER. 

	2. 
	At the Command Prompt, type GPUpdate /force, and then press ENTER. 
Note: Wait for the policy to finish updating. 

	3.
	At the command prompt, type wuauclt /detectnow, and then press ENTER. 

	4.
	The Windows Update icon appears in the notification area and automatically installs the update. 

	5.
	Click Start, click All Programs, and then click Windows Update. 

	6.
	Click View update history. 

	7.
	Verify that Security Update for Windows 7 (KB976662) has been installed and Security Update for Windows 7 (KB981332) is available to be installed. 
Note: It may take several minutes for the Windows Update icon to appear. 
Note: Due to the limitations of the lab environment, the KB957097 update is pre-loaded on the WSUS server to demonstrate the update process. 

	8.
	Close Windows Update.


Task 8: View WSUS reports
	1.
	On NYC-SVR2, in the Update Services console, click Reports. 

	2.
	Review the various reports available in WSUS.

	3.
	In the details pane, click Computer Detailed Status. 

	4.
	In the Computers Report for NYC-SVR2 window, click Run Report. 

	5.
	On the completed report, note how many updates are listed under
nyc-cl1.contoso.com. 

	6.
	Close the Computers Report for NYC-SVR2 window.

	7.
	Close Update Services.


Results: At the end of this exercise, you will have configured WSUS to manage updates. 
Exercise 3: Gathering Information to Start the Troubleshooting Process
Supporting Documentation
	Contoso Incident Record PART A (Complete for Task 1)

	Incident Reference Number: 501289 

	Called logged by Date of call 
Time of call
User
Status
	John Peoples
19th May
12:10
Daniel Roth
OPEN

	Incident Details:

	Call logged by IT helpdesk. Users report NYC-SVR2 is running slow. Performance Monitor logs are stored 
in E:\Labfiles\Captures\6420B-NYC-SVR2-LAB13-EX3-PARTA.blg. 

	Resolution Questions:
	1.
	What do the Performance Logs for NYC-SVR2 indicate could be the source of the problem?
Answer: The cpustres process is consuming most of the CPU time. 

	2.
	Keeping in mind your answer from question 1, what steps (using a troubleshooting methodology) would you take to continue the troubleshooting process? 
Answer: A likely first step would be to determine what the cpustres process is responsible for doing and if any users are experiencing issues with those services. If no specific cause can be found, you might restart the cpustres process before ensuring that all users using the services associated with the cpustres are prepared for the services to be temporarily unavailable. Further monitoring of the cpustres application may be necessary to determine if the application might require repair or updating. 




	Incident Reference Number: 501290 

	Called logged by Date of call 
Time of call
User
Status
	John Peoples
20th May
13:15
Daniel Roth
OPEN

	Incident Details:
Call logged by IT helpdesk. Users report NYC-SVR2 is running slow, Performance Monitor logs are stored 
in E:\Labfiles\Captures\6420B-NYC-SVR2-LAB13-EX3-PARTB.blg. 

	Resolution Questions:
	1.
	What do the Performance Logs for NYC-SVR2 indicate could be the source of the problem?
Answer: The explorer.exe process is consuming disk resources 

	2.
	Keeping in mind your answer from question 1, what steps (using a troubleshooting methodology) would you take to continue the troubleshooting process? 
Answer: If explorer.exe is consuming disk processes, it may be in the middle of a lengthy disk write or read; possibly copying or moving files. To troubleshoot further, you could view the Disk tab off of the Resource Monitor to determine what specific files explorer was using. Then you could locate the source of the file operations and determine if they are necessary and possibly if they could be carried out during non-business hours. 





Task 1: Examine the Performance Monitor logs for the first issue and answer the resolution questions for Part A
	1.
	On NYC-SVR2, click Start, point to Administrative Tools, and then click Performance Monitor. 

	2.
	In the Performance Monitor console, expand Monitoring Tools, and then click Performance Monitor. 

	3.
	In details pane, click the View Log Data button (CTRL+L). 

	4.
	In the Performance Monitor Properties dialog box, on the Source tab, click Log files, and then click Add. 

	5.
	In the Select Log File dialog box, browse to E:\Labfiles\Captures. 

	6.
	Click 6420B-NYC-SVR2-LAB13-EX3-PARTA.blg and then click Open. 

	7.
	In the Performance Monitor Properties dialog box, click OK. 

	8.
	In the Performance Monitor details pane, click Add (CTRL+I). 

	9. 
	In the Add Counters dialog box, under Available counters, expand Processor, and then click % Processor Time. 

	10.
	Under Instances of selected object, click 0, and then click Add. 

	11.
	In the Add Counters dialog box, under Available counters, expand System, click Processor Queue Length, click Add, and then click OK. 

	12.
	At the bottom of the window, click % Processor Time to view the graph of the CPU usage on NYC-SVR2 and notice that: 
	•
	The minimum value is 34 percent

	•
	The maximum value is 100 percent.

	•
	The average value is 82.58 percent.




	13.
	Click Add (CTRL+I). 

	14.
	In the Add Counters dialog box, under Available counters, expand Process, and then click % Processor Time. 

	15.
	Under Instances of selected object, click <All Instances>, click Add, and then click OK. 

	16.
	Review the % Processor Time used by each process. It is useful to use the Highlight button (CTRL+ H) to view each instance. Identify the process that is consuming the CPU. 

	17.
	See the Incident Record for answers to the questions.

	18.
	Close Performance Monitor.


Task 2: Examine the Performance Monitor logs for the second issue and answer the resolution questions for Part B
	1.
	On NYC-SVR2, click Start, point to Administrative Tools, and then click Performance Monitor. 

	2.
	In the Performance Monitor console, expand Monitoring Tools, and then click Performance Monitor. 

	3.
	In the details pane, click View Log Data (CTRL+L). 

	4.
	In the Performance Monitor Properties dialog box, on the Source tab, click Log files, and then click Add. 

	5.
	In the Select Log File dialog box, browse to E:\Labfiles\Captures. 

	6.
	Click 6420B-NYC-SVR2-LAB14-EX3-PARTB.blg and then click Open. 

	7.
	In the Performance Monitor Properties dialog box, click OK. 

	8.
	In the Performance Monitor details pane, click Add (CTRL+I). 

	9.
	In the Add Counters dialog box, under Available counters, expand PhysicalDisk, and then click Avg. Disk Queue Length. 

	10.
	Under Instances of selected object, click 0 C:, and then click Add. 

	11.
	Under Available counters, click Current Disk Queue Length. 

	12.
	Under Instances of selected object, click 0 C:, and then click Add. 

	13.
	Under Available counters, click Disk Transfers/sec. 

	14.
	Under Instances of selected object, click 0 C:, and then click Add. 

	15.
	Under Available counters, expand Process, and then click IO Data Bytes/sec. 

	16.
	Under Instances of selected object, click <All Instances>, click Add, and then click OK. 

	17.
	Review the IO Data Bytes/sec values for each process. It is useful to use the Highlight button (CTRL+H) to view each instance. Identify the process that is consuming the disk transfer capacity. 

	18.
	See the Incident Record for answers to the questions.

	19.
	Close Performance Monitor.


Results: At the end of this exercise you will have gathered information to start the troubleshooting process. 
To prepare for the next module
When you finish the lab, shut down the virtual machines and revert them back to their initial state. To do this, complete the following steps: 
	1.
	On the host computer, start Hyper-V Manager. 

	2.
	Right-click 6420B-NYC-DC1 in the Virtual Machines list, and then click Revert. 

	3.
	In the Revert Virtual Machine dialog box, click Revert. 

	4.
	Repeat these steps for 6420B-NYC-SVR2 and 6420B-NYC-CL1.
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Lab Answer Key: Module 14: Implementing Virtualization 
Lab: Implementing Virtualization
To start the lab, complete the following steps
	1.
	Ensure that your host computer is running and that you are logged on.

	2.
	Ensure that no virtual machines are currently running.


Exercise 1: Creating the VHDs
Task 1: Create a dynamically expanding hard disk
	1.
	On your host computer, open Hyper-V Manager.

	2.
	In the Actions pane, click New, and then click Hard Disk. 

	3.
	On the Before You Begin page, click Next. 

	4.
	On the Choose Disk Type page, click Dynamically expanding, and then click Next. 

	5.
	On the Specify Name and Location page, in the Name field, type 
NYC-Prod1.vhd, in the Location field, type c:\Program Files
\Microsoft Learning, and then click Next. 

	6.
	On the Configure Disk page, configure a maximum size of 32 gigabytes (GB), and then click Next. 

	7.
	On the Completing the New Virtual Disk Wizard page, click Finish. 


Task 2: Create a differencing hard disk
	1.
	In Hyper-V™ Manager, in the Actions pane, click New, and then click Hard Disk. 

	2.
	On the Before You Begin page, click Next. 

	3.
	On the Choose Disk Type page, click Differencing, and then click Next. 

	4.
	On the Specify Name and Location page, in the Name field, type 
NYC-Test1.vhd, and in the Location field, type c:\Program Files
\Microsoft Learning, and then click Next. 

	5.
	On the Configure Disk page, click Browse. Browse to C:\Program Files
\Microsoft Learning\base\drives, click WS08R2- SVR2.vhd, and then click Open. 

	6.
	On the Configure Disk page, click Next. 

	7.
	On the Completing the New Virtual Disk Wizard page, click Finish. 


Results: After this exercise, you should have created the required virtual hard disks (VHDs). 
Exercise 2: Creating New Virtual Machines
Task 1: Create a new virtual machine for the production environment
	1.
	In Hyper-V Manager, click New, and then click Virtual Machine. 

	2.
	The New Virtual Machine Wizard appears. Click Next. 

	3.
	On the Specify Name and Location page, in the Name field, type 
NYC-PROD1. 

	4.
	Select the Store the virtual machine in a different location check box. In the Location field, type C:\Program Files\Microsoft Learning, and then click Next. 

	5.
	On the Assign Memory page, in the Memory field, type 1024, and then click Next. 

	6.
	On the Configure Networking page, in the Connection list, click Private Network, and then click Next. 

	7. 
	On the Connect Virtual Hard Disk page, click Use an existing virtual hard disk, click Browse, click NYC-PROD1.vhd, click Open, and then click Next. 

	8.
	On the Completing the New Virtual Machine Wizard page, click Finish. 


Task 2: Create a new virtual machine for the test environment
	1.
	In Hyper-V Manager, click New, and then click Virtual Machine. 

	2.
	The New Virtual Machine Wizard appears. Click Next. 

	3.
	On the Specify Name and Location page, in the Name field, type 
NYC-TEST1. 

	4.
	Select the Store the virtual machine in a different location check box. In the Location field, type C:\Program Files\Microsoft Learning, and then click Next. 

	5.
	On the Assign Memory page, in the Memory field, type 1024, and then click Next. 

	6.
	On the Configure Networking page, in the Connection list, click Private Network, and then click Next. 

	7.
	On the Connect Virtual Hard Disk page, click Use an existing virtual hard disk, click Browse, click NYC-TEST1.vhd, click Open, and then click Next. 

	8.
	On the Completing the New Virtual Machine Wizard page, click Finish. 


Results: After this exercise, you should have created the two virtual machines required for testing purposes. 
Exercise 3: Modifying Virtual Machine Settings
Task: Modify the virtual machine configuration for production
	1.
	In Hyper-V Manager, in the Actions pane, click New, and then click Hard Disk. 

	2.
	On the Before You Begin page, click Next. 

	3.
	On the Choose Disk Type page, click Dynamically expanding, and then click Next. 

	4.
	On the Specify Name and Location page, in the Name field, type 
NYC-PROD1-Data.vhd, and in the Location field, type C:\Program Files
\Microsoft Learning, and then click Next. 

	5.
	On the Configure Disk page, change the Size to 64 GB, click Next, and then click Finish. 

	6.
	In Hyper-V Manager, in the Virtual Machines pane, right-click NYC-PROD1, and then click Settings. 

	7.
	On the Settings for NYC-PROD1 page, click SCSI Controller, click Add, and then in the Hardware list, click SCSI Controller. 

	8.
	On the SCSI Controller pane, click Hard Drive, and then click Add. 

	9.
	In the Media section, click Browse, select NYC-PROD1-Data.vhd, and then click Open. 

	10.
	Click Apply. 

	11.
	Click Memory, and then change the RAM to 2048. 

	12.
	Click Processor, change the Number of logical processors to 2, and then click OK. 


Results: After this exercise, you should have modified the virtual machine settings. 
Exercise 4: Creating and Applying Virtual Machine Snapshots
Task 1: Create a snapshot
	1.
	In Hyper-V Manager, ensure that the NYC-TEST1 virtual machine is turned off. 

	2.
	Click NYC-TEST1. In the Actions pane, under NYC-TEST1, click Snapshot. 

	3.
	Click the snapshot that was created, and type PRE-Test Snapshot. 

	4. 
	Right-click NYC-TEST1, and then click Start. 

	5.
	Right-click NYC-TEST1, and then click Connect. 

	6.
	In the NYC-TEST1 on localhost - Virtual Machine Connection window, wait for the virtual machine to start. Then, on the Action menu, click CTRL+ALT+DELETE. Type Pa$$w0rd as the password, and then press ENTER. 

	7.
	If the Windows Activation dialog box dialog appears, click Cancel. 

	8.
	If you are prompted to restart the computer, click Restart Later. 


Task 2: Apply snapshots
	1.
	Right-click the virtual machine desktop, point to New, and click Text document. Type Snapshot1.txt, and then press ENTER. 

	2.
	In Hyper-V Manager, click NYC-TEST1. In the Actions pane, under 
NYC-TEST1, click Snapshot. 

	3.
	Click the snapshot, and then type Snapshot2. 

	4.
	Right-click the virtual machine desktop, point to New, and click Text document. Type Snapshot2.txt, and then press ENTER. 

	5.
	In Hyper-V Manager, ensure that the NYC-TEST1 virtual machine is selected. 

	6.
	Under NYC-TEST1, click Revert. In the Revert Snapshot dialog box, click Revert. 

	7.
	On the virtual machine desktop, verify that the Snapshot2.txt is no longer on the desktop. 

	8.
	In the Snapshots pane, under Virtual Machines, right-click PRE-Test Snapshot, and then click Apply. 

	9.
	In the Apply Snapshot window, click Apply. 

	10.
	Verify that the virtual machine turns off. This is the state the virtual machine was in when you created the snapshot. 

	11.
	In the Snapshots pane, under Virtual Machines, right-click Snapshot2, and then click Apply. 

	12.
	In the Apply Snapshot window, click Apply. Ensure that the NYC-TEST1 virtual machine is selected, and then on the Actions pane, click Start. 

	13.
	On the virtual machine desktop, verify that the Snapshot1.txt is on the desktop. 

	14.
	On the Action menu, click Shut Down. In the Shut Down Machine dialog box, click Shut Down. 


Results: After this exercise, you should have created snapshots and applied them to your virtual machines.
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