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1. Introduction

1.1. Objectives

The purpose of this document is to describe the Citigroup Technology Infrastructure (CTI) Asia Pacific (AP) Architecture procedure that supports the Citigroup Information Technology Management (CITM) Policy on Architecture and CTI CITMP Level 2 Standards for Architecture.

1.2. Scope

The scope of the Architecture procedure as defined and documented in this document is confined to the following units of CTI AP:

1.2.1. Data Center Operations

1.2.2. Distributed Operations and Integrated Services

1.2.3. Engineering Services

The requirements of the procedures described in this document apply to all CTI AP units mentioned above.

1.3. Document Review

This document shall be reviewed by the Process Owner to ensure continued suitability and conformance to the CITM Policy on Architecture and the CTI CITMP Level 2 Standards for Architecture.

2. Regional Engineering Product Development

2.1 Regional Engineering may work jointly with Global Engineering to develop new component or component architecture, to maintain an existing product or to re-certify an existing product. Regional Engineering shall follow the procedures documented in the CTI GE Product Development Process Control Manual (PCM).
2.2 Regional Engineering and Operations may be included as key members of the product development peer group and participate in the peer review process in accordance to the CTI GE Product Development PCM.

2.3 Regional Engineering and Operations may also be represented as stakeholders of product development effort, who offer requirements and receive update whenever there is a work effort status change.

2.4 If the product development event is greater than US $10MM, it is required to file an ITLC request in accordance to the procedure defined in the CTI GE Product Development PCM.

3. Regional Architecture Ownership

3.1. A lead person from Regional Engineering will be identified for each technology domain or component architecture (CA). Through the lead person, each Regional Engineering domain shall interact closely with the Architecture owner to coordinate the development and maintenance of the technical architecture and standards in the region. Such activities may include evaluation, design and decision activities together with the Architecture owner that introduce new, revise or sunset existing technical solutions. (The Architecture owner is a lead person, usually a CTI Global Engineering staff who will be responsible for each domain or component architecture)

3.2. Regional Engineering shall maintain an effective working relationship with the Architecture owner via formal and informal forums, such as regular global conference calls, newsletters, websites, emails etc. Through these channels, Regional Engineering shall provide information and regular updates on technical architecture development and seek feedback and concurrence on each phase of the architecture development.

3.3. Regional Engineering shall also maintain an effective working relationship with their respective Operations and Integration counterparts in the region. This is essential to ensure that Operations and Integration contribute to the documented CA requirement and that new projects are efficiently transitioned into production.

3.4. Documenting who is responsible for each technology domain or component architecture contributes to the documented architecture requirement. The CTI AP organization structure is segregated and aligned along both technical and functional domains, e.g. Database Engineering, Network Engineering etc. Regional Engineering will be responsible for leading the development and maintenance of the technical architectures and standards for their respective technical domain in the region. The domain mappings between CTI Global Engineering and Asia Pacific Engineering is listed in Appendix A. (For details on the definition of technical and functional domains, refer to the CITMP Level 2 Architecture Process Standards document)

4. Regional Operational Ownership
4.1. Operations and Integration will be responsible to review the technical solutions developed by the technical domains..

4.2. All technical domains may participate as required in the implementation of technical solutions as part of a NSR Project. Unless notified during the NSR review meeting, the Integration teams shall be the technical lead for all NSR projects. (Refer to the CTI AP Project Management Procedure)

4.3. When participating a New Service Request (NSR) project, each technical domain shall be responsible to apply and implement the technical architecture developed by the Architecture owner.

4.4. For NSR project involving a total investment cost of more than US $100 M, the Project Manager shall raise a CTI Capital Expenditure Proposal (CEP) according to the CTI AP Project Management Procedure.

5. Architecture alignment with client and Technology goals and strategies

5.1. Regional Engineering will conduct periodic reviews with clients, senior IT management and other stakeholders in the region to gather feedback and changes in business requirements that in turn will influence the development of the technology architecture. 

5.2. Regional Engineering will review and respond to new client requests or changes in business requirements by initiating Engineering Feasibility Studies to analyze and develop the business case when no existing GE effort already exists. All Feasibility Studies (FS) shall be initiated and documented in accordance to the Feasibility Study Life Cycle (FSLC) (refer to the CTI AP Project Management Procedure).

5.3. In accordance to the FSLC, after the FS deliverables are reviewed and approved by all stakeholders, Regional Engineering may recommend some of these FS deliverables to the Architecture Owner for global certification via the CTI GE Product Development Process.

5.4. To ensure effective support of, and alignment with, business plans and strategies, at least annually during budget forecast, CTI AP country and regional management receives formal data on business plans and projected growth/contraction. Where plans indicate the need for enhanced or reduced infrastructure, CTI AP management establishes supporting projects.  At the same time, CTI AP management also review existing infrastructure and proposes additional upgrades if necessary to implemented part of these projects based on costs, control and any other related matters.

5.5. On an on-going basis, each Regional Engineering domain is required to review the CTI projects and NSR portfolios to ensure that common or related requirements are identified and strategic technical solutions / approaches are developed and adopted whenever possible.

5.6. Business approval of NSR project initiation signifies the affirmation by the business that the project is in alignment with their strategy and objectives.

5.7. Each Regional Engineering domain will develop a set of architectural guiding principles (Refer to Appendix B) to serve as a framework for application and technology implementation, based on the following business and technology strategies:

5.7.1. Provide cost effective and highly reliable solutions

5.7.2. Incorporate Continuity of Business (COB) requirements

5.7.3. Flexible and scalable to respond to business needs

5.7.4. Support technology innovation, and effective introduction of new technique and technology. Regional Engineering to provide new applicable technology, new enhancements in technology landscape can be applied to the architecture guidelines.

5.7.5. Maintain compatibility with industry and regulatory requirements

5.7.6. Re-use existing system and software

5.7.7. Conform to global standards

5.7.8. Provide 24 x 7 supportability

6. Analysis and Validation

6.1. Technical domains participating in NSR project (including Feasibility Studies, Proof of Concepts) shall document their analysis and validation results in accordance to the SILC technical document templates published on the CTI AP Project Management Office corporate intranet website.

7. Technical Design

7.1. All proposed technical solutions, in response to NSR, besides aligning to business requirements and strategies, the technical solutions must also leverage on the existing standards and assets.

7.2. The technical design process shall be contained and governed as part of the CTI AP Project Management Procedure. 

7.3. During the NSR Review, based on a set of pre-defined guidelines (refer to the CTI AP Project Management Procedure), each Regional Engineering domain will identify the NSR projects that require technical design review.

7.4. All technical solutions shall adhere to the SILC technical documentation templates published on the CTI Asia Pacific Project Office corporate intranet website.

7.5. The following set of criteria should be applied when reviewing a technical solution:

7.5.1. The technical solution meets the client’s requirements.

7.5.2. The technical solution is cost effective and contributes to a low Total Cost of Ownership.

7.5.3. The technical solution leverages existing standards and assets.

7.5.4. The technical solution leverages strategic vendors and corporate purchasing agreements in accordance to the CTI AP Contracting and Outsourcing Procedure.

7.5.5. The technical solution is centrally manageable to meet requirements.

7.5.6. The technical solution is flexible and scalable to business and technology changes.

7.5.7. The technical solution’s short-term and long-term implications are understood.

7.5.8. The technical solution complies with CTI AP Information Security Procedure and meets or exceeds Information Security standards and policies.

7.5.9. The technical solution is consistent with CTI AP quality policy and objectives.

7.5.10. The technical solution is compatible with industry and regulatory requirements.

8. Architecture Catalog

8.1. In the deployment of technical solutions, the technical domains shall refer to standards for approved hardware, software and other component architecture elements as published on the corporate intranet standards web sites.

9. Communication of new and existing architectures to stakeholders

9.1. Regional Engineering may attend regular conference calls organized by the Architecture owner. 

9.2. All technical domains shall refer to the information published by the Architecture owner on corporate Intranet standards websites. In addition, Regional Engineering may publish region-specific or supplemental information on the regional corporate intranet web sites.

9.3. Regional Engineering shall be responsible for establishing and maintaining regular communication (such as regular meetings or conference calls) with the Operations and Integration teams in the region. Operations (Data Center, Country and Regional) and Integration teams are required to assign architecture/engineering liaison staff for each technical domain. The Operations and Integration liaison staff shall disseminate the information on standards within their organizations.

9.4. The above mentioned meetings between Regional Engineering, Operations and Integration teams shall also serve as a channel to solicit suggestions, feedback and improvements to the technical solutions developed by the Architecture Owner. Each Regional Engineering domain shall review the information collected and present them to the Architecture owner during the regular conference calls. 

10. Post Implementation Support

10.1. Operations shall be responsible for the post implementation support of technical solutions. The post implementation support model should include the following processes:

10.1.1. Operations may report and escalate post implementation or production issues to Regional Engineering according to the CTI AP Problem Management Procedure. Regional Engineering shall be responsible to provide a temporary workaround or permanent resolution to escalated issues. Regional Engineering may be required to interact closely with the respective Architecture owner for the permanent resolution of the issues. Such interaction may take place during the regular meetings and conference calls between Regional Engineering, Operations and Integration teams as earlier described in Sections 9.3 and 9.4.

10.1.2. All technical domains shall follow the CTI AP Change Management Procedure to request or implement technical changes to the production environment. Upon successful implementation of technical changes, the implementation deliverables and support responsibilities are transitioned or turned over to Operations.

10.1.3. Operations shall be responsible for the Capacity Planning, Performance Management, System Management, Service Level Management and Business Planning of the production environment in accordance to the CTI AP Resource Management Procedure.
10.1.4. In the event of a disaster, Operations shall be responsible for the containment, recovery and restoration of the production environment following the CTI AP Continuity of Business Procedure.

Appendix A: CTI Global Engineering & AP Engineering Domain Mappings

	CTI Global Engineering
	Domain Manager
	CTI Asia Pacific Engineering
	Domain Manager

	CTI Global Engineering
	Meredith Prange
	CTI Asia Pacific Engineering
	Guru Venkatachalam

	Platforms & Storage Engineering
	Christian Parker-Lentz
	N/A
	N/A

	AS400 Engineering
	Patty Ayotte
	AS400 Engineering 
	Lim Kok Pheng

	Database Engineering
	Joseph Gardina
	Database Engineering
	Lim Wee Joo

	Distributed Systems Enterprise Management
	Roger Kutchaver / Kam Chee
	Enterprise Management Systems
	Koh Jit Soon

	Mainframe Engineering
	Martin Kennedy
	Mainframe Engineering 
	Ricardo Nuqui

	Messaging Engineering
	Rob Ampaw
	Messaging Engineering
	Joseph Reyes

	Internal Network Engineering
	Yesim Akdeniz
	Network Engineering 
	Harry Yip

	External Network Engineering
	William Sztabnik
	Network Engineering
	Harry Yip

	External Network Engineering
	William Sztabnik
	Web Infrastructure Engineering
	Philip Kan

	Network Engineering Transport, VoIP and Infrastructure
	Amedeo Discepelo
	Network Engineering
	Harry Yip

	Security Engineering
	Dan Tigar
	Security Engineering 
	Philip Kan

	Storage Engineering
	Robert Small
	Storage Engineering
	Tee Geok Kwee

	Stratus Engineering
	Peter Kapic / Patrik De-Baene
	Stratus Engineering 
	Lim Kok Pheng

	Structured Cabling Engineering
	Lancelot Britton
	Structured Cabling Engineering
	Tan You Chen

	Platforms Engineering
	Kostas Evangelinos

Arthur Bernstein
	UNIX Engineering 
	Koh Jit Soon

	
	
	Wintel Engineering
	Chris Smith

	Voice Engineering
	George Carzis
	Voice Engineering 
	Joseph Reyes


 Appendix B: Architectural Guiding Principles

PLATFORM: Mainframe
1. Mainframe applications should run on IBM mainframes or equivalent plug-compatible mainframes.

2. The mainframes should run IBM's z/OS operating system.

3. Three network protocols are supported on the mainframe platform, namely, SNA, TCP/IP and X.25. These protocols are implemented on IBM 3745, IBM 2216 and OSA.

4. The logical partition (LPAR) concept is implemented to allow multiple images of the operating system to run on these mainframes. This allows concurrent support of development and production systems on the same machine, while keeping them logically separate.

5. Connectivity from the mainframes to peripheral subsystems should employ ESCON or FICON directors and multiple channel paths to provide redundancy and eliminate single point of failure.

6. All z/OS systems running on the mainframes should run in Parallel Sysplex mode to exploit the performance benefits and better availability of the architecture. Parallel Sysplex provides better workload balancing as well as minimal application disruption during scheduled or unscheduled downtime. Any-to-any system connectivity allows smooth migration of applications to another member of the sysplex in cases of system breakdown.

7. Parallel Sysplex setup should make use of multiple connections, dual sysplex timers and multiple coupling facilities for each sysplex to provide redundancy in case of sysplex-related hardware breakdown.

8. Monitoring tools for the Mainframe environment should be Omegamon suite of products, which include Omegamon/MVS, Omegamon/CICS, Omegamon/VTAM, Omegamon/DB2 and Omegaview.

9. The automation software for Mainframe environment should be AF/Operator. This allows scripting facility to capture informational messages and activate events.

PLATFORM: Stratus

Stratus Continuum machine will continue to be the strategic platform to support the mission critical applications (BAFES) for front-end related touch point channels.

The following are the components of the Architecture:

1. Consolidation

New Services in Stratus will be consolidated into two Stratus Continuum machines running each at Cintech and TelePark Hardware Centers. 

2. Fault Tolerant Architecture

With the fault tolerant hardware architecture, the Stratus platform provides a true 24x7, 365 days non-stop with high availability of 99.999% which is use to support customer oriented touch points like ATM, Teller, Internet banking servers, phone and mobile phone banking servers, POS, 24 hours local interbank ATM network as well as the rest of the Citigroup International Citicard (ICC) network. 

All critical hardware components like CPU, memory, IO processor and disk storage are duplex, this forms the base for the fault tolerant architecture.

3. Disk Storage Infrastructure 

Stratus disk subsystem is using the proprietary Stratus disk. The disk subsystem is build on duplex infrastructure providing controller and disk redundancy. The Stratus disk connection is SCSI base. The disk subsystem is further enhanced through Stratus `StorGate' implementation. While maintaining the primary disk on Stratus, the secondary disk is connecting through Stratus `StorGate' servers to EMC disk storage system. The enhancement provides instant remote data mirroring using EMC SRDF. Thus complying the Citigroup guideline required for COB and disaster recovery.

4. Backup Infrastructure

Stratus backup system is implemented through 3rd party software Rose_Stem. It is connecting to SUN ATL system with high-speed robotic tape device StorageTek 9840. The backup is fully automated and unattended operation.

5. COB Infrastructure

EMC SRDF Remote Disk Mirroring to the alternate Data Center site should be implemented via StorGate Implementation.

Prior to StorGate implementation, Stratus is using the conventional backup / restore method to support the COB process. With the StorGate, Stratus will be using the EMC SRDF function for remote mirroring. Thus minimize the effort required the hectic and long hours data restoration.

6. System Monitoring and Capacity Planning

The Stratus system monitoring is using the OEM software `Enguard'. It supports both system resource and network monitoring. On the Capacity planning, it is using both in-house developed macros as well as Stratus OEM software `Sightline' to support the data capturing system on system performance and capacity project and planning.

7. Scheduler

An OEM software SPS Scheduler is being used to support the unattended batch scheduler and processing.

8. File Transfer and Messaging

OEM software XCOM from CA is being employed to support the daily batch file handoff with other host systems.

PLATFORM: HP Tru64/OpenVMS and AS400

HP Tru64/ OpenVMS and AS400 are legacy system and are not considered preferred platform.
PLATFORM: Storage Subsystem
1) Storage subsystems used for mainframe applications should be of, or compatible with, the IBM 3390 DASD architecture.

2) DASD storage subsystem should be built to provide synchronous remote mirroring (for production data and services). This will allow instantaneous copy of live data, to be used in disaster recovery.

3) DASD storage subsystem for Open System should utilize the SAN infrastructure to allow sharing of DASD in between servers.

4) DASD storage technology should comply with the global storage recommendation. 

     Refer to GDSE website : http://gdse.ny.ssmb.com/GDSE_Products.htm
· Enterprise Storage Systems – HDS USP, Symmetrix 
· Mid-Range Storage Systems – CLARiiON 
· NAS Systems – NetApp 
· SAN Switches – McData 
· Storage Management Solutions - ECC and SANscreen 
· Storage Monitoring Solutions - eTrust Audit
· WORM Storage Solutions – Centera and LockVault
PLATFORM: Voice 
1. PBX 

Certified ‘legacy’ PBX platforms include the Avaya Definity and Nortel Merdian PBXs.  For IP-based Telephony systems, the Avaya Sx00 and CISCO Call Manager platforms are deployable in a ‘controlled fashion.’  

The following applies:

a. IP Telephony is a preferred solution for ‘green field’ sites that are fitted with the standard LAN infrastructure.  Deployment of any IP Telephony solution will however be subject to a Global Voice Engineering Quality Assurance Team (QAT) review, and will be constructed in accordance with the prescribed draft deployment standards as published by the Global Voice Architecture Standards Team (GVAST).

b. For building-centric deployments, where the seat population ranges from 200 or more, the Avaya-based solution is the platform of choice.

c. For distributed-type structures, e.g. Branches, and where there is a properly established LAN and WAN backbone, an IP Telephony-based solution configured in a distributed architecture will be considered.  It is assumed that such organizations that fit into this model do not require sophisticated call center-type features, but need basic PBX-like features (e.g. transfer, conferencing, etc.).

d. For general back-office building requirements, ASPAC Voice EIS will continue to support the legacy Avaya (e.g. Definity G3) and Nortel (e.g. Meridian) solutions.  Consideration for implementing the same in ‘green field sites’ will be on an exceptional basis, and will take into account factors such as the nature of business being considered in the new site, the proposed building infrastructure, over-all cost and support.

e. For specific Call Center demands, ASPAC Voice EIS endorses the Avaya-solution as the ‘preferred’ platform of choice to create a stable backbone of technology and applications environment in this field.   Such Call Center PBXs are normally built to a ‘critical reliability’ rating.

2. Call Management System

The type of Call Management System that is deployed,  normally in a Call Center environment, will depend on the type of PBX/ACD host that is implemented.  For Avaya, the supported product is the Sun-based Avaya CMS, while for the Nortel, is the Win2K-based Nortel Symposium.

The Avaya CMS operating system shall be hardened in accordance with the CMS Hardening Document vetted by Global Voice Engineering and Regional UNIX Engineering.

3. Voice Mail

Where the business requirement is for basic voice mail services, and where there is no requirement to integrate with other sites’ voice mail systems, it will usually be advisable to purchase the same brand voice mail platform from the PBX vendor as a bundled component with the PBX.  This also tends to be the most cost effective solution.  Voice mail systems will be integrated with the PBX via analog or digital (PRI) interfaces, with preference for the latter.

Where Voice Mail networking is a requirement, only two (2) platforms should be considered:  Intuity Audix or Octel Serenade, both from Avaya.  

The Voicemail systems, especially when configured as a networked device, shall be configured with the appropriate ACL filtering as prescribed in the Voice VLAN ACL Standards.

4. Voice Recording

NICE is global standard for voice recording platform across Citigroup endorsed by Global Voice Engineering.  Subsequently, ASPAC Voice EIS has adopted NICE as the official platform of choice.  The non-SOE Win2K version of the product is the deployable version.  

The NICE Recorders will be integrated with the PBX either on a line-side or extension-side fashion.  In a Call Center environment, equipping the system with a NICE CLS (Call Logging System), a server-based indexing system, is recommended.  The CLS allows for easy retrieval of calls as it references other data besides agent extension, e.g. customer data or agent ID, when retrieving a call.  The CLS can integrate with either the PBX or a CTI (Computer Telephony Integration) server to receive pertinent data upon which to build the preferred indexing methodology.

5. Interactive Voice Response (IVR)

ASPAC Voice EIS endorses either Avaya’s Conversant and Nortel’s Periphonics as the regional standard for IVR platforms.  The recommended platforms are specific to the ASPAC region only.  This is because the global certified platform (i.e. Intervoice) is not widely available and not supportable within Asia.   

6. Computer Telephony Integration (CTI)

ASPAC Voice EIS endorses two platforms:  the CISCO ICM platform due to its openness and ability to integrate with various call center platforms and products, and the Avaya Interactive Center (AIC) which remains a strongly Avaya-based solution if one were to optimize its capabilities.  The CISCO ICM is a PBX- and IVR-agnostic platform, and can be configured as a premise-based solution or in a networked-configuration supporting multiple sites.  The product range is based upon the Intelligent Contact Management (ICM) CTI platform from Cisco and has been developed as a network-based call routing engine standard within Citigroup.  

On the other hand, the Avaya Interactive Center is an alternative CTI platform for premise-based environments requiring largely CTI functionality, i.e. no high-level call or cross-domain routing requirement.  

7. Dealerboard System

The IPC Alliance MX or the IPC IQMX (IP-based turrets) platforms are the certified dealerboard standards that can be deployed.  The dealerboard system shall be configured in a ‘behind-the-PBX’ configuration, with Q-SIG implemented across the IPC dealerboard and the PBX.  This ensures transparency of PBX features (e.g. message waiting indicator) across the dealerboard system.

PLATFORM: Structured Cabling 

1. UTP Patch Cord Deployment

a. For New Site or new floor, Full Category 6 will be deployed.

b. Category 6 patch cords that are 100% tested to the full requirements of TIA/EIA-568-B.

c. Cable vendors must perform 100% cord testing to the full requirements of Category 6, including Length, Wire Map, NEXT, and Return Loss. 

d. Different color-coding will be used for different type of services.

I. For Office and Equipment Rooms

· Yellow denote for general Ethernet application

· Blue denote for voice application

· Red denote for cross patch cord

· Dark Green denote for roll over patch cord

· Light Green denote for Token-Ring application

· Ivory denote temporary patching

e. All Patch Cords should be labeled. Refer to Structured Cabling System Labeling Convention for Citigroup Asia Pacific.

f. Different type of faceplate will be deployed:

I. For standard office deployment, 4-port Faceplate will be installed at every desk

II. For Trading/Treasury floor, 12-port Faceplate will be installed at every trading desk.

2. Fiber Deployment

a. Different type of Fiber will deployed:

I. For Inter-floor connection between Access layer switches to the core, Indoor Multi-mode 62.5(m/50(m or Single-mode 9(m will be deployed. This will depends on the distance between the two floors. 

II. For Inter-building connection, Outdoor Single-mode 9(m will be deployed.

III. SC/LC will be used as the connector type depending on the equipment connector type.

b. Installation

I. Fiber installation requires that all fiber be pulled through innerduct or other standard protecting conduit.

II. Dual Fiber runs, for contingency, should be run using diversity pathways and separate duct.

2. WALL Mounted Cable/Voice Management System

a. Krone 108A Wall-Mounted Dual Frame will be used.

b. Telco Incoming will be installed and terminated on KRONE Disconnect module.

c. The frame will be used for Cross-connect access to the PBX, backbone copper cables and other connection point services for voice, auxiliary and voice graded data services. 

d. The backbone copper cables will be terminated to the Powersum Patch Panel directly. No floor IDF is required.

3. Rack Deployment

a. For New Site or new floor, CPI 45U Open Rack will be deployed.

b. Enclosed rack will be used for housing Voice equipment.

c. Each rack will have dual Power strips. 

d. Dedicated grounding system for all types of rack is required to support to support all equipments and hardware.

4. Site Deployment

a. Dual Building Risers is required.

b. Raised floor must be provided in the Main Equipment Room (MER) and TER (Tech Room).

5. Cable Containment

a. Enclosed Metal Trunking to be deployed for open area (Non-citigroup area).

b. Cable basket or Cable Ladder can be used for MER or TER.

c. Main Metal Trunking and Distribution Metal Trunking can be used for cable containment from MER/TER out to the workstations. 

d. Once the cables leave the main metal trunking path, cables will run into the distribution metal trunking. Afterwhich, cables will run in IMC conduit to workstations before terminating on MGS400 modular jacks 

6. Inventory Management

a. All patching records will be updated to the Regional I-tracs system.

PLATFORM: Security

1. All external connections that are IP based must be firewalled using an approved firewall platform such as the Common Extranet Platform (CEP).

2. All remote access users must be authenticated using dynamic password tokens such as Safeword.

3. All remote access connections must be via approved infrastructure such as CitiVPN or the Remote Access Portal.

4. All authentication data must be encrypted when transmitted over the network.

PLATFORM: Database

1. All database architecture must be compliant with standards and policies published by Information Security Services (ISS). 

2. Implementing Database Security Model (DSM) published by CTI Global Database Engineering (GDE) will ensure the architecture is common across platforms and compliant with Citigroup Information Security Standards (CISS).

3. New database server builds will follow Standard Operating Environment (SOE) model and implement SOE wrap. For the platforms that support SOE wrap, the CTI Global Database Engineering (GDE) guidelines to be followed. GDE published the wraps at http://gdes.ssmb.com/
4. Disaster recovery architecture will be primarily EMC SRDF and will follow storage system implementation. For details, refer Storage section.

5. Server consolidation and high availability setup must be aligned to the respective platforms and adopt the platform specific architecture.

6. Backup setup to follow platform specific infrastructure like Netbackup and scheduled through job scheduler. 

7. Distributed transaction processing should take care of data encryption during transmission for restricted and authentication data.

PLATFORM: UNIX (HP-UX, Sun Solaris, AIX, Linux)

1. Server Consolidation

Regional Data Centers expects to save on administration, floor space, software licenses, support, and maintenance expenses through consolidation. In addition, this will change the current norm of deploying a server for each new application. Alternatively, this will be just add a new node or partition to an existing system, only adding another server when the capacity is exceeded on the current one. The goal is to make this process as simple as possible, eliminating complexity and taking advantage of standardization in configurations, platforms, administrative tools, peripherals, and management processes.

2. SOE (Standard Operating Environment)

All new servers need to conform to corporate SOE configuration and guidelines. Please refer to the global Unix Engineering website for SOE information. http://unixeng.corp.smb.com/
3. 3-Tier Architecture 

Applications should have a 3-tier architecture. 

I. Web server

Internet Web Server farm must be hosted within a DMZ (Demilitarized Zone) sandwiched between two sets of firewalls, Citiplex. There will be hardware load balancers to dynamically distribute the Internet connections among the individual web server in the server farm. Either reverse proxy or virtual hosting or a mix of both techniques will be used. The web servers will be configured in a symmetrical manner. Setting up at least two or more web servers for each web site will provide onsite redundancy and hence increasing the resiliency of the service provided. IDS, Intrusive Detection System, servers will be deployed for each Internet Service Provider segment to detect any intrusive attempt from the Internet.

II. Application server layer

Application servers will be deployed in Enterprise servers that can be partitioned into logical domains for each application servers. Application that uses the same application server software and same version will be housed in the same domain as far as possible.

III. Database layer

Databases will follow the Database Engineering direction. Infrastructure plan is to setup two or more database servers that house all databases for all applications. The requirement for the database server is the ability to support large amount of memory with failover capability through failover product such as Veritas Cluster Server.

4. High Availability for Critical Application

All servers are configured to eliminate power failures by using alternate power sources and redundant, hot-swappable power supplies. Clustering provides continuous availability, to storage and to computational abilities and applications, in spite of failure of a complete system.

5. Disk Storage

Please refer to Storage Subsystem.

6. Backup Infrastructure

Regional Backup Infrastructure will consist of Veritas Netbackup software for any future new infrastructure required.

7. COB Infrastructure

For any new disaster recovery site that requires remote mirroring, EMC SRDF Remote Disk Mirroring to the alternate Data Center site is the standard and should be implemented for critical applications. For distributed environment, other means of mirroring is acceptable.

8. Scheduler

Tivoli Workload Scheduler (TWS) is deployed as the standard scheduler for the  Regional Data Center. TWS will be tracking on any critical handoff timing to ensure that there is no delay that may affect SLA. Autosys that is approved globally is also approved.

9. File Transfer and Messaging

- File Transfer NDM has been adopted as the Enterprise File Transfer software for the Regional Data Centers and XCOM is also used for some GCB servers.

- Messaging IBM MQ Series software has been adopted as the Enterprise Messaging software.

PLATFORM: Wintel environment (Data Centre - APPC)

Microsoft Windows NT / 2000  

1. Server Consolidation

Application will be consolidated into higher end servers.

2. SOE 

All new servers need to conform to corporate SOE configuration/guidelines. SOE server build is the standard for all Windows 2000 servers. Existing NT Servers are either retired or upgraded to Windows 2000.

3. 3-Tier Architecture

Applications should have a 3-tier architecture:

a. Web Server - Microsoft IIS will the standard. 

b. Application Server 

c. Database Server - SQL server database will be standard database. 

4. High Availability for Critical Applications

All servers are configured to eliminate power failures, by using alternate power sources and redundant power supplies. Clustering provides continuous availability, to storage and to computational abilities and applications, in spite of failure of a complete system.

5. Disk Storage Infrastructure

a. Enterprise Storage - adopting HDS as the Enterprise Storage for mission critical application for performance and remote disk mirroring. Please refer to Storage Subsystem. 

b. Server Based Storage - for non-critical applications.

6. Backup Infrastructure

Backup Infrastructure will consists of Veritas Netbackup software and StorageTek Hardware.

7. COB Infrastructure

Hitachi HORC Remote Disk Mirroring to the alternate Data Center site should be implemented for critical applications.

8. System Monitoring & Capacity Planning

a. BMC Patrol is adopted for system monitoring and alert tool with interface to Data Centers Enterprise System Management - Tivoli. 

b. BMC Best/1 is adopted for system capacity planning tool.

9. Scheduler

IBM Tivoli Work Schedule (TWS) has been adopted as the standards for Enterprise Scheduler. TWS agent is deployed to those server required Job scheduling function.

10. File Transfer and Messaging

a. File Transfer NDM has been adopted as the Enterprise File Transfer software and XCOM is also used for some GCB servers.

b. Messaging 
IBM MQ Series software has been adopted as the Enterprise Messaging software.

11. Thin client Architecture

a. Citrix Metaframe is the Strategic infrastructure for Thin Client.

b. Windows 2000 Terminal Server operating system with Citrix Metaframe XP with multiple languages supports will be the standard.

12.  Remote Server Console

a. pcAnywhere version 10 with Audit Log server is adopted as remote server console infrastructure for remote console operation for existing NT servers to improve the system administration productivity. 

b. VNC will be new remote server console tool for SOE server.

PLATFORM: Wintel environment (Distributed)

Microsoft Windows NT / 2000  

1. Operating System

Citigroup certified Windows 2000 build is the current flavor of Operating system installed on all Wintel-devices (Desktops & Servers).  Existing Novell & NT boxes are either retired or upgraded/migrated to Windows 2000…  Desktops are built on standard CCCB or CBAS-build while Servers are built on CCSB with necessary Server-packages (SPAC) deployed.

2. Domain / Active Directory

All new devices (desktops, Servers built part of new projects) are built part of “APAC”, Citigroup standard Windows 2000 domain in the region.. and part of global Active directory… nsroot.net….  Existing Novell directory and NT4-domains are being retired.  Under APAC domain, OU’s are organized per country, followed by business-units in each country, closely matching the Operations setup in the country. .. (e.g. apac\Singapore\CGM\IBD….)

3. Messaging

Microsoft Exchange, Citigroup standard email system is the email-solution provided to business users in the region.   Email Servers are distributed in countries with larger population of users and built with dual-regional hubs in Hong Kong and Singapore.  Both Exchange 5.5 in NT4-AP domain and Exchange2000 in W2K-APAC domain is in use…  Retiring Exchange5.5 infrastructure and NT4-AP domain is in progress.

Blackberry infrastructure is built in HKG and Singapore to provide “wireless-email” solution for business users in the region.  Lotus Same Time is the certified solution for Instant Messaging among Citigroup users.  

4. Wintel Hardware

Citigroup standard hardware models, desktops from HP/Dell and Servers from HP/Dell/IBM are deployed in the region.  Similar process is followed for other peripheral devices as well (Flatpanels from HP/Dell, Monitors from HP, Printers: HP/Xerox etc..)  Citigroup standards are constantly updated and published in Platforms & Storage Engineering section at the following URL: http://www.citigroup.net/ti/globalengineering/
5. Disk Storage Infrastructure

Direct-attached storage devices on Servers has been the norm for deployment in the region, although economical analysis is carried out for Network-Attached Storage (NAS) or SAN devices for any new implementation.  As cost for network bandwidth is reduced and Metropolitan links are upgraded interconnecting sites to hubs in countries, adoption of NAS-storage devices is expected.

6. Backup Infrastructure

CA-Arcserve is the primary-backup application used in many countries in the distributed environment mostly with Tape-libraries or individual Tapedrives.  Omnibackup, Veritas and Legato is also in use in few places…  Veritas-Netbackup is deemed as “strategic” product.

7. COB Infrastructure

Wintel-infrastructure in Asiapac is buit as dual-regional hub in Hong Kong and Singapore, following the network-Architecture. Core Infrastructure for W2K-domain, ActiveDirectory, Domain controllers and Messaging Servers are distributed in HKG and Singapore to cater for Production and also COB incase there is a disaster in any country.  Similarly in each country, dual-country hubs are identified following the network-architecture…  These multiple Sites are used as COB-sites for any single-site failure… Wintel FileServers and Backup devices are installed in COB site.  DATA is restored to COB-servers regularly per the business requirement.

8. System Monitoring 

Multiple monitoring solutions (Netiq for NT4-domain, MOM for W2K-Domain controllers and Exchange Servers) are currently in use.

BMC Patrol is identified as “strategic” product and in the process of being rolled out to all new and existing Servers.

9. Thin client Architecture

c. Citrix Metaframe Servers are in use for specific application-Servers

d. Windows 2000 Terminal Servers & Hoblink is in use for Remote-Access Portal.

e. W2K-Terminal Servers is the prefered solution, although Citrix infrastructure is also implemented where necessary depending on application requirements.

10. Remote Server / Desktop  Access

VNC, globally approved product is used by to remotely access users Desktop and Server Infrastructure where necessary.

PLATFORM: Enterprise Management System (EMS)

1. System Monitoring & Capacity Planning

f. Netcool Console is used for the Enterprise Console with the Tivoli TEC with the automation in place.

g. For all future monitoring requirements, BMC Patrol and scripting should be adopted for system monitoring and alert tool with interface to Data Centers Enterprise System Management - Tivoli. This is in turn coupled with Virtual Tech system to alert the support personnel when any exception encountered.

h. For all future capacity planning requirements, BMC Perform & Predict tool is adopted for system capacity planning tool.
PLATFORM: Citiplex

1. Web applications should consist of the following components: -


- Web server


- Application server


- Database server

Only the web server component should be located in the Citiplex DMZ and the other servers should be connected to the GRN.

2. All Citigroup websites must be registered with the Citigroup Web Hosting Infrastructure (CWHI) group.

3. All Citigroup Internet DNS entries must be registered with the Citigroup Domain Name Registrar (CDNR) group.

4. Reverse proxies are not allowed in the Citiplex DMZ.

5. All inbound Internet connections must be authenticated at the web server level before being allowed to connect to servers in the internal network.

6. All web applications should have site redundancy wherever possible.

7. All new web applications or web applications that have been modified must be ethically hacked before being deployed into production.

PLATFORM: Network – LAN/WAN/B2B/Datacenter

1)  Layer 3 Protocol – TCP/IP

i. TCP/IP is the only allowed transport layer protocol across the WAN.  All legacy protocols are encapsulated in IP for data communications across WAN circuits, e.g. DLSW+, XOT, GRE tunneling, etc…  Legacy local LAN protocols still exist.  This includes IPX, SNA, DecNet, LAT, X.25.  Where possible, applications should be migrating to native TCP/IP implementations.

j. IP routing protocols approved on the GRN

1. BGP v4

2. OSPF

3. EIGRP

k. Cisco equipment is the only approved L3 routing device.  

2) Layer 2 Protocol – Ethernet LAN

l. Layer 2 protocols should converge to various Ethernet protocols, e.g. 10/100Mb and Gigabit Ethernet.  This excludes WAN layer 2 services which would be governed by certified telecommunications carrier services.   Token Ring, FDDI, and other layer 2 protocols should not be deployed if there is an alternative Ethernet solution.  Application owners should investigate migration off of all of these grandfathered solutions.

3) Network SOE

m. LAN deployment should be based on a tiered layer 3 architecture.  Specialized protocols such as VLAN Spanning Tree algorithm based designs are strictly prohibited.  VLAN’s should not span multiple Layer 2 switches.  All segment to segment traffic needs to be layer 3 routed.  For large campus LANs, a dedicated shared services (server farm) layer, core transit layer, and access layer are to be created for structured routing.

n. For multi-gigabit bandwidth requirements, Cisco ether-channeling is the preferred solution for scaling uplinks to 2/4/8 Gigabit.

4) Network Redundancy

o. All designs should have redundant network components.  This includes redundant layer 2 switches, layer 3 routers, switch to router uplinks, power supplies, and WAN services.

5) CSPAN WAN Architecture – Tier 1/2/3

p. Tier 1 is the global WAN backbone.  In Asia Pacific, Singapore and Hong Kong are the only sites providing Tier 1 connectivity and communication to the global network.

q. Tier 2 is the regional WAN backbone.  Singapore and/or Hong Kong are the hub sites that provide intra-region connectivity.  The Tier 2 hub will also provide connectivity to Tier 1 for inter-region global connectivity.

r. Tier 3 is the in-country domestic network.

6) B2B – External Network Connectivity

s. All external connectivity requirements should be built on the approved CEP (Common Extranet Platform) firewall solution.  This is a shared infrastructure based on Cisco routers and Checkpoint Firewall-1.  

7) Remote Access Solutions

t. User remote access solutions must use Citigroup approved solutions with restrictive access stipulated under each environment.  The current approved solutions are WWDS/VPN CityAnywhere client or Remote Access Web Portal

8) Citiplex – Internet Connectivity Infrastructure

u. Outbound internet connectivity and web site hosting must be via a Citiplex Infrastructure.  In Asia Pacific, the two Singapore data centers are the only approved Citiplex sites.  All outbound access is controlled with outbound proxies.
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