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1 Introduction

This procedure manual is developed to manage and operate the resources required to support the daily information processing and information delivery functions of the Corporation.  The availability, reliability, and integrity of those resources are critical to the performance of our customer, fiduciary and regulatory responsibilities. The document will be used as standards for Citigroup Technology Infrastructure (CTI) in Asia Pacific region. The procedure has been drafted for usage of both Citibank and Capital Markets by ensuring it’s compliant with Citigroup Information Technology Management Policy (CITMP) for resource management.

1.1 Objective

The manual is to provide a set of recommended guidelines and procedures to aid practitioners in Technology Operations for the purpose of efficient management and operation of the resources required to support the daily information processing and information delivery functions of the Corporation. 
1.2 Scope

In order to manage resources required to support information processing, the following processes must address the following:

· Service Level Management – the measuring and monitoring of information processing and information delivery services against established performance standards.

· Capacity Planning – the forecasting of future hardware and software resource requirements based upon current resource utilization, historical trends and projected business needs.

· Performance Management – the monitoring and tuning of specific resource components for optimum effectiveness based upon trend and variance analysis of capacity metrics.

· System Management – the evaluation, implementation, support, and maintenance of the operating system environment.  This includes processes to ensure the availability, reliability, and integrity of technology production environments.

· Business Planning – the planning and budgeting of future resource and/or capacity needs based upon current volumes and capacities as well as projected growth estimates.

· Asset Management – the process to track all technology assets (Hardware and Software) acquired by Citigroup, during their lift cycle, from the moment they are registered in the Procurement System, until retirement and disposition. 

2 Service Level Management

Please refer to the following URL for the details of Service Level Management

For Distributed Operations: http://cti.asiapacific.citigroup.net:8800/distops/perops/documents.htm
For APPC: http://appcweb.citicorp.com:8800/cgti-aspac/appc units/iso/docs/level3/work/resource/qm3465/frame.htm 
3 Capacity PLANNING

In order to operate the resources required to support the daily information processing and information delivery functions of the Corporation, the availability, reliability, and integrity of resources are critical to the performance. 

Respective platform System Administrators are responsible for the capacity planning activities. Capacity reports will be required to formulate capacity plans based on historical data and forecasted requirements. Each platform owner must have capacity plan that utilize performance management reports measuring current volumes and performance and forecasted volumes from the client to forecast future hardware and software growth requirements. Capacity forecasts for critical processors and network devices are provided to Financial Control yearly, at a minimum, to forecast future capital expenditure requirements.

The followings inputs will be used to forecast future hardware and software resource requirements:

· Current resource utilization (Performance management reports)

· Historical usage patterns (Performance management reports)

· Projected business volume metrics (Business volume report from Financial Control)

· Upcoming and development project schedules (New Service Requests)

· Application/system software release schedules from application support teams (both local and regional)

CTI will employ the following forecasting methodologies for the quarterly capacity planning report:

· Monthly captured performance data for each platform shall be input to a excel spreadsheet.

· The data will then be used to plot a graph for the purpose of trend analysis.

· A flat trend indicates no sign of increase in the resource components but platform owners still need to verify with the projected volume metrics and upcoming projects as provided by the business. Platform owners also need to verify with the application release schedule from the application support teams.

· An upward trend will indicate gradual increase in the resource utilization. Platform owners need to compute the projected increase for the next 12 months and review if the thresholds values will be exceeded or not. This review shall be done together with the projected volume metrics, upcoming projects and application release schedule for giving a total picture of the resource requirement. The capacity forecast must be validated with business representatives to ensure accuracy

· Any hardware and software upgrade plan shall be included in the quarterly capacity report for review and signoff by the business.

3.1 Network

The Network Operations is responsible for managing the growth of the Citigroup networks. The group will monitor network utilization on a periodic basis in order to assure that required network resource upgrades are implemented before network capacity becomes an issue. The group will utilize capacity and performance monitoring tools to plan for upgrades. The following methodology is used for planning upgrades.

1. For any WAN links that exceeds threshold for three consecutive months measured on monthly basis.

2. For LAN segments exceeding the threshold for three consecutive months.

3.1.1 Monthly WAN Link Executive Report

Lucent’s VitalSuite, Infovista’s Vista Portal and Netscout’s nGenius is used to produce the report. The monthly WAN link executive reports produced by Regional Network Operations provide summary of International WAN network link utilization connected to Singapore for the past 3 months. It provides Senior Management easy view (color coded) on current health of the international links to Singapore. It provides top 3 hosts using the International links. In addition, it provides summary status on action currently performed to resolve capacity issues. (See Appendix 8.1 for sample report)

3.1.2 Quarterly In-Country WAN Link Utilization Report

Country TI Network Operations will prepare Quarterly WAN performance report for local Technology Heads review. (See Appendix 8.2 for sample report). The report shall include recommendation if the WAN link has consistently shows unhealthy utilization for the past three months.

3.1.3 Quarterly LAN segment Utilization Report

Country TI Network Operations will prepare Quarterly LAN segment utilization report for local Technology Heads review. (See Appendix 8.3 for sample report). The report shall include recommendation if the LAN segment has consistently shows unhealthy utilization for the past three months. Country Network Operations shall take appropriate actions on Ethernet/Token Ring utilization that is over 20% average and 40% peak for shared LAN/Token Ring (10Mbs/16Mbs) and over 40% average and over 70% peak on switched LAN(100Mbs/1Gbs) for substantial period of time.
3.1.4 Quarterly LAN Port Utilization Report

Country TI Network Operations will prepare Quarterly LAN port utilization report for local Technology Heads review. (See Appendix 8.4 for sample report). The report shall include percentage of port capacity being utilized for the past three months and recommendation to related business group for sites with less than 5% of spare LAN port available for BAU expansion.

3.1.5 Annual International WAN Utilization Growth Report

Regional TI Network Operations will prepare annual International WAN utilization growth report. (See Appendix 8.5 for sample report). The report shall include increase of bandwidth usage for the current year and projected bandwidth requirement for next year. The report will be provided to Financial Controller to forecast for next year expenditure.

3.1.6 Annual In-Country WAN Utilization Growth Report

Country TI Network Operations will prepare annual In-country WAN utilization growth report. (See Appendix 8.6 for sample report). The report shall include increase of bandwidth usage for the current year and projected bandwidth requirement for the next year. The report will be provided to Financial Controller to forecast for next year expenditure.

3.2 APPC Wintel  

Each server platform owner must have capacity plan that utilize performance management reports measuring current volumes and performance and forecasted volumes from the client to forecast future hardware and software growth requirements. 

3.2.1  Quarterly Wintel Resource Utilization Report

The report will include CPU, Memory, and Hard Disk utilization for the past three months and recommendation to related business group for upgrade requirement.

For APPC Operations sample reports, please refer to website –

http://emapp135.sinprd.sg.citicorp.com:8800/capacity/index.html
3.2.2 Annual Wintel Resource Growth Report
The report will include CPU, Memory, and Hard Disk utilization growth for the current year and projected upgrade requirement for the next year. 

The report will be provided to Financial Controller to forecast for next year expenditure.

For APPC Operations sample reports, please refer to website –

http://emapp135.sinprd.sg.citicorp.com:8800/capacity/index.html 

3.3 APPC Unix

The APPC Unix Operations is responsible for managing the growth of the APPC Unix resources. The group will monitor Unix resources on a periodic basis in order to assure that required resource upgrades are implemented before capacity becomes an issue.
3.3.1 Quarterly Unix Resource Utilization Report

The report will include CPU, Memory, and Hard Disk utilization for the past month and recommendation to related business group for upgrade requirement.

For APPC Operations sample reports, please refer to website –

http://emapp135.sinprd.sg.citicorp.com:8800/capacity/index.html
3.3.2 Annual Unix Resource Planning Report

The report will include CPU, Memory, and Hard Disk utilization for the current year and projected upgrade requirement for the next year. The report will be provided to Financial Controller to forecast for next year expenditure.

This report will be provided to Financial Controller to forecast the next year’s expenditure.

For APPC Operations sample reports, please refer to website

http://emapp135.sinprd.sg.citicorp.com:8800/capacity/index.html  

3.4 Distributed Wintel and Unix Servers

Each server platform owner is to perform capacity planning on an annual basis.  The capacity plan is based on a review of performance management and resource utilization reports.  These reports measure current performance and utilization and is used to forecast future hardware and software growth requirements. 

CTI Distributed Operations is responsible for managing the growth of the Citigroup Wintel and Unix resources. The group will monitor these resources on a periodic basis in order to assure that required resource upgrades are implemented before capacity becomes an issue.
For details on Server Capacity Planning, please refer to the Resource Management PCM - Wintel and Unix Servers at http://cti.asiapacific.citigroup.net:8800/distops/unixops/pcmurl.htm.
3.4.1 Resource Utilization Report

Server Resource Utilization Reports are provided to Country Technology Heads every quarter at a minimum to forecast future capital expenditure requirements. 

The report will include CPU, Memory, and Hard Disk utilization for the past three months.

Distributed Operations generates the Resource Utilization Report monthly.

For Distributed Operations sample reports, please refer to website - http://cti.asiapacific.citigroup.net:8800/distops/unixops/reports/patrolreports.html 

3.4.2 Annual Resource Growth Report
The Annual Resource Growth Report will include CPU, Memory, and Hard Disk utilization growth for the current year and projected upgrade requirement for the next year. 

This report will be provided to Financial Controller to forecast the next year’s expenditure.

Distributed Operations uses the yearend Resource Utilization Report as the Annual Resource Growth Report.  

For Distributed Operations sample reports, please refer to website - http://cti.asiapacific.citigroup.net:8800/distops/unixops/reports/patrolreports.html .

3.5 Voice

The CTI Voice Operations is responsible for managing the growth of the Citigroup PABX resources. The group will monitor PABX resources on a periodic basis in order to assure that required resource upgrades are implemented before capacity becomes an issue.

3.5.1 Quarterly Voice (Avaya/Nortel) Resource Utilization Report

CTI Voice Operations will capture the utilization and captured in the Quarterly Voice (Avaya/Nortel) Resource Utilization Report (See Appendix 8.7/8.8 for sample report). CTI Voice Operations will review the reports to ensure that required resource upgrades are implemented before capacity becomes an issue. 

The report will include:

· Trunk Utilization

· Digital Port Utilization

· Analog Port Utilization

· E1/T1 Utilization

· Chassis Slot Utilization

· Voicemail Disk Utilization

· Voice Channel Utilization

3.5.2 Quarterly Voice (IP) Resource Utilization Report

CTI Voice Operations will capture the utilization and captured in the Quarterly Voice (IP) Resource Utilization Report (See Appendix 8.9 for sample report). The CTI Voice Operations will review the reports to ensure that required resource upgrades  

The report will include:

· PSTN Trunk Utilization

· Gateway CPU Utilization

· Unity Server Disk Space utilization

3.5.3  Bi-Annual Voice Logger Resource Utilization Report

CTI Voice Operations will capture the utilization and captured in the Bi-Annual Voice Resource Utilization Report (See Appendix 8.10 for sample report). CTI Voice Operations will review the reports, update the business and make the recommendations

The report will include:

· % Channel Utilization

· % Slot Utilization

3.5.4 Quarterly IVR Resource Utilization Report

In-country Technology group manages IVR system and its resources usuage. CTI Voice Operations will assist the in-country technology to provide recommendation to business. The Vendor (Avaya) will conduct health check and provide performance report quarterly (See Appendix 8.11 for sample report)  

The report will include:

· Disk Space Utilization 

· Traffic study profile for a week.

3.6 Internet (Citiplex)

Internet infrastructure consists of network components, ISP circuits, Sun servers and F5 devices. CTI Internet Operations will review the following monthly reports to ensure that required resource upgrades are implemented before capacity becomes an issue. Internet Operations will review the ISP links utilization and the usage trends on a monthly basis. 

KPIs for both Proxy and Firewall servers are being performed by Regional DTI Unix operations support. There are also specific thresholds set on the KPIs and alerts will be sent out to the support teams (Internet Security Operations and DTI Regional Sun Operation support) to remediate.

3.7 NAC (Authorization)

Country CTI Operations will prepare annual NAC resource growth report. (See Appendix 8.12 for sample report). The report shall include dial up port and uplink port utilization growth for the current year and projected upgrade requirement for the next year. The report will be provided to Financial Controller to forecast for next year expenditure.

3.8 Messaging

The CTI AP Regional Messaging Operations is responsible for managing the growth of the Messaging server resources. The group will monitor the Messaging server resources on a periodic basis in order to assure that required resource upgrades are implemented before capacity becomes an issue.
3.8.1 Quarterly Messaging Resource Utilization Report

The CTI AP Regional Messaging Operations will prepare Quarterly Messaging Server Resource Utilization Report for CTI AP Regional Wintel/Unix/Messaging Operations Head review. (See Appendix 8.13 for sample report). The report shall include CPU, Memory, and Hard Disk utilization for the past three months and recommendation to related business group for upgrade requirement.

3.8.2 Annual Messaging Resource Growth Report

The CTI AP Regional Messaging Operations will prepare Annual Messaging Resource Growth Report. (See Appendix 8.14 for sample report). The report shall include CPU, Memory, and Hard Disk utilization growth for the current year and projected upgrade requirement for the next year. The report will be use to forecast for next year expenditure.

3.9 Mainframe

Capacity planning is performed by the Capacity Planning and Performance Management unit. The Operations group is responsible for running the daily, weekly and monthly performance reporting jobs for both GCB and GCIB systems. The MVS Team is responsible for the daily collection of SMF data and building the performance databases. 

The purpose of Capacity Planning is to ensure that there are sufficient resources available to service the demands of users and to provide information to management for timely and cost-effective procurement of mainframe resources. Capacity Planning for MVS is done on an annual basis. Sources of information for these forecasts include mainframe System Measurement Facility (SMF) data, SAS/MXG reports, New Service Requests (NSRs), and Business Volume Report from Financial Control (FinCon). SAS/MXG is used for extracting performance data and generating reports. Various reports are produced to allow monitoring of current resource utilization, to forecast future utilization and to aid management in their decision on resource capacity changes. 

3.9.1 BASELINE FOR CRITICAL RESOURCES

	RESOURCE NAME
	MAXIMUM UTILIZATION

	CPU
	CEC Utilization should not exceed 95 % over a sustained period of time

	DASD
	Free space of storage pools should not be less than 20 % 

	Memory
	Page Fault not to exceed 400 per second 


3.9.2 CAPACITY PLANNING PROCEDURES

The systems programmer in the Capacity Planning and Performance Management unit is responsible for the capacity planning procedures.

· DAILY COLLECTION OF DATA

The MVS Team is responsible for the System Management Facility (SMF) data collection and archival procedures for both GCIB and GCIB systems.

· PROCESSING OF DATA

There are specific job streams in GCB and GCIB systems designed to subsequently process SMF data using Merrill's methodology (MXG). With MXG the performance data is collected into performance databases (PDBs) using the SAS system. These PDBs can then be used for various performance analyses and capacity planning purposes. Historical SMF data and PDBs are also archived. Processing involves daily, weekly and monthly cycles, by a sequence of jobs. 

· ANALYZE DATA

The monthly reports and graphs produced using SAS is used to provide to management the status of the system. The information also provides any early warning signal of any impending problems that may impact SLAs. The report is generated, reviewed, analyzed, and reported by the Capacity Planning and Performance Management unit. 

· BUSINESS FORECAST, NEW SERVICE REQUEST (NSR)

Information about business forecasts is provided by the various business entities. Instances wherein the forecasts are not available the historical trends forms the basis for the capacity plan. 

· CAPACITY PLANNING METHODOLOGY 

The Capacity Planning and Performance Management unit is responsible for the capacity planning activities. Normally it is done on an annual basis during the business planning cycle. The resources covered under the capacity plan include CPU, DASD, and Memory. The methodology includes the following:

· CPU Forecasting - GCB Systems (Growth Trends)

· DASD Forecasting - GCB Systems (Growth Trends)

· CPU Forecasting - GCIB Systems

· DASD Forecasting - GCIB Systems

· Memory Forecasting - GCB & GCIB Systems

· CPU Forecasting - GCB Systems (Utilization Trends)

· DASD Forecasting - GCB Systems (Utilization Trends)

· ANNUAL CAPACITY PlAN

Based on the capacity plan, a Capacity Report is prepared. The report covers the current utilization and the projected utilization of the critical resources such as CPU, DASD and MEMORY. Capacity planning for software resource is addressed by matching the right level/release of software to the recommended hardware. 

The capacity plan is published in the APPC web site and the availability of the same is communicated to senior management, Development heads, Business units, Financial Control (FINCON) for their review.

The URL: http://emapp135.sinprd.sg.citicorp.com:8800/capacity/index.html
3.10 Stratus

The performance tool that is running on STRATUS production systems to monitor the systems performance is called the performance_meters.
Performance data are collected in the Production STRATUS daily on a 24-hour period. Data are sampled on a 15 minutes interval. The collected data is then transferred to the Development STRATUS once a month for further processing and archiving. Processed data are then transferred to a designated PC for EXCEL processing and graph charting.

Raw data are based on the following VOS commands and analyze_system subcommands:

display_disk_info

display_system_usage

page_meters

The captured raw data are filtered in STRATUS through selective data extraction. This process extracts the relevant information and transfer to the PC for additional processing.

Both system performance monitor and the application transaction monitor uses very low overhead. The system performance monitor batch macro sleeps most of the times and only activates some resources for analyzing and capturing the performance data in a 15 minutes interval. 

A set of baseline and thresholds is monitored and updated according to the current business needs. These information are published as part of the monthly performance report

Sample report can be obtained from APPC Website under KPI for Stratus.

http://emapp135.sinprd.sg.citicorp.com:8800/capacity/index.html
Performance Management

Each platform owner must have performance plan to monitor and tune the performance of the resource components for optimum effectiveness. The performance management reports provide meaningful summarized data at the appropriate level to perform analysis of the system performance. The performance management reports must be made available to operations, application development and business units to enable resource tuning for optimum resource performance. 

In the event that the resource components are exceeding the defined monitoring thresholds, platform SA has to open problem ticket following the standard problem management process. Platform SA has to identify tuning action to normalize the resource components:

· Adjust system parameters

· Perform housekeeping to remove obsolete or unwanted files

Problem tickets should only be closed when the performance problem is resolved or normalized after performing the tuning action on the affected components. Platform SA is responsible to review the resource component to confirm on the result. If there is a need to upgrade or replace the system component, platform SA has to follow the capacity planning process and work with the business sponsors to acquire the resources.

3.11 Network

The Network Operations is responsible for monitoring the performance of the Citigroup networks. The group will monitor network utilization on a periodic basis in order to assure that required network resource upgrades are implemented before network capacity becomes an issue. The group will utilize performance-monitoring tools to this end. The approach to performance management is intended to result in increased network availability. In addition, the network utilization must be monitored to ensure sufficient capacity is available in the event of Continuity of Business (COB) activation.

Lucent’s VitalSuite Network Performance Management Solution will be utilized to measure performance response (‘ping’ response) of routers. The network devices are monitored constantly using Global Glass infrastructure. WAN probes are deployed on International links to collect WAN link performance data. The probes enable Network Operations to effectively monitor application flows and its performance; and manage WAN links usage efficiently.

3.11.1 Weekly Network Capacity Performance

Weekly performance statistics produced by GNCC will be evaluated on monthly basis, against specific thresholds. These thresholds have been established by engineering and management consensus, and are described in appendix 8.15. Any issue which cannot be resolved by GNCC will than be escalated to Country TI on monthly basis through monthly resource exception report. Pertinent issues are tracked via the monthly resources exception report till the closure.

3.11.2 Monthly LAN Performance Report

Country TI will prepare Monthly LAN performance report for local Technology Heads review. (See Appendix 8.16 for sample report). On monthly basis, Country Network Support would have to take appropriate actions on those Ethernet/Token Ring utilization that is over 20% average and 40% peak for shared LAN/Token Ring (10Mbs/16Mbs) and over 40% average and over 70% peak on switched LAN(100Mbs/1Gbs) for substantial period of time.

3.11.3 Monthly LAN Port Utilization Review

Country TI shall prepare the LAN port utilization report on monthly basis. The report indicates total number of ports in-used and percentage of capacity being utilized. Country Network Support Team shall review the user population at each floor and consolidated the tables into the monthly matrix report, delivery to Country Technology Heads. TI Management and related business group will be alerted for sites with less than 5% of spare LAN port available for BAU expansion. (See Appendix 8.17 for sample report).

3.12 APPC Wintel

The Wintel Operations must have performance plan to monitor and tune the performance of the resource components for optimum effectiveness. The server performance reports provide meaningful summarized data at the appropriate level to perform analysis of the system performance.  The server performance reports must be made available to operations, application development and business units to enable resource tuning for optimum resource performance.
In the event that the resource components are exceeding the defined monitoring thresholds (See Appendix 8.18), platform SA has to open problem ticket following the standard problem management process. Platform SA has to identify tuning action to normalize the resource components:

- Adjust system parameters

- Perform housekeeping to remove obsolete or unwanted files

Problem tickets should only be closed when the performance problem is resolved or normalized after performing the tuning action on the affected components. Platform SA is responsible to review the resource component to confirm on the result. If there is a need to upgrade or replace the system component, platform SA has to follow the capacity planning process and work with the business sponsors to acquire the resources.

The APPC Wintel Operations is responsible for monitoring the performance of Wintel servers. The group will monitor servers’ vital sign on a periodic basis in order to assure that required resources are upgraded. 

BMC Patrol is deployed on Wintel servers to monitor critical system parameters (e.g. Physical Memory, Virtual Memory, Paging, Disk Utilization, CPU Utilization) and critical application services.

Database table size needs to be monitored for database server. As the table size is application specific, CTI needs to consult with the supporting database administrator for the threshold of the database table size for monitoring. The supporting database administrator is responsible to prepare the SQL command script to get the database table size.

3.12.1 Monthly Wintel Server Performance Report

The followings inputs will be used to forecast future server hardware and software resource requirements 

· CPU Utilization

· Available Physical Memory

· Caching

· Virtual Memory/Paging

· Available Disk Space

· Available DB Table Space
For APPC Operations sample reports, please refer to website

http://emapp135.sinprd.sg.citicorp.com:8800/capacity/index.html  
3.13 APPC Unix

The CTI Unix Operations is responsible for monitoring the performance of the Citigroup Unix servers. The group will monitor servers’ vital sign on a periodic basis in order to assure that required resources are upgraded before capacity becomes an issue. BMC Patrol is deployed on SOE Unix servers to monitor critical system processes (e.g. CPU Util, available swap space, available disk space, free memory).  BMC Patrol agent installed on servers is used to collect performance data for Unix servers. 

3.13.1 Monthly Unix Servers Performance Report

Country CTI will prepare the servers performance reports on monthly basis. System tuning must be carried out before additional hardware resources are considered if the utilization value of those critical resources exceeds the recommended thresholds. 

See Appendix 8.19 for thresholds setting

For APPC Operations sample reports, please refer to website

http://emapp135.sinprd.sg.citicorp.com:8800/capacity/index.html  

3.14 Distributed Wintel and Unix Servers

Server Monitoring tools are installed on Wintel and Unix servers to monitor critical system parameters (CPU Utilization, Memory/Swap Space Utilization, Disk Utilization) and critical application services.

Based on the Server Monitoring tools, Platform SA is to prepare the Server Performance Report on a monthly basis.

In the event that the resource utilization is exceeding the defined monitoring thresholds (See Appendix 8.18 and 8.19), the platform SA is to identify the corrective action to normalize the resource utilization.

Examples:

- Adjust system parameters

- Perform housekeeping to remove unnecessary processes/files

Platform SA Manager is to review the Server Performance Report and any corrective actions.  If there is a need to upgrade or replace the system component, platform SA has to follow the capacity planning process and work with the business sponsors to acquire the resources.

For details on Server Performance Management, please refer to the Resource Management PCM - Wintel and Unix Servers at http://cti.asiapacific.citigroup.net:8800/distops/unixops/pcmurl.htm.
3.14.1 Monthly Server Performance Report

CTI Platform SA and Manager will prepare and review the Server Performance Reports on monthly basis. 

Exceptions are highlighted on the Distributed Operations Wintel Servers Performance Report.

For Distributed Operations sample reports, please refer to website - http://cti.asiapacific.citigroup.net:8800/distops/unixops/reports/patrolreports.html.

3.15 Voice

The CTI  Regional Voice Administration (RVA) team located in the Command Center is responsible for monitoring the performance of the Citigroup PABX. The group will monitor PABX’s vital sign on a periodic basis in order to assure that required resources are upgraded before capacity becomes an issue. Ad hoc performance studies will be performed based on the business or technology request for special conditions.

PABX systems are monitored by the build-in PABX monitoring function. Alarms are classified depending on their effect on system operation:

· MAJOR alarms identify failures that cause a critical degradation of service. These alarms require immediate attention. (E.g. rectifier, cabinet power supply, CPU, hard disk, fiber trunks or 75% of total trunks not in service, etc).

· MINOR alarms identify failures that cause some service degradation but that do not render a crucial portion of the system inoperable. MINOR alarms require attention. However, typically a MINOR alarm affects only a few trunks or stations or a single feature. (E.g. digital trunk physical link error, circuit pack, CDR or station card failures, etc).

· WARNGING alarms identify failures that cause no significant degradation of service or equipment failures external to the switch. These failures are not reported to emergency paging but will be monitored every day. (E.g. disconnected phone ports, trunks signaling error or manual disabled trunks, etc).

3.16 Internet (Citiplex)

Regional Internet Operations is responsible for monitoring the performance of the Citigroup Internet Infrastructure. Both the network components and F5 devices in the Citiplex devices are monitored and reported by N3 (Netview, Netcool and NerveCenter) system. As for proxies and firewall, BMC Patrol is the monitoring tool that is deployed. Upon any failures or error events for network components and F5 devices, the events will be displayed on the Netcool screen and alerts are generated to notify the support personnel. In the event that Netscape or the Checkpoint firewall is out and has hit threshold levels, the support personnel will be paged.

The web-response monitoring tool used to monitor the web servers inside the Citiplex is Topaz. Topaz is a real-time monitoring of the web user experience in tracking the availability of applications (of business processes as well as content), and the end-to-end response time of typical user activity. In addition, its network and server performance analysis tools performs root-cause analysis of performance problems and proactively alerts operations staff of any performance issues in real-time, enabling quick resolution of problems before they significantly affect end users.

Internet Operations utilize the Topaz application for the following:

· Monitor application homepages and alert when the page is inaccessible

· Perform page response analysis when required or in aid of isolating faults.

Customer experience reports are generated by the respective business. Internet Operations do not utilize the Topaz for generating reports. 

3.16.1 Monthly ISP Link Utilization Report

Regional Internet Operations Support Engineer generates monthly ISP Link utilization graphs. 

Please refer to Appendix 8.20, An Executive Summary report  that shows the break down of the usage of the ISP link.  

For report on outbound Internet access, inbound Internet hosting, please refer to Appendix 8.21 for a sample of the Executive report covering the ISP link usage.

3.17 NAC (Authorization)

IENView or HYPERCOMView monitor each country NACs. On a monthly basis, Country Operation is required to prepare dial-up line utilization report based on one week’s sample data; verify the remaining or unused dial-up lines of the nodes and calculate the sequential dial-up line utilization. Conduct yearly traffic measurement by local PTT when the dial-up lines are on circular hunting. (Refer to Appendix to 8.22 for Sample report)

3.18 Messaging

The CTI AP Regional Messaging Operations is responsible for monitoring the performance of all Messaging servers. The group will monitor servers’ vital sign on a periodic basis in order to assure that required resources are upgraded. 

Microsoft Operation Manager is deployed on all Messaging servers to monitor critical operating system parameters (e.g. CPU utilization, Physical Memory utilization, Paging file usage utilization, Disk Utilization), SMTP parameter (Local Queue Length, Messages Sent/sec and Messages Received/sec) and Exchange database Storage Group Size Usage.  

Appendix 8.23 lists monitored Exchange 2000 server performance data and its threshold value.

3.18.1 Monthly Messaging Servers Performance Report

CTI AP Regional Messaging Operations team shall prepare the servers performance reports on monthly basis. System tuning must be carried out before additional hardware resources are considered if the utilization value of those critical resources exceeds the recommended thresholds. (See Appendix 8.24 for sample report).

3.18.2 Monthly Messaging Servers Exception Report

The monthly Messaging Servers exception report includes a summary of all Messaging servers’ resources, which exceed established capacity thresholds. Resources, which exceed established guidelines, will be flagged for further analysis. Flagged resources will be tracked on a monthly basis until the capacity issue is resolved. (See Appendix 8.25 for sample report)
3.19 Mainframe

Performance Management is performed by the Capacity Planning and Performance Management unit. The performance management procedures are initiated by collection and archival of SMF data. Using MXG the SMF data is processed to build the appropriate performance databases. Utilization Charts are generated and posted in the APPC web on a periodical basis.

The purpose of MVS Performance Management is to set a baseline of the critical resources and monitor and tune the system to achieve the baseline performance. Although baselines are defined for critical resources, the deviations from the usages may need to be addressed on a case-to-case basis taking into consideration the relevant factors affecting performance as a whole. Some critical resources that affect system performance are monitored real time.  The Capacity Planning and Performance Management unit is responsible for the various activities in Performance Management. 

3.19.1 BASELINE OF CRITICAL RESOURCES

	RESOURCE NAME
	MAXIMUM UTILIZATION

	CPU
	CEC Utilization should not exceed 95 % 

	DASD
	Free space of storage pools should not be less than 20 % 

	Memory
	Page Fault not to exceed 400 per second 


Some critical resources are difficult to assign a baseline value, but they are also the major factors affecting system performance. These critical resources may include:

· Online/Batch CPU Utilization 

· LPAR Utilization 

· Coupling Facility Indicators

· Channel Busy 
· Logical Control unit I/O rates
3.19.2 SMF DATA COLLECTION AND ARCHIVAL

The MVS team is responsible for the daily collection of SMF data and ensuring that the data is properly archived. 

3.19.3 BUILD PERFORMANCE DATABASES

The Capacity Planning and Performance Management unit identifies the requirements of performance databases. The MVS team is responsible for scheduling and maintaining the jobs required for building the performance databases. 

3.19.4 GENERATE UTILIZATION REPORTS/CHARTS AND PERFORMANCE PROFILES

The Capacity Planning and Performance Management unit is responsible to code, maintain, and schedule the SAS programs used to generate utilization reports/charts and post the charts on the APPC Website. 

3.19.5 STUDY WORKLOAD UTILIZATION PROFILES

The Capacity Planning and Performance Management unit reviews the utilization profiles to identify abnormal trends, if any, and take appropriate action to review, investigate and fix the anomalies. 

3.19.6 ANALYZE CAUSE OF VARIANCES

Deviations in utilization profiles are analyzed by the Capacity Planning and Performance Management unit. The process involves extraction of past performance data, analyze and identify the root cause of the variance. 

3.19.7 IDENTIFY TUNING OPPORTUNITIES

Instances wherein the application jobs or online transactions are the root cause of performance problems, depending on the job/transaction profiles necessary tuning activities are undertaken to fix the problem in the batch or online applications. 

3.20 Stratus

Performance data is reviewed for change in trends or to identify anomalies and investigated to ascertain the cause of the deviations. Tuning actions wherever appropriate are identified to ensure that components perform in an optimal way designed for. Monthly reports on CPU utilization, transaction response time, memory and DASD utilization are published.

In order to help the application teams to tune their applications, special report can be generated and it is based on adhoc basis.

4 System Management

System Management includes evaluation, implementation, support, and maintenance of the operating system environment. Processes must be defined to ensure the availability, reliability, and integrity of technology production environments.

In order to ensure availability, reliability, and integrity of the production environment, the following processes must be adhered to:

4.1 Software Management

Refer to Software Management Procedure :

http://cti.asiapacific.citigroup.net:8800/distops/soft.htm
4.2 Hardware Management

4.2.1 Hardware Acquisition

All hardware acquired must be approved by Global Engineering. Please refer to the respective Engineering website to obtain the latest approved model.

4.2.2 Hardware Currency

Hardware supporting the production environment is also reviewed to ensure it has not reached End of Support.
4.2.3 Hardware Implementation

· All changes to UAT and production environment must follow the Change Management process. 
· Hardware related changes must be implemented within the approved and assigned maintenance windows. 
URL of Change Management Procedure Manual:

http://cti.asiapacific.citigroup.net:8800/distops/change.htm
4.2.4 Hardware Reporting

· All production systems must be monitored to ensure system availability. 
	Domains
	Monitoring tools available  (Yes/No)

	Network 
	Yes

	Wintel
	Yes

	Unix
	Yes

	Voice (PBX, Voice Logger)
	Yes

	NAC
	Yes

	Citiplex
	Yes

	Mainframe
	Yes

	Stratus
	Yes


· Standard problem management procedures have to follow to manage problems affecting the production environment. Platform SA has to document detailed technical data relating to the problem for troubleshooting. Details should include operating system version, service pack releases, error message, system and application log, system utilization data etc.
Business Planning 

The section focused on the planning and budgeting of future resource and/or capacity needs based upon current volumes and capacities as well as projected business growth estimates.

During the annual technology budget planning process, CTI Project office will arrange meeting with the business and country technology team to review all upcoming projects and projected business growth for the next calendar year in order to prepare for budget to expand, upgrade and improve the infrastructure covering the following areas in Network, Wintel, Unix, Voice, Internet, Mainframe, Stratus, and Messaging. 

During the planning session with businesses, the following information needs to be obtained:

· Business-driven projected volume growth that will potentially affect technology resources (e.g. number of users, number of transactions, etc).

· Any new features/functions required by business

· Any changes in usage patterns (e.g. office restacking project that affect the user population)

· Upcoming business driven new projects and initiatives.

· Upcoming development initiatives

The input from business will be utilized during capacity planning cycle to forecast future hardware, software and capital requirements. All Work domains will produce budgetary estimates and use the project information to do capacity planning for the next year. The budgetary estimates will be given to CTI Fincon and business group for budgeting purposes.

The annual budget planning and review with the business shall include any hardware and software upgrade requirements as revealed from the ongoing performance management process. All hardware and software upgrade plan has to agreed and approved by the system owner or business sponsor. This would exclude maintenance upgrades that do not have any financial impact. 

CTI has to perform annual review of all system component resource data and reconcile that with the actual business plan.

5 Asset management

Please refer to the following URL for the details of Asset Management.

http://cti.asiapacific.citigroup.net:8800/distops/asset/docurl.htm
6 Appendices
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Reports generated by Various Domains

	Performance Report

	Domains
	Monthly 
	Remarks

	Network
	Monthly LAN Performance Report
	7x24 monitored by respective platform monitoring system

	
	Monthly LAN Port Utilization Report
	

	 
	 
	 
	

	Wintel
	Monthly Wintel Server Performance Report
	

	
	Monthly Wintel Servers Exception Report
	

	 
	 
	 
	

	Unix
	Monthly Unix Servers Performance Report /Online report available from WEB for APPC Managed Server
	

	 
	 
	 
	

	Citiplex
	ISP WAN Capacity Report 
	

	 
	 
	 
	

	NAC
	Monthly NAC utilization report
	

	 
	 
	 
	

	Messaging
	Monthly Messaging Servers Performance Report
	

	
	 Monthly Messaging Servers Exception Report
	

	
	
	
	

	Mainframe
	Online performance Report available on WEB
	

	
	
	
	

	Stratus
	Online performance report available on WEB
	


6.1 Sample - Monthly WAN Link Executive Report

<Month> <Year> WAN Link Executive Report for <Country Name>
Note: WAN link utilization is measured over 24 hours.)

Average utilization: <25% is considered healthy(green) 25-30% is Warning (yellow) >30% is congested (red)

	Country
	Link Speed
	Link Utilization
	
	Top 3 Hosts
	No. of occurrences above

90% for 3 consecutive 5mins interval
	Remarks

	
	Router
	Sept
	Oct
	Nov
	
	October
	November
	Sept
	Oct
	Nov
	

	Australia

- TPK
	2.909

Mbps


	Healthy
	Healthy
	Healthy
	1
	169.165.220.103
	Ssunwbp04.aspac.Citicorp.com
	51
	100
	0
	

	
	
	
	
	
	2
	IBM 2216 (Host)
	169.165.220.103
	
	
	
	

	
	
	
	
	
	3
	SINA03
	IBM 2216 (Host)
	
	
	
	

	Australia

- CT2
	2.909

Mbps
	Warning
	Healthy
	Healthy
	1
	Apsydcbcsun01.au.Citicorp.com
	Apsydcbcsun01.au.Citicorp.com
	20
	138
	8
	

	
	
	
	
	
	2
	IBM 2216 (Host)
	IBM 2216 (Host)
	
	
	
	

	
	
	
	
	
	3
	169.165.220.103
	169.165.220.103
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	Brunei

- TPK
	128 Kbps
	Warning
	Healthy
	Healthy
	1
	Pflex.aspac.citicorp.com
	Openmail
	109
	201
	32
	NSR 99012942 raised for Expand installation

	
	
	
	
	
	2
	Citi2a.sintpz.sg.citicorp.com
	Ssunp15.aspac.Citicorp.com
	
	
	
	

	
	
	
	
	
	3
	Openmail
	Isgcf-ap-sg-s02.inet.citicorp.com
	
	
	
	

	Brunei

- CT2
	64 

Kbps
	Healthy
	Healthy
	Healthy
	1
	Openmail
	169.165.166.58
	0
	0
	0
	NSR 99012942 raised for Expand installation

	
	
	
	
	
	2
	169.165.166.58
	169.165.166.57
	
	
	
	

	
	
	
	
	
	3
	169.165.166.57
	163.37.162.12
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	Guam

- TPK
	192

Kbps
	Warning
	Warning
	Healthy
	1
	IBM 2216 (Host)
	IBM 2216 (Host)
	136
	223
	47
	Bandwidth upgraded to 192K on 10Nov with NB decomm

	
	
	
	
	
	2
	169.165.219.103
	169.165.219.103
	
	
	
	

	
	
	
	
	
	3
	IBM tokenring
	163.37.135.26
	
	
	
	

	Guam

- CT2#B
	192

Kbps
	Healthy
	Healthy
	Healthy
	1
	169.165.219.103
	169.165.219.103
	17
	34
	27
	Bandwidth upgrade to 192K on 10Nov with NB decomm

	
	
	
	
	
	2
	IBM tokenring
	163.37.135.26
	
	
	
	

	
	
	
	
	
	3
	163.37.175.129
	163.37.175.129
	
	
	
	


6.2 Sample - Quarterly In-Country WAN Link Utilization Report

<Quarter> <Year> WAN Link Utilization Report for <Country Name>

Note: WAN link utilization is measured over 24 hours.

Average utilization: <25% is considered healthy (green) 25-30% is Warning (yellow) >30% is congested (red)

	Site A
	Site B
	Speed

(Kbps)
	Average Utilization
	Link Status
	Remarks

	
	
	
	Oct
	Nov
	Dec
	Oct
	Nov
	Dec
	

	Dorset House
	Citibank Plaza
	4096
	24
	25
	40
	Healthy
	Warning
	Congested
	Link upgrade required. NSR 99001274 raised for link upgrade

	Dorset House
	Harbor Front
	2048
	10
	10
	10
	Healthy
	Healthy
	Healthy
	

	Dorset House
	Exchange Square
	2048
	26
	26
	26
	Warning
	Warning
	Warning
	To monitor further, previous quarter utilization was healthy

	Dorset House
	Pacific Place
	256
	10
	10
	10
	Healthy
	Healthy
	Healthy
	

	Dorset House
	Wanchai
	256
	10
	10
	10
	Healthy
	Healthy
	Healthy
	

	Dorset House
	Quarry Bay
	256
	10
	10
	10
	Healthy
	Healthy
	Healthy
	

	Dorset House
	Tsim Tsa Hsui
	256
	10
	10
	10
	Healthy
	Healthy
	Healthy
	

	Dorset House
	Causeway Bay
	256
	10
	10
	27
	Healthy
	Healthy
	Warning
	To monitor further

	Citibank Plaza
	Harbor Front
	2048
	10
	10
	10
	Healthy
	Healthy
	Healthy
	

	Citibank Plaza
	Exchange Square
	2048
	26
	26
	26
	Warning
	Warning
	Warning
	To monitor further, previous quarter utilization was healthy

	Citibank Plaza
	Pacific Place
	256
	10
	10
	10
	Healthy
	Healthy
	Healthy
	

	Citibank Plaza
	Wanchai
	256
	10
	10
	10
	Healthy
	Healthy
	Healthy
	

	Citibank Plaza
	Quarry Bay
	256
	10
	10
	10
	Healthy
	Healthy
	Healthy
	

	Citibank Plaza
	Tsim Tsa Hsui
	256
	10
	10
	10
	Healthy
	Healthy
	Healthy
	

	Citibank Plaza
	Causeway Bay
	256
	10
	10
	27
	Healthy
	Healthy
	Warning
	To monitor further

	Harbor Front
	Gateway
	1024
	5
	5
	7
	Healthy
	Healthy
	Healthy
	

	Exchange Square
	Gateway
	1024
	11
	12
	11
	Healthy
	Healthy
	Healthy
	


6.3 Sample - Quarterly LAN segment Utilization Report

<Quarter> <Year> LAN Segment Utilization Report for <Country Name>
Note:LAN segment utilization is measured over 24 hours.

Ethernet Switch/Token Ring: Average utilization: <15% is considered healthy (green) 15-25% is Warning (yellow) >25% is congested (red)

Ethernet Hub: Average utilization: <10% is considered healthy(green) 10-20% is Warning (yellow) >20% is congested (red)

	Building
	Floor/Device Name
	Speed

(Mbps)
	Average Utilization %
	Segment Status
	Remarks

	
	
	
	Oct
	Nov
	Dec
	Oct
	Nov
	Dec
	

	Dorset House
	10 F / Hub A
	10
	9
	12
	21
	Healthy
	Warning
	Congested
	To investigate on sudden segment traffic growth

	
	10 F / Hub B
	10
	4
	5
	4
	Healthy
	Healthy
	Healthy
	

	
	10 F / Hub C
	100
	20
	21
	20
	Warning
	Warning
	Warning
	To monitor further, previous quarter utilization was healthy

	
	10 F / TR A
	16
	15
	12
	12
	Healthy
	Healthy
	Healthy
	

	
	10 F / TR B
	16
	15
	12
	12
	Healthy
	Healthy
	Healthy
	

	Citibank Plaza
	39 F / Switch A
	100
	10
	10
	10
	Healthy
	Healthy
	Healthy
	

	
	39 F / Switch B
	100
	10
	10
	10
	Healthy
	Healthy
	Healthy
	

	
	40 F / Switch A
	100
	10
	10
	10
	Healthy
	Healthy
	Healthy
	

	
	40 F / Switch B
	100
	10
	10
	10
	Healthy
	Healthy
	Healthy
	

	
	46 F / Hub A
	10
	5
	9
	11
	Healthy
	Healthy
	Warning
	To monitor further

	
	46 F / Hub B
	10
	1
	2
	4
	Healthy
	Healthy
	Healthy
	

	Gateway
	29 F / Hub A
	10
	12
	13
	13
	Warning
	Warning
	Warning
	To monitor further, previous quarter utilization was healthy

	
	29 F / Hub B
	10
	3
	1
	3
	Healthy
	Healthy
	Healthy
	

	
	30 F / Switch A
	100
	10
	10
	3
	Healthy
	Healthy
	Healthy
	

	
	30 F / Switch B
	100
	10
	10
	10
	Healthy
	Healthy
	Healthy
	

	
	34 F / Switch A
	100
	10
	10
	10
	Healthy
	Healthy
	Healthy
	

	
	34 F / Switch B
	100
	10
	10
	20
	Healthy
	Healthy
	Warning
	To monitor further

	Wanchai
	Hub A
	10
	2
	1
	3
	Healthy
	Healthy
	Healthy
	

	
	Hub B
	10
	2
	1
	3
	Healthy
	Healthy
	Healthy
	


6.4 Sample - Quarterly LAN Port Utilization Report

<Quarter> <Year> LAN Port Utilization Report for <Country Name>
LAN port utilization: <80% is considered healthy (green) 80-95% is Warning (yellow) >95% is congested (red)

	Building
	Floor/Device Name
	Number of ports)
	Port Utilization %
	Port Utilization Status
	Remarks

	
	
	
	Oct
	Nov
	Dec
	Oct
	Nov
	Dec
	

	Dorset House
	10 F / Hub A
	48
	75
	82
	96
	Healthy
	Warning
	Congested
	NSR raised to upgrade current hub to switch.

	
	10 F / Hub B
	48
	70
	70
	70
	Healthy
	Healthy
	Healthy
	NSR raised to upgrade current hub to switch.

	
	10 F / Hub C
	48
	84
	84
	84
	Warning
	Warning
	Warning
	Business has been notified on potential capacity

	
	10 F / TR A
	24
	50
	50
	50
	Healthy
	Healthy
	Healthy
	

	
	10 F / TR B
	24
	45
	45
	45
	Healthy
	Healthy
	Healthy
	

	Citibank Plaza
	39 F / Switch A
	168
	35
	35
	35
	Healthy
	Healthy
	Healthy
	

	
	39 F / Switch B
	144
	45
	45
	45
	Healthy
	Healthy
	Healthy
	

	
	40 F / Switch A
	96
	25
	25
	25
	Healthy
	Healthy
	Healthy
	

	
	40 F / Switch B
	96
	25
	25
	25
	Healthy
	Healthy
	Healthy
	

	
	46 F / Hub A
	24
	75
	75
	85
	Healthy
	Healthy
	Warning
	Additional 40 users moved from 39F

	
	46 F / Hub B
	24
	75
	75
	75
	Healthy
	Healthy
	Healthy
	

	Gateway
	29 F / Hub A
	24
	84
	84
	84
	Warning
	Warning
	Warning
	Business has been notified on potential capacity

	
	29 F / Hub B
	24
	35
	35
	35
	Healthy
	Healthy
	Healthy
	

	
	30 F / Switch A
	144
	15
	15
	15
	Healthy
	Healthy
	Healthy
	

	
	30 F / Switch B
	144
	15
	15
	15
	Healthy
	Healthy
	Healthy
	

	
	34 F / Switch A
	96
	25
	25
	25
	Healthy
	Healthy
	Healthy
	

	
	34 F / Switch B
	96
	70
	70
	85
	Healthy
	Healthy
	Warning
	Additional 50 users moving from Dorset House in December.

	Wanchai
	Hub A
	24
	50.5
	50.5
	50.5
	Healthy
	Healthy
	Healthy
	

	
	Hub B
	24
	40
	40
	40
	Healthy
	Healthy
	Healthy
	





6.5 Sample - Annual International WAN Utilization Growth Report

<Year> International WAN Utilization Growth Report for <Country Name>

Average utilization: <25% is considered healthy (green) 25-30% is Warning (yellow) >30% is congested (red)

	City/Site
	BW (Kbps)
	Circuit ID
	Ave utilization during peak hour for 2002
	Projected Growth for 2003
	Remarks

	A End
	B End
	
	
	Q1
	Q2
	Q3
	Q4
	Projected Increase
	B/W
	Costs

(US$M)
	

	Cintech II
	Park Street
	1,536.0
	SYD(OPT) 1536K NP743
	50%
	53%
	56%
	59%
	27%
	4096
	244.7
	

	Telepark
	West Pennant Hills 
	1,536.0
	SYD(OPT) 1536KNP742
	40%
	45%
	50%
	55%
	35%
	4096
	244.7
	 

	Cintech II
	Brunei
	64.0
	BSB(JTB) 64KNP18
	12%
	13%
	14%
	15%
	19%
	256
	18.3
	 

	Telepark
	Brunei
	128.0
	BSB(JTB) 128KNP17
	40%
	45%
	50%
	55%
	35%
	256
	18.3
	 

	Telepark
	Shanghai
	384.0
	SHI(SPTA) 384KNP60
	60%
	65%
	70%
	75%
	35%
	1024
	71.7
	 

	Citibank Plaza
	Shanghai
	384.0
	-
	54%
	55%
	56%
	57%
	5%
	1024
	0
	Connection terminated in HK

	Cintech II
	Hong Kong
	4,000.0
	N/A
	
	
	
	
	0%
	4096
	0
	CSPAN link

	Telepark
	Hong Kong
	4,000.0
	N/A
	
	
	
	
	0%
	4096
	0
	CSPAN link

	Cintech II
	Pondok Indah
	2,048 
	0462189JKT-PI 
	20%
	30%
	40%
	50%
	55%
	4096
	186.8
	 

	Telepark
	Bapindo
	2,048 
	I462144JKT-LM 
	90%
	90%
	90%
	90%
	15%
	4096
	186.8
	 

	Cintech II
	Tokyo
	3,000.0
	)0000142G001TOK
	
	
	
	
	0%
	3072
	0
	 

	Cintech II
	Tokyo
	256.0
	TOK(KDD) 256K020DP
	
	
	
	
	0%
	0
	0
	Decomm as part of NB

	Telepark
	Osaka
	3,000.0
	0000143G001OSA
	
	
	
	
	0%
	3072
	0
	 

	Telepark
	Osaka
	192.0
	OSA(KDD) 192K003DP
	
	
	
	
	0%
	0
	0
	Decomm as part of NB

	Telepark
	Citi Tower
	1,920.0
	SEL(KT) 1920KNP66
	80%
	83%
	86%
	89%
	27%
	4096
	0
	Assume Upgrade in 2002

	Cintech II
	Yoohan Building
	1,920.0
	SEL(DAC) 1920KNP55
	40%
	41%
	42%
	43%
	19%
	4096
	0
	Assume Upgrade in 2002

	Cintech II
	Kuala Lumpur
	1,920.0
	KLR/TT 1920KNP29
	90%
	90%
	90%
	90%
	0%
	4096
	0
	Assume Upgrade in 2002

	Telepark
	Kuala Lumpur
	1,920.0
	KLR(MGT) 1920KNP26
	80%
	83%
	86%
	89%
	12%
	4096
	0
	Assume Upgrade in 2002

	Cintech II
	Penang, CTSM
	1,536.0
	PNG(TT)1536KNP13
	60%
	60%
	60%
	60%
	0%
	2048
	0
	 

	Telepark
	Penang, CTSM
	1,536.0
	PNG(TM ) 1536K003DP
	60%
	60%
	60%
	60%
	0%
	2048
	0
	 


6.6 Sample - Annual In-Country WAN Utilization Growth Report

<Year> In-Country WAN Link Utilization Report for <Country Name>

Average utilization: <25% is considered healthy (green) 25-30% is Warning (yellow) >30% is congested (red)

	City/Site
	BW (Kbps)
	Circuit ID
	Ave utilization during peak hour for 2002
	Projected Growth for 2003
	Remarks

	A End
	B End
	
	
	Q1
	Q2
	Q3
	Q4
	Projected Increase
	B/W
	Costs

(US$M)
	

	DSH
	Citibank Plaza
	4096
	
	50%
	53%
	56%
	59%
	27%
	8192
	250
	

	DSH
	Harbor Front
	2048
	
	40%
	45%
	50%
	55%
	35%
	4096
	0
	CSPAN link

	DSH
	Exchange Square
	2048
	
	12%
	13%
	14%
	15%
	19%
	2048
	0
	CSPAN links

	DSH
	Pacific Place
	256
	
	40%
	45%
	50%
	55%
	35%
	512
	20
	

	DSH
	Wanchai
	256
	
	60%
	65%
	70%
	75%
	35%
	512
	20
	

	DSH
	Quarry Bay
	256
	
	54%
	55%
	56%
	57%
	5%
	384
	15
	

	DSH
	Tsim Tsa Hsui
	256
	
	20%
	20%
	20%
	20%
	0%
	256
	10
	

	DSH
	Causeway Bay
	256
	
	30%
	30%
	30%
	30%
	0%
	256
	10
	

	Citibank Plaza
	Harbor Front
	2048
	
	20%
	30%
	40%
	50%
	55%
	4096
	0
	CSPAN links

	Citibank Plaza
	Exchange Square
	2048
	
	90%
	90%
	90%
	90%
	15%
	4096
	0
	CSPAN links

	Citibank Plaza
	Pacific Place
	256
	
	40%
	40%
	40%
	40%
	0%
	256
	10
	

	Citibank Plaza
	Wanchai
	256
	
	20%
	20%
	20%
	20%
	0%
	256
	10
	

	Citibank Plaza
	Quarry Bay
	256
	
	19%
	19%
	19%
	19%
	0%
	256
	10
	

	Citibank Plaza
	Tsim Tsa Hsui
	256
	
	25%
	25%
	25%
	25%
	0%
	256
	10
	

	Citibank Plaza
	Causeway Bay
	256
	
	80%
	83%
	86%
	89%
	27%
	768
	40
	

	Harbor Front
	Gateway
	1024
	
	40%
	41%
	42%
	43%
	19%
	2048
	100
	


6.7 Sample - Quarterly Voice (Avaya) Resource Utilization Report
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120
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8

<Month> <Year> Voice Logger Performance Report for Singapore

Baseline

Spare capacity of 10% of the total channel installed

At least 1 x spare slot available for active activities(with 

Call Center) voice logger.


6.8 Sample - Quarterly Voice (Nortel) Resource Utilization Report
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6.9 Sample - Quarterly Voice (IP) Resource Utilization Report
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6.11 Sample - Quarterly IVR Resource Utilization Report
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6.12 Sample - Annual NAC Resource Growth Report

<Year> NAC Resource Growth Report for <Country Name>
Dial port threshold: < 90%
	Building/

NAC Name
	Current Usage
	Projected Usage
	Cost (US$ M)
	Remarks

	
	% Used Dial Port
	% Used Dial Port
	
	

	MLT – NAC A
	50
	60
	0
	

	MLT – NAC B
	70
	70
	0
	

	MLT – NAC C
	85
	95
	35
	Need to add additional NAC

	CT2 – NAC A
	40
	50
	10
	Need to purchase additional uplink card

	CT2 - NACB
	50
	55
	0
	


6.13 Sample - Quarterly Messaging Server Resource Utilization Report

APAC Regional Messaging Operations Quarterly Server Resource Utilization Report for <Quarter> <Year>
	Reporting Parameter
	Threshold

	CPU Util %
	90%

	Physical Memory Util %
	90%

	Paging File Usage %
	90%

	Disk Space Util %
	80%

	Storage Group Mailbox Usage %
	80%


	Server Name
	CPU Utilization %
	Memory Utilization %
	Paging File Usages %
	Disk Space Utilization
	Storage Group Mailbox Usage %

	 
	
	
	
	C
	D
	E
	F
	G
	H
	C
	D
	E
	F
	G
	H
	C
	D
	E
	F
	G
	H
	SG1DB1
	SG1DB2
	SG1DB3
	SG2DB1
	SG2DB2
	SG2DB3
	SG3DB1
	SG3DB2
	SG3DB3
	SG4DB1
	SG4DB2
	SG4DB3
	SG1DB1
	SG1DB2
	SG1DB3
	SG2DB1
	SG2DB2
	SG2DB3
	SG3DB1
	SG3DB2
	SG3DB3
	SG4DB1
	SG4DB2
	SG4DB3
	SG1DB1
	SG1DB2
	SG1DB3
	SG2DB1
	SG2DB2
	SG2DB3
	SG3DB1
	SG3DB2
	SG3DB3
	SG4DB1
	SG4DB2SG4DB3 

	 
	Jul
	Aug
	Sep
	Jul
	Aug
	Sep
	Jul
	Aug
	Sep
	July
	Aug
	Sep
	Jul
	Aug
	Sep
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	


Sample - Annual Messaging Server Resource Growth Report

APAC Regional Messaging Operations Annual Server Resource Growth Report for <Year>
	Reporting Parameter
	Threshold

	CPU Util %
	90%

	Physical Memory Util %
	90%

	Paging File Usage %
	90%

	Disk Space Util %
	80%

	Storage Group Mailbox Usage %
	80%

	Server Name
	CPU Utilization %
	Memory Utilization %
	Paging File Usages %
	Disk Space Utilization
	Storage Group Mailbox Usage %

	 
	
	
	
	C
	D
	E
	F
	G
	H
	C
	D
	E
	F
	G
	H
	SG1DB1
	SG1DB2
	SG1DB3
	SG2DB1
	SG2DB2
	SG2DB3
	SG3DB1
	SG3DB2
	SG3DB3
	SG4DB1
	SG4DB2
	SG4DB3
	SG1DB1
	SG1DB2
	SG1DB3
	SG2DB1
	SG2DB2
	SG2DB3
	SG3DB1
	SG3DB2
	SG3DB3
	SG4DB1
	SG4DB2
	SG4DB3

	 
	Current Utilization for 2005
	Projected Utilization for 2006
	Current Utilization for 2005
	Projected Utilization for 2006
	Current Utilization for 2005
	Projected Utilization for 2006
	Current Utilization for 2005
	Projected Utilization for 2006
	Current Utilization for 2005
	Projected Utilization for 2006

	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	 
	
	
	
	
	
	
	
	
	
	
	 
	 
	
	
	
	
	
	
	
	
	
	
	 


 NETWORK PERFORMANCE THRESHOLD

Performance Exception Thresholds
The following tables describe the specific utilization metrics and, if applicable, performance thresholds for monitored network devices. The threshold values are based upon hourly averages collected and/or reported during the reporting period. 

Routers:

Average CPU Utilization

< 40%

Peak CPU Utilization

< 70%

Minimum Free Memory
> 5Mb

Peak Buffer Failures/Hr

< 100

Peak Buffer No Mem/Hr

> 0

Switches: (3548XL, 2912XL and 2924XL)

Average CPU Utilization

< 55%

Peak CPU Utilization

< 70%

Minimum Free Memory
(informational)

Peak Buffer Failures/Hr

< 100

Peak Buffer No Mem/Hr

> 0

WAN Circuits:

Speed



(informational)

Average Utilization


< 50% 

Peak Utilization


< 70% 

Errors



(no threshold)

Discards



(no threshold)

Frame Relay:

DLCI



(informational)

CIR



(informational)

Average Utilization


< 80

Peak Utilization


< 125

Peak BECN


< 1000

Peak FECN


< 1000

Peak DE Packets


< 1000

LAN Segments:

Speed



(informational)

Average Utilization


< 20%  (10 Mbit Shared Ethernet)

Peak Utilization


< 40%  (10 Mbit Shared Ethernet)

Average Utilization


< 50%  (Switched Ethernet, Token Ring or FDDI)

Peak Utilization


< 70%  (Switched Ethernet, Token Ring or FDDI)

Errors
(no threshold)

Discards



(no threshold)
Availability / Response Time: 
Availability


(no threshold)

Average Received


(no threshold)

Average Response Time

< 500 m

6.14 Sample - Monthly LAN Performance Report

<Month> <Year> LAN Performance Report for <Country Name>

	
	Threshold (10 Mbit Shared Ethernet)
	Threshold (Switched Ethernet, Token Ring or FDDI)

	Average Utilization
	< 20%
	< 50%

	Peak Utilization
	< 40%
	< 70%


Note: LAN segment utilization is measured over 24 hours.

	Building
	Floor/Device Name
	Speed

(Mbps)
	Average Utilization %
	Peak Utilization %
	Errors
	Discards
	Remarks

	Dorset House
	10 F / Hub A
	10
	9
	12
	0
	21
	

	
	10 F / Hub B
	10
	4
	5
	4
	4
	

	
	10 F / Hub C
	100
	20
	21
	4
	20
	To monitor further.

	
	10 F / TR A
	16
	15
	12
	5
	12
	

	
	10 F / TR B
	16
	15
	12
	6
	12
	

	Citibank Plaza
	39 F / Switch A
	100
	10
	10
	1
	10
	

	
	39 F / Switch B
	100
	10
	10
	2
	10
	

	
	40 F / Switch A
	100
	10
	10
	0
	10
	

	
	40 F / Switch B
	100
	10
	10
	0
	10
	

	
	46 F / Hub A
	10
	5
	9
	0
	11
	

	
	46 F / Hub B
	10
	1
	2
	0
	4
	

	Gateway
	29 F / Hub A
	10
	12
	13
	0
	13
	

	
	29 F / Hub B
	10
	3
	1
	0
	3
	

	
	30 F / Switch A
	100
	10
	10
	0
	3
	

	
	30 F / Switch B
	100
	10
	10
	0
	10
	

	
	34 F / Switch A
	100
	10
	10
	0
	10
	

	
	34 F / Switch B
	100
	10
	10
	0
	20
	

	Wanchai
	Hub A
	10
	2
	1
	0
	3
	

	
	Hub B
	10
	2
	1
	0
	3
	


6.15 Sample – Monthly LAN Port Utilization Report

<Month> <Year> LAN Port Utilization Report for <Country Name>
Port Utilization: > 95% is alarming (red)

	Building Name
	Floor
	Device Name
	Port Capacity
	Port In Used
	Port Utilization
	Remarks

	CP
	39
	(6509)A
	168
	33
	80.36%
	

	
	39
	(6509)B
	144
	6
	95.83%
	

	
	40
	CP40  (5509)
	132
	41
	68.94%
	

	
	40
	CP40  (3000)
	96
	57
	40.63%
	

	
	40
	HKHKGCBP-40-A-6509  (Server)
	96
	28
	70.83%
	

	
	40
	HKHKGCBP-40-B-6509  (Server)
	96
	73
	23.96%
	

	
	46
	CP46   LAN HUB-1 (80.129 & 92.129)
	108
	13
	87.96%
	

	
	46
	CP46   LAN HUB-2 (80.193 & 92.193)
	120
	34
	71.67%
	

	
	46
	CP46   SWITCH : 46H3-Port 1 to 24
	23
	3
	86.96%
	

	
	46
	CP46   SWITCH : 46H4-Port 1 to 8
	7
	0
	100.00%
	

	
	48
	CP48    (6509)A  Hill
	144
	50
	65.28%
	

	
	49
	CP49    (6509)A
	144
	61
	57.64%
	

	
	49
	CP49    (6509)B
	144
	37
	74.31%
	

	GW
	29
	GW29   (HUB3000)
	144
	5
	96.53%
	

	
	30
	GW30   (HUB3000)
	216
	15
	93.06%
	

	
	30
	GW30   (2924)A
	24
	24
	100.00%
	

	
	30
	GW30   (2924)B
	24
	24
	100.00%
	

	HF
	09
	HF09    (5509)A
	96
	21
	78.13%
	

	
	09
	HF09    (5509)B
	144
	65
	54.86%
	

	
	09
	HF09    (5509)C
	96
	15
	84.38%
	

	
	13
	HF13    A
	96
	10
	89.58%
	

	
	13
	HF13    B
	144
	19
	86.81%
	

	
	13
	HF13    C
	120
	48
	60.00%
	


6.16 Wintel Servers Performance Threshold 

	
	Threshold 

	CPU Utilization
	<90 % 

	Available Memory
	>200 MB *

	Caching
	>10 %

	Paging
	<15 Pages Input/Sec

	Available Disk Space
	>3 GB *

	Available DB Table Space
	>10 %


* Thresholds were computed as follows :

Available Memory 
> 200 MB  


10% of  2 GB (Standard Physical Memory)

Available Disk Space  
> 3 GB



10% of 2 x 36 GB (Mirrored System Volume) 


Standard memory and disk configuration is according to CTI Platform and Storage – Server Standards (as of 5/12/2005)
6.17 Unix Servers Performance Thresholds

	Counter(s)/Description
	Threshold(s)

	CPU Utilization
	< 90 %

	Available swap space
	> 25 %

	Available disk space
	> 10 %

	Disk % Busy
	< 70 %


6.18 Citiplex Usage Breakdown

Traffic Distribution is based on %

	 
	Nov’04
	Dec’ 04
	Jan ‘05
	Feb ‘05
	Mar’ 05
	Apr ‘05
	May ‘05
	Jun ‘05
	Jul ‘05
	Aug ‘05
	Sep ‘05
	Oct’ 05

	Web hosting pod
	
	12.6
	14.37


	14.2
	5
	15
	68.2
	11.4
	10.1
	17.5
	28.3
	17.9

	Browsing pod
	
	54.8
	74.32
	72.6
	19
	39
	8
	74.9
	55.5
	63.5
	65.1
	66.9

	Remote access
	
	32.6
	11.32
	13.2
	76
	46
	23.8
	13.7
	34.4
	19.0
	0.6
	15.2


6.19 Sample - ISP WAN Capacity Report 

(Note: WAN link utilization is measured over 24 hours. Average utilization <40% is considered healthy. 40-45% is Threshold. >45% is congested)

6.19.1 Cintech II

	Link ID
	Speed
	ISP
	Utilization
	Applications Hosted
	Remarks

	
	
	
	Sep ’04
	Oct ’05
	Nov ’05
	
	

	4100000108 / 1434300128
	32000
	Starhub
	Healthy
	Healthy
	Healthy
	Citiplex
	


6.19.2 Telepark

	Link ID
	Speed
	ISP
	Utilization
	Applications Hosted
	Remarks

	
	
	
	Sep ’05
	Oct ’05
	Nov ’05
	
	

	478527
	32000
	Singnet
	Healthy
	Healthy
	Healthy
	Citiplex
	


6.19.3  India

	Link ID
	Speed
	ISP
	Utilization
	Applications Hosted
	Remarks

	
	
	
	Aug ’05
	Sep ’05
	Oct ‘05
	
	

	Fort
	8MB (Eth)
	VNSL
	Healthy
	Healthy
	Healthy
	India CBOL
	

	Fort
	2MB 
	VNSL
	Standby
	Standby
	Standby
	India CBOL
	Alternate

	Prabhadevi
	2MB
	VNSL
	Standby
	Standby
	Standby
	India CBOL
	Alternate


Sample - Monthly NAC utilization report

<Month> <Year> NAC Utilization Report for <Country Name>
Dial port threshold: < 90%

	Counter(s)/Description
	Threshold(s)

	Host Uplink VS downlink 
	< 100 %

	Host Uplink/Node Availability 
	< 99.90 %

	Dial port threshold
	< 90%


	Building/

NAC Name
	% Used Dial Port
	Remarks

	
	Oct
	Nov
	Dec
	

	MLT – NAC A
	35
	25
	28
	To monitor uplink LU.

	MLT – NAC B
	50
	60
	70
	To monitor further on dial up port capacity

	MLT – NAC C
	46
	45
	44
	

	CT2 – NAC A
	35
	36
	34
	

	CT2 - NACB
	43
	45
	45
	


	Building/

NAC Host Uplink
	                Number of VC 

            Uplink /Downlink 
	Remarks

	
	Oct
	Nov
	Dec
	

	MLT – NAC A (19.2k)
	62/48
	62/48
	62/48
	

	MLT – NAC B

(19.2k)
	62/48
	62/48
	62/48
	

	MLT – NAC C

(19.2k)
	62/48
	62/48
	62/48
	

	CT2 – NAC A

(19.2k)
	62/48
	62/48
	62/48
	

	CT2 – NACB

(9.6k)
	62/32
	62/32
	62/32
	


	Building/

NAC Node

Availability
	        Node/Uplink availability
	Remarks

	
	Oct
	Nov
	Dec
	

	MLT – NAC A 
	100%
	100%
	100%
	

	MLT – NAC B
	100%
	100%
	100%
	

	MLT – NAC C
	100%
	100%
	100%
	

	CT2 – NAC A
	100%
	100%
	100%
	

	CT2 – NACB
	100%
	100%
	100%
	


Remark: 

ISO8583 Message length running at 256bites, host transaction lead-time at approx. 10secs SNA uplink and POS downlink VC session configured at 62VC running should be run at more than 19.2kbps 

6.20 Messaging server performance data and its threshold value

	Reporting Parameter
	Definition
	Threshold

	CPU Util %
	% Processor Time is the percentage of time that the processor is executing a non-Idle thread.  This counter was designed as a primary indicator of processor activity.  It is calculated by measuring the time that the processor spends executing the thread of the Idle process in each sample interval, and subtracting that value from 100%.  (Each processor has an Idle thread which consumes cycles when no other threads are ready to run). It can be viewed as the percentage of the sample interval spent doing useful work.  This counter displays the average percentage of busy time observed during the sample interval.  It is calculated by monitoring the time the service was inactive, and then subtracting that value from 100%.
	90%

	CPU Queue Length
	Processor Queue Length is the number of threads in the processor queue.  There is a single queue for processor time even on computers with multiple processors.  Unlike the disk counters, this counter counts ready threads only, not threads that are running.  A sustained processor queue of  greater than two threads generally indicates processor congestion.  This counter displays the last observed value only; it is not an average.
	1.8

	Physical Memory Util %
	Available Bytes is the amount of physical memory available to processes running on the computer, in bytes.  It is calculated by summing space on the Zeroed, Free, and Stand by memory lists.  Free memory is ready for use; Zeroed memory are pages of memory filled with zeros to prevent later processes from seeing data used by a previous process. Standby memory is memory removed from a process' working set (its physical memory) on route to disk, but is still available to be recalled.  This counter displays the last observed value only; it is not an average.
	90%

	Paging File Usage %
	The amount of the Page File instance in use in percent.  Paging files are shared by all processes, and lack of space in paging files can prevent other processes from allocating memory.
	90%

	Disk Space Util %
	% Free Space is the ratio of the free space available on the logical disk unit to the total usable space provided by the selected logical disk drive.
	80%

	SMTP Server Local Queue Length
	The number of messages in the local SMTP queue.
	10

	SMTP Server Messages Sent/sec
	The rate that outbound messages are being sent.
	5

	SMTP Server Messages Received/sec
	The rate that inbound messages are being received.
	5

	Storage Group Size Usage
	Physical File Size of the Exchange Database Storage Group file *.edb and *.html on Exchange 2000 server
	· 200MB for Public Folder server

· 52MB for other servers

	Storage Group Mailbox Usage %
	Percentage of mailbox usage on each storage group against Citigroup standard
	80%


6.21 Sample - Monthly Messaging Servers Performance Report

<MMM> <YYYY> Messaging Servers Performance Report for Asia Pacific

	Server Name
	Usage Type
	CPU Util %
	CPU Queue Length
	Physical Memory Util %
	Paging File Usage %
	Disk Space Util %
	 
	 
	 
	 
	 
	SMTP Server
	Storage Group Size Usage
	Storage Group Mailbox Usage %
	Remarks

	
	
	
	
	
	
	C
	D
	E
	F
	G
	H
	Local Queue Length
	Messages Sent/sec
	Messages Received/sec
	SG1
	SG2
	SG3
	SG4
	SG1DB1
	SG1DB2
	SG1DB3
	SG2DB1
	SG2DB2
	SG2DB3
	SG3DB1
	SG3DB2
	SG3DB3
	SG4DB1
	SG4DB2
	SG4DB3
	

	EXHKMB01
	Exchange
	9.92
	0.73
	58.10
	2.45
	53.90
	50.32
	31.71
	4.43
	4.09
	4.56
	0.25
	0.12
	0.15
	19.63
	18.70
	19.03
	N/A
	85.93
	N/A
	N/A
	112.78
	N/A
	N/A
	113.53
	N/A
	N/A
	N/A
	N/A
	N/A
	 


6.22    Sample - Monthly Messaging Servers Performance EXCEPTION Report

<MMM> <YYYY> Monthly messaging Server PERFORMANCE Exception

	Server
	Description
	 
	Utilization
	% Utilization
	Exceed Threshold
	Remarks

	EXHKMB01
	No. of Mailbox Per Storage Group.
	SG2
	150
	112.78
	32.78
	new mailbox will be production in 20005 Q4

	 
	Gold
	SG3
	151
	113.53
	33.53
	new mailbox will be production in 20005 Q4
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