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CITIGROUP TECHNOLOGY INFRASTRUCTURE (CTI)

Change Management

CITMP Level 2 

Process Standards
	
	Version 4.0

	
	Publish Date:  February 15, 2007


Purpose

The Citigroup Information Technology Management Policy for Change Management has been developed as a standard to plan, coordinate, monitor, track, approve and communicate changes affecting Citigroup’s controlled environments.

Change Management must be performed in a manner that assures appropriate management safeguards and controls are in place to protect Citigroup’s assets and interests as well as customers’ assets and privacy.  

These Citigroup Change Management Standards (“Standards”) were developed to facilitate the following objectives:

· Ensure that authorized changes are introduced into production environments with minimal impact and within agreed upon timeframes.

· Ensure the integrity and reliability of controlled technology environments

· Contribute to QUALITY objectives and adherence to industry best practice.  Citigroup is committed to continuous process improvements.

· Provide Citigroup management with reports and metrics indicating the volume, types and success of changes.

· Eliminate back-outs caused by ineffective change planning or implementation.

· Eliminate system outages caused by changes.

· Ensure compliance with applicable Citigroup policies (such as Citigroup Information Technology Management Policy) and regulatory requirements.

Scope

The CTI Change Management Process Standard applies to all organizations managed by Technology Infrastructure that are majority-owned or managed and controlled by Citigroup.  The scope of this Process Standard includes all operational systems and applications in the mainframe and distributed systems environments managed by Citigroup Technology Infrastructure.  The major areas affected by this process are controlled environments for:

· Application Software

· System Software

· Database Software

· Hardware Management

· Facilities Management

· Network

· Voice

· Information Security Infrastructure

· Physical Technology Infrastructure

Compliance 

The publication date for this Process Standard was November 15, 2006. The BAU compliance or enforceable date for this Level 2 is June 30, 2007.  On June 30th, all BAU processes and procedures applicable to this Level 2 are to be in compliance or a GTH approved corrective action plan must be in place to address the swift resolution of any non-compliant issue. 

Deviations

If a technology unit does not comply with one or more of the requirements of these Standards, a deviation from the Standards must be obtained using a deviation form.  (The form can be downloaded from the TI Compliance Web site at:

http://www.citigroup.net/ti/compliance/citmp_level2.htm
The applicable Process Owner and the appropriate CIO/GTH must approve any deviations from these Standards.  In addition, a copy of approved deviations must be provided to the TI Global Compliance Office, the Global Process Owner and members of the Global Change Management Steering Committee.

Owner

See appendix B for authorship and revision history. 

Publication

A copy of these Standards can be found on Citigroup.net at 

http://www.citigroup.net/ti/compliance/citmp_level2.htm

Definitions 

For more definitions see the Process Standard attached in Appendix A.

	CTI
	Citigroup Technology Infrastructure


Standards

1. Change Management Process Standard 

All CTI staff that support technology production processing must follow this documented CITMP Level 2 policy, especially the Change Management Process Standard in Appendix C.

The Change Management Process Standard addresses the following CITMP Level 1 requirements:

	CITMP Level 1 Requirement
	Process Standard

	Responsibility and Accountability for Managing and Coordinating Change
	Roles: Change Manager, Change Coordinator

	Cross-functional process mapping of the change process within the organization and with other affected parties
	Flowchart: Section 7

	Classification and Prioritization of Changes
	Sub-processes: Filter & Prioritize Change, Categorize Change

	Determination of Change Impact or Risk
	Sub-processes: Complete, Submit & Log Change, Categorize Change

	Handling of Changes and Change Reversals
	Sub-process: Implement Change

	Scheduling and Planning of Changes
	Sub-process: Approve & Schedule Changes

	Waiving of the normal process
	Sub-process: Follow Urgent Procedure

	Performance of Post-Implementation Review and Analysis
	Sub-process: Review, Analyze, and Close Change

	Review and Analysis of Key Performance Indicators
	Metrics: Section 12

	Version Control
	Sub-process: Build and Test Change


In addition to the requirements in the Process Standard, compliance is also required to the following policies.

2. General Change Management Policies

2.1. Every region must maintain a Change Management organization, comprising Change Managers and Change Coordinators (see Appendix C), responsible for maintaining a successful Change Management process across the region.

2.2. Every region must document local Change Management procedures in compliance with the Change Management Process Standard, including 

· The scope of the Change Management process

· The Emergency Change Process, including approval levels

2.3. Detection and Reconciliation procedures must be implemented to allow for identification of changes implemented to controlled environments outside of the normal change management process (i.e. monitoring tools, audit trails).

2.4. Automated tools will be used to manage the Change Management process.  

2.5. All regions must participate in the monthly review of changes scheduled within the next 90 days. Regions must participate in the FSC review at local Change Management meetings, global Change meetings and CTI GTH Global Service Support meeting on a weekly basis. The agenda will include the review of changes by region, process improvement, and discussion of Post Implementation Reviews.

2.6. Change Managers should coordinate a regular review of changes following the metrics section of the Change Management Process Standard, to detect increasing levels of changes, frequently recurring types, emerging trends and other information.
2.7. Change Managers should work to continuously improve the Change Management process in accordance with the Change Management purpose documented above. This will include a review of the effectiveness of the Change Management process annually.
3. Complete, Submit & Log RFC

3.1. All Requests for Change (RFCs) will be recorded and labeled with a clearly defined scope, change installation procedures, scripts and timelines as well as backout / fallback instructions.

3.2. All RFCs will be labeled clearly according to whether they have global impact (major inter-regional changes, changes with inter-regional impact and intra-regional low risk items with global visibility). RFCs with global impact will be inputted into the Global Change Calendar (Forward Schedule of Changes, FSC).

4.  Filter & Prioritize Change

4.1. All changes will be prioritized. Business Critical and Break Fix changes will be prioritized to the Emergency Change process as indicated in the Change Management Process Standard.

4.2. If it matches the criteria, the Change may follow a Change Model documented at the CTI Global Change Management website at http://www.citigroup.net/ti/changemanagement.

5. Categorize Change

5.1. All changes will be assessed for business impact of risk and risk likelihood, according to the Change Management Process Standard, and assigned to a category based on this risk assessment.

6. Build & Test Change

6.1. Version Control – includes the ability to manage concurrent and parallel development. Versioned code is locked down to ensure the integrity of the compiled application. It enables the ability to retrieve work, perform difference reporting on files, create promotion models and branches, check in and lock files and report on all aspects of a projects code assets (e.g. JCL, cardlib members, Proc’s, program code etc)

6.2. Staging, Testing, and Design Review Validation – staging resources and enablers develop and implement change and secured test environments, which must be isolated from application development activities. The application test team and users conduct UT, ST and UAT and may have to correct issues and retest. Reviewers and approvers are responsible for completing all tasks and either approve or raise issues, which may cause a rejection of a change.

7. Approve & Schedule Change

7.1. Change Approval follows the Change Management Process Standard. The business and technology managers impacted by the change must approve all RFCs.

7.2. Change Collision Analysis and Communication – Meetings are conducted to perform collision analysis and communicate changes, including: a regional review of changes at a frequency commensurate with criticality (i.e., applications, technology, infrastructure), senior regional weekly management review of high and medium risk and high visibility changes and weekly senior management review of the Forward Schedule of Changes (Global Change Calendar).
7.3. The scheduled implementation dates for changes shall be used as the implementation dates for change and release scheduling.
7.4. Local procedures must define predefined scheduling green zone criteria as well as approval requirements to schedule work in time periods outside predefined green zones.  Local procedures may also authorize the use of yellow zones (secondary change periods that are generally limited to only certain types of changes).  

7.5. Every region must document and implement methodologies for lead-time lock-up periods and testing and design review requirements.
8. Implement Change

8.1. The change requester and change manager are notified if problems occur, fallback was required, a reschedule was required, or any other condition occurs that may impact the sponsors expectations related to the change.

9. Review, Analyze & Close Change

9.1. The Change Requester or user validates the production implementation and signs off on the change as complete.

Appendix A - Global Process Owner and Global Change Management Steering Committee 

Global Process Owner:

Paul Fibkins

Global Change Management Steering Committee:

Japan:




Yasuko Hori

Asia-Pac:



Jeffrey Goh

EMEA:




Simon Mann

LATAM:



Tuidly Perez

Mexico:



Felix Elizalde Jimenez

North America:

Kathy O’Connor, Nancy Kruse-Oas, Lou LaCava

Global Operations:

Nick Powell

Global Administrative Office:

Chris Jay

Appendix B – Ownership and Revision History

The owner of these Standards is currently the Global Process Owner, Paul Fibkins, and members of the Global Change Management Steering Committee.

Revision History

	Version
	Author
	Published Date
	Description of Changes

	
	
	
	

	V4.0
	Kathy O’Connor
	February 15, 2007
	Revised Appendix D to add reference to the ACEWORK product used in Korea.

	V4.0
	Chris Jay, 

Paul Fibkins
	Nov 15, 2006
	Revised to incorporate the new Change Management Process Standard

	V3.2
	Kathy O’Connor
	Dec 19, 2005
	Reviewed document for currency, updated Global Change Management Steering Committee members and revised URL links.

	V3.1
	Sheila Hazard
	Dec 2, 2004
	Corrected date on the title page from 2003 to 2004.  

	V3.0
	Sheila Hazard
	Dec 1, 2004
	Changed references of TI to CTI,

Updated Steering committee to 6 regions (removed Australia and CEEMEA)

	V2.0
	Stephen Mase
	May 30, 2003
	Initial Publication


Appendix C – Change Management Process Standard

Please double-click the icon below to open the CTI Change Management Process Standard:


[image: image1.emf]G:\ChangeControl\ Change Management PIP\Target State Process Standard\2006-11-16 Change Management Process Standard v3.0.doc


Appendix D – Change Management Tools

Automated tools will be used to manage the Change Management process.  

CTI staff in all regions currently use Virtual Change/Infoman except Mexico, which uses C609, and Korea, which uses ACEWORK (legacy KORAM system). CTI staff in all regions also currently use the Global Change Calendar - Forward Schedule of Changes.
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Foreword

		Author: Ahmad K Shuja, Paul Fibkins, Chris Jay

		Approver: CTI GTH directs



		Document Approval Date: 

		Document Release Date: 



		Superseded Documents: This document supersedes all previous versions of this standard





1. Purpose

The purpose of this document is to define a standard process for Change Management.

This document defines the activities, workflow, roles and responsibilities, and other key process attributes required for conformance with this standard. The process has been designed for maximum effectiveness, efficiency and control.

2. Scope

This process applies to all of CTI globally. All changes to controlled environments must follow this Change Management process, across all products, customers and technologies.

The Change Management process can take place as part of a Project or a Request, if a controlled environment needs to be changed. Often approved changes are bundled together as Releases, following the separate Release Management process.

Change Management fits in the PAM, underneath the Service Support process area.

3. Normative References (applicable Policies, Regulations and Laws): 

		Name

		Description

		Policy Source

		Process Impact



		CITMP Level 1

		CITMP Level 1 sets the top-level policy across Citigroup for Change Management and other IT processes.

		http://www.citigroup.net/citmp

		The Process Standard must be compliant with CITMP Level 1.



		CITMP Level 2 Change Management

		CITMP Level 2 Change Management sets the policy across CTI for Change Management.

		http://www.citigroup.net/ti/compliance/citmp_level2.htm

		This Process Standard is part of CITMP Level 2.



		CITMP Level 3 Change Management

		Many local IT departments will write their own local Level 3 Change Management procedures.

		Local to each department

		Every CITMP Level 3 procedure must be compliant with this Process Standard.





4. Definition of Terms: 

		Term

		Definition



		Business Impact of Risk

		Business Impact of Risk provides an indication of the impact to Citigroup if a change fails. The Business Impact of Risk is partnered with Risk Likelihood (see definition of terms) to give an overall picture of the risk of a change. This helps categorize the change.

Business Impact will depend on a combination of factors, including whether a Severity 1, 2 or 3 incident could result from the change failing, and whether this would have significant financial, information security or regulatory implications.

Business Impact can take the following values: High, Medium, and Low.

For guidance: 
* High Business Impact: A severity 1 incident could result from the change failing, or there could be an information security vulnerability as a result.
* Medium Business Impact: A severity 2 incident could result from the change failing, with no regulatory or financial implications.
* Low Business Impact: A severity 3 incident could result, with no regulatory or financial implications.  



		Change

		The addition, modification or removal of approved, supported or baselined hardware, network, software, application, environment, system, desktop build, or associated documentation. 



		Change Category

		Change Category is a measure of the scale, complexity, and risk attached to a change. Based on the answer, additional levels of analysis, oversight and approvals may be required before change approval. 

In order to arrive at a Category, the Business Impact of Risk and Risk Likelihood (see definitions) must first be defined.

Each change must take one of the following categories:
* Category 1 - Minor
Low Business Impact of Risk, Low Risk Likelihood
* Category 2 - Medium
* Category 3 - Significant
* Category 4 - Major



		Change Control

		The procedure to ensure that all Changes are controlled, including the submission, analysis, decision making, approval, implementation, and post implementation of the Change. 



		Change Model

		Change models are tailored streamlined processes for Change Management, built for very specific, often low-risk, repetitive types of change. By creating Change Models, the overhead of the full Change Management process is avoided.



		Change Priority

		The Priority Rating is used by IT Change Management and RFC Stakeholders to determine which RFC to deal with first; in other words, to determine the order in which to deal with change. The Priority of RFCs ideally should be decided in collaboration with the RFC Sponsor and, if necessary, with the Change Advisory Board (CAB); but it should not be left to the RFC Sponsor alone, as a higher Priority than is really justified may result.   

The following priority ratings are allowed in CTI:

Priority 1 - Break Fix Emergency - Severity 1 or 2 Incident causing loss of service or severe usability problems to a large number of Users and or Businesses, a mission-critical system, shared infrastructure or some equally serious problem. Immediate action required. Urgent CAB/EC (Emergency Committee) meetings needed to be convened. Severity 1 or 2 incident ticket required to justify Priority 1 change. Follows the Urgent Change Process. 

Priority 2 - Business Critical - Change required to support a Business Critical initiative and mitigate a compliance, regulatory, financial or reputational risk or impact.   Normally associated with a business-driven service enhancement.  To be given priority and resources made available ahead of schedule for Change building, testing and implementation.  Follow the Urgent Business Critical Process. Examples: Late files for business conversion; Audit Risk and Review or compliance and control regulatory requirement; Market driven parameter change

Priority 3 - Normal Schedule - Needed as soon as can be scheduled based upon Change Category (the Change Category is derived based on risk, impact, resource requirements and associated assessment required by the CAB). Can wait until the next release or upgrade.  Build, test and runtime resources are allocated according to the Change Category. Follow the normal Change Management process.



		Change Slot

		A regular, agreed time when changes can be introduced with minimum impact on services.



		Configuration Item (CI)

		A component of the IT environment potentially subject to Change via the Change Management process. For example, a server, network device, or application.



		Forward Schedule of Change (FSC)

		The Forward Schedule of Change, also known as FSC, contains details of all the Changes approved for implementation and their proposed implementation dates. 



		Post Implementation Review (PIR)

		The PIR (Post Implementation Review) is a process for evaluating the efficiency and effectiveness of the Change Management Process.  A meeting during which the success of the change is assessed and process improvement opportunities are identified.

Change Management must review  implemented Changes after a predefined period has elapsed. This Process may involve CAB members and Problem Management.

Reviews may be tabled at CAB meetings, for CAB members' information and to agree any follow-up action that may be needed or during separate PIR conference meetings.  
The purpose of such reviews is to establish that:
§ the Change has had the desired effect and met its objectives 
§ Users and Customers are content with the results, or to identify any shortcomings 
§ there have been no unexpected or undesirable side-effects to functionality, availability, capacity/performance, security, maintainability etc. 
§ the resources used to implement the Change were as planned 
§ the implementation plan worked correctly (so include comments from the implementers) 
§ the Change was implemented on time and at expected resource levels of support 
§ the backout-plan functioned correctly, if needed. 



		Projected Service Availability (PSA)

		The Projected Service Availability, also known as PSA, contains details of Changes to agreed SLAs and service availability because of current planned FSC. 



		Request for Change (RFC)

		A form used to request or specifies changes and additions to the infrastructure.



		Risk Likelihood

		Risk Likelihood is an assessment of the chance of the change failing with bad results for Citigroup. It depends on various factors, including whether the change type has failed in the past, the number of components and support groups affected, and how long the change will take to implement and backout.

Together with Business Impact of Risk (see definition of terms), it allows an assessment of the risk of the change. This helps with Change categorization.

Risk Likelihood can take the following values: High, Medium, and Low.

For example: 
* High Risk Likelihood: this change type has failed in the past,  more than three different support groups are involved in implementation, and more than five components are involved.
* Medium Risk Likelihood: this change type has not been tried before, but only one support group is involved and the backout plan is straightforward
* Low Risk Likelihood: this is a common change that nearly always works fine, only one support group is involved and no outage is required for implementation.



		User Acceptance Testing (UAT)

		User Acceptance Testing is a pre-production environment tailored to testing changes prior to release.





5. Process Overview

5.1. Description

Change management ensures that the CTI organization uses standard methods and procedures for handling all environment changes in order to minimize the impact of change-related problems on service quality. This process logs all requests for change to the enterprise environment, assesses the impact of these changes, prioritizes change requests, authorizes changes, schedules resources, and assesses the success of all changes to the CTI environment. The process involves identifying Configuration Item (CI) attributes, CI status, and their relationships, storing the information in the Configuration Management Database (CMDB), and updating the CMDB appropriately at each Change.

5.2. Process Objectives

The goal of the Change Management process is to ensure that standardized methods and procedures are used for efficient and prompt handling of all Changes, in order to minimize the impact of Change-related Incidents upon service quality, and consequently to improve the day-to-day operations of the organization. 

5.3. Customer Requirements

Detailed customer requirements have been gathered, documented, and mapped against the process. These are available through the Process Owner.

5.4. Process Owner

CTI Global: Paul Fibkins
CTI Asia: Jeffrey Goh, CTI EMEA: Simon Mann, CTI Japan: Yasuko Hori, CTI Latin America: Tuidley Perez, CTI Mexico: Felix Elizalde, CTI NA: Kathy O’Connor
CTI Global Ops: Nick Powell, 


GCGNA: Peter Gunston, 


CC/CITS: Laura Thomae
CIBT: Richard Jeans
GWM: Chris Corlett

6. Roles Required

		Name

		Description

		Required Skills



		Change Requestor

		The role of the Change Requestor applies to all people who need to introduce a change to the production environment. 

Responsibilities - The Change Requestor:
1) Provides a clear description of the business needs, goals and objectives of the change
2) Follows the Change Management process for submitting a RFC including getting approval for the change from their management
3) Provides additional information regarding the change when requested by the Change Manager 
4) Assigns an initial Priority and Category of the risk, based on impact, risk, urgency, and complexity based on change guidelines.
5) Ensures completeness and accuracy of the information contained in the change record entered into the Change Management system, including how test and backout plans are documented.
6) Works with his/her management team and appropriate Service Providers (Change Domain Expert role) to arrive at a successful change
7) Confirms the completed change can be closed
8) Participates in the Post Implementation Review (PIR) process if requested
9) Determines, with the Change Manager or his/her delegate, if/when physical CAB meetings are required

		The requestor must be trained in the Change Management process and how to submit a successful RFC. Familiar with ITIL best practice.



		Change Coordinator

		Key responsibilities include: 
1) Ensure all changes follow the Change Management Process Standard.
2) Validate Change details, including Priority.
3) Raise Change related issues to the appropriate level of management
4) Produce regular and accurate management reports including the FSC, PSA and other change reports required specifically for weekly CAB meetings
5) Drive thorough PIR for changes.
6) Approves Medium and Minor changes and Significant and Major changes through delegation authority granted by the Change Manager
7) Conducts change collision analysis against a group of changes.

		The Change Coordinator must understand the Change Process and the nature of business requests and priorities, in order to follow the prioritization and validation steps. 

The Change Coordinator must also have a strong attention to detail and a structured approach to work.

ITIL Foundations Certificate is beneficial.



		Change Manager

		Key responsibilities of the Change Manager, or his/her designate, include:
1) Ensure changes conform to process standards and policies
2) Work effectively with members of the CAB to ensure that every change is approved by all appropriate managers.
3) Raise Change related issues to the appropriate level of management
4) Conducts change collision analysis against a portfolio of changes
5) Produce regular and accurate management reports, including the FSC and PSA.
6) Approves Significant and Major changes or delegates his/her authority to approve changes to the Change Coordinator
7) Determines, with the Change Requestor, if/when physical CAB meetings are required
8) Chairs physical CAB meetings

		The Change Manager should have a strong awareness of the technical and business environment.
They should have a good attention to detail and a capacity to escalate to and influence senior managers and customers.

ITIL Foundations and Release and Control Practitioner Certification in Change Management are beneficial.



		Change Advisory  Board (CAB)

		The Change Advisory Board is a council (either physical or virtual via online approvals) chaired by the Change Manager to discuss, offer advice, and approve changes prior to their introduction to the live environment. Although most CABs have a fixed membership, subject matter experts will be asked to participate depending on the change.

Participants in the CAB can include:
1) Change Manager (chairs the CAB)
2) Business Unit representatives / customers
3) User managers and user group representatives
4) Engineers or application developers
5) Change Domain Experts and Technical Subject Matter Experts
6) Contractors or 3rd party representatives
7) Other process managers (example: Incident Manager)

The CAB:
1) Will be assembled according to the change(s) being considered.
2) May vary considerably in make-up even across the range of a single meeting or RFC.
3) Should involve suppliers when that would be useful.
4) Should reflect both User and Customer views.

The CAB Emergency Committee (CAB/EC) is a subset of the CAB who makes decisions about emergency changes.  When major Severity 1 or 2 incidents arise, there may not be time to convene the full CAB, thus making it necessary to identify a smaller organization with the authority to make emergency decisions.  Participation in the CAB/EC by an Incident Manager is highly recommended.

		CAB members should contribute subject matter expertise, business understanding or an understanding of the technology environment.



		Change Implementer /  Change Domain Expert

		Change Implementer is responsible for implementing a Change. In case of unsuccessful implementation, s/he is responsible for executing the back-out plan. 

The Change Implementer may be assisted by Change Domain Expert(s), who are responsible for completing tasks and providing Subject Matter Expertise in support of an RFC. The Change Domain Expert completes Work Order documentation, approves the RFC and may participate on the CAB.  

		The Change Implementer must understand the technology involved and the Change Management process, including back-out steps and escalation.

The Change Domain Expert has deep technical expertise in a specific technology domain (Information Security, Database, Build, Network etc.)





7. Process Flowchart
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8. Activity Details (Procedures)

		Name

		Tasks Involved

		Deliverables

		Target Duration



		Complete, Submit, & Log RFC

		1) Complete RFC.
2) Determine preliminary Risk Likelihood and Business Impact
3) Determine RFC Initial Priority and Category
4) Submit the completed RFC for review and approval by Change Requestor Manager, as appropriate.
5) Submit the completed RFC for review and approval by the Change Coordinator or Change Manager.

		1) RFC is completed by the Change Requestor and, reviewed and approved by Change Requestor's Manager as appropriate.
2) Notification (E-mail, Paper, Pager, or Other forms) is sent out to the appropriate personnel who are required to filter the request. 
3) RFC logged and ready for review and filtering activities

		N/A



		Validate Change

		The requestor must confirm that the Change has successfully take place and it has had the required effect.

		Confirmation of success

		1 day



		Close Change

		Change the status of RFC to close

		Change closed

		1 hour



		Follow Urgent Procedure

		Each group will document their Urgent (Emergency) Change procedure. It includes the following steps:
1) Call CAB / EC Meeting
2) Quickly assess impact and urgency
3) Urgently prepare Change
4) Perform tests if possible
5) Approve Change 
6) Implement Change
7) Implement Back-out Plan - Backed-out Status
8) Conduct PIR 
9) Closed Status
As appropriate, relevant additional documentation can be entered quickly after the fact.

		1) Urgent Change is implemented
2) Post Implementation review completed
3) RFC in Closed Status

		



		Filter Requests

		1) Reviews RFCs. Those that are not filled out correctly or against standards are returned to the Change Requestor, together with brief details of the reason for the rejection, and the log should record this fact. The Change Requestor may resolve the issue and re-submit the RFC.
2) During the Filtering activity, the Change Type is also validated (Application, Network, System Software, Content or Facility). The Change Type determines: the composition of the CAB  and the appropriate Release Management Process and Tool 3) Where necessary, discuss the RFC with the Change Requestor to add more details to the ticket
4) The request may have been submitted to the wrong group, in which case hand off to another process.

		1) Filtered RFC with all the relevant Description, and Issue Records
2) RFC Status Notification (E-mail, Paper, Pager, or Other forms) is sent to Change Requestor regarding the status of his request
3) RFC is filtered
4) RFC in Assessed Status

		1 day



		Approve Minor or Medium Change

		1) Review RFC
2) Review Build Results
3) Review Test Results
4) Review Implementation Plan
5) Review Assessment Report
6) Ensure appropriate approvals
7) Approve and set Status to Install or revert RFC to Assessed or other RFC Status Change Implementation - if declined, notify respective parties of the outcome and tasks to be completed

		RFC Status is Install or Reverted to Assessed or another Status 

		



		Conduct PIR

		1) Review Change
2) Review RFC
3) Review Implementation Documentation
4) Document the quality of Change Implementation
5) Document Lessons Learned

Any problems and discrepancies should be fed back to CAB members (where they have been consulted or where a committee was convened), impact assessors, product authorities and Release authorities, to improve the estimating processes for the future. 

Where a Change has not achieved its objectives, Change Management (or the CAB) should decide what follow-up action is required, which could involve raising a revised RFC. If the review is satisfactory or the original Change is abandoned, the RFC should be formally closed in the logging system.

		PIR documented, Change reviewed

		2 weeks



		Validate Initial Priority

		The Change Coordinator validates the initial priority as follows:
* For Priority 1s, he / she checks for a valid Severity 1 or Severity 2 incident ticket. Only if one is found, can the change be Priority 1. If so, it is recommended that the Incident Manager is added to the CAB.
* For Priority 2s, he / she checks with Change Requestor and senior IT management to ensure that the change is truly Business Critical.
* Priority 3 changes are automatically validated for priority.

Once validated, the RFC is updated as appropriate.

		Priority assigned to RFC, as discussed in Definition of Terms

		1 hour



		Follow Change Model Procedures

		1) Identify Change Model
2) Follow the Standard Model Procedure and RFC Status Lifecycle
3) Follow the Non Standard Model Procedure

		1) Standard Change is implemented
2) Post Implementation Review (PIR)
3) RFC is closed

		N/A



		Validate Minor or Medium Schedule

		1) Update FSC and PSA for Minor or Medium Change
2) Notify Interested Parties of the Schedule

		1) Forward Schedule of Change - FSA
2) Projected service Availability - PSA

		



		Validate / update Risk and Category

		The Change Manager reviews the Business Impact of Risk, the Risk Likelihood, and Category (see definitions).

As an aid, the Change Manager may use an automated tool to see the applications and services affected by the change.

The Change Manager will also ensure that all appropriate individuals are ready to approve the Change, based on areas impacted and subject matter expertise.

		Assigned Business Impact, Risk Likelihood, and Category. Category belongs to one of the following values: Minor, Medium, Significant, and Major.

		4 hours



		Review Minor / Medium Plan

		1) Review the RFC
2) Review the impact assessment
3) Review the proposed schedule
4) Assign resources
5) Schedule Minor and Medium Change Implementation
6) Finalize the plan

		Minor Change Plan, RFC in Assessed Status

		



		Send Major / Significant RFCs to CAB, Chair CAB

		1) Identify the CAB members required to review and approve this RFC. 
2) Circulate RFCs to CAB Members
3) Convenes and Chairs CAB

		RFC Circulated, RFC in Assessed Status

		



		Review Major / Significant Plan

		1) Analyze Major Change
2) Ensure dependent RFC attached to the RFC
3) Re-assess Risk and Impact
4) Review associated workorders, assign owners, and approve these. 
5) Review build and test plan

		Major or Significant Change Plan, RFC in Assessed Status

		



		Approve Major or Significant Change

		1) Review RFC
2) Review Build Results
3) Review Test Results
4) Review Implementation Plan
5) Review Assessment Report
6) Approve or and set Status to Install or revert RFC to Assessed or other RFC Status Change
7) Review back-out plan

		RFC Status is Install or Reverted to Assessed or another Status

		



		Validate  Major or Significant Schedule

		1) Resolve Preliminary Major or Significant Change Schedule Issues
2) Publish FSC and PSA for Major or Significant Change
3) Notify interested parties of change schedule

		Change Scheduled, FSC and PSA updated

		



		Implement Back-out Plan

		Execute Back-out Plan

		Back-out Plan executed
Change Backed-out
Change Back-out Documented

		



		Implement Change

		1) Select the right process
2) Perform Minor or Medium Change Implementation Activities
3) Perform Significant or Major Change Implementation Activities

		Change implemented or aborted

		



		Implement Remediation Plan

		* Change Remediated
* Change details logged

		Change remediated

		



		Incident Management

		Incident Management is the process for detecting, logging, classifying, diagnosing, prioritizing, escalating, resolving and closing incidents. Incidents are defined as events that are not part of the standard operation of a service and which cause interruption to, or reduction in, the quality of that service.

		

		





9. Inputs / Outputs 

		Name

		Description

		Customer

		Supplier

		Acceptance Criteria



		CMDB

		The CMDB (Configuration Management Database) contains details of all Configuration Items in the environment, and their relationships to each other. In CTI, various databases e.g. NetInfo together make up the CMDB.

		Many groups through Citigroup

		Configuration Manager

		Contains enough details to reliably:
* Identify incident and change impact
* Quantify asset volumes
* Support accounting process



		Filtered RFC

		Based on the "Filter Requests" step, the RFC will be filtered. The RFC status is adjusted accordingly.

		Change Requestor

		Change Coordinator

		Updated RFC status



		FSC

		Change Management should coordinate the production and distribution of a Forward Schedule of Changes (FSC). The latest versions should be available to everyone within the organization. The FSC contains details of all the Changes approved for implementation and their proposed implementation dates. 

		Citigroup staff

		Change Manager

		Details all approved changes and their implementation dates.



		Prioritized RFC

		The RFC is assigned a priority.

		Change Requestor

		Change Coordinator

		RFC assigned a priority.



		PSA

		The PSA contains details of Changes to agreed SLAs and service availability because of the currently planned changes. Once agreed, the Service Desk should communicate any planned additional downtime to the User community at large, using the most effective methods available.

		CTI customers

		Change Management

		Details on projected availability of each service, as a result of forthcoming changes.



		RFC Status Notification

		When the RFC changes in status, a notification is sent to the Change Requestor and CAB explaining the change status and success or failure.

		Change Requestor, CAB

		Change Coordinator

		The status notification should be in a standard format for all changes.



		Submitted RFC

		The following items should be completed by the Change Requestor:
* Description and identity of item(s) to be changed, referencing the CMDB where possible.
* Reason for Change
* Name, location, and telephone number of Change Requestor
* Date that the Change was proposed
* Initial Priority, Risk Likelihood, Business Impact of Risk, and Category.

When Change Requestor chooses to complete this section and assigns High Priority, s/he will have to complete a related questionnaire and will need to have his / her Manager's approval. 

		Change Manager

		Change Requestor

		The RFC must contain information against each of the required fields. The information must be of high enough quality to enable the Change Coordinator and Change Manager to approve the change.



		Work Order Request

		Attached to the RFC is a set of work orders that contain technical requests explaining the steps required to complete the Change. Some workorder examples include UAT Build, Database Update, Security Entitlement, Acceptance Criteria, and / or Job/script schedule update. 

		IT support teams

		Change Requestor

		The Work Orders must satisfy the standards of each group that has to do work to complete the change.





10. Events: 

		Name

		Description

		Trigger



		Identify Need for Change

		The Change Requestor identifies the need for a change, which could come from several sources (e.g. new project, capacity upgrade, etc).

		Possible triggers for this event include:
* Incident requires resolution
* Problem or Known Error requires resolution
* Proposed introduction or removal of a new CI
* Product or service changes from suppliers
* Proposed upgrade to a CI
* Change in business requirements
* New or changed legislation
* Location Changed
* Service Request
* etc.



		Process complete

		Process complete

		PIR completed



		Reassign RFC

		The RFC is re-assigned to another group, for example Service Request, Incident Management or Client Management.

		Request Filtered out





11. Risks: 

		Description

		Event Category

		Inherent Likelihood

		Inherent Impact

		Control

		Residual Likelihood

		Residual Impact



		There is a risk that, due to inadequate change management process including change initiation, change request processing, approval process, collision, change implementation and post-implementation review, the change fails causing negative impact to Citigroup.

		24

		High

		Medium

		Strong review and approval procedures for changes

		-

		-



		There is a risk that controlled environments are impacted due to changes being introduced without following appropriate change management procedures.

		24

		High

		Medium

		Change Management quality assurance, post implementation reviews and closure.

		-

		-



		There is a risk that, during a change, inappropriate or non-standard components are introduced into a controlled environment, compromising its stability or structure.

		24

		High

		Medium

		Appropriate Subject Matter Experts and Change Domain Experts review and approve the Change prior to implementation.

		

		





 12. Metrics: 

		Name

		Type

		Formula

		Data Collection

		Target Value



		Breakdown of the reasons for Change

		Effectiveness

		Breakdown of the reasons behind raising changes, including whether the RFC was to fix an incident or as part of a project. Reported weekly.

		Change Manager

		



		Number of Changes by Business, Location

		Efficiency

		Number of changes over the reporting period, broken down by business and location (i.e. region / country / state). Reported weekly.

		Change Manager

		



		Number of Changes by Category

		Effectiveness

		Number of Changes over the reporting period for the organization in question, broken down by category: Minor, Medium, Significant, Major. Reported weekly.

		Change Manager

		



		Number of Changes by Priority

		Effectiveness

		Number of Changes over the reporting period, broken down by Priority: Priority 1 (break fix), Priority 2 (business critical), Priority 3 (regular). Reported weekly.

		Change Manager

		



		Number of Changes by Status

		Efficiency

		A snapshot of all changes for the organization in question, broken down by status - logged, assessed, rejected, approved, implemented. Produced weekly.

		Change Manager

		



		Number of Changes by Success

		Control

		The number of changes implemented during the reporting period for the organization in question, broken down by success: Implemented successfully, backed out, caused incident. Reported weekly.

		Change Manager

		





13. Applications: 

		Name

		Description



		Change Management System

		Infoman / Virtual Change





		Change Management, 3.0

		Internal

		Page 1 of 14 








