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1 INTRODUCTION

1.1 Purpose and Organization 

The purpose of this document is to define and establish the standard Problem Management process for Citigroup Technology Infrastructure (CTI), which is a requirement of the Citigroup Information Technology Management (CITM) policy. This is organized as follows:

Section 2: Glossary of Terms

Section 3: CTI Process Standards

Section 4: CTI Document Review

Section 5: Ongoing Self-Assessment

Section 6: Appendix

For the purposes of this document, Citigroup Technology Infrastructure (CTI) is comprised of the component company divisions that were previously known as CGTI (Citigroup Global Technology Infrastructure).

As CTI has adopted Process Architecture Model (PAM) to define and manage the key processes, the Problem Management under CITM Policy consists of two PAM processes – Incident Management and Problem Management. This document covers both of these processes.

1.2 Scope

This CITMP level II process applies to all organizations that are managed and controlled by the Citigroup Technology Infrastructure (CTI).

1.3 Compliance

The original publication date for this Process Standard was June 2, 2003. The publication date for this version is August 31, 2006. The BAU compliance or enforceable date for this version of Level 2 is October 1, 2006. On October 1st, all BAU processes and procedures, applicable to this Level 2, are to be in compliance or a GTH approved corrective actions plan must be in place to address the swift resolution of any non-compliant issue. 

1.4 Deviation Process

If a technology unit does not comply with one or more of the requirements of these Standards, a deviation from the Standards must be obtained using a deviation form. (The form can be downloaded from the CTI Compliance website at http://www.citigroup.net/ti/compliance/citmp_level2.htm 
The Global Incident and Problem Management process owner, respective Region/Function Head and GTH, must approve any deviation to this Level 2 Standard.

1.5 Document Ownership

See appendix A for ownership and revision history.

1.6 Publication 

Citigroup Information Technology Management (CITM) Process Standard document for Problem Management is published at: http://www.citigroup.net/ti/compliance/citmp_level2.htm 
2 GLOSSARY OF TERMS

	Actionable Alert 
	A notification, activated by Enterprise Management System monitoring tools, which based on definitions in the PCM require that an incident ticket be created.

	Bypass
	The temporary resolution of an incident.  Bypass implies that a fix is temporary and has been applied as an immediate solution.  A permanent solution must be devised to solve the incident definitively.

	CAP
	Corrective Action Plan.  A CAP is an action plan that tracks processes that are non compliant with the level II CITMP process standards. 

	Chronic
	A condition in the technology infrastructure or development code that, because of an undiscovered root cause, creates recurring issues and repeated calls to the helpdesks.

	CTI
	Citigroup Technology Infrastructure.

	COB/DR
	Continuity of Business/Disaster Recovery.   The organizations and processes that have been put in place by technology and the businesses to ensure that business can continue to operate in the event of a significant outage or incident.

	EMS
	Executive Monitoring System.  EMS is a Mystic based application that informs senior management of a Level One Severity incident.  EMS also provides functionality for creating post mortems and acts as a data warehouse for outage information.

	Escalation
	The process of transferring ownership of a reported incident from one assignment group to the next in an effort to resolve an existing incident.

	GTH
	Global Technology Head.

	Horizontal Metrics
	The data standards by which technology reports trends and comparisons across a function (e.g. standards by which all group report tickets, standards by which all groups report control practices).

	Impact
	Quantifiable statement about the population of the environment impacted (e.g. global, regional, department, multi-user). 

	Initiator
	The individual creating a trouble ticket.

	ITLC
	Information Technology Leadership Counsel.

	Notification
	A defined process for the communication of incidents to the appropriate stakeholders.

	PCM
	Process Control Manual.  The Process Control Manual is the Level III document created by a particular group to describe Incident and Problem Management processes specific to their environment.  The Level III document expands on the CTI Problem Management Process.

	Resolver Group
	The group identified as the group responsible for resolving an issue.

	Severity
	Severity is the classification of a trouble ticket according to definitions set down in the firm’s Severity Definition chart.  

	SIRT
	Security Incident Response Team.  The SIRT is the team in place in any particular area to which employees report security breaches, or suspected security issues.

	Support Group
	Any group providing support to Citigroup Technology issues including premises, external vendors, application support, network operations etc.


The above definitions could be superceded by individual process standards, which are part of this document. Please refer to these process standards for more details.

3 CTI PROCESS STANDARDS

3.1 Definition of Incident Management and Problem Management

Incident Management is the IT process for restoring service levels as quickly as possible during an incident, while minimizing the adverse impact on business operations.

Problem Management is the IT process for carrying out root cause analysis, publishing post mortems, performing trend analysis as well as providing Intensive Care support where required. The objective of Problem Management is to uncover and resolve known errors in the environment.
3.2 Process Requirements – Incident Management

All CTI staff who support technology infrastructure and/or production processing must follow this documented incident and problem management processes esp. the Incident Management process standards in Appendix “C” and “D”.

There are two process standards for Incident Management namely Incident Handling and Incident Escalation. These two process standards address the following CITMP requirements:

	CITMP Requirement
	Name of the Sub-process(es) in Incident Handling Process Standard

	Identification and Documentation
	Detection and Recording

	Determination
	Classification  & Initial Support

Investigation & Diagnosis

	Bypass and Recovery
	Resolution and Recovery

	Resolution
	Closure

	Coordination
	Coordination


	CITMP Requirement
	Name of the Sub-process in Incident Escalation Process Standard

	Escalations and Notifications
	Escalations and Notifications


Please see Appendix “C” and “D” for the process standards for Incident Handling and Incident Escalation respectively.

In addition to the requirements in the Process Standards, compliance to the following shall also be required.

3.2.1 Detection and Recording
3.2.1.1. All groups will utilize an electronic host- or server-based application to record and track technology incidents.  Each system must assign its own unique ticket number for each new entry.

3.2.1.2. Each area must define in their procedures, known as the Process Control Manual (PCM), the criteria for when a ticket is opened.  Incident tickets must be opened for all inquiries except where the PCM identifies that a ticket is not required. Identify your criteria based on methods in which incidents are received (e.g. phone calls, email, alerts, etc.).    

3.2.1.3. Where an incident was identified by an “actionable alert”, a trouble ticket must be created for each “actionable alert”. Each group receiving alerts must define the “actionable alerts” in their PCM.

3.2.1.4. As it is entered, the ticket must capture:  

a) Client information (e.g. name, phone, location, cost center)

b) Incident category (e.g. desktop/monitor)

c) Incident description (details gathered from clients, alerts and internal communications)

d) Severity/Impact statement (indicators that identify risk to the firm and user population impacted)

e) The time and date the incident was identified

f) Creator of the ticket and the person or group to which it was assigned

3.2.1.5. The process must also have a mechanism to classify the severity of the incident and updates or changes made to the ticket must be tracked (e.g. changes to assignment or status).  

3.2.1.6. Where an incident is being worked that originated in another incident management system, a “corresponding” ticket must be created in each ticketing system used by the participating groups. The ability to record the trouble ticket number from the other system (whether manually or via an electronic method) is mandatory.  

3.2.1.7. Incident and Problem records must be retained for a minimum of 13 months for future reference and long term trending.

3.2.1.8. Whenever a vendor has opened a ticket to perform incident management on our behalf, we must record a “corresponding” ticket in our system. That “corresponding” ticket must contain the vendor ticket number.

3.2.2 Escalation and Notification
3.2.2.1. Each organization must have a defined process; as to when and how key managers of both businesses, technology and operations organizations are notified of incidents and the impact to the business. When an incident with global scope or impact is identified, the appropriate corporate-wide groups must be notified to ensure prompt and swift response and containment.  

3.2.2.2. Each group must have documented guidelines for escalation and notification based on incident severity. See Appendix B for Severity Definitions and Guidelines.
Where severity and scope dictate, the senior manager of the support group will contact the appropriate Continuity of Business/Disaster Recovery (COB/DR) office. Business Continuity Services (BCS) is to be notified in the event there is a large-scale interruption of service or access to critical infrastructure/facility. This interruption or crisis event may consist of (but not limited to) the following: building outage, a campus without access to the network, major disaster (fire, flood, introduction of a virus that is considered a crisis threat, etc…) or major Data Center outage.

3.2.2.3. Where the issue constitutes a security risk to Citigroup, then the appropriate Security Incident Response Team (SIRT) process must be used.  Each support group must document their specific process and the types of situations and scenarios where they would contact the SIRT group. The SIRT process guidelines can be found at the following URL:  http://www.citigroup.net/ti/informationsecurity/docs/pmo/CTI_Business_SIRT_Process.doc  

3.2.2.4. Escalation and notification lists must include, where applicable, alternative means of contacting business and support staff and their management, including work phone numbers, email address and pager number.  It must cover all hours and days of the week depending on the support model involved.  If the list is for “off hours” support, it may need to include a home or cell phone number. The process for keeping notification and escalation lists accurate and up to date must be documented in the PCM. Centralized support groups (e.g. Helpdesks/Service Center, Network Ops, TP21, Data Center, etc…) are required to request updates from resolvers at least quarterly. 

3.2.2.5. When an organization changes, it must communicate those staff changes to all the groups who act as act as central notification points for related incidents supported by that organization. That communication will include: deletions, additions and details relating to how to contact the new members and under what conditions. See Appendix D for CTI Incident Escalation Process Standard.
3.2.3 Classification & Initial Support / Investigation & Diagnosis 

3.2.3.1. The initial receiver or initiator of an incident ticket must utilize their existing knowledge base to determine the most efficient resolution or escalation path.  

3.2.3.2. Severity classification of the ticket should be updated when appropriate during incident determination and resolution process.  A management oversight process is required to ensure this occurs.

3.2.3.3. All groups working on incident determination should have several reference points known as “knowledge base”. These knowledge bases can come in many forms (e.g. internal ticket history, vendor reference tools, Known Error Databases and internal websites). These reference points and the processes to maintain them must be documented in the PCM.

3.2.3.4. Each support group must document the process flow by which they perform incident determination. At the minimum, the flow must represent the following:

· Diagnosis of the ticket (e.g. collect facts from end user, alert, ticket description or business partner) 

· Analysis  (e.g. Do I know this condition from previous experience? Can I reference a knowledge resource? Review previous incident history?) There may be a requirement to confer with other internal business partners or vendors.

3.2.4 Resolution & Recovery 
3.2.4.1. Each resolver must document in the incident management system the temporary or permanent resolution actions taken.

3.2.4.2. A process must exist to track all bypass actions to ensure that, where necessary, the environment is restored to its original state and that the appropriate level of checkouts are performed.

3.2.4.3. Any temporary bypass condition must be restored when the original incident is resolved.  Where established services are impaired by the temporary bypass condition, normal notification processes will be followed until service is fully restored.  Standard change control processes will also be followed when restoring the original environment.

3.2.5 Closure 

3.2.5.1. Each resolver must review the data elements of the incident ticket, ensuring that the following data elements are correct:

a) Incident category (e.g. desktop/monitor)

b) Resolution description 

c) Severity/impact statement (indicators that identify risk to the firm and clients impacted).

d) End time (time the incident was resolved)

e) Final disposition 

f) Root cause indicator 

3.2.5.2. Each resolver must clearly document all incident resolution information to allow proper coding and classification of the root cause category.  A weekly management oversight process is required to ensure this occurs. Specific evidence of sampling must be outlined in the resolver section of the PCM.

3.2.5.3. Resolvers must also classify and record the root cause category for each incident entry.  In order to ensure a closed loop process exists, it must be verified that the resolution has corrected the original incident. In your PCM you must identify your process for using the closed loop process.

3.2.5.4. Although the bypass-resolution times may be shorter in duration, the minimum general performance service levels are:

· Severity I- 4 hours (elapsed time)

· Severity II-8 hours (elapsed time)

· Severity III-24 hours (standard work hours)

· There may be specific business/vendor contractual arrangement in place that provide for a “specific” service level to be provided.  

· When service levels are not met, identification of the root cause is to be performed and documented. Missed service level should be communicated to the client impacted.

3.2.6 Coordination
3.2.6.1 All groups must monitor their incident queues in a timely manner to ensure proper tracking, control and resolution of incidents. Heightened attention must be applied to Severity I and Severity II incidents.

3.2.6.2 Groups responsible for incident management must have a procedure to periodically review aging trouble tickets to ensure that appropriate follow-up actions are taken.  This must include the steps taken when acceptable performance (according to internal service level targets or formal service level agreements) is not achieved. Evidence of the review and follow-up must be maintained.  

3.2.6.3 All incident management platforms must also track status and provide a history of incident handoff from one group, or level, to another. If a ticket is reassigned there must be a procedure outlined to “notify” the group being reassigned the ticket. The PCM must describe the handoffs in and out of your group.

3.3 Process Requirements – Problem Management

In addition to the Incident Handling and Incident Escalation process standards and related requirements, compliance to the following process requirements related to Problem Management is required. This section addresses the remaining CITMP requirement on Prevention and Continuous Improvement.

3.3.1 Each group must document internal service level targets or formal service level agreements where they exist.  A process to review unit performance against agreed to service levels must be performed at least monthly and must include steps taken when targets are missed.  

3.3.2 Metrics related to problem management performance will be produced and reviewed to identify trends. Technology support and application development groups are required to be represented in regularly scheduled problem/change/metrics meetings to facilitate development of proactive steps required to avoid reoccurrence.  

3.3.3 All severity I outages to a business and/or site must be entered and updated, including postmortem, into the Executive Monitoring System (EMS). The EMS system is designed to meet the major incident and problem notification, data capture and reporting requirements of production services delivered by the technology and application development organizations.  A management oversight process must exist to ensure that post mortems are created and are tracked to closure in a timely manner. 

3.3.4 There must be a formal root cause analysis performed by those resolving tickets, to review the incident and problem management database and determine if a chronic condition exists. Findings must be documented and available for review as part of the regular management control process. The “root cause” process should contain the minimum MIS:

· Document the problem tickets reviewed

· Document all root causes identified

· Document and assign ownership of root cause resolution

· Track status of root cause resolution.

See Appendix E for CTI Post Mortem Guidelines.


As a general guideline, Post Mortems must be published within 24 hours of incidents resolution. When all pertinent information is not available, an interim report must be published within 24 hours. Where an interim report is published, a full Post Mortem must be published within 5 working days.

4 CTI Document Review

This document will be reviewed minimally once a year, after the review of the CITM Problem Management Policy.  Appropriate modifications to ensure compliance will be incorporated at that time.

It is the responsibility of each business to ensure compliance with these processes within its organization.  Compliance means that a business has implemented processes and procedures that meet the requirements of these process standards.  It also requires that a written Processes Control Manual (PCM) be created and maintained.  Changes made to the processes or control procedures will be updated in the PCM and a document revision history will be maintained.

5 Ongoing Self Assessment

Throughout the year, businesses must perform Risk and Control Self Assessments (RCSA) review as part of their normal operating procedures and, where appropriate, must record a Corrective Action Plan (CAP) for any gaps between the PCM and the evidence sampling of the process. 

CTI will make use of automated tools to enhance the Incident and Problem management process where available and cost effective. 

APPENDIX A

OWNERSHIP AND REVISION HISTORY

It is the responsibility of the document owner(s) to maintain and update this document. Affected businesses are to be notified of changes immediately. Questions or suggestions for improvement should be submitted to the document owner.

Name: Venkat Narayanan

Department: CTI Process Owner for Incident and Problem Management

Email: venkat.narayanan@citigroup.com 
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1. Purpose

The purpose of this document is to establish a consistent process for Incident Handling across the various CTI organizations worldwide. This document defines the activities, workflow, roles and responsibilities as well as other key process attributes required for conformance with this standard. The process has been designed for maximum effectiveness, efficiency and control.

2. Scope

This process applies to all CTI organizations globally. It is part of the Service Support Process Area in the Process Architecture Model. The process covers handling for all incidents in CTI, as per the Definition of Terms section.


3. Normative References (applicable Policies, Regulations and Laws): 

		Name

		Description

		Policy Source

		Process Impact



		CITMP Level 1

		CITMP Level 1 provides a high level set of policies that all Citigroup technology groups must adhere to.

		http://www.citigroup.net/citmp/

		This process standard must adhere to the "Problem Management" section.





4. Definition of Terms: 

		Term

		Definition



		Incident

		Any event that is not part of the standard operation of a service and that causes, or may cause, an interruption to, or a reduction in, the quality of service.



		Incident Diagnosis

		An incident diagnosis is a determination of the nature of an incident, including which Configuration Items were affected and how they went wrong.  Enough detail is required to support a resolution plan.



		Incident Impact

		Incident Impact is a measure of the business criticality and scale of an incident. Impact is calculated based on the answers to a questionnaire in Severity Level Assessment Matrix (see Appendix-A). There are three possible impacts: High, Medium and Low.



		Incident Status

		The incident status indicates progress of the incident through the lifecycle. Possible values are:


· Recorded

· Accepted

· Scheduled

· Diagnosed

· Resolved

· Closed.



		Incident Urgency

		Incident Urgency is a measure of how quickly the incident must be resolved, for example if there are deadlines coming up. Urgency is calculated based on the answers to a questionnaire in Severity Level Assessment Matrix. There are three possible urgencies: High, Medium and Low.



		Known Workaround

		A known workaround is an identified means of resolving incidents of a particular type, which can be looked up as required. Known workarounds resolve the incident but not its underlying root cause.



		Severity

		Severity is a measure of the amount of resources and escalations that must be put into resolving an incident. 

There are three possible values - Severity 1, 2, and 3, with Severity 1 being the most severe. A subset of Severity 1 incidents are dealt with as Crises. The Severity Level Assessment Matrix uses a two dimensional impact and urgency factors to determine the severity of an incident.





5. Process Overview

5.1. Description

Incident Handling is the standard Incident Management process for dealing with normal service disruptions and resolving them as quickly as possible. Depending on the incident impact and urgency, this process may trigger Incident Escalation. Change Management may also be triggered to resolve the incident.

5.2. Process Objectives

The goal of incident management is to restore normal service operation as quickly as possible and minimize the adverse impact on business operations, thus ensuring that the best possible levels of service quality and availability are maintained.

5.3. Customer Requirements

CTI Customers have the following requirements of Incident Handling:


· Response times and restoration times

· Good feedback opportunities during incident handling and post incident

· Timely incident escalations 

· Single / simple interface to CTI

· Consistency across CTI process, tools, services, roles

· Standard and custom metrics

· Appropriate severity classification of incidents using the two dimensional impact and urgency factors.

5.4. Process Owner

The global process owner for Incident Management (Venkat Narayanan) is responsible for ongoing updates to this process document. Regional process owners for Incident Management in various Regions and Global Operations are responsible for compliance with this process document.

6. Roles Required

		Name

		Description

		Required Skills



		User

		The user could be any Citigroup employee that discovers a technology incident. It could also be a customer contact center inside Citigroup that is reporting an incident on behalf of an external customer.

		Ability to report incidents accurately and via correct means.



		Initial support

		Initial support consists of multiple teams across CTI who pick up incident queues for their areas of expertise.


· They are usually aligned by geography, by customer and / or by service.


· In some cases, second or third line support teams can act as "Initial Support" if they spot an incident and resolve it themselves.

		· Interpersonal skills.


· Ability to work in shifts.


· Good command on spoken and written English and/or local language.


· Ability to articulate incidents (e.g. what happened, how it happened etc.).


· Ability to resolve simple incident.


· Ability to escalate to senior management based on pre-defined criteria.



		Incident Manager

		The Incident Manager is part of a 24x7 support team with responsibility to:


· Take control of Severity 1 and some Severity 2 incidents and drive them to closure.


· Drive technical and management escalations according to this process and experience.


· Send out appropriate notifications using standard CTI systems.


· Control all incidents, across technology and business lines.


· Resolve functional escalation issues where no team readily accepts responsibility.


· Regularly produce and analyze the Incident Handling metrics, and use them to resolve process, people or technology issues with Incident Management.


· Hand over to Problem Management when root cause analysis is required.

		· Ability to take control of live incidents.


· Some technical experience.


· Strong knowledge of CTI organization, its partners and customers.

· Strong communications and influencing skills, including to senior managers and customers.



		Next level support

		The Next level support role is responsible for expert investigation and diagnosis of an incident.

		· The role has strong knowledge of a particular area of technology and its use in Citigroup.

· Good technical analysis skills.



		Engineering Support

		The Engineering Support role is responsible for designing technology products and may be involved in the Incident Handling process if support groups cannot resolve an incident, for example by providing Known Errors.


Engineering Support could be application developers, hardware engineers or owners of other technical products.

		Strong technical design skills and knowledge of the configuration and design of a technical product.





7. Process Flowchart
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8. Activity Details (Procedures)

		Name

		Tasks Involved

		Deliverables

		Target Duration



		Log details

		The User creates a new Incident Ticket and completes the required fields. This can be done by an end user, or on behalf of that user by a service desk.

		Completed Incident Ticket

		



		Filter out non-Incidents

		Re-assign to Service Request, Change, or other appropriate process if necessary.
Otherwise, update ticket status to "accepted"

		Incident passed to other processes if appropriate.

		5 mins



		Validate

		· Check if incident ticket data and data quality are sufficient.


· Go back to user and ask for more details as appropriate to complete ticket.

		Incident Ticket with appropriate data quality

		5 mins



		Assess urgency and impact

		Complete urgency, impact and severity fields by filling out the Severity Level Assessment Matrix. Determine the Configuration Items, customers and services impacted by the incident. For all Severity 1s and Severity 2s with either High Impact and Low Urgency or Low Impact and High Urgency, the Incident must be escalated. Otherwise, it should not be escalated.

		Completed Severity Questionnaire

		2 mins



		Match with Problem / Know Error (KE)

		· Check for related Problems and Known Errors that may have caused this Incident.


· If found, link incident to relevant Problem / Known Error and update Problem with new details if appropriate.


· If not found and this is a recurring incident, add a new Problem ticket and link the incident ticket to it.

		Link Incident Ticket to Problem / KE database.

		2 mins



		Incident Escalation and Notification

		Incident Escalation and Notification is the process for escalating through to higher levels of management to ensure appropriate handling of the incident, and to ensure the impact of the incident is reduced.

		Completed Incident Escalation and Notification process.

		N/A



		Initial Support

		· Execute known workaround, or provide resolution method to user if one is found.


· If downtime was scheduled, inform user.


· Update ticket with initial support details, and change its status to scheduled or diagnosed.

		

		



		Resolve escalation issues

		The Incident Manager gets involved if there are issues assigning the incident to a support team to resolve. In this situation, the Incident Manager will select the appropriate support group responsible for technical resolution of the incident.

		Support group assigned for technical resolution of the incident.

		10 mins



		Investigate and Diagnose

		· Review Incident Impact and Urgency.


· Escalate any issues regarding incident ownership to the Incident Manager.


· Update incident ticket with who is currently investigating the incident and about latest progress.


· Possibly call user to get more details.


· Review Known Errors Data Base (KEDB) again to see if previous problem already reported.


· Work to diagnose incident.

		Diagnosis of incident, sufficient to attain resolution.

		



		Verify, Update ticket details

		· Verify that incident has been fixed by checking symptoms.


· Update incident ticket status to "resolved".


· Add details of fix to incident ticket.

		· Technical resolution verified.


· Incident ticket updated.

		



		Provide diagnosis

		· Identify the configuration items at fault; how they were at fault, to a sufficient level of detail to assess resolution options.


· This will often be supported by a database of product known errors or bugs.

		Diagnosis provided for incident

		



		Assess resolution options

		Based on the Incident Diagnosis, a recovery plan is developed:


· Select whether a temporary fix or a permanent fix can be applied.


· Select whether a Request for Change (RFC) is required and if so, whether it should be an emergency change.


· Revise Incident Ticket details to set status to "diagnosed" and reflect latest information.


The options selected will depend on business availability hours, urgency, time required, impact, etc.

		

		



		Execute temporary fix

		A temporary fix is executed, depending on the resolution options selected.

		Temporary fix completed

		



		Raise RFC for permanent fix

		An RFC is raised to the Change Management team to resolve the incident.

		RFC logged with Change Management team.

		



		Change Management

		Change management ensures that the CTI organization uses standard methods and procedures for handling all environment changes in order to minimize the impact of change-related problems on service quality. This process logs all requests for change to the enterprise environment, assesses the impact of these changes, prioritizes change requests, authorizes changes, schedules resources, and assesses the success of all changes to the CTI environment. The process involves identifying Configuration Item (CI) attributes, CI status, and their relationships, storing the information in the Configuration Management Database (CMDB), and updating the CMDB appropriately at each Change.

		Completed Change Management process.

		



		Post Resolution Review

		During this step, the success of the incident handling is decided. This will take place for all Sev 1s, and a sample of Sev 2s (~ 25%) and Sev 3s (~10%). The review will include a Data Quality check, and a process compliance check. It may also include sending a survey to the customer to understand their satisfaction with how the incident was handled, and understanding lessons learned.

		Completed Post Resolution Review document.

		



		Verify Resolution

		The user checks all the original symptoms of the incident and verifies that they have been resolved. If the user has not done this after 7 days, the Incident can be set to Closed automatically.

		User confirmation that the incident symptoms have completely disappeared (or not).

		7 days





9. Inputs / Outputs 

		Name

		Description

		Customer

		Supplier

		Acceptance Criteria



		Closed Incident Ticket

		The closed incident ticket is the basic incident ticket, enhanced with a record of validation from the user that the incident has been closed.

		Incident Management teams

		User

		Must be validated by the user, or left for 7 days.



		CMDB

		The CMDB (Configuration Management Database) contains details of all Configuration Items in the environment, and their relationships to each other.

		Many groups through Citigroup

		Configuration Manager

		Contains enough details to reliably:


· Identify incident and change impact.


· Quantify asset volumes.

· Support accounting process.



		Diagnosed Incident Ticket

		The Diagnosed Incident Ticket is the basic incident ticket, enhanced with details on the diagnosis achieved.

		Next line support

		Next level support

		Sufficient detail in Incident Diagnosis to support resolution later.



		Incident Ticket

		The Incident Ticket contains all details on the incident and is continually updated with the latest incident details.

		Many groups use the Incident Ticket, including support groups, incident managers, and users.

		

		Must contain:

· Unique ID 

· Client Information

· Incident Category

· Incident Description

· Time and Date

· Ticket Creator and their contact details

· Location

· Service Affected

· CIs affected

May contain:

· Group Assigned



		KEDB

		The KEDB contains the set of Problems and Known Errors in the Citigroup environment, plus known workarounds for them.

		Initial Support

		Problem Management

		The KEDB must contain sufficient detail to be useful as a tool to support the Initial Support groups in quickly resolving incidents. Each Region / Global Function may establish KEDB in a form that’s most suitable to the regional requirements including Excel spreadsheets, online databases, historical incident tickets etc. Each Region / Global Function may also define the scope for KEDB.



		Resolved Incident Ticket

		The Resolved Incident Ticket is the standard incident ticket, enhanced with information to cover what steps were taken to resolve it.

		Incident Manager

		Next level support or Initial Support

		Must contain enough resolution details to support later teams in resolving similar incidents.



		Severity Questionnaire

		The severity questionnaire contains a simple set of questions sufficient to quickly determine the impact, urgency and severity of any incident.

		Initial Support

		Incident Management Process Owner

		Enough detail to determine incident impact, urgency and severity.





10. Events: 

		Name

		Description

		Trigger



		External Customer

		An external customer contacts a Citigroup customer contact center to inform them that services are affected.

		Contact from external customer



		Incident closed

		The Incident Management process is closed once the Post Resolution Review has been finished.

		The Incident Closure event is triggered by successful completion of the Post Resolution Review step.



		Incident Discovered: Support

		This could be via an automated monitoring tool, e.g. Tivoli, or else via manual checks by support groups on service status.

		An incident is discovered by a technology support group.



		Incident Discovered: User

		An incident is discovered by a user in the Citigroup technology environment.

		Either manual recognition, or an alert from an automatic monitoring tool





11. Metrics: 


The following metrics can be optionally captured and reported as and when required. Targets for these metrics will be added in the next major release of the process standard after metrics have been collected and baseline established.

		Name

		Type

		Formula

		Data Collection

		Target Value



		Customer Satisfaction

		Process Effectiveness

		Customer Satisfaction Survey response data.

		Incident Managers produce a monthly report on Incident Management satisfaction from customers, and send to regional management teams, and regional and global process owners.

		



		First level resolution

		

		Percent of incidents that are fixed by first level support.

		Regional and functional management, plus regional and global process owners review the report monthly, which feeds in to effectiveness and staffing levels of resolver groups.

		



		Incident Handling Data Quality

		Effectiveness

		Percent of Incidents that pass the Incident Handling Data Quality Review, and Percent of Incidents Sampled.

		Incident Manager reviews and communicates monthly. Report used for training and education purposes. Audience is Incident Management teams and Global and Regional Process Owners.

		



		Incident Timeline Metrics

		Efficiency

		Time to detect
Time to respond
Time to repair
Time to restore
Time to close
Ageing tickets

		Incident Managers collect and review this data monthly, to help identify staffing and prioritization decisions. The audience is functional and regional management, global and regional process owners, and Problem and Availability Managers.

		



		Incident Volume

		Effectiveness

		Number of incidents, Severity, duration, FTE per resolver group, per service, per customer.

		Incident Manager collates and sends to CTI senior managers, Global and Regional Process Owners, Incident Management teams, and Customers. Report used for productivity and staffing decisions, also feeds other processes (e.g. Availability Management).

		





12. Applications: 

		Name

		Description



		Virtual Incident

		Virtual Incident is the trouble ticketing system within Virtual Suite of tools.



		One Info

		One Info is used by North America and EMEA Mainframe Data Centers as Change and Incident Management tools.



		Action Request System (ARS)

		ARS is used by Mexico Banamex as an integrated toolset to manage various processes including Incident Management.





13. Appendix – A:
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			Severity Level Assessment Matrix - 2D - Impact & Urgency


			Instructions


			Please keep this matrix readily available for reference when incidents occur.  This matrix is a reference document and not a form that must be completed.  Please note that this matrix does not replace sound professional judgement.  For example, if an incident does not appear to be covered, severity levels should be assigned on the side of caution (i.e., higher rather than lower).


			Step 1 - Assess Incident Impact


			Impact is the effect that an incident has on the users of the IT service or their organization.  Read the questions down the left side of the matrix.  Then read across and check those answers that most closely apply to the incident.  After reading all of the questions, note the highest check mark as the Impact for the incident.


			Question			High			Medium			Low			None


			What is the impact on external customer touchpoints?

Customer Definition - Individuals or businesses external to Citigroup to whom Citigroup provides services

Touchpoint Examples: Applications, Services, ATM's, kiosks, branches			Customers cannot use a touchpoint and there is no close-by alternative.

Examples: inaccessible Citigroup portals, inaccessible online banking or trading services, multiple ATM's out in an area

OR

Customers experience slow touch point response.

Examples: slow Statements on Line, slow Citibank on Line, delays in call center services			Customers cannot use a touchpoint but there are close-by alternatives.

OR

Customers intermittently cannot use a touchpoint.

OR

Customers had to use an alternative touchpoint and failover was not seamless.			Customers have to use an alternative touchpoint and failover was seamless.


			What is impact on facilities?

Strategic Facilities Examples: data center; trading floor; network operations center; call center; major branches (consumer, private bank or private client), etc.			Cannot use a strategic facility.

OR

Cannot use a smaller branch and there is no close-by alternative.			Cannot use part of a strategic facility but mission-critical activities can occur.

OR

Cannot fully staff a strategic facility but essential staff have access.

OR

Restrictions exist on when staff can enter or leave a strategic facility.			Cannot use a smaller branch but there is a close-by alternative.


			What is the impact on internally-used applications / services?


Note - Obtain information about mission-critical and non-mission critical application or service from the SLA's for the impacted businesses or during the course of incident handling			Internal users cannot use a mission-critical application or service.

Examples: major internal application outage, mail server outage, major site PBX outage, gateway outages, file/print server outages, Internet inaccessibility, International Direct Dialing disruption.

OR

Degrades in an application or service visibly impacts the quality of service internal users provide to customers			Internal users intermittently cannot use a mission-critical application or service.

OR

Internal users have slow response on a mission-critical application or service.

OR

Internal users had to use a backup to a mission-critical application or service and failover was not seamless.

OR

More than 5 internal users cannot use a non-mission-critical application or service			Internal users intermittently cannot use a non-mission critical application or service.

OR

Internal users have slow response on a non-mission critical application or service.

OR

Internal users had to use a backup to a mission-critical application or service and failover was seamless.

OR

1-5 internal users cannot use a non-mission critical application or service


			What impact is there on information security?			It is a major and/or broad-based external attack on Citigroup technology

Examples: significant virus outbreak, major worm outbreak

OR

It results in an enterprise-risk SIRT

OR

It is a firewall-caused Business-to-Business (B2B) link service outage			It results in a less than enterprise-risk SIRT


			What impact is there on Citigroup reputation?			There is a high probability of significant damage to Citigroup's reputation


			Step 2 - Assess Incident Resolution Urgency


			Urgency is a measure of the effect of the incident on business deadlines.  It reflects the time available for restoral before the impact is felt or worsens significantly for the business.  Read the question on the left side of the matrix.  Then read across and check the answers that most closely apply to the incident.  The highest check mark is the Urgency for the incident.


			Question			High			Medium			Low			None


			Is it business hours?

Business Hours Examples: normal office hours, advertised branch hours, 24x7 for ATM's, 24x7 for Online Banking, etc.

Note: Obtain information about business hours and peak periods either from the SLA's for the impacted businesses or during the course of incident handling.			It is business hours and a peak transaction period as defined by the impacted business(es)			It is business hours but not a peak transaction period as defined by the impacted business(es)			It is non-business hours as defined by the impacted business(es)

OR

For 24x7 operations, it is during a period of very low transactions as defined by the impacted business(es).


			Is there an upcoming critical event that will be impacted by the unresolved incident?

Crtitical Event Examples: trade opening, trade closing, critical financial handoff, critical regulatory handoff, end-of-month processing, end-of-quarter processing, etc.			There is less than 2-hours before a time-sensitive, critical event is scheduled			There are 2-4 hours before a time-sensitive, critical event is scheduled			There are more than 4 hours before a time-sensitive, critical event is scheduled


			What is the agreed availability target for the impacted application or service?

High Availability - A "high availability" application or service is one where no unscheduled outage is tolerated.  These services are normally fully redundant with hot backup ready.			Agreed availability targets are "high-availablity" targets and full redundancy is not operational.			Agreed availability targets are not "high-availablity" but more than "best effort".			Availability targets are "best effort".


			Step 3 - Calculate Severity Level


			Go across the matrix below with the value for the Impact (from Step 1) and then go down the matrix with the value for Urgency (from Step 2) to find the Severity Level at the intersection,


			Impact			High			Medium			Low


			Urgency


			High			1			1			2


			Medium			1			2			3


			Low			2			3			3


			Note: Those circled will be managed by Incident Management Team.
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1. Purpose

The purpose of this document is to establish a consistent process for Incident Escalations across the various CTI organizations worldwide. This document defines the activities, workflow, roles and responsibilities as well as other key process attributes required for conformance with this standard. The process has been designed for maximum effectiveness, efficiency and control.

2. Scope

The scope of the Incident Escalation process covers the following:

(a) Crisis situations arising out of technical and non-technical incidents e.g. hardware center power failures, data center flooding, extended outage of critical infrastructure etc.;
(b) Severity 1 incidents;
(c) A subset of severity 2 incidents that are handled by Incident Management team;


(d) Any other technical / non-technical incidents subject to discretion by Region/Global Function Head.

The process covers only the escalations and notifications; other Incident Management activities are handled by the Incident Handling sub-process.


3. Normative References (applicable Policies, Regulations and Laws): 

		Name

		Description

		Policy Source

		Process Impact



		CITMP Level 1

		CITMP Level 1 provides a high level set of policies that all Citigroup technology groups must adhere to.

		http://www.citigroup.net/citmp/

		



		Severity Level Assessment Matrix

		This matrix uses a questionnaire that determines severity of an incident using Impact and Urgency factors.

		See Appendix A

		





4. Definition of Terms: 

		Term

		Definition



		Crisis

		A crisis incident is any incident, natural or manmade, that has or threatens to have significant impact on Citigroup's ability to continue business operations for any period of time.


A severity 1 incident will be labeled as crisis incident when deemed so by Global Technology Head (GTH), GTH Direct Reports and/or a designated CTI Senior Manager in conjunction with respective business heads where appropriate.






		Escalation

		The means by which a person or group contacts another person or group with the intention of having them take particular action in helping to resolve the incident or make a required decision. An escalation can be done in many forms but verbal escalations will be required for crisis and severity 1 incidents.



Examples of escalations would be: 


· A Command Center troubleshooting an incident realizes that a server is not responding to any login attempts. They escalate to the server support team for further troubleshooting and resolution. 


· An earthquake destroys a main office location and a decision needs to be made to invoke COB. An escalation is made to the TI Region Head to make a go no-go decision on invoking COB or not.






		Notification

		The means by which a person or group contacts another person or groups of people with the intention of informing them of a particular incident and or status. Notifications are for information purposes only and may initiate or assist in someone making a decision but in general do not require the immediate attention of the individuals or groups of individuals receiving them. Certain individuals or events may require verbal notification but in most cases email, SMS, beeper or other notifications would be acceptable. 


Examples of notifications would be:


· A Command Center troubleshooting the same server incident mentioned in the example above realizes there are dependencies on a particular application belonging to a business. A notification is sent to the support staff (Helpdesk, business support team) business representatives, client managers etc with details of the outage including impact, time and ETA to name a few. Notification's are then resent at pre-arranged times or when significant improvements or changes are made in the incident resolution. 

· An earthquake a main office location, notification is sent to CTI Global Head and other CTI Senior Managers as well as COB management outside the impacted region. All parties involved may then decide, based on this information, to inform other parties and in some cases escalate for some decisions on actions to take. 







5. Process Overview


5.1. Description

The Incident Escalation process defines the steps to be taken to perform escalations and notifications on crisis and severity 1 incidents plus a subset of severity 2 incidents as determined by the Severity Level Assessment Matrix. Further, the process establishes the minimum requirement for all CTI organizations to comply with. In addition to this minimum requirement, CTI organizations may add additional requirements depending on their specific requirements. The process incorporates the roles and responsibilities of various parties involved such as Business Continuity coordinator, Client Managers, CTI Region / Function Heads all the way up to CTI Global Technology Head.

5.2. Process Objectives

The objective of the Incident Escalation process is to ensure escalations and notifications to appropriate Business and CTI Management happens so that decisions could be made to minimize the impact of an incident. Further, a structured process helps to ensure smooth flow of information between various parties involved.

5.3. Customer Requirements

In case of crisis situations, CTI Global Technology Head must be escalated or notified within 30 minutes. In case of severity 1 incidents, subject to discretion by Region / Global Function Head, CTI Global Technology Head must be escalated or notified within 90 minutes. In case of severity 2 incidents, there is no need to escalate or notify CTI Global Technology Head unless absolutely required.


5.4. Process Owner

The global process owner for Incident Management (Venkat Narayanan) is responsible for ongoing updates to this process document. Regional process owners for Incident Management in various Regions and Global Operations are responsible for compliance with this process document.

6. Roles Required

		Name

		Description

		Required Skills



		GTH

		This role has the responsibility to escalate/notify appropriate Citigroup Executive Management where required. 

		-



		Region / Global Function Head

		The CTI Region/Function Head is a direct report of the CTI Global Technology Head and manages a Region or a Global Function. The Region/Function Head will be involved in actively managing crises, and maintaining relationships with senior regional business heads.



GTH must be escalated/notified within 30 minutes of crisis incident happening or within 90 minutes of severity 1 incident happening. The Region/Function Head is expected to use discretion when it comes to escalation of severity 1 incidents. In case of severity 2 incidents, there is no need to escalate or notify CTI Global Technology Head unless absolutely required.

		-



		Designated Senior Manager

		This role can be performed by a Senior Manager (SVP and above) in a CTI organization. This could be Command Center Manager or a designated Operations Manager.



Designated Senior Managers are responsible for escalating/notifying the CTI Region/Function Head within 20 minutes of crisis incident happening or within 60 minutes of severity 1 incident happening. If a decision is made to escalate severity 2 incidents, the escalation must be done within 90 minutes.

		-



		Client Manager / BASM

		This is an existing role within CTI, which is responsible for building and maintaining relationships between CTI and their clients using the Adaptive Business Alignment Matrix. Client Managers/BASMs are responsible for escalating/notifying their clients within 20 minutes of crisis incident happening or within 60 minutes of severity 1 incident happening. They are also responsible for providing any client feedback to appropriate CTI Management. If a decision is made to escalate severity 2 incidents, the escalation must be done within 90 minutes.

		-



		BISO / CTAC

		The Business Information Security Officer (BISO) or Citigroup Threat Assessment Center directly are responsible for coordinating the response to an incident that breaches Information Security policies, for example a virus or hacking. If Incidents have Information Security impact, the SIRT process should be invoked.

CTAC should be contacted for all SIRTs where the BISO is unavailable, where the SIRT Investigations Director needs to be contacted immediately and is not available, or when other SIRT members are unavailable.

BISO and/or CTAC will perform necessary escalations/notifications in line with the SIRT process and procedures.

		-



		Regional BCS Coordinator

		This is an existing role, which is responsible for advising CTI staff on their Crisis Management responsibilities. This role is responsible for initiating the Crisis Management process based on the severity and extent of the incident and facilitate decision making regarding whether to invoke Business Continuity Plans.



The Regional BCS coordinator will perform necessary escalations/notifications in line with the Crisis Management processes and procedures.

		-



		Incident Manager

		The Incident Manager is part of a 24x7 support team with responsibility to:


· Take control of Severity 1 and some Severity 2 incidents and drive them to closure


· Drive technical and management escalations according to this process and experience


· Send out appropriate notifications using standard CTI systems


· Controls all incidents, across technology and business lines


· Resolving functional escalation issues where no team readily accepts responsibility


· Regularly producing and analyzing the Incident Handling metrics, and using them to resolve process, people or technology issues with Incident Management


· Hand over to Problem Management when root cause analysis is required.

		· Ability to take control of live incidents


· Some technical experience


· Strong knowledge of CTI organization, its partners and customers


· Strong communications and influencing skills, including to senior managers and customers



		Initial support

		Initial support consists of multiple teams across CTI who pick up incident queues for their areas of expertise.


· They are usually aligned by geography, by customer and / or by service.


· In some cases, second or third line support teams can act as "Initial Support" if they spot an incident and resolve it themselves.

		· Interpersonal skills


· Ability to work in shifts


· Good command on spoken and written English and/or local language


· Ability to articulate incidents (e.g. what happened, how it happened etc.)


· Ability to resolve simple incident


· Ability to escalate to senior management based on pre-defined criteria





7. Process Flowchart
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8. Activity Details (Procedures)

		Name

		Tasks Involved

		Deliverables

		Target Duration

		Target Work Effort



		Check, Notify Executive Mgmt

		· Check incident details


· Work to ensure incident impact is minimized

· If appropriate, notify CO&T Head and / or appropriate Business Executive Management.

		Appropriate notifications completed.

		-

		-



		Check, Notify GTH, BCS & Regional Clients

		· Check incident details


· Work to ensure incident impact is minimized


· If appropriate, notify GTH, Crisis Management teams and / or regional Business Executive Management.

		Appropriate notifications completed.

		Since Incident Identified: 30 mins for Crises, 90 mins for Sev 1, 90 mins for Sev 2 identified for escalations

		90



		Check, Escalate to Region Head

		· Check incident details


· Work to ensure incident impact is minimized


· If appropriate, notify CTI Region Head, senior technology managers and / or regional Business Senior Managers.

		Escalation to Region / Function Head completed.

		20 mins for a Crisis, 60 mins for a Sev 1 incident, 60 mins for Sev 2 identified for escalations

		60



		Check, Notify Clients

		· Check incident details


· Work to ensure incident impact is minimized


· Ensure appropriate Clients are notified


· Confirm which clients have been notified when to Incident Manager.

		Notification and subsequent updates provided to clients.

		20 mins for a Crisis, 60 mins for a Sev 1 incident, 60 mins for Sev 2 identified for escalations

		60



		Check, Invoke SIRT, Feedback

		· Check incident details

· If appropriate, invoke the Security incident Response Team process.

		Invocation of SIRT process where required.

		

		



		Check, Escalate to Regional CMT

		· Check incident details


· If appropriate, invoke the local Crisis Management process


· Provide advice to incident team on when and how to invoke Business Continuity plans.

		Invocation of Crisis Management plans where required.

		

		



		Escalate to Senior Manager

		Depending on the nature and timelines of the incident, escalate to the Designated Senior Manager.

		Escalation to designated Senior Manager is completed and logged with date / time.

		5 minutes / incident

		5



		Escalate to Client Manager/ BASM

		Notify appropriate Client Managers depending on who is impacted by the incident. Request positive confirmation that the Clients have been contacted.

		Escalation to appropriate Client Managers is completed and logged with date / time.

		5 minutes / incident

		5



		Assess Escalation Path

		Based on impact and urgency, assess which managers through Citigroup should be escalated to, and when they should be informed.

		List of contact names for escalation.

		5 mins

		



		Escalate to SIRT

		When the incident is of Information Security in nature, an escalation to the Security Incident Response team must take place.

		Escalation to BISO / CTAC is completed and logged with date / time.

		5 mins

		5



		Escalate to BCS Coordinator

		If the Incident Manager determines that the Incident is a Crisis, then the regional BCS coordinator must be escalated to. If there is a question regarding whether / when to invoke COB plans, then escalate to the regional BCS coordinator for advice.

		Escalation to Regional BCS coordinator is completed and logged with date / time.

		5 mins

		5



		Escalate to Other Regions

		Escalate to other Regions' Incident Managers only if they are impacted by the incident.

		Escalation to other Regions' Incident Managers is completed and logged with date / time.

		5 minutes / incident

		5



		Drive Resolution & Updates

		Coordinate and drive towards incident closure. Provide ongoing updates throughout the life cycle of the incident.

		Incident Closure.

		Varies depending on Incident

		



		Open Incident call

		Open conference calls for resolvers to facilitate incident resolution as well as for clients to provide updates. Once the conference calls are established, invite relevant participants and publish the conference call numbers.

		Opened conference calls and invited appropriate resolvers and clients. 

		5 mins for Crisis, 10 mins for a Sev 1/Sev 2

		10



		Verify, Notify, Close Escalation

		Verify and validate that the incident has been resolved. Close conference calls after providing updates on incident closure. Close trouble tickets if required.

		Closed conference calls. Closed trouble tickets.

		10 minutes / incident

		10



		Update ticket, notify staff

		· Update ticket with latest management and technical information


· Update latest status, impact and urgency


· Send notifications out to subscribers, or amend existing notifications.

		Incident Notification is sent out

		5 mins per notification

		



		Assign incident manager

		Contact an incident manager, send them incident details, and ask them to manage the incident escalation process.

		Incident Manager is assigned.

		2 mins

		





9. Inputs / Outputs 

		Name

		Description

		Customer

		Supplier

		Acceptance Criteria



		Incident Escalation Contact Details

		Escalation and notification lists must include, where applicable, alternative means of contacting business and support staff and their management, including work phone numbers, email address and pager number.  It must cover all hours and days of the week depending on the support model involved.  If the list is for "off hours" support, it may need to include a home or cell phone number.

Contact details for each role in the Incident Escalation process must be documented in each region. In addition, contact details for regional Incident Managers should be listed, for use in the "Escalate to other Regions" activity.

		Incident Manager

		Each CTI and business organization

		The process for keeping notification and escalation lists accurate and up to date must be documented in each PCM. Centralized support groups (e.g. Helpdesks/Service Center, Network Ops, TP21, Data Center, etc) are required to request updates from resolvers at least quarterly. 
When an organization changes, it must communicate those staff changes to all the groups who act as act as central notification points for related problems supported by that organization. That communication will include: deletions, additions and details relating to how to contact the new members and under what conditions.



		Incident Notification

		The Incident Notification is a report that contains the latest information on the incident and its progress towards resolution. 

		The Incident Notification is sent to staff across Citigroup based on a self-service subscription ("pull") model. For example, Staff can subscribe to receive all notifications for Asia-Pac Sev 1 incidents for the GCB.

		Initial Support

		Incident Notification must be checked for quality by the Incident Manager prior to sending.





10. Events: 

		Name

		Description

		Trigger

		Event Type



		Escalation Path Start

		Based on rules identified in the "Determine Escalation Path" activity, various roles can be contacted.

		Completion of the "Determine Escalation Path" activity.

		Multiple



		Escalation Path End

		All initial escalation steps have been completed.

		Completion of initial escalation steps.

		Multiple



		End Escalation

		Once the incident call has been closed, the escalation process is complete.

		The incident call being closed

		Terminate



		Incident Identified

		An incident is identified (either manually or through automated discovery tools) that is initially classified as a Crisis, or Severity 1 or 2.

		Incident is identified with Severities 1 or 2.

		





11. Metrics: 


The following metrics can be optionally captured and reported as and when required.

		Name

		Type

		Formula

		Data Collection

		Target Value



		Clients Notified

		Effectiveness

		A report of which clients were notified at which times per incident.

		The data is collected by Client Managers or BASMs during the incident, and requires positive confirmation from them that the client has been notified. It is collated and the report generated on a monthly basis by the incident manager. Names of individuals are not required, only names of clients.

		



		Incident Escalation Timelines

		Effectiveness


		Timelines per incident for:


· Senior Management Escalation


· Client Manager / BASM Escalation


· BCS Coordinator Escalation


· SIRT escalation


· Other region escalation.

		The Incident Manager is responsible for ensuring the data is tracked and logged for each incident. They also produce the report every monthly. Data will often be physically typed in by the Initial Support role. Data is used to train and educate staff and to ensure timely escalations take place.

		





12. Applications: 

		Name

		Description



		EMS

		EMS enables Incident Escalation by storing information about each incident, which is regularly updated and published to subscribers. 





13. Appendix – A:
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			Severity Level Assessment Matrix - 2D - Impact & Urgency


			Instructions


			Please keep this matrix readily available for reference when incidents occur.  This matrix is a reference document and not a form that must be completed.  Please note that this matrix does not replace sound professional judgement.  For example, if an incident does not appear to be covered, severity levels should be assigned on the side of caution (i.e., higher rather than lower).


			Step 1 - Assess Incident Impact


			Impact is the effect that an incident has on the users of the IT service or their organization.  Read the questions down the left side of the matrix.  Then read across and check those answers that most closely apply to the incident.  After reading all of the questions, note the highest check mark as the Impact for the incident.


			Question			High			Medium			Low			None


			What is the impact on external customer touchpoints?

Customer Definition - Individuals or businesses external to Citigroup to whom Citigroup provides services

Touchpoint Examples: Applications, Services, ATM's, kiosks, branches			Customers cannot use a touchpoint and there is no close-by alternative.

Examples: inaccessible Citigroup portals, inaccessible online banking or trading services, multiple ATM's out in an area

OR

Customers experience slow touch point response.

Examples: slow Statements on Line, slow Citibank on Line, delays in call center services			Customers cannot use a touchpoint but there are close-by alternatives.

OR

Customers intermittently cannot use a touchpoint.

OR

Customers had to use an alternative touchpoint and failover was not seamless.			Customers have to use an alternative touchpoint and failover was seamless.


			What is impact on facilities?

Strategic Facilities Examples: data center; trading floor; network operations center; call center; major branches (consumer, private bank or private client), etc.			Cannot use a strategic facility.

OR

Cannot use a smaller branch and there is no close-by alternative.			Cannot use part of a strategic facility but mission-critical activities can occur.

OR

Cannot fully staff a strategic facility but essential staff have access.

OR

Restrictions exist on when staff can enter or leave a strategic facility.			Cannot use a smaller branch but there is a close-by alternative.


			What is the impact on internally-used applications / services?


Note - Obtain information about mission-critical and non-mission critical application or service from the SLA's for the impacted businesses or during the course of incident handling			Internal users cannot use a mission-critical application or service.

Examples: major internal application outage, mail server outage, major site PBX outage, gateway outages, file/print server outages, Internet inaccessibility, International Direct Dialing disruption.

OR

Degrades in an application or service visibly impacts the quality of service internal users provide to customers			Internal users intermittently cannot use a mission-critical application or service.

OR

Internal users have slow response on a mission-critical application or service.

OR

Internal users had to use a backup to a mission-critical application or service and failover was not seamless.

OR

More than 5 internal users cannot use a non-mission-critical application or service			Internal users intermittently cannot use a non-mission critical application or service.

OR

Internal users have slow response on a non-mission critical application or service.

OR

Internal users had to use a backup to a mission-critical application or service and failover was seamless.

OR

1-5 internal users cannot use a non-mission critical application or service


			What impact is there on information security?			It is a major and/or broad-based external attack on Citigroup technology

Examples: significant virus outbreak, major worm outbreak

OR

It results in an enterprise-risk SIRT

OR

It is a firewall-caused Business-to-Business (B2B) link service outage			It results in a less than enterprise-risk SIRT


			What impact is there on Citigroup reputation?			There is a high probability of significant damage to Citigroup's reputation


			Step 2 - Assess Incident Resolution Urgency


			Urgency is a measure of the effect of the incident on business deadlines.  It reflects the time available for restoral before the impact is felt or worsens significantly for the business.  Read the question on the left side of the matrix.  Then read across and check the answers that most closely apply to the incident.  The highest check mark is the Urgency for the incident.


			Question			High			Medium			Low			None


			Is it business hours?

Business Hours Examples: normal office hours, advertised branch hours, 24x7 for ATM's, 24x7 for Online Banking, etc.

Note: Obtain information about business hours and peak periods either from the SLA's for the impacted businesses or during the course of incident handling.			It is business hours and a peak transaction period as defined by the impacted business(es)			It is business hours but not a peak transaction period as defined by the impacted business(es)			It is non-business hours as defined by the impacted business(es)

OR

For 24x7 operations, it is during a period of very low transactions as defined by the impacted business(es).


			Is there an upcoming critical event that will be impacted by the unresolved incident?

Crtitical Event Examples: trade opening, trade closing, critical financial handoff, critical regulatory handoff, end-of-month processing, end-of-quarter processing, etc.			There is less than 2-hours before a time-sensitive, critical event is scheduled			There are 2-4 hours before a time-sensitive, critical event is scheduled			There are more than 4 hours before a time-sensitive, critical event is scheduled


			What is the agreed availability target for the impacted application or service?

High Availability - A "high availability" application or service is one where no unscheduled outage is tolerated.  These services are normally fully redundant with hot backup ready.			Agreed availability targets are "high-availablity" targets and full redundancy is not operational.			Agreed availability targets are not "high-availablity" but more than "best effort".			Availability targets are "best effort".


			Step 3 - Calculate Severity Level


			Go across the matrix below with the value for the Impact (from Step 1) and then go down the matrix with the value for Urgency (from Step 2) to find the Severity Level at the intersection,


			Impact			High			Medium			Low


			Urgency


			High			1			1			2


			Medium			1			2			3


			Low			2			3			3


			Note: Those circled will be managed by Incident Management Team.
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1. Purpose

The purpose of this document is to define severity levels for classifying incidents, consistently across CTI organizations worldwide. In addition to severity definitions, the document provides generic and domain specific examples, which can be used as guidelines when classifying incidents.


2. Scope

The severity definitions in this document apply to all incidents though a vast majority of them will be technology incidents. Non-technology incidents such as earthquakes, fires etc. will generally be classified as ‘crisis’ incidents, which form a sub-set of severity-1 incidents.


This document defines the severity levels for classifying incidents. Other incident and problem management processes describes the sub-processes for incident and problem handling.


Compliance to this document is mandatory for all CTI organizations except when local regulatory and/or written agreements with businesses (i.e., Service Level Agreements or SLAs) dictate how a particular incident must be classified.


3. Normative References (applicable Policies, Regulations and Laws): 

The following documents are necessary to fully implement the Severity Definitions described in this document:


		Name

		Description

		Policy Source

		Process Impact



		Citigroup Information Technology Management Policy (CITMP)

		The Citigroup Information Technology Management Policy is the corporate-wide policy, which needs to be complied with by all technology organizations within Citigroup.

		Citigroup Information Technology Management Policy at:


http://www.citigroup.net/citmp/citmp_policy.doc 

		Escalation and Notification will be based on the severity-based, systematic escalation and reporting of information about a problem and its impact to the appropriate parties, including Continuity of Business/Disaster Recovery offices.  



		CTI Incident Handling Process Standard

		This document establishes a consistent process for Incident Handling across the various CTI organizations worldwide.

		CTI Level 2 Standard on Problem Management: 


http://www.citigroup.net/ti/compliance/docs/citmp/level2/Problem_Management.doc 

		Consistent handling process across CTI incidents.



		CTI Incident Escalation Process Standard

		This document establishes a consistent process for Incident Escalations across the various CTI organizations worldwide.

		CTI Level 2 Standard on Problem Management: 


http://www.citigroup.net/ti/compliance/docs/citmp/level2/Problem_Management.doc 

		Consistent escalation process across CTI for crisis and Severity 1 incidents.



		Severity Level Assessment Matrix – 2D

		This matrix provides short questions that when answered help the user determine the incident impact and urgency and then relate them together to assign consistent Severity Levels.

		CTI Level 2 Standard on Problem Management: 


http://www.citigroup.net/ti/compliance/docs/citmp/level2/Problem_Management.doc 

		Consistent Severity Level assignment across CTI.





4. Definition of Terms: 

		Term

		Definition



		Business Continuity Services / COB

		Business Continuity Services (Continuity of Business) is the function that will help in executing recovery plans when there are crises.



		Crisis

		A crisis incident is any incident, natural or manmade, that has or threatens to have significant impact on Citigroup's ability to continue business operations for any period of time.


A Severity 1 incident will be labeled as crisis incident when deemed so by Global Technology Head (GTH), GTH Direct Reports and/or a designated CTI Senior Manager (see definition below) in conjunction with respective business heads where appropriate.



		EMS

		Executive Monitoring System.  A management notification tool for incidents.



		Incident

		An incident is any unplanned event that causes or may cause an interruption to or reduction in the quality of service.



		Incident Impact

		Incident impact is one of the two dimensions used in determining an incidents’ severity level.  Impact is the measure of business criticality.  It often is equal to the extent to which an incident leads to degradation of agreed service levels.  Within CTI, incident impact is assessed as either High, Medium or Low.



		Incident Urgency

		Incident urgency is one of the two dimensions used in determining an incidents’ severity level.  Urgency is about the necessary speed of solving an incident of a certain impact.  Within CTI, incident urgency is assessed as either High, Medium or Low.



		Recurring (Chronic) Incidents

		A recurring (chronic) incident is defined as any Severity 2 that has:


· 2 occurrences within a 1 – 9 day time period


· 3 occurrences within a 10 – 59 day time period


· 4 occurrences within a 60 – 180 day time period


Any incident that is defined as recurring (chronic) incident must be upgraded as a Severity 1 incident. 



		Senior Manager

		Managers up to 2 or 3-down from the CTI Global Technology Head depending on the regional requirement.



		Severity

		Severity level (also called priority) results from assessing the interaction of incident impact and urgency.   Severity sets the right level of action to be taken in incident handling.





5. Calculating Incident Severity


After assessing the Incident Impact and Incident urgency (see below for definitions and examples), the following table can be used to calculate the Incident Severity:


		Impact / Urgency

		High Urgency

		Medium Urgency

		Low Urgency



		High Impact

		Severity 1

		Severity 1

		Severity 2



		Medium Impact

		Severity 1

		Severity 2

		Severity 3



		Low Impact

		Severity 2

		Severity 3

		Severity 3





6. Incident Impact Definitions


Impact is the effect that an incident has on the users of the service or their organization.  CTI uses the following Incident Impact definitions:


		Impact Classification

		Definition



		High Impact

		· Those incidents that cause disruptions to external or internal users working on critical processes rendering them unavailable to do business, where no suitable workaround is feasible or available close-by to restore service. 


· Those incidents that cause external customer visibility or regulatory requirements causing a substantial risk to Citigroup's reputation or monetary stability.


· Those incidents that make a strategic facility unusable or a smaller facility where there are not close-by alternatives.


· Those incidents that are the result of major and/or broad-based external attack on Citigroup technology.



		Medium Impact

		· Those incidents that cause a disruption to external or internal users where an interim workaround or failover method is available to restore service. 



This workaround can include such actions as invoking COB but should not be limited to that.


· Those incidents that have minimal external customer impact and no risk to Citigroup's reputation or monetary stability where the business agree the degradation or loss of service is acceptable and non critical.


· Those incidents that cause intermittent non-availability or slow response.



		Low Impact

		· Those incidents that cause a disruption affecting a single end user or non-critical system with no impact to the customer.


· Those incidents that cause a disruption with no customer visibility and no risk to Citigroup's reputation or monetary stability.





7. Incident Urgency Definitions


Urgency is a measure of the effect of the incident on business deadlines.  It reflects the time available for service restoration before the impact is felt or worsens significantly for the business.  CTI uses the following Incident Urgency definitions:


		Urgency Classification

		Definition



		High Urgency

		· It is business hours and a peak transaction period as defined by the impacted business(es)


· There is less than 2-hours before a time-sensitive, critical event is scheduled


· Agreed availability targets are "high-availability" (i.e., no outages) targets and full redundancy is not operational.



		Medium Urgency

		· It is business hours but not a peak transaction period as defined by the impacted business(es)


· There are 2-4 hours before a time-sensitive, critical event is scheduled.


· Agreed availability targets are less than "high-availability" but more than "best effort".  Most SLA’s would have availability Service Level Objectives (SLO) that fall in this category.



		Low Urgency

		· It is non-business hours as defined by the impacted business(es)


· For 24x7 operations, it is during a period of very low transactions as defined by the impacted business(es).


· There are more than 4 hours before a time-sensitive, critical event is scheduled


· Availability targets are "best effort".  Normally, this category would only apply to services where the business has made the conscious decision not to have back-ups or readily-available technical support because of either cost constraints or low importance of the service to the business.





8. Incident Impact Examples – General 

Use the following examples for guidance only:


		Impact Classification

		Examples



		High Impact

		· Inoperable mission-critical internal applications and/or services; e.g., Trading, Wire Transfers, Citi-Service, Citi-phone, critical Back Office applications, etc.


· Physical loss of a Citigroup strategic facility and/or isolation of that facility; e.g. Data Center, Trading Floor, Network Operations Center, call center, major consumer/private banking locations, etc.


· Major or enterprise risk security incident


· Loss of a small consumer or private client branch, where there is no working redundant access, and there is no close-by alternative site


· PBX outage at a major site


· Internet external gateway outage


· Messaging gateway outage


· Slow response time on a major external customer accessed application (e.g., Statements on Line, PC Banking, etc.)


· Web proxy outage


· Major environmental event with possible affect on transport, power, access, control (e.g., hurricane, typhoon, monsoon, earthquake, etc.)


· File and print production server(s) unavailable



		Medium Impact

		· Primary access to an application is not available, however a redundant link, hardware, dial backup (DBU), or other access is present


· Network printer outage


· Intermittent connectivity issues at customer touch points


· PBX outage at a non-critical site


· Cannot fully use a strategic facility but essential staff have access

· Intermittent connectivity or slow response time on internal, mission-critical services or applications


· Any breach of an Service Level Agreement will start off at least as Severity 2 and may be upgraded depending on business impact



		Low Impact

		· Small branch and there is a close-by alternative


· SOT outage (SOT is a broker working in their house connected to a branch’s server)


· Single application/operating system issue


· Single telephone set or line outage


· Single PC or laptop outage


· Single terminal outage


· Stand alone printer outage


· Development server outage





9.  Incident Impact Examples – Domain Specific


9.1 Incident Impact Examples – Data Center


		Impact Classification

		Examples



		High

		· Complete loss of a hardware center 


· Any enterprise-risk Security Incidents / SIRT


· Critical financial or regulatory handoff time missed


· Any mission-critical system / server / application failure


· Degradation of time critical services


· External customer touch points not available

· System / server / application failure impacting online customer facing systems



		Medium

		· Major system / server / application failures where seamless fail-over exists


· Degradation of non-time critical services


· Document Management Systems; e.g., on-Demand not available



		Low

		· Single customer outage





9.2 Incident Impact Examples – Voice Operations


		Impact Classification

		Examples



		High

		· Outage of critical voice infrastructure such as PABX, IPC, Avaya, CMS, Nortel Symposium, AVR/IVR, Voice Recorder and Auto Dialer impacting service availability


· Total outage of voice infrastructure impacting Call Centers


· International Direct Dialing (IDD) is totally not available


· Virus outbreak on voice infrastructure



		Medium

		· Partial outage of critical voice infrastructure such as PABX, IPC affecting less than or equal 50% of the user population


· Loss of Intercom and/or Audio Conferencing facilities, where a business deem these as a necessity to operate



		Low

		· Partial outage of voice infrastructure (voice services are still running due to redundancy setup) with no or minor impact to users


· One of the RAID 1 hard disk broken on voice recorder with no loss of voice recording


· Non-production voice infrastructure not available with any impact to users





9.3 Incident Impact Examples – Internet Services and Security Operations


		Impact Classification

		Examples



		High

		· Any of Citigroup Internet portals are inaccessible; e.g. Citibank Online (CBOL), Citigold Online (CGOL), etc.


· All Citigroup Internet banking services cannot be logged in or accessed


· Internal users or external customers of any country cannot log in or access any one of their own country Internet Service portals


· All Internet registered internal users are not able to access Internet


· Service outages on any Business-to-Business (B2B) connections due to a firewall down


· Total Citiplex outages


· Failure of Intranet web server hosting business critical site(s)



		Medium

		· Intermittent access to any of Citigroup Internet portals


· All of Citigroup Internet banking services experience intermittent access or log in problems


· Internal users or external customers of any country have intermittent access to any one of their own country Internet Service portals


· All internal users have intermittent access to Internet


· Outage on any one site of the Citiplex infrastructure

· Failure of Intranet web server with no business critical site(s)



		Low

		· Any one firewall is down


· Any one load balancer is down


· Any one proxy is down





9.4 Incident Impact Examples – Network Operations


		Impact Classification

		Examples



		High

		· International circuits outage with no alternate access available


· Strategic facility or major branch isolation


· Both redundant router/switch down resulting in total network outage for the site


· Multiple user outages; e.g., affecting multiple floors, multiple groups, etc.


· Network problems resulting in Citiphone, online authorizations and trading service outages

· Slow response or intermittent connectivity problems to trading floor applications



		Medium

		· International circuit outage with alternate access available


· Small branch isolation


· Redundant circuit/router/switch down for a Branch/ATM site when alternate access is still available


· Network outages during business hours for a single site with no redundancy; e.g., Citifinancial branches with single link


· Redundant switch/router down with alternate access available


· Redundant module failure


· Slow response or intermittent connectivity problems to non-trading floor applications


· Failure of Automated Alert creation on EMS platform


· Isolation of ATM sites with no redundant link


· Network outage affecting five or more non-trading floor users but less than ten users



		Low

		· Redundant circuit/router/switch down for a Branch/ATM site after business hours, when alternate access is still available


· Network outage affecting less than five non-trading floor users


· Development/UAT application connectivity outage


· Network device hardware failure; e.g. fan, power supply, etc. which do not affect the network device or service impact to users


· COB site isolation which has no user impact





9.5 Incident Impact Examples – Messaging Operations


		Impact Classification

		Examples



		High

		· Mail server outage impacting users


· Public Folder unavailable


· Blackberry service unavailable


· Message delivery delays



		Medium

		· Server outage outside of business hours



		Low

		· Server hardware / service failure (NO service interruption due to redundancy setup, e.g. redundancy server) with NO user impact


· Non-production server unavailable with no user impact


· Backup failed on server and backup job can be resubmitted


· Single end user problem





9.6 Incident Impact Examples – Servers


		Impact Classification

		Examples



		High

		· Critical/high risk application server unavailable


· Critical infrastructure server/services completely unavailable


· File and print production server unavailable


· Major virus / worm attack


· Major vulnerabilities attack



		Medium

		· Slow response from system (e.g., logon, application, internet, etc.)


· Network printer access problem impact to multiple users group


· Server hardware / services failure (server functions are running on redundancy hardware)



		Low

		· Server hardware / service failure (server functions are still running due to redundancy setup) with no impact to users


· One of the RAID 5 array disk drives broken on server and replacement part is available


· Backup failed on server and backup job can be re-submitted


· Non-production server unavailable with no impact to users

· Single end user problem
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POST MORTEM REPORT TEMPLATE


		From: 

		Name of individual “Publishing” Report – For CTI related Severity 1 issues, the report will be published under the name of a Senior Manager



		Date: 

		Date of publication of post mortem report



		RE: 

		Post Mortem for <please provide a caption for the incident>


Please include the problem ticket number as well as EMS ticket number








EXECUTIVE SUMMARY


The Executive Summary section of the post mortem should contain the following sections:


Description


· Describe the incident – answer the question ‘What happened?’


· Provide any additional background to enable the reader to understand the incident description better 


Note: Write in simple English and avoid technical jargons and/or acronyms


Impact

· Describe the impact – answer the question ‘What is the impact?’

· Include customer touchpoints that got impacted

· Include countries that got impacted

· Include financial impact, cut-off times missed etc. (where applicable and/or available)

Note: Write in simple English and avoid technical jargons and/or acronyms


Resolution

· Describe the incident resolution – answer the question ‘What we did to normalize the situation?’

· Describe who and how the incident was resolved

Note: Write in simple English and avoid technical jargons and/or acronyms


Root Cause Comment


· Describe the root cause of the incident – answer the question “Why” five times

· Address the root cause of the incident NOT symptom of the incident

· Indicate whether the root cause is a process breakdown or human error

· Indicate whether the root cause was related to a change

Note: Write in simple English and avoid technical jargons and/or acronyms


ACTION PLAN


· Describe the action plan as to how the incident will be prevented from happening again

· The action plan should address the root cause of the incident

· The action plan should indicate:

· Task Description

· Who owns the task

· What is the target date

· Any other pertinent details

· The action plan should also include actions that may have been completed prior to developing/publishing the post mortem

· The action plan should be “SMART” – Specific, Measurable, Aggressive yet achievable, Relevant and Timely

· If the root cause is related to process breakdown, the action plan should include what actions we are taking to fix the process breakdown and/or to improve the process

· If the root cause is related to human error, the action plan should include what actions we are taking to reduce the re-occurrence of unintentional or non-negligent error. In the case of error due to neglect, the action against the staff which could be one of counseling, mentoring, providing necessary skills training, issuing a warning letter or in severe cases termination of employment

· Don’t include terms like “Reinforce”, “Evaluate the feasibility”, “Re-examine or Review” etc. as these are not action oriented

DETAILED BACKGROUND


· Describe the chronology of events from start of the incident till the incident is normalized

· Provide date/time stamp and a brief description of what happened at that time

· Limit the chronology to maximum 20 items


