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CITIGROUP TECHNOLOGY INFRASTRUCTURE

CITMP

PROCESS STANDARDS

RESOURCE MANAGEMENT

Version 3.0

Revised: December 19, 2005
Purpose

The purpose of this document is to define and establish the Resource Management standards for Citigroup Technology Infrastructure (CTI), which is in compliance with the Citigroup Information Technology Management (CITM) policy.

Scope

These standards apply to all North American CTI organizations that manage computing and communication systems.  

Compliance 

The original publication date for this Process Standard was June 12, 2003. The BAU compliance or enforceable date for this Level 2 is October 12, 2003. On October 12th, all BAU processes and procedures, applicable to this Level 2, are to be in compliance or a GTH approved corrective actions plan must be in place to address the swift resolution of any non-compliant issue. 

Deviations

If a technology unit does not comply with one or more of the requirements of these Standards, a deviation from the Standards must be obtained using a deviation form.  (The form can be downloaded from the TI Compliance website http://www.citigroup.net/ti/compliance/citmp_level2.htm
Deviations from these Standards must be approved by the applicable Process Owner and the appropriate CIO/GTH.  In addition, a copy of approved deviations must be provided to the  TI Global Compliance Office.

Owner

See appendix A for authorship and revision history. 


Publication

A copy of these Standards can be found on Citigroup.net at http://www.citigroup.net/ti/compliance/citmp_level2.htm
Definitions   

Asset Administration & Support Group – The support unit or area responsible for the asset administration and the corresponding asset management data. 

Asset Type - A set of assets characterized by a common technology and described by a common data schema.  

Configuration – When an asset is acquired with packaged components, the list of individual components is considered the “configuration”.  For example, an IBM Laptop Computer with W2000 installed.

ITLC – is the Information Technology Leadership Council. 

Definitions (Cont.)

CTI – is the Technology Infrastructure organization within Citigroup.

Technology Assets – Are hardware and software deployed in computing and communication systems managed by CTI.

‘Periodically’, ‘Regularly’, ‘As required’ and ‘Where appropriate’ – Are terms used within this document in the context of: ‘Commensurate with business criticality and risk.’     

Standards

Service Level Management
1.1 Businesses will define the service level requirements for capacity planning, performance management, information processing, COB, data processing functions, and delivery.  The business will provide all necessary data (i.e. project calendars, business volumes, etc.) to enable the defined service levels to be achieved.

1.2 Service level requirements, and the related standards established by TI, must be agreed upon, documented, and annually reviewed and signed off by the impacted business and technology organizations.

1.3 As agreed with the businesses, operational units will measure the service level requirements and related standards delivered to the business organizations.

1.4 Operational units will measure the services delivered, against the defined thresholds and agreed upon service level requirements and related standards, and make the results available to the business organizations.

1.5 Appropriate corrective action must be taken against service level performances that fall outside of established thresholds.  Operation units must meet annually with internal business partners to review future requirements and validate existing requirements, standards and thresholds.  

Capacity Planning

1.6 System utilization data must be collected and reviewed on a periodic basis to provide the foundation for Capacity Planning activities.  This data must be summarized at the appropriate level of detail to provide the ability to understand current and historical usage patterns.  Each technology platform must define the system utilization data to be captured and define the timeframes for capture and review of this data.

1.7 Business volume metrics and development project schedules must be collected for input into the system-resource forecasting model. Each technology platform must define procedures for inputting into the system resource model.

1.8 System utilization must be forecasted utilizing capacity models developed for this purpose.  The input to these models must consist of one or more of the following:  historical usage patterns, business volume metrics, development project schedules and application/system software release schedules. These forecasting methodologies must be documented in the procedures manual.

1.9 Capacity forecasts must be produced yearly, at a minimum, to forecast future capital expenditure requirements.

1.10 Capacity utilization reports must be made available to Operations, Application Development and/or Business units to enable resource tuning and cost management initiatives.

1.11 Capacity forecasts must be validated with business representatives to ensure projected utilization is accurate.

Performance Management

1.12 System utilization data must be collected on a periodic basis to provide the foundation for Performance Management activities.  Performance data must be summarized at the appropriate level of detail necessary to analyze system components. Each technology platform must define the system utilization data to be captured and define the timeframes for capture and review of this data. The performance data summarization and analysis process must also be defined in the procedures.

1.13 Performance metrics must be reviewed proactively, on an as-required basis, and analyzed for anomalies.  Anomalies identified must be investigated and problem determination performed.        These anomalies must be reported using the CITMP Problem Management Standards.  Tuning actions, where possible, are to be implemented to prevent or minimize the impact of a re-occurrence and to insure that the affected application and/or system components are performing as expected.  Where additional resources are required the Capacity Planning process must be invoked.

1.14 Performance metrics must be made available to Operations, Application Development and/or Business units to enable resource tuning and cost management initiatives.  Each technology platform must define how metrics will be collected, analyzed and distributed in their procedures.

System Management

1.15 Software Acquisition

1.15.1 The trial, evaluation and acquisition of purchased software products must adhere to the Software Acquisition Standards as described in the Software Management Process Standards document. This applies to all software acquisitions.

1.16 Software Currency

1.16.1 Where possible, only software currently supported by the vendor may be utilized.

1.16.2 Software must be reviewed for a possible release upgrade on an annual basis.

1.16.3 Software must be reviewed for a possible maintenance level upgrade on a semi-annual basis.

1.16.4 All known defects or existing problems that impact production systems must be remedied.

1.16.5 Procedures for tracking currency must be defined, as well as, procedures for providing evidence of fulfillment.

1.17 Software Implementation

1.17.1 Software related changes must be installed on a system according to the existing Security Administration procedures.

1.17.2 Software related changes must be installed on a system according to the existing Change Control procedures.  

1.17.3 Software related changes must be tested and properly documented according to the existing Change Control procedures.

1.17.4 Software related changes must be implemented within assigned maintenance windows by site, application or system, and adhere to the existing Change Control procedures.

1.18 Software Reporting

1.18.1 Production systems must be monitored by approved software and/or automated routines, ensuring system availability.

1.18.2 In all cases, when problems affecting the production environment arise detailed documentation of data relevant to the problem must be maintained using the existing Problem Management procedures.

Business Planning

1.19 During the annual budget cycle, business units must communicate with the TI units to determine:

1.19.1 Expected volume changes

1.19.2 Expected changes in usage patterns

1.19.3 Capital requirements

1.19.4 Hardware requirements

1.19.5 Software requirements

1.19.6 Development initiatives



1.20 Planned hardware and software upgrades that require business funding must be agreed upon and budgeted for in accordance with established Financial Control procedures. This does not include maintenance upgrades with no financial impact, executed in a maintenance window. 

1.21 Empirical data, as defined in the Capacity Planning and Performance Management sections must be regularly analyzed to reconcile actual developments against the business plan.  

  Asset Management

1.22 Operational units that deploy and manage technology assets must:

1.22.1 Define the organization structure or function for the asset administration including the asset data reporting and updating as intrinsic part of their responsibilities.

1.22.2 Keep asset records in an approved inventory system or asset database. The asset records must contain data fields corresponding to their respective asset types. 

1.23 At least annually and in accordance with Security, Licensing and Compliance reviews, the asset data must be:

1.23.1 Reconciled to a physical inventory and reviewed for hardware/software obsolescence.  

1.23.2 Reviewed to identify potential security vulnerabilities.  


Appendix A – Ownership and Revision History

Questions or suggestions for improvement should be submitted to the document owners.

Bill Biesel
    
bill.biesel@citigroup.com
Nerisha Andujar

nerisha.andujar@citigroup.com

Revision History

	Version
	Author
	Published Date
	Description of Changes

	V2.0
	Beth Merz/Richard Kneisz
	June 12, 2003
	Initial Version 2.0 Publication

	V3.0
	Nerisha Andujar
	Dec 19, 2005
	A review based on the updated CTIMP Policy effective January 1, 2004, found no policy changes required.   Removal of references to “Citi Tech”
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