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Introduction

Purpose

Compliance with the Citigroup Information Technology Management Policy (CITMP) Internet Management Section and these Standards (Internet Management – Level II) constitutes sound business practice and will assist Citigroup businesses in managing Internet technologies utilized by Citigroup. These Standards represent the minimum requirements for Internet Management that all businesses and application development groups supported by Citigroup Technology Infrastructure (CTI) North America must follow.

The Internet and its usage by Citigroup is a constantly evolving technology environment.  To effectively secure Citigroup information, businesses must address the following fundamental questions:

· Do we know who has access to the Internet?

· Can we ensure all access to the Internet comply with corporate standards?

· Can we ensure that all Citigroup Internet applications are built and maintained in accordance with the Citigroup Web Site Standards?

· Can we ensure that all content hosted on the Internet is identified appropriately as a proprietary Citigroup asset?

· Do we comply with all applicable laws and regulations governing Internet Technology?

The Citigroup Internet Management Level II Process will help businesses answer these questions and provide the basis for an effective Internet Management program. This document applies to both Internet and Intranet unless otherwise specified. 

Scope

This Policy applies to all organizations that are supported by Citigroup Technology Infrastructure North America and Web applications developed by CitiTech.

Compliance

The publication date for this Process Standard was June 4, 2003. The BAU compliance or enforceable date for this Level 2 is October 12, 2003. On October 12th, all BAU processes and procedures, applicable to this Level 2, are to be in compliance or a GTH approved corrective actions plan must be in place to address the swift resolution of any non compliant issue. 

Deviation Process

If a technology unit does not comply with one or more of the requirements of these Standards, a deviation from the Standards must be obtained using a deviation form.  (The form can be downloaded from the TI Compliance Web site at:

http://www.citigroup.net/ti/citmp/level2.htm
Deviations from these Standards must be approved by the applicable Process Owner and the appropriate CIO/GTH.  In addition, a copy of approved deviations must be provided to the TI Global Compliance Office.  A copy of approved deviations must be provided to the TI Global Compliance Office.

Owner

See Appendix A for authorship and revision history.

Publication 

A copy of these standards can be found on Citigroup.net at http://www.citigroup.net/ti/citmp/level2.htm
Definitions

B2B – Business to business

CDNR – Citigroup Domain Name Registrar

CDNR is a corporate-wide group that effectively tracks all Fully Qualified Citigroup Domain Names and registers new Domain Names in the Internet Name Space—with specific attention given to the facilitation of approval processes required by related Trademark and Branding Corporate Policies.
http://www.citigroup.net/citigroup.net/cdnr/ 

CITMP - Citigroup Information Technology Management Policy

CTC – Citigroup Technology Catalog (formerly known as Standard Technology Catalog or STC)

The Citigroup Technology Catalog is a database of 3rd party technology products in use throughout the enterprise.

http://stcprod001.nj.ssmb.com/stc4/home/default.aspx
CTI – Citigroup Technology Infrastructure

CWHI – Citigroup Web Hosting Infrastructure Group
The primary responsibility of CWHI is to serve as the centralized decision-making body and repository for a variety of issues and reports related to the Citigroup Web Site Standards. http://www.citigroup.net/citigroup.net/cwhi/ 

GISO – Group Information Security Officer

IOG – Internet Operating Group

http://www.citigroup.net/internet/index.htm
ISO – Information Security Officer

IM – Instant Messaging

IM allows a user to see when friends and o-workers are online and exchange instant messages with them. New features are being added periodically to allow individuals to make phone calls, send messages to pages, trade pictures and music, and other new features.

ITLC  - Information Technology Leadership Council

P3P – Platform for Privacy Preferences

The Platform for Privacy Preferences or "P3P" is an experimental privacy screening protocol under development by MIT's World Wide Web Consortium ("W3C). IOG requested a cross-business, cross-disciplinary team to analyze how use of a P3P equipped browser would affect a customer's experience at Citigroup sites. Please refer to the P3P toolkit document for additional information.
http://www.citigroup.net/internet/privacy.htm
http://cititech.ny.ssmb.com/CitiTech/kc/webserver/p3p/3P3P.htm

SDLC - Software Development Lifecycle

TIE – Technology Infrastructure Engineering

VPN – Virtual Private Network

Circuits that utilized switching technology to provide what appears to be a dedicated line to the user. Key technologies that provide VPN capabilities are DSL, Cable Modem, and satellite.

WHSG - Web Hosting Support Group

This is the support organization that is responsible from a middleware support perspective for supporting web based applications.  This could be a formally designated group that supports a large number of applications or it could be your dedicated Business aligned System Administrator group for supporting a web based application that needs to run on dedicated servers.

Internet Management Standards

1. Internet Access

1.1. Access to the Internet by means of Web Browsers, Public Instant Messaging (IM), external e-mail, Virtual Private Network (VPN) (Business-to-Business (B2B) and remote access), and other Internet capable applications by Citigroup employees, agents, temporary staff and consultants from any Citigroup computer or from any Citigroup address designation must be through an approved CTI Internet access gateway. All other access mechanisms are prohibited unless specifically approved by CTI, the Business owner and Group Information Security Officer (GISO).

1.2. Users will be granted access to the Internet for Web Browsing (This may require an explicit registration).  
1.3. Users may be denied Internet web browsing access at a business request.

1.4. A mechanism must be available to determine a users' status for Web Browsing, Public IM, external e-mail, VPN (B2B and remote access) on request.

1.5. The Business owner and GISO must approve all access to CTI certified public IM applications.

2. Internet Access Usage standards, and policy compliance

2.1. All browser installations must utilize a standard set of proxy servers that provide a log of sites visited detailed by site Internet Protocol (IP) address and associated with an individual/user-id. These are the only approved CTI Internet access mechanisms.

2.2. End users on the corporate network must be prevented from accessing the Internet directly.

2.3. In order to ensure that the use of the Internet is for authorized business purposes and to help prevent the introduction of information, which could introduce a virus or create a hostile environment, CTI blocks certain web site categories under certain circumstances. Where individual users have a requirement to view blocked web sites for specific business purposes, Information Security Integration may grant a deviation to the current practice after consultation with and sign off by a Human Resource, Legal or Compliance as well as the Managing Director for the business. This access is the responsibility of both the employee and the signing Managing Director. If this Open Internet access is abused, it could result in disciplinary action against both the employee and the Managing Director.

3. Citigroup Internet/Intranet Standards – Infrastructure, Design, Navigation, Content, Domain Name Registration, Certification of Websites

3.1. Infrastructure

3.1.1. It is the responsibility of Citigroup Technology Infrastructure Engineering (TIE) to produce, maintain, and review annually Citigroup Internet Infrastructure Hosting Standards. It is also their responsibility to communicate changes and enhancements to these standards to the CTI Operations support organizations.

3.1.2. The infrastructure relating to all CTI Internet Hosting facilities must be built in accordance with Citigroup Internet Infrastructure Hosting Standards. As these standards evolve, it is the responsibility of the CTI Operations support organization to ensure that the production infrastructure is updated accordingly. Any deviations from these standards must be identified and formally agreed to by TIE.  Each Internet Hosting facility must perform an annual Infrastructure Vulnerability Assessment or when major upgrades to the Infrastructure are performed. These requirements are required for both CTI managed and 3rd party managed Internet Hosting facilities.

3.1.3. The Citigroup Web Hosting Infrastructure (CWHI) Group will maintain a list of approved Internet and Intranet Web Site Hosting facilities. All decisions to host Internet web sites in a non-CWHI approved facility must be approved by the CWHI group. Externally hosted sites require that a vendor evaluation also be submitted to the CWHI.

3.2. Web Site Registration and Certification

3.2.1. In order to host a Web application, the Sponsor Business (with the support of the application developer) must complete the CWHI Registration and Certification process, in accordance with the Citigroup Web Site Standards. The Sponsor Business should register a web site with CWHI as soon as the business plan is approved to ensure ample time for all the necessary reviews and approvals.

3.2.2. CWHI, in conjunction with TIE, will maintain a list of approved Web Site Hosting facilities. All decisions to host web sites in a non-approved hosting facility (either Internal or External) must be approved by CWHI.  In such cases, the Sponsor Business must submit a Non-Approved Hosting Permit Request form to CWHI.

3.2.3. Certain content types or technologies are restricted from use in Web applications. The list of restricted content types and technologies is maintained by CWHI. The use of restricted content types and technologies must be approved by CWHI prior to commencing development of the web application. In such cases, the Sponsor Business must submit a Restricted Technology Permit Request form to CWHI.

3.2.4. An Internet Web Site is deemed Certified and ready for production when all the required approvals on the Internet Certification form are submitted to and approved by the CWHI.

3.2.5. Each Sponsor Business must have a process to review their web sites at the appropriate periodic intervals given their functionality and content.  At the least, this review must be performed annually and must address the review requirements as set forth in the Periodic Review section of the Citigroup Web Site Standards.

3.3. Domain Name Registration

3.3.1. The Business sponsoring a Web application is responsible for ensuring that all branding implications are addressed prior to staging the application in production.  This includes ensuring that the necessary Domain Name registrations are completed. All Web application Domain Names must be registered/recorded by Citigroup Domain Name Registrar (CDNR).  CDNR is responsible for obtaining appropriate Trademark Counsel and Branding Officer approvals for Web application Domain Names and Fully Qualified Domain Names prior to registration or implementation. The Sponsor Business must submit a Domain Name Request form to CDNR to obtain approval.

3.4. Design, Navigation, Content

3.4.1. All web application development will be performed using a business approved Standard Development Lifecycle (e.g. CitiTech Software Development Lifecycle). This includes staging/quality assurance testing prior to production migration.

3.4.2. All software used in Web applications must be selected from the Citigroup Technology Catalog (CTC). Refer to the CTC documentation on the Mystic Portal for the procedure to add software to the CTC.

3.4.3. Prior to developing an application for deployment in a Web Hosting environment, the development organization must identify all components to be utilized by the application.  It is the responsibility of the application developer to ensure that the identified components and versions comply with the Web Hosting Facility’s supported component list.  Any application using non-supported components will not be migrated into the production environment.

3.5. Information Security, Change Control, and Production Web Sites

3.5.1. Prior to the implementation of any new Internet service, a Vulnerability Assessment must be coordinated with Information Security Integration. Major changes to an existing web site also require that a Vulnerability Assessment is coordinated with Information Security prior to introduction of the change to production. High risk findings identified in the Vulnerability Assessment will be resolved to the satisfaction of the appropriate Information Security Officer (ISO) before the product, service or application can go live or updates introduced into the production environment. The application or systems manager will maintain a record of all actions taken to resolve the high-risk findings.

3.5.2. The Web Hosting Support Group is responsible for obtaining Verisign certificates, when required, from Information Security for the web application prior to production implementations. The Information Security Group is responsible for maintaining procedures for monitoring the expiration date of these certificates

3.5.3. All web applications will be migrated by the Web Hosting Support Group in accordance with established change control and migration processes.  

3.5.4. The Web Hosting Support Group will verify that all the necessary approvals are present on the CWHI Certification form prior to migration of Internet web applications to production.

4. Information Ownership and Identification

4.1. Each Business Unit or application development group sponsoring a web site that stores documents, software, and electronic information must comply with the Section 1 - Information Ownership in the Citigroup Information Security Standards Level II document.

5. Compliance to applicable laws and regulations

5.1. Import and export of technology, software, and data – In accordance with the Citigroup Web Site Standards, the use or distribution of software (including encryption software) that requires licensing or export controls must be approved by the CWHI Group.  It is the responsibility of the Sponsor Business for a web application utilizing this technology to: (1) Obtain the necessary CWHI approvals and (2) Ensure compliance with the applicable import and export laws.

5.2. Use of telecommunications technology and encryption - The use of telecommunications and encryption must also be compliant with applicable laws and regulations.  It is the responsibility of the Sponsor Business to consult with their Legal Counsel and Compliance Officer to ensure all applicable laws are addressed.  The GISO for the Business Sponsor must ensure that the data is encrypted in accordance with the Citigroup Information Security Standards except where prohibited by local law.

5.3. Transmission of personal data across national borders – It is the responsibility of the Business Sponsor to consult with its Legal Counsel and Compliance Officers regarding the applicable laws relating to the transmission of data across national borders based on the functionality of their web site. 

5.4. Protection of privacy - All applications must comply with the Citigroup Privacy Promise (http://www.citigroup.com/citigroup/privacy/index.htm).  It is the responsibility of the Sponsor Business working with their Legal Counsel and Compliance Officer to ensure that non-public information from an applicant or customer is used only as permitted by customer notice, consent and applicable law.  Further, all Web applications owned or managed by the Sponsor Business must be operated in conformity with and conspicuously display the Citigroup Privacy for Consumers (i.e., displayed intact as a free-standing document) if applicable, the Business Unit Sponsor’s own privacy policy and any other legally mandated privacy disclosures. 

Further, the use of certain technologies that use data models (e.g., Cookies or local storage of confidential information even temporarily be made known to the customer) on the Citigroup web sites must comply with Citigroup’s privacy promise.  In addition, Internet customer-facing applications must review and comply with the Citigroup Platform for Privacy Preferences (P3P) toolkit document (http://www.citigroup.net/internet/p3p.doc) to ensure customers using P3P equipped browsers are able to access Citigroup sites. Because legal requirements regarding the permissibility and disclosure of the use of cookies is dynamic and evolving, the Sponsor Business is responsible, with the support of the application developer, for consulting with their Legal Counsel and Compliance Officer with regard to use and disclosure of cookies.

5.5. Protection of copyrights (including messages, other written materials, iconography, and software) and intellectual property in general - The Business Unit Sponsor is responsible for consulting with their Legal Counsel and Compliance Officer as it applies to Trademark and Intellectual Property issues.  Business Legal must consult with the appropriate Trademark and Intellectual Property Counsel in advance of publication.  It is the Business Unit Sponsor’s responsibility to ensure that it owns or has the rights to the intellectual property used in the development and operation of its web site, e.g., product or service names; logos, trade and service marks; iconography; music; images; test and quotes.

APPENDIX A

Document Ownership

Questions or suggestions for improvement should be submitted to the document owner.

Name: 

James LaFleur

Department: 
CITMP Product Owner- Internet Management

Email: 

james.a.lafleur@citigroup.com
Document Control

	Version
	Author
	Published Date
	Description of Changes

	2.0
	James LaFleur
	June 3, 2003
	Initial Version 2.0 Publication


Online Resources

	Citigroup Sites
	URL

	CITMP
	<http://www.citigroup.net/citmp/> 

	Web Enrollment System
	<http://wes.citicorp.com/wes/silverstram/pages/registration.html>.

	Domain Name Registration
	<http://www.citigroup.net/citigroup.net/cdnr/> 

	Web Hosting Infrastructure
	<http://www.citigroup.net/citigroup.net/cwhi/> 

	Global Branding
	<http://www.citigroup.net/brand/> 

	Mystic Information Center*
	<http://cititech.ny.ssmb.com/cititech/> 

	TI - CITMP
	<http://www.citigroup.net/cgti/compliance/citmp.htm> 


* User name and password required
( Citigroup. Information contained herein is for Internal Use and may be used only for business purposes authorized by Citigroup.
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