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Purpose

The purpose of this document is to define and establish the Software Management Process Standards for the Technology Infrastructure / CitiTech organization, which is a requirement of the Citigroup Information Technology Management (CITM) Policy.

Scope

These Standards apply to all Technology Infrastructure – North America / CitiTech managers and staff in regards to these organizations’ supported technology devices and applications.

Compliance

The publication date for this Process Standard was June 4, 2003. The BAU compliance or enforceable date for this Level 2 is October 12, 2003. On October 12th, all BAU processes and procedures, applicable to this Level 2, are to be in compliance or a GTH approved corrective actions plan must be in place to address the swift resolution of any non compliant issue. 

Deviations

If a business does not comply with one or more of the requirements of these Standards, a deviation from the Standards must be obtained using a deviation form.  The form can be downloaded from the TI Compliance website at

http://www.citigroup.net/ti/citmp/level2.htm
Deviations from these Standards must be approved by the applicable Process Owner and the appropriate CIO/GTH.  In addition, a copy of approved deviations must be provided to the CitiTech or  Global Compliance Office.

Owner

See Appendix A for authorship and revision history.

Publication

A copy of these Standards can be found on Citigroup.net at

http://www.citigroup.net/ti/citmp/level2.htm
Relation to Other Citigroup Standards, Policies and Relevant Business Practices

These Standards are minimum requirements that are in addition to any applicable Citigroup standards, Citigroup policies, and relevant business practices, as well as all applicable laws, rules and regulations.

Definitions

Contract  -  A written legal document signed by two or more parties that includes an offer, acceptance, consideration, obligations of the parties, and legality of purpose.  Examples of contracts may include:  Master Agreement, Enterprise Wide Agreement, Service Agreement, Statement of Work, and/or amendment schedule, or order thereto, or any other written document signed by a Citigroup entity and a technology vendor.  A Purchase Order is a contract.  A written contract, executed by two (or more) parties, must be entered into for all purchases of technology and related services, including hardware, software, and maintenance and support services.

CSI (Citigroup Systems Inventory)  -  A repository of Citigroup internally developed application software.  It is a component of the MYSTIC framework; a decision-support tool intended to provide technology and business management, project managers and staff, information on the products and services available within the firm.  This application is accessible via the Mystic Portal.

CTC (Citigroup Technology Catalog)  -  A database of 3rd party technology products in use throughout the enterprise.  Here you will find information regarding:  Corporate Technology Standards, ITLC Organizational views of the CTC, Subject Matter Experts, i.e., Technology Product Managers (TPMs), technology vendors, and policies, procedures, and features related to the effective use of the CTC.  This application is accessible via the Mystic Portal.

TRIAGE (Technology Resource Inventory and Administration for the Global Enterprise)  -

A proprietary forecasting tool.  TRIAGE provides the capability to capture, maintain and track technology forecast, budget and capital expenditures on a project basis.  As a result, TRIAGE allows purchasing and redeployment efficiencies through information dissemination and capital spend reporting.  This application is accessible via the Mystic Portal.

Process Standards

Compliance to the Software Management section of the CITMP is attained through implementation of documented procedures, which are compliant to CITMP and the process standards described herein.  These processes are:

1. Software Engineering Process

2. Software Acquisition and License Management Process

3. Software Management Process Review.

1.  
Software Engineering Process

The Software Engineering Process describes the necessary steps organizations must take when delivering software-based solutions.  These steps are:

1.1 Exploratory  -  A high-level definition of requirement(s) and benefit(s) which is approved by authorized business sponsors and development management.

1.2 Feasibility  -  A definition of initial project plan and “level zero” cost estimate.

1.2.1 As part of the feasibility study, the development organization responsible for deliver of software solutions must first evaluate and document whether they can satisfy business requirements by utilizing software from within Citigroup.  This is accomplished by searching the Citigroup Systems Inventory (which can be accessed through Mystic) for available solutions.

1.3 Stakeholder Approval – approval of project sponsorship by authorized business and technology management as per the requirements and feasibility.

1.4 Life cycle – “Citigroup Technology Infrastructure –  CITMP Process Standards Project Management” defines the process standard for the Technology Infrastructure software development project life cycle.  “Project Management Process Standard for CitiTech” defines the process standard for the CitiTech software development project life cycle.  These process standards address:

· Initiation – (including updates to the Citigroup Systems Inventory)

· Definition (including “Buy vs. Build” analysis to evaluate whether acquiring software from a third party can provide an adequate, cost effective, business solution)

· Design

· Construction/Build (including testing)

· Validation (including testing)

· Implementation/Production Handover

· Post-Project Review/Closure

1.5 Configuration Management

1.5.1 The Citigroup Change Management Standards, defines the standard change control process for Technology Infrastructure / CitiTech organizations.  This process standard addresses the following configuration management requirements for software releases:

· Identification, definition and control of source code, build instructions for software

· Verifying the completeness and correctness of these items

· Recording and reporting the status of these items and change requests.

For a copy of this Standard, please see:

http://www.citigroup.net/ti/citmp/level2.htm


1.4.1 Additionally, organizations responsible for software development must identify, define and control changes relating to documentation throughout the Software Engineering Process.  This includes:

· Archival of Exploratory, Feasibility, Stakeholder Approval and project documentation

1.6 Software Quality Assurance Process  -  An ongoing independent confirmation that both software product and software process adhere to applicable standards, procedures, and product requirements must be performed.
2. Software Acquisition and License Management Process

The Software Application and License Management Process describes the steps Technology Infrastructure / CitiTech organizations must take when acquiring 3rd party software-based solutions.  This includes requests for original purchase or deployment from existing inventory.  This process considers business requirements, quality of software provider, processes used to produce the software, functionality, export controls and legal reviews.  These steps are:

2.1 Definition of Business and Functional Requirements  -  Requirements (including functional requirements) are defined during the Software Engineering Process (see above).
2.2 Definition of Technology Capital Expenditure Forecast (optional) -  For the purposes of forecasting technology expenditures, submission of a TRIAGE forecast may be required.  Submission of the TRIAGE forecast may be needed to obtain management approvals for software acquisitions.  This determination is made as per local Management Approval procedures or practices.  The TRIAGE forecast specifies:
· Project ID

· Summary of Business Justification

· Citigroup Systems Inventory Application ID

· Citigroup Technology Catalog Product Ids

· Approval of requesting Business Unit

2.3 Critical Supplier Review Process  -  A process to identify and review suppliers that directly or indirectly provide essential products and/or services without which the business could not operate effectively, even for a very limited period of time.  This addresses the following Software Management requirements.
· Review of the quality of software provider (for financial health)
· Review of processes used to produce the software (for operational performance)
For a copy of the Critical Supplier Review Process,  see the Mystic Portal.

2.4 Establishment of adequate contract  =- In order to purchase software, a Contract must be executed by the appropriate parties.  If the requestor is unsure if an adequate contract exists, they should seek guidance from their Procurement Representative.  If it is determined that an adequate contract does not exist, the following steps must be taken.

2.4.1 Submission of Contract Request Form  -  The Procurement Organization is engaged through the completion and submission of a Contract Request Form (CRF), typically submitted by a Project Manager with all appropriate management approvals.

2.4.2 Processing of CRF by Procurement  -  Procurement processes the CRF in compliance with the Citigroup Procurement Technology and Telecom Contracting Procedures which define the standard contracting process for Technology Infrastructure / CitiTech organizations.  This process includes the incorporation of the applicable terms and conditions, including, but not limited to, export controls and Source Code Escrow provisions into the Contract.

2.5 Software Procurement and License Inventory
In support of this process, End Users are prohibited from performing any of the following on devices supported by Technology Infrastructure / CitiTech organization’s supported, company-owned assets:

· Installing/Uninstalling any licensed software

· Copying or distributing software in violation of the license agreement

· Modifying or reverse engineering licensed software, unless permitted by the license.  (If the end-user is unsure of the terms and conditions of the relevant software licensing agreement(s), they should seek guidance from their Procurement Representative.)  To execute this process, the following steps must be followed:

2.5.1 Submit Request  -  In order to obtain licensed software (either license or software), a request for Licensed Software must be submitted.  This request must be submitted through an approved Technology Infrastructure / CitiTech Software request process in accordance with documented business procedures.

2.5.2 Purchase software, if required, in accordance with documented business procedures.

· Verification of TRIAGE Forecast (if required for management approvals)

· Verification of CTC Ids, as well as CTC Global and Local Recommendations for requested products

· Determination if purchase is necessary based on inventory

· Determination of valid Purchasing product code (as defined by Procurement)

· Verification of management approvals.

2.5.3 Purchase software, if required, in accordance with documented business procedures:

· This includes archival of purchase records by Procurement

2.5.4 Distribute software (if required)

· This includes maintenance of deployment records

2.5.5 Update inventory of software licenses.

2.6 Reconciliation of license count
Minimally, on an annual basis, Technology Infrastructure / CITITech organizations are required to reconcile deployment records of software to records of proof of ownership of licensed software for Technology Infrastructure / CitiTech managed software assets.

2.7 Monitoring of Compliance to Contracts

Technology Infrastructure / CitiTech organizations rely on the Procurement organizations (Contract Portfolio Managers and Contracts Groups) for monitoring compliance to select contract terms and conditions as defined in the Citigroup Procurement Technology and Contracting Procedures.  For a copy of this document, see the Mystic Portal.

2.8 Review of Quality Software

On an annual basis, the Technology Vendor inventory is reviewed for the purpose of identifying Vendors who supply products and/or services that are deemed critical to the organization  “critical” as defined in the Citigroup Technology Vendor Selection and Management Standards.  Suppliers, so designated, are subject to Operational and Financial reviews to determine the level of current risk to the organization if the Vendor should suddenly cease operations.  The Operational reviews consider the various risk dimensions outlined in the Technology Vendor Selection and Management Standards.  The details of this process can be found in the “TI/CitiTech Critical Supplier Review Process” document.  The results of this process are available through CTC, and the Approved Supplier Program (and website – for authorized users).

3. The Software Management Process Review

The Software Management Process Standards documentation will be reviewed and, if necessary, revised at least annually.

Appendix A – Ownership and Revision History

Ownership = The owner of these Process Standards is the Chief Architect of CitiTech - John D’Onofrio.
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