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1. PREFACE

APPC initially had the two datacenters within Singapore using Synchronous replication technologies by EMC and HDS across the datacenters. With the proximity risk identified with this setup having two datacenters in Singapore, there was a project initiated and completed during 2007 to have the COB datacenter to be setup in Hong Kong. The long distance replication could not be done synchronously due to the latency which could put production servers at performance risks for write I/Os, the asynchronous long distance replication technologies such as SRDF/A and HUR (HDS Universal Replication) are being used to accomplish this. There is an RPO of 90 seconds with this kind of setup, which is agreed by the business with this kind of long distance replication. The synchronous replication is not deactivated and still available between the two datacenters in Singapore, as it is a prerequisite for DC consolidation( site merge from Telepark to Cintech) project.

The below diagram is an illustration of how the data replication infrastructure is being setup between Singapore to Hong Kong. 
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1.1 COB DISK CONFIGURATION

A simple illustration of COB disk configuration is as below. The production  device is called an R1 device in case of EMC storage or a Standard production volume ( P-Vol) for HDS frames. This will be replicated over long distance replication technology to the R2 volume (EMC) frames or secondary volume( HDS). A BCV ( business continuity volume ) for EMC frame OR a SI ( shadow image) for HDS frame is configured which could be split at any point in time to give that point in time copy of data on the remote side to be accessed by the COB hosts.  
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The process of activation of one server, for a frame or multiple frame is the same for regional storage operations. The planned come home procedure are also same irrespective of the case as mentioned above except Wintel HDS frame/platform.
1.2 ROLES AND RESPONSIBILITIES

The Regional Storage operations supports  all the activities pertaining to storage to support the COB drill, pretests and even for the actual COB activations. Here is some of the major responsibilities which storage team is adhering with.

· The RPO/RTO is not decided by the regional storage operations. With the available technologies for data replications, this is determined and discussed with APPC COB unit. They further do the necessary things to document the RTO/RPO after this is being discussed and agreed upon with the application teams and business units. Once this is published Storage operations supports to ensure that this is met.

· Storage operations ensures that the data on the device is replicated to the COB site once the disk configured and allocated to the production server. Platform teams is responsible to setup the necessary COB server, and request for related Cob connectivity and COB disk allocation. Platform team ensure the COB BCV/SI disks are visible to the COB host before the production server goes live.

· Regional Storage operations Midrange, maintains the production frame inventory, with the server connectivities. This will be reviewed and updated on a monthly basis. Also this would be updated in between if there are major chnages happening within the specified period. 

· Platform teams are responsible for identifying the business group for new server/application rollouts, so that the correct frames for connectivity could be determined by the regional Midrange storage operations.

· APPC COB and senior management determines when to activate the COB and storage team support this.

· Regional Storage operations are responsible for ensuring the necessary details to split the BCV/SI for open frame or multiple frames. The COB activation by BCV split will be done from the Storage frame level for all the frames except the Wintel HDS frames. For Wintel HDS frames storage operations will maintain the necessary details to split the BCV/SI for activation of COB at the server level.

· For those frame which are not being long distance replicated, such as Poland seggregation frame ( as Poland has not signed off for replication to HK ),  the COB will be activated at singapore on the synchronous replicated frame till we get the final approval to replicate the data to HK COB center.

· Regional storage operations Midrange ensures the data replication between Singapore and HongKong in SRDF/A mode and HUR mode. 

· Regional storage operations Midrange ensures that the BCV/SI devices are in the established condition always except it is split for COB testing. 

2. CONTINGENCY PROCEDURES for EMC FRAME/S

The follwing is the procedure for  COB activation for drill and actual from the storage operations midrange perspective.

· Identify the frame or frames which production is impacted, and need COB to be activated. This details could be obtained from the APPC website, as below. Also this data is available on Solution enabler host ( hssunsmm02 ) in HK under the following directory as well.

· Appc Website – Regional Storage operations unit  ( Other documentations and informations ( EMC PRD-COB frame inventory. 

· Hssunsmm02 - /apstor/COB/emcprod2cob-inventory

· Verify all the R2/BCV devices are in full synchronised condition to ensure the integrity of data. The following command is to be issued from the solution enabler server in HK.

#symmir –sid  <SID>  -f  <PRD_COB_R2_BCV> query

Sample:

 symmir -sid 3575 -f 3429_3575_R2_BCV query

Device File Name      : 3429_3575.R2_BCV

Device's Symmetrix ID : 000290103575

     Standard Device                    BCV Device                  State

-------------------------- ------------------------------------- ------------

                    Inv.                                  Inv.               

Logical        Sym  Tracks Logical              Sym       Tracks STD <=> BCV 

-------------------------- ------------------------------------- ------------

N/A            07CA      0 N/A                  0E4A           0 Synchronized

N/A            07CB      0 N/A                  0E4B           0 Synchronized

N/A            07CC      0 N/A                  0E4C           0 Synchronized

N/A            07CD      0 N/A                  0E4D           0 Synchronized

N/A            07CE      0 N/A                  0E4E           0 Synchronized

N/A            07CF      0 N/A                  0E4F           0 Synchronized

N/A            07D0      0 N/A                  0E50           0 Synchronized

N/A            07D1      0 N/A                  0E51           0 Synchronized

N/A            07D2      0 N/A                  0E52           0 Synchronized

P/s : If for whatever reason it is in split conditions, reestablish the devices before splitting and activating COB.

· Identify  whether there are any failed devices at that point in time just to ensure.

# symdisk –sid  <SID> –spare_info –v list

Sample: 

symdisk -sid 3575 -spare_info -v list | grep "Failed Disk"

  Failed Disk                : False

  Failed Disk                : False

  Failed Disk                : False

  Failed Disk                : False

  Failed Disk                : False

· Perform BCV Split using the following command. 

#symmir –sid <SID> -f <PRD_COB.R2_BCV> split –noprompt. Wait for the split to be completed and system give the successful split message before asking platform to bring up the COB hosts.For COB drill ,platform needs to confirm before storage can perform split  operation.

Sample:

# symmir -sid 3575 -f 3429_3575_R2_BCV split -noprompt 

'Split' operation execution is in progress for the device list in

device file '3429_3575.R2_BCV'. Please wait...

'Split' operation successfully executed for the device list

in device file '3429_3575.R2_BCV'.

· Platform to bring up the COB servers with the necessary details as mentioned in their COB document. 

Inform the vendor to do a bin file configuration to personality change of the BCV devices to standard device in case of disaster COB activation to eliminate any manual errors issued to establish the bcv devices.  This step is not required for COB drills and pretests.

The same procedure will be used for COB drill and actual disaster situations. The only difference will be that more frames will be involved while bringing up COB in an actual disaster. But the commands for each frame could be issued simultaneusly using the inventory files as mentioned in this document earlier. The activities mentioned in this document should be executed only by a storage administrator with Storage skill set and having basic unix skills. Any unforeseen issues which is not documented here should be referred to the vendor to resolve.

It is assured that R2 devices are always established to the mirrored BCV pair except during the COB drill period. BCV devices will be used for COB drill and real COB run. Since raid protected BCV devices are used for COB drill, if there is a failure of disk containing BCV devices, there is no impact to the COB drill process. After the failed disk is replaced, the protection will be made available using the RAID technology.. Since the BCV devices are used for both COB drill and real COB, there is no need to modify BIN files to change the addressing from BCV to R2 and modify lun assignments to the hosts. Hence there is no impact to RTO.

3. CONTINGENCY PROCEDURES for HDS FRAME/S

The procedure is almost the same except which the commands are different for HDS frames in comparison with EMC frames. The follwing is the procedure for activation of COB  for drill and actual from the storage operations midrange perspective.

· Identify the frame or frames which production is impacted, and need COB to be activated. At this point only Wintel used HDS for production which is being replicated to HK for COB. These  details could be got from the APPC website, as below. Also this data is available on SUN management stations  (ssunsmm02 ) in HK under the following directory as well.

· Appc Website – Regional Storage operations unit  ( Other documentations and informations ( HDS PRD-COB frame inventory.

· Hssunsmm02 - /apstor/COB/hdsprod2cob-inventory

· In case of site failure or frame failure , use the device group which is created for all the S-Vol to SI for that frame which is available at  in HK, hssunsmm02 server at the following area. Use pairsplit command to split the SI devices for COB activation.

· Configuration files(horcm files)  to split frame wise   are  /etc/horcm3.conf  & /etc/horcm4.conf   ,available in hsunsmm02

· Configuration files (horcm files) to split serverwise are /etc/horcm1.conf &  /etc/horcm2.conf ,available in  hsunsmm02

· Verify allthe S-Vol and Shadow Image devices are in synchronised condition before split using the below command.

# pairdisplay –g <device group> –fcx

Sample: 

#HORCMINST=1;export HORCMINST=1

#HORCC_MRCF=1;export HORCC_MRCF

#pairdisplay –g LOCALSI –fcx 

Group   PairVol(L/R) (Port#,TID, LU-M) ,Seq#,LDEV#.P/S,Status,   % ,P-LDEV# M

LOCALSI disk007(L)  (CL1-A-8, 0,   0-0 )23365    2a.P-VOL  PAIR,  100     12a W

LOCALSI disk007(R)  (CL1-A-2, 0,   0-0 )23365   12a.S-VOL PAIR,  100      2a -

LOCALSI disk008(L)  (CL1-A-8, 0,   2-0 )23365    23.P-VOL PAIR,  100     123 W

LOCALSI disk008(R)  (CL1-A-2, 0,   1-0 )23365   123.S-VOL PAIR,  100      23 -

LOCALSI disk009(L)  (CL1-A-8, 0,   3-0 )23365    31.P-VOL PAIR,  100     131 W

LOCALSI disk009(R)  (CL1-A-2, 0,   2-0 )23365   131.S-VOL PAIR,  100      31 -

.

.

.

· Confirm with the platform to stop the application access on the production volumes in Sngapore. Make sure the devices are not being accessed on the Production frames in Singapore. 

· Perform the pairsplit command from using the above device group for the frame.

#pairsplit –g <device group>

Sample: 

#HORCMINST=1;export HORCMINST=1

#HORCC_MRCF=1;export HORCC_MRCF

#pairsplit  –g LOCALSI

· Verify the devices are in split condition before handing over to the platform using the pairdisplay command as mentioned above.

· Inform platform team to bring up the COB. Platform to bring up the COB servers with the necessary details as mentioned in their COB document. 

· In case of a server failure or multiple server failure where COB need to be activated, the process is the same where the only difference will be to use the respective device group for that particular servers. The device group file will be found at hssunsmm02: /etc/horcm1.conf  & /etc/horcm2.conf

Inform vendor to delete the pairing relationship between S-Vol and SI for those devices split for COB activation. For frames the deletion should be for all the SI volumes, whereas in single server or mutliple server pairing relationship for SI should be removed for those which are split for COB activation. This is required in case of actual COB activations not to establish the SI volume by mistake. This step is not required for COB drill and pretests.

4. CONTINGENCY PROCEDURES  CENTERA FRAME/S

The follwing is the procedure for COB activation for drill and actual from the storage operations midrange perspective.

· Identify the frame or frames which production is impacted, and need COB to be activated. This details could be got from the APPC website, as below.

· Appc Website – Regional Storage operations unit  ( Other documentations and informations ( EMC PRD-COB CENTERA inventory.

· Confirm with the platform/Application team  to stop the application access on the production nodes in Sngapore ( just to ensure application doesnot make writes to both even by mistake). Make sure the nodes  are not being accessed on the Production frames in Singapore.

· Inform platform team to bring up the COB servers . Application team  to bring up the Application pointing IP to COB centera frame    with the necessary details as mentioned in their COB document.

· Once Centeta in SG site is up ,configure replication to replicate reverse order  (slave to master).This is applicable only incase of actual  disaster only.

 5.CONTINGENCY PROCEDURES for BACKUP INFRASTRUCTURE

The following is the procedure for setting up backup infrastructure  in HK  incase of actual  disaster from the storage operations midrange perspective.

· Identify the servers which production is impacted, and need backups to be configured in COB site.  Inventory of   backup infrastructure   could be got from the APPC website, as below.

· Appc Website – Regional Storage operations unit  ( Other documentations and informations ( BACKUP INFRASTUCURE inventory

· Ensure  connectivity/zoning is done    as requested by platform .Once tape drive is configured in media server,platform will schedule backups with the necessary details as mentioned in the netbackup administrator procedures which is being managed by the platform.

6. RETURN HOME PROCEDURE for EMC FRAME/s

It is important that there should be a proper procedure to activate COB at a frame level or site level  for whatever reason in production site at Singapore. It is also important that there should be a procedure to bring back production back to Singapore once the frame, or site is restored. The below is a highlevel documentations which will help to understandwhat procedure is developed, and steps to make it happen. Since it’s a planned activity to come home vendor involvement and support will be very much required for this procedure to be invoked.

6.1 SITE/FRAME LEVEL

For better understanding on the process, this topic is divided into two sessions. The first session is a high level explanation of how the procedure is derived, and to be executed from a flow diagram perspective. The second session is the command level description of the same execution.

6.1.1 procedural flow

The below is a procedural flow for site/frame level return for EMC frames.
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6.1.2 STEP by STEP PROCEDURE

The follwing is the step by step procedure for  return home of  EMC frames    from the storage operations midrange perspective.

· Identify the frame or frames which production is impacted, and need to be failed back. This details could be got from the APPC website, as below. Also this data is available on Solution enabler host ( hssunsmm02 ) in HK under the following directory as well.

· Appc Website – Regional Storage operations unit  ( Other documentations and informations ( EMC PRD-COB frame inventory.

· Hssunsmm02 - /apstor/COB/emcprod2cob-inventory

· Setup the SG arrays and prepare dynamic devices, FA, lun masking and zoning.

· Prepare RDF device mapping between HK and SG arrays .

· Perform Create pair between HK and SG devices (R1 --> R2 pairs).Following commands is to be issued from solution enabler server in HK .

       #symrdf –sid  <SID>  createpair –f  <PRD_COB_rdfg_rdfg grp> -rdfg  <rdfg grp>  -invalidate r2 –type       rdf1 

· Establish and SYNC data from HK to SG in adaptive copy mode.

       #symrdf –sid <SID>  -f    <PRD_COB_rdfg_rdfg grp> -rdfg  <rdfg grp>    set mode acp_disk  -nop

       #symrdf –sid <SID>  -f    <PRD_COB_rdfg_rdfg grp> -rdfg  <rdfg grp>     est  -nop

· After no  of invalid tracks <30000,enable SRDF/A between R1 devices at HK and the R2 devices at SG. 

       #symrdf –sid <SID>  -f    <PRD_COB_rdfg_rdfg grp> -rdfg  <rdfg grp>    set mode async

             #symrdf –sid <SID>  -f    <PRD_COB_rdfg_rdfg grp> -rdfg  <rdfg grp>    enable –nop

· Verify if SRDF/A is synchronized and enable RDF consistentcy

#symrdf –sid <SID> -f  <PRD_COB_rdfg_rdfg grp> -rdfg  <rdfg grp>    verify  -consistency

· Above mentioned activities  are preparation activities  and can be performed online and. Confirm with the platform to stop the application access on the current production volumes in HK. Make sure the devices are not being accessed on the  frames in HK,then split the SRDF/A  devices .Following commands is to be issued from solution enabler server in HK

        #symrdf –sid <SID> -f  <PRD_COB_rdfg_rdfg grp> -rdfg  <rdfg grp>    disable –nop

#symrdf –sid <SID> -f  <PRD_COB_rdfg_rdfg grp> -rdfg  <rdfg grp>     split  -nop

· Delete pair-relation between R1 devices in  HK and the R2 devices in SG. Following commands is to be issued from solution enabler server in HK

#symrdf –sid  <SID>  deletepair  –f  <PRD_COB_rdfg_rdfg grp> -rdfg  <rdfg grp>  -nop

· Platform  need to bring up production servers in SG 

· Convert the STD devices (Protected) devices in HK  to BCV-Mirr using bin file change.EMC will perform this activity.

· Create pair between PRD devices in SG and unprotected devices in HK to form R1-R2 pairs as originally setup and activate SRDF/A session. Following commands is to be issued from solution enabler server in SG

#symrdf –sid  <SID>  createpair –f  <PRD_COB_rdfg_rdfg grp> -rdfg  <rdfg grp>  -invalidate r2 –type  rdf1 (To create pair relation)

 #symrdf –sid <SID>  -f    <PRD_COB_rdfg_rdfg grp> -rdfg  <rdfg grp>    set mode acp_disk  -nop(To copy in adaptive mode)

            #symrdf –sid <SID>  -f    <PRD_COB_rdfg_rdfg grp> -rdfg  <rdfg grp>     est  -nop(To establish)

     #symrdf –sid <SID>  -f    <PRD_COB_rdfg_rdfg grp> -rdfg  <rdfg grp>    set mode async (to activate SRDF/A session)

   #symrdf –sid <SID>  -f    <PRD_COB_rdfg_rdfg grp> -rdfg  <rdfg grp>    enable –nop (to enable consistency)

            #symrdf –sid <SID> -f  <PRD_COB_rdfg_rdfg grp> -rdfg  <rdfg grp>    verify  -consistency

· Perform normalizing activity for sync leg as well  betweem Telepark and Cintech

7. RETURN HOME PROCEDURE for HDS FRAME/s

It is important that there should be a proper procedure to activate COB at a frame level or site level or server level for whatever reason in production site at Singapore. It is also important that there should be a procedure to bring back production back to Singapore once the frame, or site is restored. The below is a highlevel documentations which will help to understandwhat procedure is developed, and steps to make it happen. Since it’s a planned activity to come home vendor involvement and support will be very much required for this procedure to be invoked.

1.3 SITE/FRAME LEVEL

For better understanding on the process, this topic is divided into two sessions. The first session is a high level explanation of how the procedure is derived, and to be executed from a flow diagram perspective. The second session is the command level description of the same execution.

6.1.1 procedural flow 

The below is a procedural flow for site/frame level return for HDS frames. 
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6.1.2 STEP by STEP PROCEDURE

The follwing is the step by step return home procedure for  of  HDS  frames    from the storage operations midrange perspective.

· Identify the frame or frames which production is impacted, and need to be failed back. This details could be got from the APPC website, as below. Also this data is available on  CCI server ( hssunsmm02 ) in HK under the following directory as well.

· Appc Website – Regional Storage operations unit  ( Other documentations and informations ( HDS PRD-COB frame inventory.

· Hssunsmm02 - /apstor/COB/emcprod2cob-inventory

· Invoke HORC Takeover in HK for HUR Pair for all LUNS in Journal grp of the frame .It will swap identity of HUR P-VOL & S-VOL. 

#horctakeover –g <HORCM_group>

· Shutdown COB server in HK

· Invoke Shadow Image Restore operation in HK using CCI for the  Luns back to HUR Volume           

# pairresync –g <HORCM_group> -restore

· Split the Shadow Image Volume     

 #pairsplit –g <HORCM_group>

· Invoke Pairresync operation of HUR from HK to  SG using CCI to       

     # pairresync –g <HORCM_group>

· Once HUR is Paired, invoke HORC Takeover in Telepark to Cutover the Server as Production       #horctakeover –g  <HORCM_group>

· Boot up the actual Production Server and validate the Drive Letter / Disk Label

6.2 SERVER LEVEL

For better understanding on the process, this topic is divided into two sessions. The first session is a high level explanation of how the procedure is derived, and to be executed from a flow diagram perspective. The second session is the command level description of the same execution.

6.2.1 Procedural flow 

The below is a procedural flow for site/frame level return for HDS frames. 
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6.2.2 STEP by STEP PROCEDURE

· Identify the server or servers  which production is impacted, and need  to be failed back. At this point only Wintel used HDS for production which is being replicated to HK for COB. This details could be got from the APPC website, as below. Also this data is available on CCI server ( hssunsmm02 ) in HK under the following directory as well.

· Appc Website – Regional Storage operations unit  ( Other documentations and informations ( HDS PRD-COB frame inventory.

· Hssunsmm02 - /apstor/COB/hdsprod2cob-inventory

· Create  HUR session  to replicate new PRD data at COB site back to newly allocated volumes at PRD site.

· Perform Zoning/LUN masking for recovered/new server(s) at PRD site to access the newly allocated data volumes. Remove access to original data volumes.

· Stop application services and affected shutdown server(s) at COB Site.

· Suspend  newly  created HUR and enable Read/Write for New Data Volumes at PRD Site.

· Resume Production services for affected application at PRD site using New Data Volumes.

· Swap personality of New Data Volume from SVOL to PVOLPerform pair resynchronization from PRD to COB site.

· To maintain APPC frame level COB, reconfigure data replication for new volumes to original replication group. Delete  new volumes from  existing  replication journal  group  and add  those volumes into original replication journal group. Configure data replication for these  volumes to replicate to original COB volumes. When replication completes, re-establish synchronization between SI volumes and COB volumes.

8.RETURN HOME PROCEDURE for EMC CENTERA FRAME/s

It is important that there should be a proper procedure to activate COB at a frame level or site level  level for whatever reason in production site at Singapore. It is also important that there should be a procedure to bring back production back to Singapore once the frame, or site is restored. The below is a highlevel documentations which will help to understandwhat procedure is developed, and steps to make it happen. Since it’s a planned activity to come home vendor involvement and support will be very much required for this procedure to be invoked.

8.1 STEP BY STEP PROCEDURE

The follwing is the step by step return home procedure for  of  CENTERA   frames    from the storage operations midrange perspective.

· Identify the frame or frames which production is impacted, and need to be failed back. This details could be got from the APPC website, as below. Also this data is available on Solution enabler host ( hssunsmm02 ) in HK under the following directory as well.

· Appc Website – Regional Storage operations unit  ( Other documentations and informations ( CENTERA PRD-COB frame inventory.

· Hssunsmm02 - /apstor/COB/centeraprd2cob-inventory

· Schedule for a time to point application to back to main centera frame in SG.

· Perform cascopy for new writes for the missing clips on the main cluster, which is found on slave frame.
8.NORMALIZING   BACKUP INFRASTRUTURE in PRD SITE

It is important that there should be a proper procedure to activate COB at a frame level or site level  level for whatever reason in production site at Singapore. It is also important that there should be a procedure to bring back production back to Singapore once the frame, or site is restored. The below is a highlevel documentations which will help to understandwhat procedure is developed, and steps to make it happen. Since it’s a planned activity to come home vendor involvement and support will be very much required for this procedure to be invoked.

8.1 STEP BY STEP PROCEDURE

The following is the step by step  procedure to normalise backup infrastrucure in SG     from the storage operations midrange perspective.

1) Ensure  connectivity/zoning is done    as requested by platform .Once tape drive is configured in media server,platform will schedule backups with the necessary details as mentioned in netbackup administrator recovery procedures.

2) In case any backed up files in HK data center is to be required for production back in Singapore, then the following methodlogies has to be adopted

· If the any file need to be brought in, it should be transferred to production back in singapore using sftp secured file transfer by the application or platform. 

· If the number of files are more and cannot be trasferred due to volume, it has to restored to a volume in HK and has to be replicated back to singapore along with the come home procedure.

· If the volume is huge, and it has to be trasnferred through tape, then, need to get necessary procedural approvals,  and send the encrypted tapes to Singapore.

9. ASSUMPTIONS

· This document is prepared with the existing infrastrcuture and this document will be reviewed from time to time and will be ammended accordingly should there be any change in the infrastructure which requires this document to be updated.

· This document doesnot cover any secure build configurations or any other configurations which are not directly dependant on the COB activation. Those configurations should be done after the COB activations or come-back, referring to the related document and according to the Global storage engineering standards.
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Post - Return Home
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Production Site - SG

COB Site – HK

For immediate continual COB Protection after return home



		Step 1: Replicate PRD data on New Data Volumes at PRD site to COB site

		Swap personality of New Data Volume from SVOL to PVOL

		Perform pair resynchronization from PRD to COB site
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Normalization (1)
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Production Site - SG

COB Site – HK

To maintain APPC frame level COB, reconfigure data replication for new volumes to original replication group.



		Step 1: Delete existing data replication using RDR Journal for affected data volumes

		Step 2: Add affected data volumes into original replication journal group

		Step 3: Configure data replication for affected data volumes to replicate to original COB volumes.

		Step 4: When replication completes, re-establish synchronization between SI volumes and COB volumes.
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Normalization (2)
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Production Site - SG

COB Site – HK



Resume original BAU replication configuration
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Return Home
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Production Site - SG

COB Site – HK

		Step 1: Stop application services and affected shutdown server(s) at COB Site

		Step 2: Suspend RDR and enable Read/Write for New Data Volumes at PRD Site 

		Step 3: Resume Production services for affected application at PRD site using New Data Volumes
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Reverse Data Replication (RDR)
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Production Site - SG

COB Site – HK

For continual COB protection and preparation for return home, the new production data at COB site will be replicated back to Singapore.



		Step 1: Allocate new data volumes for affected servers at PRD site to prepare for RDR.

		Step 2: Create RDR to replicate new PRD data at COB site back to newly allocated volumes at PRD site.
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Current Setup
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Production Site - SG

COB Site – HK

		Production data in Singapore real time mirrored to Hong Kong for servers with COB requirement.





		Array frame level failover for COB





		Point-In-Time (PiT) data using ShadowImage (SI) volumes at Hong Kong for COB drill
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Pre - COB
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Production Site - SG

COB Site – HK

		Additional Capacity to be set aside to standby for adhoc server level COB

		Disk space for new data volumes at PRD site for return home

		Disk space for new journal volumes for reverse data replication





		PiT at COB site to be configured at server level to facilitate server lever COB.

		Target server will resume Production services at COB site using PiT SI volumes 





		Journal volumes (RDR Journal) pre-created to standby for activation of Reverse Data Replication.
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Setup Required To Support Adhoc Server Level Failover/Return Home

























*







CIPERATIONS :
TECHNOLOGY |




LIPERATIONS
TECHNOLOGY

CITlI































_1271149479.ppt








COB & Return Home Workflow for Wintel

COB declared for affected server(s)

Platform team to ensure affected servers (including cluster servers) at PRD site stop access to data volumes

Storage Ops team split PiT SI for target volumes at COB site

Platform team prepares COB servers to access target SI volumes

Affected Application(s) resume Production services at COB site using PiT data on SI volumes.

Allocate new data volumes for affected servers at PRD site to prepare for RDR.

Create RDR to replicate new PRD data at COB site back to newly allocated volumes at PRD site.

Remove access to original data volumes.

Perform Zoning/LUN masking for recovered/new server(s) at PRD site to access the newly allocated data volumes.

> Dress rehearsal for return home

-Suspend RDR to enable new volumes at PRD site to be accessed by recovered server(s)

-Resume RDR after dress rehearsal.

Stop application services and affected shutdown server(s) at COB Site

COB



Server Failure

HDS Return home to Singapore

HDS COB to Hong Kong

*

Suspend RDR and enable Read/Write for New Data Volumes at PRD Site 

		Resume Production services for affected application at PRD site using New Data Volumes



		Replicate PRD data on New Data Volumes at PRD site to COB site



-Swap personality of New Data Volume from SVOL to PVOL

-Perform pair resynchronization from PRD to COB site

Delete existing data replication using RDR Journal for affected data volumes

Add affected data volumes into original replication journal group

Configure data replication for affected data volumes to replicate to original COB volumes.

When replication completes, re-establish synchronization between SI volumes and COB volumes.

Server Failover Scenario

Reverse Data Replication

Pre-Return Home

Return Home

Normalization

Normalization

Resume original BAU replication configuration

Server Recovered 

Yes

No



Storage configuration of affected server(s) at PRD site to prepare for return home.





For continual COB protection and preparation for return home, the new production data at COB site will be replicated back to Singapore.



To maintain APPC frame level COB, reconfigure data replication for new volumes to original replication group.
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Current Setup
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Production Site - SG

COB Site – HK

		Production data in Singapore real time mirrored to Hong Kong for servers with COB requirement.





		Array frame level failover for COB





		Point-In-Time (PiT) data using ShadowImage (SI) volumes at Hong Kong for COB drill
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Pre Return Home
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Production Site - SG

COB Site – HK

		Step 1: Install and configure new frame  with the required volume

		Step 2: Initialize existing Journal volumes in HK  for Reverse Data Replication to Singapore new frame

		Step 3: Create Journal Group

		Step 4: Replicate new PRD data at COB site back to newly allocated volumes at PRD site.

		Step 5: Perform Zoning/LUN masking for server(s) at PRD site to access the newly allocated data 



                volumes.

  Step 6: Perform dress rehearsal for return home. (Suspend RDR to enable new volumes at PRD site to be 

               accessed by recovered server(s). Resume RDR after dress rehearsal)
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Return Home
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Production Site - SG

COB Site – HK

		Step 1: Stop application services and affected shutdown server(s) at COB Site

		Step 2: Suspend RDR and enable Read/Write for New Data Volumes at PRD Site 

		Step 3: Resume Production services for affected application at PRD site using New Data Volumes
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Production Frame Failover 
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Production Site - SG

COB Site – HK

		Step 1: COB declared for affected Frame(s)

		Step 2: Platform team to ensure affected servers (including cluster servers) at PRD site stop access to data 



               volumes

		Step 3: Storage Ops team split PiT SI for target volumes at COB site

		Step 4: Platform team prepares COB servers to access target SI volumes

		Step 5: Affected Application(s) resume Production services at COB site using PiT data on SI volumes.
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COB & Return Home Workflow for Wintel

COB declared for affected Frame(s)

Server platform SA to ensure affected servers (including cluster servers) at PRD site stop access to data volumes

Storage Ops SA split PiT SI for target volumes at COB site

Server platform SA prepares COB servers to access target SI volumes

Affected Application(s) resume Production services at COB site using PiT data on SI volumes.

Journal volumes (RDR Journal) created for activation of Reverse Data Replication

Allocate new data volumes of New frame for affected servers at PRD site to prepare for RDR

Remove affected server access to original data volumes from failure frame

Perform Zoning/LUN masking for server(s) at PRD site to access the newly allocated data volumes

Stop application services and affected shutdown server(s) at COB Site

COB



Frame Failure

HDS Frame Level Return home to Singapore

HDS Frame Level COB to Hong Kong

*

Suspend RDR and enable Read/Write for New Data Volumes at PRD Site

Resume Production services for affected application at PRD site using New Data Volumes

Replicate PRD data on New Data Volumes at PRD site to COB site

		Swap personality of New Data Volume from SVOL to PVOL

		Perform pair resynchronization from PRD to COB site



Frame Failover Scenario

Pre-Return Home

Return Home

Frame Recovered 

Yes

No



Create RDR to replicate new PRD data at COB site back to newly allocated volumes at PRD site



Resume original BAU replication configuration

Perform dress rehearsal for return home. (Suspend RDR to enable new volumes at PRD site to be 

accessed by recovered server(s).Resume RDR after dress rehearsal)
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