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1 
 Summary

In Citibank, N.A, TS OES - Storage unit provides support to technical services unit, mainframe and mid-range for all SAN infrastructure requirement. For a Midrange Storage Administrator to be able to run day-to-day operation and support, he/she needs to understand all the processes involved in the storage operations for the midrange environment. In order to achieve this, an operation document is developed to standardize all processes in the Storage Operational procedure.
1.1    Purpose of Document

The purpose of this document is to provide level 3 documentation for all activities related to Midrange environment in TS OES-Storage unit.

1.2   Target Audience

TS OES – Storage 

 Integration – Storage

 Engineering - Storage

2 Midrange Technical Support MIDRANGE STORAGE OPERATIONAL PROCESS

Operational part of the midrange storage can be broadly divided into a few categories:

1. Business As Usual (BAU)

2. Change Management
3. Problem Management
4. Project management (for new implementations/requests)
5. Web Update
6. Reporting 
2.1 Business As Usual (BAU)

Business As Usual (BAU) is activities requested by users, which can be from the midrange technical support, application support, or E&I – Storage to support the existing environment. There are few processes related to the BAU, which is described in the next section.

2.1.1 Procedure for Disk Request

Following is the procedure for Disk request.

1. During 2-3 weeks before the actual implementation date, Storage Administrator (SA) sends a broadcast email ‘s reminder to all platforms to submit the disk request of the following month. All Disk Requests should be done through Online System SMS. Storage Management System (SMS) is a web-based system, which will facilitate with all the necessary information to be made available for you online.
.
2. Storage Management System (SMS) will be access able to all the platform in the following link: https://cti.asiapacific.citigroup.net/sTools/storage/
3. Respective platform system programmer requests for the disk space in the Storage Management System (SMS) based on the requirement of the application request as in the profits. For other adhoc requests, ESS unit heads has to approve the request for further processing and allocation.

4. Upon receiving the Disk Requests in SMS, SA needs to verify the total DASD amount by checking the NSR number in the Profits system. SA will also check the connectivity between server, switch, and storage and whether existing zoning in place. For any clarifications, SA will contact SP for further information.

5. Once the cut off date is over, SA will consolidate all the requests received and update the status in SMS. Requestor can see the status of the request whether it is accepted or rejected through SMS. In each stage SA will update the status in the remarks column.

6. SA will consolidate all the disk requests into the weekend activity form, refer to the weekend activity procedure and raise a change management request. (Please take note that the change raise by the SA will only cover the storage and switch. For the disk configuration or application setup on the server side, SP/Application has to raise a separate change)

7. SA also has to fill the SUN and HP COB details if the disk assignment is to a new HP or SUN servers.

8. SA needs to send a SRDF suspension request to the ESS head on Thursday. SA needs to state all EMC boxes number, time of activity, and duration of suspension.

9. SA needs to get the LUN ID and Symmetrix device number from the vendor and forward the information to the SP by Friday before the disk allocation week. 

10. SA needs to monitor and coordinate the activity with the vendor and SP on the implementation date, if any problem occurs, SA has to discuss with SP to find the root cause.


Note: EMC need not stop the SRDF link if we are allocating disk for UAT/RND servers.

SLA

Production disk request will be done only Twice a month at the first  & third week of the month.

RND/UAT disk request will be done TWICE a month at the first week and third week of the month.


SP needs to send the entire request TEN working days before the implementation date.

2.1.2 Procedure for LUN reassignment

Following is the procedure for LUN reassignment/de-allocation.

1. During 2-3 weeks before the actual implementation date, Storage Administrator (SA) sends a broadcast email ‘s reminder to all platforms to submit the LUN reassignment of the following month.

2. System Programmer (SP) needs raise a request through SMS for LUN reassignment. 

3. Upon receiving the request, SA will verify all the information and update the status of the request in Storage Management System. 

4. SA will check the connectivity between server, switch, and storage and whether existing zoning is in place. If there is some information needs to be clarified, SA will contact SP for further information.

5. SA will consolidate all the requests into the weekend activity form, refer to the weekend activity procedure and raise a change management request. (Please take note that the change raise by the SA will only cover the storage and switch. For the disk configuration or application setup on the server side, SP/Application has to raise a separate change)

6. SA needs to monitor and coordinate the activity with the vendor and SP on the implementation date, if any problem occurs, SA has to discuss with SP to find the root cause.

Note: EMC need not stop the SRDF link if we are allocating disk for UAT/RND servers.

SLA

LUN reassignment on production will be done only TWICE a month at the first week and third week of the month.

LUN reassignment on RND/UAT will be done TWICE a month at the first week and third week of the month. 

SP needs to send the entire request 10 working days before the implementation date.


2.1.3 Procedure for LUN deallocation 

Following is the procedure for LUN de-allocation.

1. SA has to check all temp disk allocation in the Storage Management System.

2. SA has to co-ordinate with respective platform members and/or application team if required to necessarily prepare for LUN de-allocation.

3. Upon receiving the request from platform, SA will verify all the information and update the status (accepted or rejected) of the request in Storage Management System.

4. SA will consolidate all the LUN de-allocation into the weekend activity form, refer to the weekend activity procedure and raise a change management request. (Please take note that the change raise by the SA will only cover the storage and switch. For the disk configuration or application setup on the server side, SP/Application has to raise a separate change)

5. SA needs to ensure that the SP has unmounted all the LUN and has removed any Devmasking configuration related to the LUN before the implementation date.

6. SA needs to monitor and coordinate the activity with the vendor and SP on the implementation date, if any problem occurs, SA has to discuss with SP to find the root cause.

SLA

LUN de-allocation on production will be done only TWICE a month at the first week and third week of the month.LUN de-allocation on RND/UAT will be done TWICE a month at the first week and third week of the month. SP needs to send the entire request 10 working days before the implementation date.


Note: All de-assigned LUNs need to be kept for 1 week before it can be reused for disk allocation.
2.1.4 Procedure for Port Request 

Following is the procedure for Port Request.

1. System Programmer (SP) needs to determine how much switch port is required and check whether there is any Profits request to support. For adhoc request, ESS unit head has to approve such request. 

2. SP has to raise the Port Request (PR) in the Storage Management System. 

3. Upon receiving the request , SA will verify all the information and update the status of the request in Storage Management System. SA will also check the connectivity between server, switch, and storage and whether existing zoning in place. For any clarification SA has to contact SP before finalizing the change.

4. For any Fibre cabling activity, Infrastructure Team needs to be informed for approval in the weekly change meeting.

5. SA will consolidate all the Port requests in Storage Management System and raise a change management request. (Please take note that the change raise by the SA will only cover the storage and switch. For the disk configuration or application setup on the server side, SP/Application has to raise a separate change)

6. SA needs to monitor and coordinate the activity with the vendor and SP on the implementation date, if any problem occurs, SA has to discuss with SP to find the root cause.

The following is the coordination needs to be done during the implementation date: 

1. FC cable has to be laid before hand.

2. WWN of the server HBA has to be provided before the activity or during the activity if not possible, and servers HBA has to be installed and has to be visible from fabric switch  by this time.

3. SP has to coordinate with   the  vendor to connect the cable to the server side and inform SA to   go-ahead to the Switch Vendor. SA has to coordinate the Storage vendor for the same if new Storage connectivity is required.

4. Depending on the platform, the SP may require rebooting the server if the server is not shutdown yet.

5. Switch Vendor will do the necessary zoning and inform the SA once completed (Zone the Server WWNs to required Storage FA Port WWNs [WWN Zoning Used]).

6. SA will inform SP to verify the connectivity.

7. Troubleshoot any problem raised and complete the task.

SLA

 
The new Port request submission should be done 10days before implementation date.

2.1.5 Procedure for Weekend activity

a. Inform the Platform Teams about schedule for Disk Allocation/De-allocation, LUN masking/unmasking, LUN duplication/reassignment/de-assignment, Cabling, and Zoning through Mail and ask them to request through SMS.

b. Once received all the requests from Platform, Verify all the requests whether given details are correct and accurate.

c. Consolidate the requests and send to EMC & FUJITSU (All Storage requests) before 5days of actual Activities.

d. Once Vendor finish the Activity preparation, will send the details to Storage Admin before the weekend.

e. Verify the details sent by vendors and update all the details in Storage Management Systems and Inform Platform for configuration/Check on host after Execution completed on Sunday.

2.1.6 Procedure to Identify/Cleanup Unused zones in Connetrix

Identify Procedure

f. Login to Connetrix Mgr

g. Click the Option “Zone Member Display”

h. Select “Members Not Logged In” from dropdown Menu

i. Export list from above to spreadsheet

Cleanup Procedure

a. Prepare list of zones according to platform

b. Confirm with respective Platform for removing

c. Plan for remove, and update the sheet accordingly.

Note: Above procedures need to be done for every quarter and update the Master Spread sheet accordingly. 

2.2 Change Management

The Storage administrator follows the standard APPC change management procedures for the weekly changes and activities.

1 Problem Management

Problem management is one of the critical components of any enterprise infrastructure/operations. The Storage operations adhere to the APPC problem management procedures. Refer to the following link-

http://appcweb.citicorp.com/cgti-aspac/appc-units/iso/docs/iso.htm
1 Project Management systems

Enterprise Storage operations follow the CTI Project management systems for any new requests or deliverables. Please refer to the below link for the details.

http://appcweb.citicorp.com/CITMP/CTI-AP-CITMP-L3-Project%20Management.pdf
1 Web Update

1 Software currency:

The system administrators have to review the Storage management related software installed on the respective Open system platform and upload the report to the KPI website. The reports have to be uploaded on a quarterly basis. The document specifies the software, current version and latest version of the software, de-supported date for the current version and the upgrade plan if any.

If any of the software versions is already de-supported, a NOD (Network Operative Directive) deviation needs to be raised. The document should include the target dates of implementation and project plan for the upgrade.

For those software or operating system version de-supported in the next 3 months, the target dates for implementation must be specified. The KPI website URL is http://appcweb.citicorp.com/cgti-aspac/appc-units/kpi/kpi.asp
The following is the step to upload the file:

1. Go to URL http://appcweb.citicorp.com/cgti-aspac/appc-units/kpi/kpi.asp
2. Click “Login” on the top of the page and type in the user id and password

3. Click “Upload file”

4. Choose KPI Reports from the top down menu in the Target Web Module

5. Upload the file. The file name convention is swr_storage.doc 

SLA

The software currency should be uploaded to the website on a quarterly basis.  

1 VTM tracking:

The microcode vulnerabilities are reported in the VTM (Vulnerability Tracking Matrix) website. The Vulnerability and the recommended patches will be specified in the VTM website. 

The target date for the implementation of the vulnerability patches will be specified in the VTMAC website.

The Global engineering and/or vendors would provide the latest spreadsheet on the vulnerabilities reported. The system administrator will verify whether the vulnerability is applicable to their platform. The system administrator will upload the updated spreadsheet to the KPI website. The upload to the KPI website is done on a weekly basis. 

The KPI website URL is http://appcweb.citicorp.com/cgti-aspac/appc-units/kpi/kpi.asp
The following is the step to upload the file:

1. Go to URL http://appcweb.citicorp.com/cgti-aspac/appc-units/kpi/kpi.asp
2. Click “Login” on the top of the page and type in the user id and password

3. Click “Upload file”

4. Choose KPI Reports from the top down menu in the Target Web Module

5. Upload the file. The file name convention is isan_storage.xls

SLA

The VTM tracking is uploaded to the website on a weekly basis.

1 Vendor Performance Metrics

The vendor Performance metrics are uploaded on a monthly basis to the KP website. The report specifies the number of problems reported and the turnaround time for vendor resolution. The vendor’s recommendation will be updated to the document for specific problems.

The KPI website URL is http://appcweb.citicorp.com/cgti-aspac/appc-units/kpi/kpi.asp

The following is the step to upload the file:

1. Go to URL http://appcweb.citicorp.com/cgti-aspac/appc-units/kpi/kpi.asp
2. Click “Login” on the top of the page and type in the user id and password

3. Click “Upload file”

4. Choose KPI Reports from the top down menu in the Target Web Module

5. Upload the file. The file name convention is esmvendormgmt.xls

SLA

The vendor performance metrics are uploaded to the web on a monthly basis.
1 Storage Reports

The Storage Report consists Hardware Configuration Diagram, Storage Guidelines, Reports, and Storage Forms. The Open Systems Hardware configuration diagram consists of EMC, HDS, and Switches, which provide the hardware connectivity diagram for the Open system environment. The Storage Guidelines provide a procedure for disk request, LUN reassignment and port request. Reports provide disk usage, and performance reports for some of the equipment. Finally the Storage Forms provide storage template form related to the Storage Guidelines.

The KPI website URL is

http://appcweb.citicorp.com:8800/cgti-aspac/appc-units/storage/index.html
The following is the step to upload the file:

1. Go to URL http://appcweb.citicorp.com/cgti-aspac/appc-units/kpi/kpi.asp
2. Click “Login” on the top of the page and type in the user id and password

3. Click “Upload file”
4. Choose Storage Reports from the top down menu in the Target Web Module

5. Upload the file. The file name convention is 

· Hardware Configuration for EMC Disk os_disks_emc.xls

· Hardware Configuration for HDS Disk os_disks_hds.ppt

· Hardware Configuration for EMC Disk os_switches.ppt

· Storage Guidelines op_storageguide.doc

· Disk Usage Storage Reports os_du_b_mmmyyyy.xls

· Disk Performance Report for HDS Storage os_dp_hds_mmmyyyy.doc

· Disk Performance Report for EMC Storage os_dp_emc_mmmyyyy.pdf

· Port request form os_pr.doc

· EMC Disk request form os_dr_emc.doc

· HDS Disk request form os_dr_hds.doc

· LUN reassignment request form os_lun_ch.doc

SLA

The storage reports are uploaded on a monthly basis to the website and the diagram, guidelines, and forms are updated as and when there is an update.
1 Reporting

1 Maintenance of Disk Usage Inventory Document 

The storage administrator has to update the disk inventory based on Disk requests  that have  been completed. 

The following is the step to maintain the disk usage inventory document

1. The administrator will review the disk requests through SMS system and consolidate every disk request completed to get the summary of disk allocations. All allocation details can be exported to excel from Storage Management System. SMS link   as follows;

https://cti.asiapacific.citigroup.net/sTools/storage/
1 Generate Monthly Disk Usage Reports for Charge Back

The storage administrator has to update Storage DASD report for charge back - yymmm.xls file for the monthly disk usage report for the management.

The following is the step to generate the monthly disk usage status report

1. Copy the latest file and rename it to month that you’re updating. The file name is located in data_grp on 'Apaccitisgfs02'/ESM/Enterprise Storage/Storage – Midrange /Disk Growth Report/Charge Back report
2. Update the Open system DASD information for Production, COB, and RND/UAT based on Platform and Storage box type. Please refer to the “Disk usage on mmm 2003” column under “Free Space” spread sheet in Open System Disk Growth – mmmyy.xls file. To find out which box is categorized Symmetrix, HDS, and CLARIION, please refer to the remark column in the same spreadsheet.

3. Reviewed the number whether the increment of the disk usage is consistent with the actual disk allocation

SLA

The monthly disk usage report for management document needs to be updated once a month at the beginning of each month.

1 Generate Monthly Disk Usage Status Reports for Management 

The storage administrator has to update disk_status_mgt_rpt.xls file for the monthly disk usage report for the management.

The following is the step to generate the monthly disk usage status report

1. To be able to update the disk status management report, the administrator needs to update the file mentioned in step 2 in the above activity. Under the “By Box” spreadsheet of Open System Disk Growth – mmmyy.xls, update the Production, COB, and RND/UAT for the respective month. The instruction is listed in the related file.
2. Open the management disk usage report file disk_status_mgt_rpt.xls located in data_grp on 'Apaccitisgfs02'/Netware Share Data/SYSTEM_PROGRAMMERS/ Stgadmin/disk storage usage/ad-hoc reports 

3. Update the Open system DASD information for Production, COB, and RND/UAT under “table” spread sheet based on the number generated in step 1.

4. Provide the summary of each request for that month that can be viewed from the Master disk request file.

5. Reviewed the number whether the increment of the disk usage is consistent.

6. Finally, update the total number of DASD inside the table at the top portion of “Data” spread sheet

SLA

The monthly disk usage report for management document needs to be updated once a month at the beginning of each month.

1  Maintenance of Fiber port utilization document

The storage administrator has to update the port inventory based on Port request form that has been completed. 

The following is the step to maintain the port usage inventory document. The administrator will review the Connectrix port request form (PRxxxx.xls) and update the Connectrix Master disk request.xls for every new port request to get the summary of port allocation request. The location of the files is in data_grp on 'Apaccitisgfs02'/ESM/Enterprise Storage/Storage – Midrange/Connectrix 

Port Request.

1 Weekly Report For Management

The storage administrator has to send the Weekly report to the Management about the activities completed over the entire week. This should include all Storage Allocations for BAU and Projects, all project implementation and preparations, all other major activities including break fixes and compliance activities. This report should be send on every Monday with all the details mentioned above and at the end of every month need to consolidate all these and need to prepare a Monthly report highlighting all storage related activities.
3 STORAGE MANAGEMENT SOFTWARE PROCEDURE



All Storage products have management software or console for the vendors or storage administrators to do configuration changes, monitoring, and auditing. Below is the list of processes that Storage Administrator or vendors have to follow:

1. Identification and Authentication

2. Authorization and Access Control

3. Confidentiality and Integrity

4. Incident Detection and Response

5. Administration

3 Identification and Authentication

1 Procedure for Unique User

For all Storage management software or console that require user id and login the following process needs to be followed:

1. Storage administrator needs to create an ID based on the respective SOE ID to identify each storage administrator. For vendor’s unique ID, the following standard needs to be followed: Vendor name-name of the engineer. 

2. For the products that does not support a unique user ID, the following compensatory measure are taken to secure the console:

a. SVP/Console is locked in the machine frame

b. Machines are located in a secured data center

c. Hardware Access is raised by Storage administrator for vendor who wants to do any maintenance and approved by Storage administrator’s supervisor.

d. Maintenance engineer is always accompanied by Operator

3. Password is covered under Authorization and Access Control in the next section.

3.1.2 Procedure for Password Creation, Disable, expire and inactivation

For each product that require password the following procedure needs to be followed:

1. Password should consist of a minimum of 6 alphanumeric characters.

2. Disable the user id if more than configured number of retries occurred. 

3. User that has not been active/login for more than 6 months must be disabled.

4. User that is no longer working as storage administrator or vendor, his/her user id has to be disabled

5. Password has to be changed every 6 months

For all the above processes, if the products are unable to automatically disable the user ID, then manual intervention has to be done. The following has to be reviewed and done by administrator:

1. Every week, Storage administrator has to reviewed the last successful login for every user and determine whether any user has been inactive for 6 months

2. Vendor/Supervisor has to inform storage administrator to disable his/her user id before his/her last day in the company

3. Storage administrator needs to provide the list of all users and request each user to change their password with Storage unit manager presence and all party should sign off the form.

3.1.3 Tel-kee for administrator passwords

There is administrator account on the management stations for Connectrix manager, Navisphere and for FC9000 manager applications.  These are created automatically while installation of these applications. The agents will be running on the management stations and they connect to the SVPs to manage the subsystems.  Since the Storage SP-Ids has the ability to update the configurations, these administrative accounts are not used unless there is a problem occurs which required this account to resolve the issue.

Dual control passwords are incorporated for these Ids. The team leader of storage operations gives the first half and the storage operations unit manager gives the other half.  Telkee is implemented for these halves of the password explicitly for fc9000/Navisphere and Connectrix managers to have the procedure in place to have these in case of any emergency situation.

1. Passwords are given for FC9000, Connectrix manager and Navisphere separately in the tel-kee for Cintech II and Telepark switches. (6 envelops in total)

2. The tel-kee is situated in the box – G in the command center.

3. These account passwords are to be changed every 6 months to follow with the other Ids, since these are not required, and these are application level Ids on the vendor managed PC.

4. The password for the respective item should be changed, if the administrator is used for any emergency purposes ie. The passwords should be changed for those sub-systems for the site, in case any of the sub-system administrator account is used. Unit manager is responsible for ensuring this.

3.1.4 Entitlement review Procedure for administrator Ids.

This portion describes the process for the entitlement review for the Ids on the management consoles, for Connectrix manager, navisphere and FC9000 manager applications.  The following are the guideline, which is being followed for user entitlement review for these Ids.

1. The entitlement review is to be done semi-annually.

2. The storage administrator will generate a report of user Ids existing for Connectrix, FC9000, and Navisphere separately.
3. He verifies the CITIBANK storage administrator Ids existing are current and if any change is made is mentioned below in the report as user configuration changes.
4. He also verifies the user Ids of vendors and ensures all the current Ids are valid. Once validated, the respective vendor support-account manager as a part of the user entitlement review process would sign off the report. (Any changes should be mentioned in the report in the user configuration changes)
5. The storage administrator then sign off the report after entitlement verification
6. The approval from the unit manger (signature)_ would be obtained and the entitlement review validation document is filed for reference.
3.2 Authorization and Access Control

3.2.1 Procedure for assigning privileges for each user and Access Control

When creating a user id, the storage administrator has to assess the needs and function for each user. The following procedure has to be taken into consideration when assigning the privileges to new user.

1. Check the user requirement whether it is read only or as a storage administrator. Administrator privilege must only be given to Storage administrator who is managing the product. Read Only privilege should only given to security officer, or System administrator from Midrange Technical Support who need to check the configuration 

2. Any changes to the system configuration must go through the existing procedure, i.e, raise infoman change and changes must only be done on the weekend.

3. For those products that do not have access control, i.e symmremote, storage administrator has to audit the log file every week at the beginning of the week.

4. Storage administrator must compare the dial in timing in the audit log file with Dial home report provided by vendor. Any remote dial in without corresponding dial home report must have a reason and approval.

5. All SAN products that have remote dial in are not connected to the public network (GRN).

3.3 Disk Retirement / ERASURE

Enterprise storage unit uses lot of disk devices in the san environment.  Hence there would be instances where the storage frames would have to be rolled out of data center, or replace disk devices on the frames when any device failure happens.   With the information security so important, below are to be followed strictly.

· Any device failures, which are replaced, should not be sent out of datacenter. (Vendors are communicated on this, and they are already following this)

· No storage frames should be rolled out of the datacenter without proper erasure procedure is followed.  Currently there are no specific (globally approved) erasure utilities for Hitachi and IBM shark. 

· For EMC, they have a utility, which comply with the global guidelines, but need to make sure the logs are captured, and certificate of erasure should be provided to us and to the facility management before rolling out the frame. 

4 STORAGE MONITORING IMPLEMENTATIONS

This topic documents the monitoring and alert implementations for storage operations unit. There is modems configured on critical storage components to alert the vendor in case of any hardware or critical firmware related problems. This facility is also termed as call-home facility and this is configured for-

· All EMC symmetrix series, DMX series of storage frames.

· All clarion, HDS and ESS storage frames

· All connetrix switches and directors

· CD9000 directors 

Also for EMC-ECC alert monitoring is implemented as details below for all Symmetrix, DMX and Clarions storage subsystems to alert the Storage administrators to take appropriate actions.  The ECC alert implementations are configured in such a way that virtual trouble ticket would be created automatically for critical component failures. For those are performance/threshold related this is configured to send emails to the storage administrators to take appropriate actions. 

The below notifications which are classified under performance are configured for email.

	Resource Type
	Type
	Notification
	Display Name

	symm
	Performance
	
	Reads per second

	symm
	Performance
	
	Writes per second

	symm
	Performance
	
	I/O per second

	symm
	Performance
	
	Kbytes read per second

	symm
	Performance
	
	Kbytes written per second

	symm
	Performance
	Mail
	Total Hit %

	symm
	Performance
	
	Write %

	symm
	Performance
	
	Throughput (KB/sec)

	symm
	Performance
	
	Hits per second

	device
	Performance
	
	Reads per second

	device
	Performance
	
	Writes per second

	device
	Performance
	
	I/O per second

	device
	Performance
	
	Hits per second

	device
	Performance
	
	Kbytes read per second

	device
	Performance
	
	Kbytes written per second

	device
	Performance
	
	Total Hit %

	device
	Performance
	
	Total Write %

	device
	Performance
	
	Average SRDF write time (milliseconds)

	device
	Performance
	
	Average write time (milliseconds)

	device
	Performance
	
	Average read time (milliseconds)

	dadir
	Performance
	
	Writes per second

	dadir
	Performance
	
	Hits per second

	dadir
	Performance
	Mail
	I/O per second

	dadir
	Performance
	 
	Hit %

	dadir
	Performance
	 
	Write %

	dadir
	Performance
	Mail
	Reads per second

	fadir
	Performance
	 
	I/O per second

	fadir
	Performance
	 
	Hits per second

	fadir
	Performance
	Mail
	Writes per second

	fadir
	Performance
	 
	Hit %

	fadir
	Performance
	 
	Write %

	fadir
	Performance
	 
	Reads per second

	sadir
	Performance
	 
	I/O per second

	sadir
	Performance
	 
	Hits per second

	sadir
	Performance
	 
	Writes per second

	sadir
	Performance
	 
	Hit %

	sadir
	Performance
	 
	Write %

	sadir
	Performance
	 
	Reads per second

	faport
	Performance
	Mail
	Port Throughput (KB/sec)

	faport
	Performance
	Mail
	Port I/O per sec

	saport
	Performance
	 
	Port I/O per sec

	disk
	Performance
	 
	Reads per second

	disk
	Performance
	 
	Writes per second

	disk
	Performance
	 
	Kbytes read per second

	disk
	Performance
	 
	Kbytes written per second

	disk
	Performance
	 
	Average RDF write time (milliseconds)

	disk
	Performance
	 
	Average RDF read time (milliseconds)

	symm
	Availability
	
	Volume Not Ready Alert

	srdf
	Availability
	VT/Mail
	SRDF/A Link Inactive Alert

	diag
	Availability
	
	Symmetrix Diagnostic Event Trace Trigger

	diag
	Availability
	
	SRDF Symmetrix Diagnostic Event Trace Trigger

	dir
	Availability
	
	Too Many Suspend/Halt Chains Switching to Adaptive Copywrite Pending

	dir
	Availability
	
	Memory Banks Automatically Disabled Due To Cache Error

	disk
	Availability
	VT/Mail
	Dynamic Spare Device Invoked Alert

	device
	Availability
	 
	M2 Resynchronized With M1 Alert

	device
	Availability
	 
	M1 Resynchronized With M2 Alert

	dir
	Availability
	
	Disk Adapter Dual Initiator Failed to Impl Monitor

	device
	Availability
	
	Migration Completed

	device
	Availability
	
	Device Resynchronization Process Has Started

	srdf
	Availability
	
	SRDF Dynamic Spare Device Invoked Alert

	srdf
	Availability
	
	SRDF Initiated SIM Message

	srdf
	Availability
	VT/Mail
	SRDF Error

	environ
	Availability
	
	Fibre Low Light Level Alert

	srdf
	Availability
	Mail
	SRDF Operations Suspended for Some Devices

	srdf
	Availability
	 
	SRDF Links All Operational

	environ
	Availability
	
	Temperature Alert

	environ
	Availability
	
	Alarm Signal Set, But No Alarm Found

	environ
	Availability
	VT/Mail
	Power Subsystem Error

	device
	Availability
	VT/Mail
	Physical disk drive failure

	device
	Availability
	
	RAID Device Write Disabled Alert

	srdf
	Availability
	 
	SRDF M2 Device Not Ready

	comm
	Availability
	VT/Mail
	Service Processor Down Alert

	comm
	Availability
	
	PC Communications Error

	environ
	Availability
	
	12 Volts On (Not Normal Mode)

	environ
	Availability
	
	Environment Sense Cable is Missing

	environ
	Availability
	
	AC Line Problems Detected Alert

	environ
	Availability
	VT/Mail
	Symmetrix battery error.  The battery is not completely charged

	environ
	Availability
	
	Latched Alarms Discovered for Power System

	srdf
	Availability
	VT/Mail
	SRDF Link Error Alert

	srdf
	Availability
	VT/Mail
	SRDF Link Operational

	srdf
	Availability
	VT/Mail
	SRDF Link Down Alert

	comm
	Availability
	Mail
	PC Successfully Called Home


The below notifications which are classified under availability are configured for automated virtual trouble ticket.
	Resource Type
	Type
	Notification
	Display Name

	symm
	Performance
	
	Reads per second

	symm
	Performance
	
	Writes per second

	symm
	Performance
	
	I/O per second

	symm
	Performance
	
	Kbytes read per second

	symm
	Performance
	
	Kbytes written per second

	symm
	Performance
	Mail
	Total Hit %

	symm
	Performance
	
	Write %

	symm
	Performance
	
	Throughput (KB/sec)

	symm
	Performance
	
	Hits per second

	device
	Performance
	
	Reads per second

	device
	Performance
	
	Writes per second

	device
	Performance
	
	I/O per second

	device
	Performance
	
	Hits per second

	device
	Performance
	
	Kbytes read per second

	device
	Performance
	
	Kbytes written per second

	device
	Performance
	
	Total Hit %

	device
	Performance
	
	Total Write %

	device
	Performance
	
	Average SRDF write time (milliseconds)

	device
	Performance
	
	Average write time (milliseconds)

	device
	Performance
	
	Average read time (milliseconds)

	dadir
	Performance
	
	Writes per second

	dadir
	Performance
	
	Hits per second

	dadir
	Performance
	Mail
	I/O per second

	dadir
	Performance
	 
	Hit %

	dadir
	Performance
	 
	Write %

	dadir
	Performance
	Mail
	Reads per second

	fadir
	Performance
	 
	I/O per second

	fadir
	Performance
	 
	Hits per second

	fadir
	Performance
	Mail
	Writes per second

	fadir
	Performance
	 
	Hit %

	fadir
	Performance
	 
	Write %

	fadir
	Performance
	 
	Reads per second

	sadir
	Performance
	 
	I/O per second

	sadir
	Performance
	 
	Hits per second

	sadir
	Performance
	 
	Writes per second

	sadir
	Performance
	 
	Hit %

	sadir
	Performance
	 
	Write %

	sadir
	Performance
	 
	Reads per second

	faport
	Performance
	Mail
	Port Throughput (KB/sec)

	faport
	Performance
	Mail
	Port I/O per sec

	saport
	Performance
	 
	Port I/O per sec

	disk
	Performance
	 
	Reads per second

	disk
	Performance
	 
	Writes per second

	disk
	Performance
	 
	Kbytes read per second

	disk
	Performance
	 
	Kbytes written per second

	disk
	Performance
	 
	Average RDF write time (milliseconds)

	disk
	Performance
	 
	Average RDF read time (milliseconds)

	symm
	Availability
	
	Volume Not Ready Alert

	srdf
	Availability
	VT/Mail
	SRDF/A Link Inactive Alert

	diag
	Availability
	
	Symmetrix Diagnostic Event Trace Trigger

	diag
	Availability
	
	SRDF Symmetrix Diagnostic Event Trace Trigger

	dir
	Availability
	
	Too Many Suspend/Halt Chains Switching to Adaptive Copywrite Pending

	dir
	Availability
	
	Memory Banks Automatically Disabled Due To Cache Error

	disk
	Availability
	VT/Mail
	Dynamic Spare Device Invoked Alert

	device
	Availability
	 
	M2 Resynchronized With M1 Alert

	device
	Availability
	 
	M1 Resynchronized With M2 Alert

	dir
	Availability
	
	Disk Adapter Dual Initiator Failed to Impl Monitor

	device
	Availability
	
	Migration Completed

	device
	Availability
	
	Device Resynchronization Process Has Started

	srdf
	Availability
	
	SRDF Dynamic Spare Device Invoked Alert

	srdf
	Availability
	
	SRDF Initiated SIM Message

	srdf
	Availability
	VT/Mail
	SRDF Error

	environ
	Availability
	
	Fibre Low Light Level Alert

	srdf
	Availability
	Mail
	SRDF Operations Suspended for Some Devices

	srdf
	Availability
	 
	SRDF Links All Operational

	environ
	Availability
	
	Temperature Alert

	environ
	Availability
	
	Alarm Signal Set, But No Alarm Found

	environ
	Availability
	VT/Mail
	Power Subsystem Error

	device
	Availability
	VT/Mail
	Physical disk drive failure

	device
	Availability
	
	RAID Device Write Disabled Alert

	srdf
	Availability
	 
	SRDF M2 Device Not Ready

	comm
	Availability
	VT/Mail
	Service Processor Down Alert

	comm
	Availability
	
	PC Communications Error

	environ
	Availability
	
	12 Volts On (Not Normal Mode)

	environ
	Availability
	
	Environment Sense Cable is Missing

	environ
	Availability
	
	AC Line Problems Detected Alert

	environ
	Availability
	VT/Mail
	Symmetrix battery error.  The battery is not completely charged

	environ
	Availability
	
	Latched Alarms Discovered for Power System

	srdf
	Availability
	VT/Mail
	SRDF Link Error Alert

	srdf
	Availability
	VT/Mail
	SRDF Link Operational

	srdf
	Availability
	VT/Mail
	SRDF Link Down Alert


NOTE : Please refer ECC monitoring document for details information.

5 
STORAGE RECOVERY GUIDELINES

As the earlier topic mentioned about fault detection mechanism and alert implementation, it is equally important that there should be some guidelines for the recovery for the failures.  Hardware failures would be alerted to the vendor using the call home facility. Hardware failures could be total non-functioning of the component, partial non-functioning of the component, or could be warning/error messages. From the storage level these could be categorized as Fatal, Severe, Error or Warnings. Since most of the critical storage components are configured with redundancy, the failed component could be replaced without much of an impact to the online or the batch system. Even though it may not be possible to document down all the scenarios in such a complex environment, the below are some of the common failures and action guidelines.

· Disk failures

All the storage frames are configured with redundancy, meaning they are configured with RAID configurations. Any failure of the device would not impact the application running on the host.  Also hot spares are configured on the storage frames and these hot spares would take over position of the failed drive to have the mirror redundancy to the primary drive, which is still working. The failed drive should be replaced immediately or scheduled for the weekend for replacements.

The replacement would be done online without any impact to the application or the servers. There could be two types of replacement scenarios observed, one is proactive replacement and the other one if reactive replacement.  The proactive replacement, where the disk is not totally failed, but generating some warning messages or error messages, the replacement would be scheduled as advised by the vendor about the case. For those disks, which are failed totally, the reactive replacement should be carried out.  The below attachment is a sample of the vendor advise on one of the disk failure and advise on the actions required.


[image: image1.wmf]Citibank_2071_1752
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Thus for disk failures, the disk component would have to be replaced as the recovery guideline and the replacement activity would be carried out by the competent vendor hardware engineer.

· Fiber Port /director failure on the storage

The directors are configured with redundancy also.  If the director/port totally fails the host connection through one of the path would be lost, but the host would continue to run with the other redundant path. The failed component should be replaced, with confirmation from the respective platform. The competent vendor hardware engineer would carry out the replacement activity

· Fiber Port failure on the Switch (GBIC Failures)

The switch ports are configured with redundancy also.  If the port totally fails the host connection through one of the path would be lost, but the host would continue to run with the other redundant path. The failed component should be replaced, with confirmation from the respective platform. The competent vendor hardware engineer would carry out the replacement activity

· Tape drive Failures

These could happen due to various reasons, it could be due to a faulty tape drive or it could be due to a bad media etc. The guideline for recovery actions would be to get the vendor engineer to check the drive ( using the diagnostic tools available with the vendor ) and if necessary would be to replace the drive as advised by the vendor engineer.

· Other hardware failures

As mentioned since the critical hardware components are configured with redundancy there would not be much of an impact to online or batch applications. However for any failures, the case should be investigated thoroughly with the vendor engineer and the respective platform with proper escalation procedures. The action plan should be agreed upon in the conference call/meeting before proceeding with the recovery actions case by case basis.

Appendix A– Vendor Contact 

	Vendor
	Name
	Mobile Number
	Office Number
	Email address

	EMC
	Goh Tong Jwee

(Account Manager)
	9675-4604
	6427-1751
	Goh_Tong-Jwee@emc.com


	EMC
	Benny Soh
	9752-6089
	6427-1278
	Low_Tony@emc.com


	EMC
	Tony Low
	9739-4524
	6427-1731
	Soh_Benny@emc.com


	EMC
	Raj Madhavan

(Project Manager for all implementations)
	9731-8376
	6427-1766
	madhavan_raj@emc.com


	EMC
	Ganesh R
	9819-7236
	
	Ganesh_R@emc.com

	EMC
	Shivani Gupta(ECC)
	9101-4445
	
	Gupta_Shivani@emc.com

	EMC
	Donald Pereira (ECC)
	9751-6114
	
	Pereira_Donald@emc.com

	EMC
	Toh Beng Poh (DMX)
	9830-8272
	
	Toh_Beng-Poh@emc.com


	EMC
	Vinod PR
	9735-4469
	
	Vinod_PR@emc.com

	Fujitsu
	Kevin Wong

(Account Manager

+ Support).
	9625-2607
	6771-5410
	KevinWongHT@sg.fujitsu.com

	Fujitsu
	Kenneth Ong
	9759-7268
	6771-5414
	kennethongtc@sg.fujitsu.com

	Fujitsu
	Garrand Foo
	9760-4123
	6771-5412
	GarrandFooCM@sg.fujitsu.com

	Fujitsu
	Ng Bor Thuan
	
	
	NgBT@sg.fujitsu.com

	Fujitsu
	Pang Kong Nyen
	
	
	PangKN@sg.fujitsu.com

	Storagetek


	Kenneth M Tan

(Account Manager)
	9761-5871
	Common pager number

9212-6761;

STK support hotline

67749241
	 TanKC@SINGAPORE.Stortek.com

	Storagetek


	Patrick Sia
	9010-8500
	
	SiahP@SINGAPORE.Stortek.com

	Storagetek


	Ric
	9758-5068
	
	

	Storagetek
	Rick Vergara
	
	
	VergaF@SINGAPORE.Stortek.com

	Storagetek
	Peter Wee
	9781-3113
	
	

	Datacentre Floor manager (operator)
	
	
	6426-2772
	


Appendix C - Open System configurations

For currect SAN topology.

..\SAN Topology diagram.xls
For San Inventory list:
..\SAN Infrastructure\Citibank 2004-02-24_SAN Inventory.xls
For Storage Management System (Online Automation System):
https://cti.asiapacific.citigroup.net/sTools/storage/
.
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_1240213218.xls
Hardware Incident

						Service Request Form

		Forward the form to :  niket.trivedi@citigroup.com, krishnam.vathsavai@citigroup.com, bhaskara.r.vathsavai@citigroup.com, periaswamy.jayakumar@citigroup.com, ashok.kumar1.reddy@citigroup.com, mamerto.melchor@citigroup.com, james.caringal@citigroup.com, wilson.sing@citigroup.com, hock.soon.sng@citigroup.com, ravi.ambat@citigroup.com,

		Date		Reported     Time		Case No		Symm Box #		Impact Severity		Engineer		Mobile No

		9-Feb-07		11:30		17529048		2071		3

		For Drive Replacement

		Drive DA/SCSI Location				DA- 1b D4		Device Type                            ( R1, R2, BCV )				R1

		Symmetrix Internal Volume Numbers						Customer Volume labels Can be obtained from PSE

		Hot Spare Invoked ?				YES		Replacement Type				Menu

		Customer Action				No

		For Other Part Replacement

		Description of Part				73GB Disk Drive  wth PN: 100-880-877

		Description of Problem				Bad Track

		Impact to Customer				NONE

		Customer Action				No action required, replacement can be done online

		Replacement Type				Online replacement of drive

		Date & Time for Service

		Date for Service						Time for Service

		Citibank DC Access Code						Citibank GTMS No

		Remark				Pls check for Flexcude Devices.



&LFor Internal Use Only&CPage &P of &N

Definition of Severity level :

Severity 1 : Severe Impact
Severity 2 : Moderate Impact
Severity 3 : Limited Impact



EMC’

where information ves:







