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1. Purpose

This document provides level III processes and procedures on the EMC Control Center Platform.

2. Revision History

	Date
	Rev. No.
	Change
	Ref. Section(s)

	06/27/08
	1.0
	New Procedure
	Not Applicable


3. Scope

These procedures apply to the Legacy SAN and SOE Distributed Computing Storage Area Network (SAN) environment. The EMEA Distributed Storage Management (EMEA DSM) follows these procedures in accordance with the requirements set forth in the SOE Resources Management PCM.

4. Policy
This policy was created for: 

Level III Procedures are implemented for EMC Control Center.
Level III Procedures are implemented to satisfy Audit requirements. 
5. Definitions

ECC - EMC Control Center

GDSE Solutions Guide - http://engineering.citigroup.net/gdse/products/services/ecc/stdsdocs/05022-sg.pdf
6. Responsibilities

EMEA Distributed Storage Management is responsible for performing these Procedures.

7. EMC Control Center Overview
EMC ControlCenter is a suite of applications for configuration, management and reporting of Storage resources in a SAN-connected Distributed Storage environment.
ECC is a multi-tier application framework consisting of various functional components. Following EMC’s terminology, there are 3 tiers within ECC framework, namely Infrastructure tier, Agents tier and User Interface tier.
7.1 Infrastructure tier
It consists of ECC Server, Repository, Store and StorageScope components.
• ECC server

It is the primary interface between the ECC Console and ECC management infrastructure. It is a collection of common services and tools for various management functions. It retrieves data from the ECC repository for display by the Console. There is only 1 instance of ECC server per ECC application.

• Repository

It is an integrated Oracle database, which holds current and historical information about all the managed objects in the storage environment. Repository is populated by the Store with persistent data from agents. There is only 1 instance of repository per ECC application.

• Store

It receives the data sent by the agents, processes the data and updates the repository. There can be multiple instances of Store in the ECC management infrastructure based on the size of the storage environment.

• StorageScope server

This is a reporting application, which provides a single point of control for storage infrastructure reporting. It correlates reporting metrics across various infrastructure elements being managed and provides capacity planning, trend analysis, asset management, charge-back etc. StorageScope has a separate web GUI.
7.2 Agents tier
It consists of various agents for managing respective physical and logical objects in the Storage environment. These agents collect data, monitor health, and generate alerts about specific managed objects. Following is an outline of (Citigroup) relevant agents followed by brief description of agents:
· Master and Host agents for Solaris, HP-UX, AIX, Linux, and Windows hosts 

· Database Agent for Oracle (DAO) 

· Common Mapping Agent (CMA - for Sybase, MSSQL, Informix and DB2) 

· Symm and SDM agent 

· CLARiiON agent 

· HDS agent (Hitachi) 

· Centera agent 

· FCC agent (for SAN switches)
7.3 User interface tier
It consists of a java-based client and a web GUI. Java-based ECC console provides user access to the management platform for configuring and managing the storage environment. It is supported on Windows in Citigroup. 10 concurrent console sessions are supported per ECC management infrastructure. The console session is not supported by EMC on the ECC infrastructure-tier server.
8. Objects Discovery Procedure

Hosts and Symmetrix arrays are first discovered automatically at agent installation (or startup). CLARiiON, HDS, Centera and SAN switches are discovered manually.

Host discovery

Hosts are discovered automatically into the ControlCenter Console once a supported version of the Master Agent is installed and started on the host.  If the installation of the Master Agent is successful, upon startup the Master Agent will contact the server running the ControlCenter Server and shortly afterwards the Managed Object for the host should appear in the Console.  No assisted/manual discovery process is necessary.
Symmetrix discovery
Symmetrix arrays are discovered automatically into the ControlCenter Console once the following pre-requisites are met – 

· A supported host is visible in the environment over TCP/IP

· The host has a supported Host Bus Adapter (HBA) and associated cabling either connected directly to the array or via Fibre Channel switches
· Zoned to one or more Symmetrix storage arrays with the recommended number of Gatekeeper devices (GKs)
· Running a supported version of Solutions Enabler

· This host has a supported Master Agent installed, plus is also running the Storage Agent for Symmetrix and SDM agents

· SYMACL has been setup correctly for this host to ensure that the Symm Agent can talk ‘through’ SYMACL to see the array(s)
Once these pre-requisites have been met discovery of the array(s) should be automatic, upon startup of the Master agent and sub-agents the array Managed Object should appear in the Console.
CLARiiON discovery

CLARiiON arrays must be discovered using the Assisted Discovery process once the following pre-requisites are met – 

· A supported host is visible in the environment over TCP/IP

· Running a supported version of Navisphere CLI

· This host has a supported Master Agent installed, plus is also running the Storage Agent for CLARiiON agent

Once these pre-requisites have been met discovery of the array(s) can begin.  From the ControlCenter Console menu, select Discover, Assisted. The Discover Other Objects dialog box appears.  Enter the required information in the dialog box and click OK.  The array Managed Object will appear in the Console.
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Assisted CLARiiON Discovery

Centera discovery

Centera arrays must be discovered using the Assisted Discovery process once the following pre-requisites are met – 

· A supported host is visible in the environment over TCP/IP

· EMC Centera Viewer is installed on hosts that are to run the Console.  To use Centera Viewer to monitor ControlCenter managed objects, set up a Centera Viewer profile with monitoring capabilities (if Storage Agent for Centera is using a profile—otherwise, ensure that anonymous has monitoring enabled)

· This host has a supported Master Agent installed, plus is also running the Storage Agent for Centera agent

Once these pre-requisites have been met discovery of the array(s) can begin.  From the ControlCenter Console menu, select Discover, Assisted. The Discover Other Objects dialog box appears.  Enter the required information in the dialog box and click OK.  The array Managed Object will appear in the Console.
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Assisted Centera Discovery

HDS discovery

HDS arrays must be discovered using the Assisted Discovery process once the following pre-requisites are met – 

· A supported host is visible in the environment over TCP/IP

· This host has visibility of the HDS array

· This host has a supported Master Agent installed, plus is also running the Storage Agent for HDS agent

Once these pre-requisites have been met discovery of the array(s) can begin.  From the ControlCenter Console menu, select Discover, Assisted. The Discover Other Objects dialog box appears.  Enter the required information in the dialog box and click OK.  The array Managed Object will appear in the Console.
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Assisted HDS Discovery
SAN switch discovery

Fibre channel switches are discovered using the Connectivity Device Discovery process.  A supported version of the Fibre Channel Connectivity agent must be installed onto at least one host in each subnet.  To discover a switch or multiple switches, from the ControlCenter menu, select Discover, Connectivity.  The Search for Connectivity Devices dialog box appears.  Enter the required information in the dialog box and click OK.  The switch Managed Object will soon appear in the ControlCenter Console.
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Connectivity Discovery
Oracle discovery

Oracle databases can be discovered using the Assisted Discovery process once the following pre-requisites are met – 

· A supported host is visible in the environment over TCP/IP

· Deploy the Solutions Enabler client libraries, and ensure that Oracle or the Oracle Client is installed, on the local host where Database Agent for Oracle is to reside
· Ensure that the SYMAPI Server component of Solutions Enabler is running on the local host
· This host has a supported Master Agent installed, plus is also running the Storage Agent for Oracle agent

Once these pre-requisites have been met discovery of the array(s) can begin.  From the ControlCenter Console menu, select Discover, Assisted. The Discover Other Objects dialog box appears.  Enter the required information in the dialog box and click OK.  The array Managed Object will appear in the Console.
[image: image5.png]Discover Tyne Discovery Settings for Database
Certera

| fepping Agert. Oracle Agert
Py Mepring Agert gert |

Detabase Kind [oracie

Hast Name | 2
NAS Container Oracle Base

Ml Arays Orace Home

Storageorks

Tape Liorary Oracke SD
EMC invista
ESK Server Listener Port Nurnber frsar
Netwark Fie System
VS User Password (i
Orace Agert User Nare:
Oracle Agent User Password (i

SYMAPIPort forar

Severs| 5 required ields are ampy.

Send To

Fatrtovat cgeris =1 sseagens

Agert Code = AL RELEVANT  Status = 6 known agerts [1 active]





Database Discovery
Data collection policies enable the Database Agent for Oracle to retrieve information about discovered Oracle database instances in specified intervals.  You must define and enable the data collection policies yourself to begin collecting data with the agent.  Collected data appears under the Database Instances folder in the tree panel of the Console.
9. Master/Host Agent upgrade/new Install
New Master Agent Install
You must deploy a Master Agent on each host to be monitored by other ControlCenter agents. A Master Agent must be deployed and running on a target host before any other agents can be deployed on that host.  The Master Agent can be installed using the ControlCenter CDs – Disk #4, or from a network-shared drive or from Citigroup’s wrapped version of the ControlCenter CDs.  The instructions below use CD #4, substitute this where applicable when using an alternative source.
Log on with the proper privileges

Ensure that you are logged on to the target host for Master Agent installation with the necessary privileges – 

· Windows: Log on with an account that is a member of the local Administrators group.
· UNIX: Log on with an account that has root privileges.
Install the Master Agent on Windows (GUI)

· Double-click MasterAgent.exe to start the installer then click Next
· Select the folder to install the Master Agent and click Next
· Enter the ECC Server hostname or IP address, ECC Server port, and Master Agent listening port number, then click Next

· If you entered the IP address of the ECC Server in previous step, enter the ECC Server hostname in the Configuration Information screen, then click Next
· Click Install to start the installation
· Once the installation has completed successfully, the Installation Wizard Complete screen appears
· Start the EMC ControlCenter Master Agent service from Windows Services.

Install the Master Agent on Windows (Command Line)

· In a command window, change the current directory to the CD-ROM drive (for example, D:) or the drive that is mapped to the shared folder, depending on your original installation method.

· Enter the following command: install_master.bat
· The program prompts you for the ControlCenter root directory and indicates that C:\ECC is the default.

· Enter the directory where you intend to deploy ControlCenter agents.  Accept the default of C:\ECC or enter another directory, bearing the following in mind:
- Do not include spaces in the path 
- Do not specify universal naming convention (UNC) paths
- Do not specify only the root directory of a drive

· Enter the ECC Server's Hostname or IP address – if you enter the hostname, the IP address is not required. EMC recommends that you enter the fully-qualified hostname.  If you enter an IP address, you will be prompted to enter the ECC Server hostname
· Accept the defaults for the following prompts, or provide alternate information if you customized the ports originally
- ECC Server Port [5799]:
- Master Agent's listening port [5798]:

· The program displays the following message: “Are these values acceptable [Y|N|Q]:”
· Enter Y to accept the entries – If you enter N, the program will repeat the prompts for installation values. If you enter Q, the program will exit without performing any further actions
· The installation extracts files and writes configuration files, once complete press ENTER to exit the installation
· Start the EMC ControlCenter Master Agent service from Windows Services
Install the Master Agent on UNIX (Command Line)
· Create the mount point for deployment and mount the install media
· While logged in as root, enter the following command, specifying the mount point as an argument.
install_master.sh <mount_point>
For example: ./install_master.sh /cdrom
· The installation script prompts for the root ControlCenter installation directory “Please enter ECC root directory[]:”
· Enter the directory where you intend to install all ControlCenter agents.  Accept the default of /usr/ecc or enter another directory path and name, bearing the following in mind:
- Do not include spaces in the path
- Do not specify only the root directory

· The program prompts you to create native installable images.  If you want to deploy the Master Agent on more than one UNIX host, you can distribute the image to other hosts and use it to deploy the Master Agent on those hosts. “Do you want to create native installable images [Y|N]:”
· Respond with one of the following:
- Enter N to continue the installation without creating images.
- Enter Y to create the images. The program displays the following prompt: “Enter package output destination (enter full absolute path):” – Enter the output path. Press ENTER. The program installs the package in the specified output destination.

· Enter the ECC Server's Hostname or IP address – if you enter the hostname, the IP address is not required. EMC recommends that you enter the fully-qualified hostname.  If you enter an IP address, you will be prompted to enter the ECC Server hostname
· Accept the defaults for the following prompts, or provide alternate information if you customized the ports originally
- ECC Server Port [5799]:
- Master Agent's listening port [5798]:

· The program displays the following message: “Are these values acceptable [Y|N|Q]:”
· Enter Y to accept the entries – If you enter N, the program will repeat the prompts for installation values. If you enter Q, the program will exit without performing any further actions
· If you enter Y, and the operating system is HP-UX, Linux, or Solaris, the installation program displays the following: “Do you want EMC ControlCenter Master Agent to start on reboot [Y|N]:”

· Respond with one of the following:
- Y, to tell ControlCenter to start the Master Agent on reboot (ControlCenter updates the rc.d entries with the eccmad script, which starts and stops the Master Agent).
- N, to tell ControlCenter not to start the Master Agent on reboot
· Once installation has completed, change directory to the installation directory (e.g. /usr/ecc) and run start_master.csh to start the Master Agent.
Master/Host Agent Upgrade

In order to upgrade any Master and/or Host agents running in the ControlCenter environment do the following – 

· Login to the ControlCenter Console as a user with ControlCenter Administrator privileges
· Drill into the Hosts folder and find the host(s) that need to be upgraded
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· Click the host to select it (or CTRL-click multiple hosts – after selecting last host still hold down CTRL key)

· After selecting the last host right-click whilst the mouse pointer is over it then select Agent – Upgrade
[image: image7.png]i To View,
Propertes
Cablincmos CopY
£ lnctiste New

dnegtth Rename.
Cahlinectse  Delee

dnestsz  Refresh Alert Sttus
inegtsz  Custom Fieds
tdetsc_ Rediscover

euradch

NSt perfomance
o
D
7o Alocation
S

Relatianshin
dnectsc Managemert Tools
dnectsc Alert Thresholds:
nectsc__ StorageScope Views. Uninstal,

nes: el Restart Master Agert.

et View InstalLogs
Spr——

IdnecfscdsS020ty
e ldnestsddsE02ua

Agply Petch.
Host Agert For Windows b




· The update agent dialog box is displayed and the agents currently installed on the host are checked

[image: image8.png]indows

Upgrade Agents

‘This wizard allows you to upgrade existing agents on remote hosts.

Select ane ar more available hosts from the following list of Windows
host(s).

Hosts are available ifthey have an active Master Agent, are not performing
other agent administration tasks, and have agents that may be upgraded.

I () eurcsiani0t 2 Checking Agerts Windows Server 2003 5

] | o]





· Once the agent check has taken place and there is confirmation that there are agents to upgrade, click Next
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· At this stage the agent upgrade pre-requisites are checked…
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· Once the checks have taken place, the results are displayed…
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· At this point you can drill into the host to identify which checks are performed and perform further diagnosis should any of the pre-requisites fail, or just click Next if all OK
[image: image12.png]jporade Agents

Prerequisite Checks

P gt chckig il e sty e o

s ot ot It o sgantswin ot e can f Checkng Compete |
ot ey, S anostor a1 et s o

Varings deeda g nedony

=-18) i 212 gt Passea
- Dk Fres Space heck = Tsacswe
R /11 Checks Passed
| o DbkFresspacacheck o Pass Tosssme
5 wsterngert 11 Chcks passea
| v Disk Free Space Check + Pass 3280 MEJ
TR s et e )

Bk





· After pressing Next you should be presented with a list of agents that will be upgraded, click Finish to start the upgrade process

[image: image13.png]Upgrade Agents

Review Upgrade Agent Task

‘The agents listed below will be upgratled to the version specified.
Please review the information below and proceed.

The agents listed below will be upgraded

H

i Host 5204110 500035
SN0 s\ eteragent 52040 60000

Bk

Clickcon tabla o select.





· After pressing Next you should be presented with a list of agents that will be upgraded, click Finish to start the upgrade process, then you are presented with the standard ControlCenter Task screen 
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· Enter a description for the Task and press OK.  Click Yes to monitor the task.  The upgrade process will upgrade all selected agents for this host(s) and restart them at the new version.
10. Troubleshooting ECC Agents
Agents that show as stopped in the ControlCenter Console can be restarted as long as the Master Agent running on that particular host is active.  If the Master Agent shows as stopped also then the only way to restart this is to connect to the host in question and restart.  For Windows hosts use something like Remote Desktop Connection, and start the EMC ControlCenter Master Agent service within Windows Services.  For UNIX hosts use something like Telnet, change directory to the ECC install directory and run “start_master.csh” to restart.  If any sub-agents are inactive when a Master Agent is stopped, once it is restarted the previously stopped sub-agents will remain inactive.  However if any sub-agents were active prior to the Master Agent being stopped then they will still be active afterwards.  This holds true if a host is rebooted.
If the Master agent (plus any associated sub-agents) are showing as stopped within the Console, but upon connection to the host they are already started (by checking active processes) then double-check connectivity by pinging the ControlCenter Server from the affected host, plus also pinging the affected host from the ControlCenter Server.  Double-check for any changes to the network configuration (removed cables, configuration changes, addition of any firewalls, etc).  If network connectivity is OK and the ping tests are successful (and no firewalls have been added) you can double-check the ctg.ini file which exists under <ECC_INSTALL_ROOT>\exec on Windows and <ECC_INSTALL_ROOT>/exec on UNIX hosts.  Open the file and check that the entry (either IP address or hostname) for the ControlCenter Server is correct.
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It is also advisable to check the MGA.ini file which exists under <ECC_INSTALL_ROOT>\exec\MGA600 on Windows and <ECC_INSTALL_ROOT>/exec/MGA600 on UNIX hosts.  Open the file and check that the entry (either IP address or hostname) for the ControlCenter Server is correct.
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If either are incorrect, stop the Master and sub-agents on this host from the Console, edit the files to make the correction(s) and then restart the agents.  If an agent directory, or any files within it, has been mistakenly deleted and the agent no longer starts, plus you can no longer uninstall it via the Console, you can remedy this via a few simple steps.  Firstly stop all agents running on the host, including the Master Agent itself.  The Master Agent will need to be stopped by logging onto the actual host itself.  Once all agents are stopped, make a backup copy of the ctg.ini file (mentioned previously), edit it and remove the relevant section for the agent in the “Agent Specific Info” section that you wish to delete.  For example…
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…to remove the WLA Archiver agent remove all lines starting with [ENW] up until the next blank line.  Once removed save the ctg.ini file, delete the entire ENW600 directory from the host in question and restart the Master Agent and all of it’s sub-agents.  You should then be able to re-deploy the deleted agent from the Console to the host.
Each ControlCenter agent has a log file and error log file associated with it.  Each log file exists in a sub-directory under <ECC_INSTALL_ROOT>\exec on Windows and <ECC_INSTALL_ROOT>/exec on UNIX hosts and is named after the acronym used for the sub-agent plus the ControlCenter version.  For example, the WLA Archiver log file will exist in a sub-directory called ENW600 for ControlCenter 6.0 – if the installation was ControlCenter 5.2 (regardless of Service Pack) then it would exist in a sub-directory called ENW520.  For each agent there will be an standard log file, for example ENW.log, plus an error log file, ENW_Err.log.  These log files may contain useful information to aid you troubleshooting any agent problems.  The log files are created upon agent startup and when the agent is stopped and restarted the old log file is zipped up and renamed.  For example the second most recent log file will be called ENW_B1.log.gz, the third most will be called ENW_B2.log.gz, etc.
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The number and size of the log files produced can be configured via the agent .ini file, for example ENW.ini, in the “[[Logging]]” section of the file – 
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In the example above the number of archived log files kept is at the default of 10, with a default maximum size of 50000KB.  To change the settings in this file the relevant agent needs to be stopped from the Console, a backup the old file taken, the original file needs to be changed from Read-Only, the necessary amendments added, and then the agent can be restarted.  If you need to troubleshoot a problem with a particular agent it is always worth stopping and restarting the agent and then looking at the latest log file as this cuts out any unnecessary historical data and saves trawling through large log files to pinpoint any errors.

For a list of the agent acronyms and their associated agents & ports refer to the EMC ControlCenter 6.0 Planning & Installation Guide Volume 1, Table B-3.
11. Activity logs and Auditing
Activity Logs:
ControlCenter provides both a log of user activity, stored in a log file, and a Command History of user actions, which is stored in the Repository. This is accessed via the ECC console. Console alerts also indicate certain administrative events. Tasks list log all configuration tasks done by the ECC users.
• Command history provides a tabular view of all the console user-issued commands. For examples it contains the history of logins and logoffs, User Management commands and Authorization Rule replacements etc. The Command history is available from the ECC monitoring menu. Please see Appendix for details.

• All the ControlCenter activities are captured in log files and archived. They can be found in ../ecc/ecc_inf/data/eccservername/data/ directory with .trc suffix on the ECC Management server. These files give detailed messages about activities that are performed by ControlCenter including authorized, unauthorized as well as suspicious activities. Please see Appendix for a list of trace for Infrastructure files.

• Agent logs are available on respective servers. Respective Hosts also have Master and Host agent logs in the ecc directory. Please see Appendix for examples.

• Symm Audit log: History of commands performed on a Symm can also be obtained from specific Symm object via ECC. On the Symm Agents server, the log files are stored at C:\ProgramFiles\emc\symapi\log. This log also contains information about non-ECC performed functions.

• Clariion Audit log: Clariion logs can be obtained locally from the array. ECC does not have the ability to import the Clariion logs from the array. However, Clariion agent provides log on agent activity.

• McData audit log: McData logs can be obtained locally from the switch. ECC does not have the ability to import the McData logs. However, FCC agent provides log on agent activity.
Audit Review:

• As part of the audit requirements, review the command history on a periodic basis for administrative actions such as entitlement changes to the users, adding & deleting users etc.
• Review the command history for users doing unusual things (for example, performing operations outside their expected authority). This could indicate a flaw in the way a security policy is set up; a user may have been inadvertently granted more authority than is desirable.

• Review the users doing authorized things at unusual times. This could indicate that someone else is using the user’s account (has stolen the user’s password).

• Repeated access denials. This could indicate someone who is attempting to break into a system or is testing the limits of an account.

• Unusual starting and stopping of services.

• Unusual addition and deletion of agents.


12. StorageScope Reporting
StorageScope, an integral part of the EMC ControlCenter family of storage management software, enables capacity planning, chargeback, and efficient asset management. With StorageScope's historical Storage Resource  anagement (SRM) reports, you can:

• Identify under utilized or inefficient utilization of storage assets.

• Facilitate billing and chargeback operations by location, line of business, or application.

• Plan capacity across your entire infrastructure.

• Summarize your multi vendor storage capacity and usage in application and business contexts.

• Track historical metrics to predict growth.
Generating StorageScope Reports:

1. From the ControlCenter Console select ECC Administration on the Task Bar. From the Menu Bar, select Reports > Launch StorageScope 

2. Select the “All Arrays” report. Note the columns displayed at the bottom of the report. 

3. From the “Layout” drop-down select Utilization Details. Note the new columns in the report. Refer to the StorageScope Report Definitions within the “Help” link for detailed information on column headers. 

4. Mouse over the “Print” and “Export” links, note the options for both. 

5. From the “Layout” drop-down select Create New Layout. 

6. Name the new layout “Test”. 

7. Add new columns from the Columns Available list and change the Sort By order. 

8. Add a filter to the report (Array – Configured –Usable, greater than, 0). 

9. Change the Time Interval to Past 7 Days and select/de-select columns to graph. 

10. Finish the report and review the changes. 

11. Select the “Reports” link to return to the main page.
StorageScope Administration:
1. Select the “Administration” link. Review the Scheduling and Retention policies in effect.

2. Select “Run Reports Now”. When finished, select the “History” link and review the duration of the report generation.

3. Select the “Components” link to review the source of the reports.

4. Select Site Management. Verify that all sites (if applicable) have been included for report roll-up.

5. Select the “Log Files” link to review StorageScope log locations.
13. Alert Monitoring
ControlCenter allows you to monitor hundreds of metrics about your storage environment—one example is the I/O rate of a Symmetrix director. For each metric, you can set values at which you want ControlCenter to notify you—for example, when the I/O rate exceeds 15,000 operations per second. The EMC ControlCenter Alert Matrix lists all of the metrics.

You have several options for how ControlCenter notifies you. The most significant choice is whether you want to receive a notification or both an alert and a notification.
Alerts can be opened from the Navigation tree, expanding Administration, Alert Management, Alert Definitions . Select any alert to modify, e.g. Storage Agent for Symmetrix, expand the folder and drill down into the alarms folder > comm right click and select Edit on an alert i.e. PC Successfully called Home 

Alerts can also be opened directly from the All Alerts view by double-clicking on an alert. For the steps listed below open an alert using this method. 
The following list contains the five Alert Levels description of each:

	Alert Level
	Description

	Fatal
	Requires immediate attention. A critical resource has failed or is not performing correctly.

	Critical
	Requires immediate attention. A critical resource is failing or degraded.

	Warning
	Monitor. The performance or availability of a resource is nearing an unacceptable range.

	Minor
	May indicate problems. An abnormal event has occurred.

	Information
	Informational message.


Alert Settings:
ControlCenter provides a template for each Alert. You can create and set an Alert from an existing template or by copying an existing Alert and modifying it. The following list defines the variables to use when setting Alerts. 
Before – Specifies the number of times an Alert is True before it is triggered.
After – Specifies the number of times an Alert is False once triggered before ControlCenter cancels it.
To set an Alert or perform the steps that follow:
1. From the ControlCenter Console click All Alerts in the upper right corner. Panel 2 should display all active alerts in tabular form.

2. Double click an existing alert in the Alerts view.

3. Select the Source tab. Note the source, last update, and message. Use Help as necessary

4. Select the Conditions tab.

5. Check the Alert severity levels you want to assign.

6. Enter the corresponding trigger values in the applicable Value field.

7. Select which conditions will be displayed in At-A-Glance and Alerts View

8. Select the Actions tab.

9. Set the Alert Management policy. Use pull-down menu to select an existing policy or click Add to create a new policy.

10. Attach a schedule to control the Alert evaluation frequency. Use the pull-down menu to select an existing frequency or click Add to create a new frequency.

11. Select the Hosts tab.

12. Select the Host(s) or Storage Subsystem you want to monitor by unchecking “Apply to All Objects” and selecting individual objects. For File System Alerts one Alert per Host is recommended.
Viewing Alert Templates:
1. There are several ways to view Alerts. Depending on the information you want, you can:

  View the Alert Templates

  View all existing Alerts

  View all active Alerts for a Host or Storage Subsystem.

  Display graphs that summarize the Alerts by severity level, Host, or Subsystem.

2. Follow the ControlCenter On-line Help system to view the Alert Descriptions.

Responding to Alerts

Once an Alert displays you need to decide the appropriate action to take depending on its severity. When you right-click the Alert:

Acknowledge the Alert. Notice how the Alert is no longer in bold type face.

Right Click on the Alert and go to Alerts > Clear Alert for all Users.

Do Not do the following:

Modify the Alert settings using the Edit Alert selection.
14. Performance Monitoring

ControlCenter provides you with the capability to monitor and analyze the performance of storage arrays, host systems, databases, and Fibre Channel switches within your SAN.

Performance monitoring is provided for Symmetrix arrays and Fibre Channel switches. Performance monitoring is accessed through the EMC ControlCenter Console (ControlCenter Console) or the EMC ControlCenter Web Console (Web Console).

ControlCenter allows you to analyze the performance of the following:

• Symmetrix storage arrays
• CLARiiON storage arrays

• Celerra systems

• HDS arrays

• Host systems including Windows, HP-UX, IBM-AIX, Linux, Sun

• Solaris, and MVS OS/390, and z/OS systems

• Oracle databases

• Fibre Channel connectivity devices
Viewing Data in Performance Manager:

1. Open Performance Manager to review collected Data for Hosts, Symmetrix, CLARiiON, Switches, Oracle and Celerra.

2. View Performance Data on the Performance View client.

   Select the appropriate Symmetrix system in the Identifier field.

   Select the latest file in the Interval window click OK

3. Click on the heart icon to bring up the pre-defined Vital Signs reports

4. Click the Metrics tab at the lower left corner

5. Select devices from the column below the Symmetrix. This will bring up a list of devices prioritized by total IO’s per second.

6. Right click on the total IO’s per second column header. This will bring up the Select a Metric box. Scroll to the top and select writes per second.

7. Select a few devices (hold shift key). From the Insert menu above, select Graph as Data View. Include in Automation Reports (WLA web page), Public Views (report viewable to all users) and Vital Signs. Name the graph TEST.

8. The new graph will appear in list of graphs. Double click to bring it up.

9. Right click on TEST in the list of graphs. Modify Data View. The Data View Definition window will allow for changes to the graph. Experiment with changing the graph defininition.
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