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1
General description
1.1
Scope
The scope of this document is to highlight the various security maintenance functions   

performed for the requestors. It involves the review on the below reports 

1. Citi_SAN_Reports/Connectrix Manager Report.

2. Citi_SAN_Reports/DMX Report.

These reports will be generated daily.
1.2
Purpose

The purpose of this document is to have a written process note in order to complete any of the tasks mentioned above without error. Also this document will help the trainings for the CTS EMEA LOG REVIEW team.
2
Document Revision History
This document will be reviewed quarterly with the appropriate system/application owners and the revision history will be updated accordingly.
	Version
	Date
	Compiled/Updated by
	Description 

	1.0
	28th June 2007
	Salauddin Ahmed
	Document produced

	2.0
	19th May 2008 
	Salauddin Ahmed
	Changes in overall procedure and process

	3.0
	22th May 2008
	Raajeshkannaa.V
	Review of procedure to aid CTS Training process

	4.0
	5th June 2008
	Salauddin Ahmed
	Inclusion of review of Vendor Remote Access process

	5.0
	11TH June 2008
	Raajeshkannaa.V
	Inclusion of DMX report review

	5.1
	13 th Oct 2008
	Raajeshkannaa.V
	Updated the section 5.2.1.1.


3.
Document Control
	Name
	Position
(e.g., Client Manager, Project Manager)
	Prepared by
	Reviewer
(only)
	Reviewer & Approver

	Salauddin Ahmed
	Manager 
	X
	
	

	V, Raajesh Kannaa
	Team Lead
	X
	
	

	Mb, Ramachandran
	Project Manager
	
	X
	

	Gary Battersby
	Regional Manager
	
	
	X

	Abdul Pathan
	Head, Security Analysis Team
	
	
	X


4.
General Requirements and Standards
The reviewers perform activity reviews and access reviews as per standard in the in CITMP policy.  

5.
Manual for ICU Review
5.1
Generally about the log files

The log files which are to be reviewed on a daily basis will be available on the below link

https://systemaudit.emea.citigroup.net:5250/spin/auditadmin/audit_admin_login.csp. 

The login access is provided through WWDS card.

User is required to put credentials as follow: 

-SOEID as a User Name 

-One-time-use password, generated from Safeword.
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5.2
Opening the Report:

After the successful login the following screen will be available. Click on the “Reporter” tab and expand “Citi SAN Reports” folder.
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5.2.1
Connectrix Manager Report 

Select the Connectrix Manager Report. Use the latest report generated for the previous day.

Note: For Monday’s review use the reports generated from Friday to Sunday.

Once the report is generated, the below sample screen will be displayed.
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The Switch logs generated (as per Citi_SAN_Reports/Connectrix Manager Report) will be checked and reconciled against the work done by EMEA SAN Management Group
5.2.1.1
Review Procedure
The logs generated will be checked and reconciled against the work done by EMEA SAN Management Group.

SAN Administrators will ensure that whenever an activity is performed on the McData Switches they send an email to  *GT EMEA TI Distributed Storage Review – with email subject heading “SAN Log Review “and in the body of email to include the following updated fields:

· Name of Implementer  (SOEID) - 

· Ticket number (Aperture, VT, VR, VC  - state which) - 

· Action Taken – 

· Date – 

· Time – 

· Any Comments –
1. CTS will search the Logs for activities done by individual UserID’s as per Appendix 1 and reconcile them against the corresponding Aperture, VT, VR and Infoman and Virtual Change Tickets provided by the SAN Administrators.

2. CTS also need to search for the ‘NA’ in the USERNAME field and for ‘User Action Event’ in the EVENT CATEGORY and reconcile them against the respective tickets.
3. If any other individual UserID’s are found then the CTS team will confirm with the EMEA SAN-BAU Manager whether the individual is authorized to perform the activity.
4. If any of the Switch Parameters in Appendix 3 are not in the ‘Required State’ as specified, then this should also be escalated to the EMEA SAN-BAU Manager.

5. CTS can ignore the Nickname change activities.

6. CTS only need to verify the server and the building name in the Aperture ticket.

7. The HBA/SAN Zoning activity will carry out the following actions:

· Port binding enable/disable

· Zone Set Enabled

· New Zone Creates/Deletes

· Activate Zone Set

8. If CTS is unable to find the relevant Ticket or if the logs doesn’t match with the Ticket then CTS will send a mail to concerned Admin/User requesting for the ticket, copying their Manager

9. If no response comes within 24 hrs CTS will escalate to the EMEA SAN-BAU Manager.

10. If there is no response within ONE week, then CTS will escalate to the EMEA Regional Storage and Backup Manager.
11. See Appendix 2 for contact details.
5.2.1.2 Mail Template
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Your 1D sk has been reported for the below activities on the SAN- Connectrix Manager Report,

Date Time fomputerName  USERNAME EVENTCATEGORY SOURCE

4307 1712 rdcblackfabric dcs1175 User Action Event User des1175 cleared Event Log,from IP 169.186.223.81
4307 1713 rdcblackfabric dcs1175 User Action Event User 431175 cleared Session Log, from IP 169.186.223.81
43107 23:30 carblackfabric dcs1175 User Action Event User dea1175 cleared Audit Log, from IP 169.183.26.108

Kindly justify this actvty with the valid Ticket(s) within 24 hours
This is an Audit Requirement
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Could you please confirm that s abe, xyz) is authorized administrator for SAN Connectrix Manager System

This ID has been report for the below actities on the SAN Connectrix Manager report

Thanks & Regards,
Ragjeshkannaa./

EMEA Log review

Securty Analysis Tearn
Technology Infiastructure Senices
Citi Technology Senices Ltd. (CTS)
Tel: 91-44-42544264 (Primary)

Tel: 91-44-22714264 (Secondary)
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5.2.2 DMX Report
Select the DMX Report. Use the latest report generated for the previous day.

Note: For Monday’s review use the reports generated from Friday to Sunday.

Once the report is generated, the below sample screen will be displayed.
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The Vendor Remote Access (VRA) logs generated (as per Citi_SAN_Reports/DMX Report) will be checked and reconciled against dial-in and dial-out activity on the EMC Storage arrays with VT trouble tickets and Infoman Change records raised by Citigroup Command Centre and/or EMEA SAN-BAU Team, for Vendor Remote Access (VRA). Note, purpose of this exercise is to reconcile dial in and dial out activity only and NOT activity performed by vendor whilst logged on by vendor.

5.2.2.1 DMX Report - VRA Log Review Process
1. CTS will search the Logs (Citi_SAN_Reports/DMX Report ) for keyword ‘NEW LOGIN’ and reconcile the date and time entry against date and time in VT’s raised in EU DSM queue.  See Appendix 4 for details on reading DMX Report.
2. VT’s will need to be searched under category of ‘Remote Access’.
3. If CTS is unable to find the relevant Ticket or if the logs doesn’t match with the Ticket then CTS will send a mail to *GT EMEA TI Distributed Storage Mgmt for verification.

4. If no response comes within 24 hrs CTS will escalate to the EMEA SAN-BAU Manager.

5. If there is no response within ONE week, then CTS will escalate to the EMEA Regional Storage and Backup Manager.
See Appendix 2 for contact details.

5.2.2.2 Mail Template
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[abmed, 5elauddin [CCC-OT IT]; *G1 IN CT5 LOG REVIEW - EMEA
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Subject; [V Ticket required - DMK Report admmyyyyy.

Dear Team,

e are unable to locate the Ticket for the below entry. Kindly provide us the relevant reference number,

J5/2/08 1:15 ck287890758 NEW LOGIN, Mak laged s PC group

J5/2/08 1:37 ck287890758 NEW LOGIN, 287890758 loged as Symmetrix

[This is for Audit and Security tracking.

1f no response comes within 24 hours then t

mail will be escalated.

[Thanks & Regards,
Ragjeshkannaa.

[EMEA Log review
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Appendix 1 

List of Authorized Users on Connectrix Manager

SAN BAU

Salauddin Ahmed – sa47183

Paul Haynes- ph47197

Dave Coles- dc91175

Tim Robinson- tr69152

Thomas Weise - tw00629

Andy Johnstone- aj97754

Ashok Kumar Reddy - ar91297

Krishnam Raju Vathsavai - kv13183

SAN Projects and Integration (PIT)

Javed Dad- md25176

Carl Williams - cw68238

Simon Gibbs - sg76758

Fiaz Mir - fm47999

EMC Vendor

emcadmin

Appendix 2

List of Escalation

1.
EMEA SAN-BAU Manager – Salauddin Ahmed (salauddin.ahmed@citigroup.com)

2. EMEA Regional Storage and Backup Manager - Gary Battersby (gary.battersby@citigroup.com). 

Appendix 3

List of Critical McData Configuration Settings

	Switch Parameters
	Required State
	Comment

	Switch Binding
	Inactive
	

	Authentication Trap Enabled
	True
	

	SNMP Agent Enabled
	True
	

	Host Control Prohibited
	True
	

	Open Trunking Enabled
	True
	

	Preferred Path
	Disabled
	

	Web Server
	Disabled
	

	Telnet
	Disabled
	

	Alternate Control Prohibited
	Disabled
	

	Call Home Notification
	Enabled
	

	Fabric Binding
	Enabled
	

	Default Zone
	Disabled
	

	Zone Set – Created / Deleted / Activated / Updated
	
	

	Zone – Created / Deleted / Updated
	
	

	Zone Member – Created / Deleted / Updated
	
	


Appendix 4


In the DMX Report, the below sample lines refer to the Vendor LOGIN and LOGOUT event:

5/1/08 1:37 sa287750122 NEW LOGIN, bch loged as CE  ----> Logged In

.

.

5/1/08 1:53 ck287890298 NEW LOGIN, 287890298 loged as Symmetrix  ----> Logged Out

Appendix 5
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