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1 Introduction
2.1 Purpose of Document

This document contains procedures for the EMEA Storage Management Group (EMEA DS SAN), within EMEA Data Centres.  

This document is regularly reviewed and updated when there have been changes within a policy or a new procedure has been inserted.

The object of this document is to provide a common set of functional and organizational responsibilities guidelines that can be used across the EMEA Storage Management Group.  

This and all other documents referred to or attached are classified as INTERNAL.

2.2 EMEA DS SAN Overview

EMEA DS SAN is responsible for the overall management of Citigroup’s Distributed and Midrange Storage environment – which includes the EMC and HDS SAN Infrastructure in London, Meerbusch (Germany), Frankfurt (Germany), HP-HDS SAN Infrastructure in Warsaw, Poland and is also responsible for the management of Content Addressed Storage (CAS) using EMC Centera’s, located in Germany, UK, Switzerland, Turkey and Poland.  

The team supports the following BAU activities: 

· Forecast and initiate procurement steps for SAN and CAS storage and infrastructure for EMEA Distributed Datacentres.  Reviews client CRW (Critical Requirements Workshop) and PEP (Procurement Expenditure Process) storage requests for accuracy and proper configurations.

· Reviews storage requests (VR forms) submitted by SA teams, verify standard configurations and work with Network Integration and Data Centre Site Management teams, to complete request for Zoning and Storage Allocations.

· Provide On-Call technical support and second level troubleshooting for all SAN and CAS storage visibility and hardware issues in conjunction with SA’s, Data Centre Management, Network Integration and hardware and software vendors.  Manages escalation process to Engineering and vendor management as required.

· Works with Project Management on coordinating storage infrastructure and costs for major initiatives involving SAN and CAS storage.

· Works with various business units and SA teams to provide effective COB strategy and testing.

EMEA DS SAN is managed by Javed Dad (ext 5-9757 javed.dad@citi.com).

2.3 Role and Client Base

EMEA DS SAN supports all major business divisions: Consumer Banking, Corporate Investment Banking, CitiFinancial, GCIB, GTS, IBD, CMB, CitiCards and supports the storage needs of hundreds of business applications.  It also manages and maintains the implementation and support for SAN and CAS storage in the following EMEA locations:

· Riverdale Datacenter, Lewisham, London (RDC)
· Citigroup Datacenter, Canary Wharf, London (CGC)
· European Datacenter, Meerbusch, Germany  (EDC)
· IXE Datacenter, Düsseldorf, Germany (IXE)
· Frankfurt Datacenter, Welle, Frankfurt, Germany (FDC)

· Enge/Reitergasse Datacentre’s, Zurich, Switzerland

· Golezowska/Senatorska Datacentre’s, Warsaw, Poland

· Tekfen/Yilmaz datacentres, Turkey

2.4 Location & Contact Details

EMEA DS SAN personnel are located primarily in the following locations:

· Riverdale House, Lewisham, London, UK

· European Datacenter, Meerbusch, Germany

· WRDC – Warsaw, Poland 

· Tampines Plaza, Singapore
The following EMEA Storage Management Group resources are located in London, UK, on Level 2, Riverdale House, Lewisham.
	Name
	Position
	Telephone

	Javed Dad
	EMEA DS SAN  - Manager
	ext 5-9757

	David Coles
	EMEA DS SAN  - Administrator
	ext 5-9855

	Andy Johnstone
	EMEA DS SAN  - Administrator
	ext 5-7242

	Paul Haynes
	EMEA DS SAN  - Administrator
	ext 5-4972

	Carl Williams
	EMEA DS SAN  - Administrator
	ext 6-5693

	
	
	


The following EMEA Storage Management Group resource is located in Germany, Meerbusch, on Level 1, Meerbusch EDC

	Name
	Position
	Telephone

	Thomas Weise
	EMEA DS SAN  - Administrator
	Xt – 7734 - 523


The following EMEA Storage Management Group resource is located in Poland, Warsaw, on Level 1, Goleszowska 6 DC

	Name
	Position
	Telephone

	TBC

	EMEA DS SAN -  Administrator
	TBC



The following EMEA Storage Management Group personnel are located in  # 07-01 Tampines Plaza

5 Tampines Central 1, Singapore-529541

	Name
	Position
	Telephone

	Ashok Kumar Reddy


	EMEA DS SAN - Administrator
	+65 6426 3801



	Krishnam Raju Vathsavai
	EMEA DS SAN - Administrator
	+65 6426 2830




	Contact Method
	Details

	Group Line
	020 7500 9686 or xt. 5-9686

	Email
	*GT EMEA TI Distributed Storage Mgmt

	Intranet
	EMEA SAN-BAU Home Page 



	Virtual Tech 
	EU DSM

	OneInfo
	EUDSSAN

	Aperture
	EMEA SAN Management


2.5 Hours of Cover

Office hours - Monday to Friday – 07:00hrs – 19:00hrs
Saturday cover from 09:00hrs – 19:00hrs
Outside of normal working hours (7pm-7am & weekends), critical escalations to be reported to the Citigroup Command Centre via phone +44 (0)20 7986 2020 or xt 62020 subsequently EMEA SAN Management Support personnel can then be called out via the on-call rota.
2.6 Reporting of Faults

All faults to be logged using Virtual Tech for all locations.  The team aims to respond to faults in a timely manner.  However, it is not possible to pre-determine the expected resolution or completion time of a fault or request as all faults and requests vary in nature.

2.7 List of Applications and Products used by EMEA DS SAN
The following products and applications are currently supported and used by EMEA DS SAN
Monitoring Tools

· ECC

· SanScreen

Switches

· McData – Connectrix Manager

· Cisco – Device Manager, Fabric Manager and CLI

EMC Storage Arrays

· EMC Dial-home/Remote Support

· Solutions Enabler (symcli)

· San Inventory Script - saninv.pl

SRDF/A & Star Monitoring Scripts

· mon_srdfa_cache

· mon_srdfa_cycle

· mon_srdfa_dse_pool

· mon_srdfa_inactive

· mon_star

HDS Storage Arrays

· HDS Dial-home/Remote Support (Hi-Track)

· Storage Navigator

· Device Manager

Centera

· Centera Viewer

EMC – Replistore Backups

SANdb (in-house developed database)

IBM – Tivoli Storage Manager (TSM Backups)

2.8 Centera

This following attached document establishes guidelines for Centera maintenance support and fault handling, from EMC, and EMEA Storage Management Team for the Centera devices located in EMEA Data Centres.  

As the fault management of EMC sourced hardware and software has been outsourced to the vendor, there may also be situations whereby the vendor will require access to the Centera in order to perform a problem fix or Change, in the case of a change the Vendor will provide a case number and Internal Citigroup Change number.

For details on procedures and processes that needs to be adhered to in order to deal with Centera issues – see the following:
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2.9 EMC Replistore

EMC Replistor is an entry-level file replication product for small branch offices where Data capacity will not warrant a local NAS filer. (Approx. less than 1TB)

EMEA DS SAN team will be responsible for maintaining the replication of data stored on Russian branch servers (source) to their corresponding Replistor Bridgehead servers (target).  The Bridgehead servers are subject to a regular backup policy. Replistor is installed on both the source and target servers with a license required for each.

For details on procedures and processes that needs to be adhered to in order to deal with EMC Replistore issues – see the following:
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2 CITMP Introduction
2.10 Introduction

The Citigroup Information Technology Management  (CITM) Policy outlines a common approach for addressing technology-related risk in Citigroup’s operating environments and helps promote process improvement within our team. Organisations must then refine their CITM Policy into standards applicable to their business areas and further broken down into day-to-day procedures, which are compliant with the CITM Policy.

A key requirement of CITMP is that all relevant staff are aware of the policy and follow the standards and processes in their day-to-day operating activity. 

2.11 CITMP Levels

2.11.1 Level 1 Policies

The policy breaks down into a 10 key areas which are viewed as high-level corporate policies or Level 1 CITMP’s. You can view the CITMP Level 1 policies here http://www.citigroup.net/citmp/
2.11.2 Level 2 Standards

Each Business area will then use the Level 1 Policies to prepare standards applicable to their environment. These are then deemed CITMP Level 2 Technology Standards and encompass the 10 control areas mentioned within the Level 1 documents. 

2.11.3 Level 3 Procedures

The Level 2 standards apply across the business. Each group or team should ensure that they are compliant with the Level 2 standards. To this effect, Level 3 procedures are designed which encompass day-to-day activity for the group or team. These are functional Level 3 procedures and may extend across a number of groups. For example the Change Management Level 2 Standards give rise to a Regional Level 3 Change Management procedure, which is applicable to all groups and teams. 

2.12 Review of Level 3’s and RCSA

As part of our review of all procedures and policies and our compliance with Level 2 standards, RCSA must be completed each quarter. This is based on the Level 2 Standards and used to test our day-to-day procedures (Level 3s) against the Standards.

RCSA is a self-inspection test to verify that we controls are adequate, documented and followed within our Level 3 procedures. 

2.13 RCSA Presentations

Two useful online presentations on the RCSA exercise are available online.

In case the source changes, visit http://www.citigroup.net/ti/riskmanagement/ and use the menu system to locate pages referencing RCSA.

2.13.1 RCSA Overview: 

http://www.citigroup.net/ti/compliance/
2.13.2 RCSA Training: 

http://www.citigroup.net/ti/compliance/rcsa_training.htm
2.14 Applicability

The CITM Policy requires organizations to establish and maintain documented processes.  Each organization must review the effectiveness of those processes on an annual basis and update them as necessary.

The following section contains statements and procedures in relation to CITM Policies for 2003.

	CITM Policy
	Applicability to EMEA SAN Infrastructure

	Information Security 
	Applicable

	Resource Management
	Applicable

	Problem Management 
	Applicable

	Change Management
	Applicable

	Outsourcing/Vendor management
	Applicable

	COB 
	Applicable

	Architecture
	Not Applicable

	Internet Management
	Not Applicable

	Project Management
	Not Applicable

	Software Management
	Applicable 


The remainder of the document will be arranged under the relevant headings of the applicable CITM Policy.

3 Information Security
The purpose of this section is to define the procedures used by EMEA Storage Management Group, in line with corporate policy and requirements standards, defined in CITMP Level 1 and Level II documents related to information security.

Persons AFFECTED 

· Vendor (HDS/EMC) support personnel
· This affects EMEA Storage Management Group (EMEA DS SAN) and its team members.  Authorized business aligned System Administrators supporting Citigroup Technology Infrastructure with Standard Operating Environment (SOE)
3.1 Information Ownership and Systems Inventory

All documentation kept by EMEA DS SAN is classified as Internal and stored on Network Appliance filers with RAID data protection in the filer and data replication to a secondary filer in a separate data center.

Documentation can be found at:
https://globalconsumer.collaborationtools.consumer.citigroup.net/sites/EMEA_DOI/san/Shared%20Documents/Forms/AllItems.aspx
Documentation used by the EMEA DS SAN includes:

· PCMs - Level 3 procedures for tasks performed by EMEA DS SAN
· CATE Solutions guides
3.2 Authentication

3.2.1 SAN Workstations

Access to ALL SAN Management workstations are controlled by the use of SOE Authentication and Users are required to Change passwords on a monthly basis as per standard SOE build.
Access to the Connectrix Manager, is controlled by creating individual User ID’s for each user.  Users are therefore identified to the technology platform by a Unique User ID and privileges granted on specific role basis.
Monthly Virtual Task set up, so that ALL Users are reminded to Change their passwords.  The EMEA DS SAN Manager or his deputy will normally send a reminder as the due date approaches and all team members must confirm by a return mail that the action has been carried out.
Privileged access for new team members is normally only granted after completion of a trial period.  The exact duration of the trial period will be assessed on an individual basis and be dependant on previous relevant experience with similar environments.  The decision to grant privileged access will be made by the EMEA DS SAN Manager and any new accounts will be set up by the EMEA DS SAN Manager or his appointed deputy.

Entitlements for all access are to be reviewed on a semi annual basis (As per documented EERS process). 
Accounts not maintained by EERS are reviewed by the EMEA DS SAN Manager at the same time as the EERS entitlements are done.  This is documented via VT, where by a VT is raised to the EMEA DS SAN team to provide user lists (screenshots) and attach them into the VT, these lists/screenshots are reviewed by the EMEA DS SAN Manager and approved/updated as necessary. 
3.2.2 Centera Workstations

Centera System Administrators are responsible for performing administration functions on the Centera clusters.  They are members of the EMEA DS SAN team. 

Centera system administrators must login to their local windows SOE workstation, then log on to the appropriate Windows Management Server (Centera Management Server) via remote desktop using their SOE ID and Password. 

From there CenteraViewer is launched to access the CenteraCLI/Diagnostics management tools - Each Centera administrator has their own user name (SOE ID)/password on the Centera’s.

The ISA function for the Centera’s this is controlled by a nominated member of the Storage administration team. (As per the CATE Solutions guide)

Non EERS entitlements are carried out as per section 3.2.1 in this PCM

3.3 Changes in Status:

The EMEA DS SAN Manager will notify Security Administration within 24 hours of employee’s or External Provider no longer working for Citigroup.

Citigroup security notification of Change in status of employee:
1. Complete an adhoc EERS entitlement review.

2. Once a Change in status is noted information security should be emailed at “XXXXXX” with the employees name and applicable SOE Id.  This notification should take place within 24 hours of the Change in status.  

3. Immediate disablement of Citi VPN or other dial up access should occur.  The employee’s SOE ID, Connectrix Manager ID’s and other applicable system ID’s need to be disabled immediately.

4. Within 7 days EMEA DS SAN Manager will verify that the following ID’s have been disabled. 

A. SOE ID
B. Unix ID and NIS+ related entries (NetGroups, etc..)

C. Infoman ID
D. Aperture ID
E. VT Access and Profile

F. CITI-VPN / WWDS access

G. Tarantella access (if applicable)

H. Connectrix Manager Access

I. Any applicable ID’s on systems/applications that do not use SOE ID’s
J. e-workflow ID
K. Employee Directory

3.4 Static Passwords

Static passwords will never be shared, made known to others or written down.  Users are asked not to share account information and are to use only the accounts that they are assigned.  Never to be displayed on the screen in clear text (with the exception of one time use password resets).  The account login process for Connectrix Manager does not display passwords in clear text.  SANScreen, Centera and HDS also uses Static Password.
3.5 PowerBroker for SAN Workstations

PowerBroker is installed and configured for SYMCLI as well as for HDS CLI on all the SAN Management Workstations in Germany and the UK.

This is the replacement for scsu which is been disabled in order to meet Audit and Compliance requirements.

To use PowerBroker - Login as usual but do not run scsu - Powerbroker is authorised by individual SOE-ID ; if you scsu to root and then use pbrun, PowerBroker will deny the request.

You need to precede each sym/hds cli command with pbrun.

You will also need to add /export/opt/pb/bin to your path.

e.g. 


$ export PATH=$PATH:/export/opt/pb/bin


$ pbrun symcfg list

Note:  All activities launched using PowerBroker are keystroke logged against your SOEID

Launching of ConnectrixManager is also performed under individual SOEID’s for UK only.  For Germany, we currently have a workaround of using scsu to root in order to launch Connectrix GUI, due to technical restrictions.

Attached below PowerBroker Handover Documentation from SAN Integration Team. 

Powebroker Log Review
In recent release of Solutions Enable – use of ‘symauth’ will eliminate the need for using Powerbroker as EMC-Solutions Enabler will be capturing commands and keys entered.
3.6 Vendor Dial in Access for SAN Infrastructure

As per recent MARS issue, the following procedure for Vendor Remote Access (VRA) has been implemented:

1. When the vendor receives an alert from the device, the vendor will call the Command Centre. 

2. The control desk will open a ticket and create an entry in the log that would include date, time, name of the vendor person, name of the Command Centre person, and ticket number.

3. The control desk will then provide the vendor with the password generated by the Safeword card.

4. If the vendor cannot connect to the device using the WWDS method, they will call control desk and notify them of the problem.

5. The control desk will open a ticket for the WWDS access issue.

6. The vendor will dispatch a support person to the site to work on the issue.

7. Vendor will call the control desk upon completion of work. 

8. Command Centre will update the previously created log entry with date, time of when vendor completed the work

For full details of VRA Procedures – see attachment below:

Vendor Dial-In Access PCM
The customer’s need for support at all times requires that vendor  service personnel access the customer’s service processor after properly authenticating themselves as a logical member of vendor support network, even if at a remote location.  With SymmIP, the service personnel, if remote, would begin by establishing a separate encrypted session for remote access to vendor.  The VPN tunnel uses a 3DES algorithm (168 bit) and the IPSec protocol for connection to vendor.  Critical to the added security is a mandated distributed firewall that is running continuously on the remote PC and is necessary to make a VPN connection to vendor.  

Most vendor diagnostics are conducted using the vendor proprietary application known as SymmRemote.  SymmRemote is a software facility that is custom-made by vendor to remotely run diagnostics and troubleshooting routines on the Symmetrix service processor.  The SymmIP implementation (in contrast to other SymmRemote modes described below) is a layered application running over IP after the encrypted tunnel is established.  The IP network that is in place in this SymmIP scenario is based on an vendor  network address, not an address on the customer’s trusted network.   

SymmRemote provides its own proprietary encryption algorithm with a 40-bit key length.  It is not commercially available anywhere and the encryption have unique attributes that add to its strength.  This SymmRemote encryption runs end-to-end from the EMC²-authorized person initiating the call to the customer site-based service processor.  The encrypted session runs from the vendor Remote Support Network to the service processor.

Therefore, vendors are allowed to dial in, only if the Service Processor on the Symmetrix and/or Connectrix dials home with an issue.

A Weekly report is generated by the vendors and forwarded to the EMEA DS SAN, detailing each logged case and status.  EMEA DS SAN team will then reconcile that report with internal VT tickets.

An overall Quarterly report is also produced by the vendor detailing the number of hardware and software failures or issues that has occurred during that period.

3.7 Vendor Dial in Access for CAS – Centera Infrastructure

There is NO Modem connectivity for EMC to access the Centera devices for troubleshooting, diagnosis and/or repair – any such work must be carried out on site.

If the severity of an issue is below ‘critical’ this will be processed during office hours by EMEA DS SAN and if the severity of an issue is ‘critical’ this will be processed 24x7 by EMEA DS SAN on-call person.
3.8 Encryption for SAN

The following statement has been approved for Info Sec Process TRAMs, key control 4.3:

CTI SAN Infrastructure is class "C" and encryption is not required for information rated lower than Highly Confidential.   EMEA Distributed SAN Management only provides the storage facilities; the content of this information is unknown to EMEA DS SAN.  Encryption is the responsibility of the business or user who is transmitting or storing the Highly Confidential or Higher Rated information.

3.9 Encryption for CAS

Data stored on Centera storage platform cannot be accessed directly via the file system/volume manager as in traditional disk storage.  It is accessed by applications, over a TCP/IP network, using an Application Programmer Interface (API).  The Centera storage platform can be used as a single repository for multiple applications, as long as the applications can be customised with the Centera Software Developers Kit (SDK) to provide the Centera API.  

Centera provides strict retention setting capabilities with its content addressing functionality and provides a non-rewritable, non-erasable storage medium for each record until expiration of the pre-defined retention period.  A file cannot be deleted from a Centera platform unless it is identified by its CDF and the retention period has expired.
3.10 Security Incident Detection and Response

Business management in conjunction with Compliance, Information Security, Corporate Security and any other relevant security functions, will develop, document and ensure compliance with the Citigroup Information Security Office (CISO) Security Incident Response Team (SIRT) process.

Security Incident Response (SIRT) Procedure 

1. Upon detection of a possible incident the below noted information should be captured in an email and sent to the SATS BISO.  Upon submission of the information a follow up call should be placed to the BISO to ensure they know the issue is awaiting their review.

A. Examples of Incidents:

I. Loss of confidentiality

II. Destruction of data

III. Loss of system integrity, system degradation or denial of service

IV. Loss of data integrity

V. Unauthorized use of corporate resources

VI. Fraud

VII. Other intrusions

2. Upon receipt of a SIRT incident the SATS BISO will review the incident, evaluate the impact and determine the appropriate course of action. 

Summary of information that should be supplied:

1. Date of incident

2. Incident location (including country)

3. Business(s) affected

4. Company

5. Summary of incident – Who, What, Where, When and How…Be as specific as possible

6. Explanation of how incident was detected.

3.11 Audit Trail Review for SAN

EMEA SAN group allocate and remove storage on request.  The group is required to ensure that access is segregated.  This review process reconciles events on the EMC McData Switches that segregate server with storage against Aperture, VR’s and Infoman Change records raised by users.  Also covering any Changes made due to break-fix issues as per generated VT tickets.  Audit Logs and trails are reviewed by CTS team in India.

See PCM - Etrust SAN Log Review Ver 5_5 for further info.
3.12 Audit Trail Review for CAS

Centera system administrators are responsible performing administration functions on the Centera cluster. They are members of the Storage Administration team. Centera system administrators must login to their local windows SOE workstation, then log on to the appropriate Windows Server (Centera Management Server). From here Centera viewer is used to access the CenteraCLI management tool.  

All activities are logged and reviewed via Etrust as per the section below.

3.13 Audit Log Review by Independent team
To assist with the reconciliation process, the all changes performed by SAN-BAU are recorded, with appropriate change control records and forwarded to *GT EMEA TI Distributed Storage Review. 

A consolidated spreadsheet of these actions is then compiled and emailed to the Backups group distribution email. This email will be used to determine which SAN actions have verifiable change controls attached to them. 

All other changes will require justification.

Please refer to the PCM - EMEA SAN PowerBroker Log Review Ver 1_2
3.14 Segregation of Duties

Systems Administration for the SAN Management workstations are carried out by the WRDC – ISA team and Security Administration functions (for example, adding/deleting users, Changes to entitlements/ passwords) are carried out by a dedicated CTS Account Management team based in India. 

The SAN Management Unix Workstations, are used to Administer and manage the SAN infrastructure. Users are required to log into a SOE Unix server before logging into the SAN Administration tools.

The SAN Management Window Workstations, are used to Administer and manage the CAS infrastructure. Users are required to log into a SOE Unix server before logging into the SAN Administration tools.

Semi-annually, a review of entitlement is carried out under the Enhanced Entitlement Reporting System (EERS) as per the Information Security section of the CITMP and these Standards.  The review assesses the adequacy of these practices and procedures based on Changes in their processes, technology, business responsibilities, the sensitivity of customer or corporate information and the risks that may threaten this information.  Subsequently is signed off by the Departmental Manager.

3.15 Server Security, Configuration and Threat Management

· All SAN servers conform to SOE standards.  EMEA DS SAN are part of the Datacentre Management group and adopt all controls and compliance standards as mandated by that group.

· ConnectrixManager services are located behind a secure firewall where access is only granted to the SAN Management servers.  Data centre procedures and security ensure that the Service processors themselves and all the physical hardware are secure.

· All management workstations are built to the same standards and configured identically.  All monitoring, reporting and provisioning tools whether written in house or vendor supplied are installed on the production and warm standby boxes.

3.16 New Starter Training Process

When a new person joins the EMEA Storage Management Group, they will be expected to undergo an initial training and orientation process before they commence any work on servers or systems.  This will involve reviewing all relevant process material, such as this PCM, EUR Operational standards etc, and also having various procedures demonstrated.  

Similarly for any leavers from the group these elevated rights should be removed prior to the member starting in their new role, of if the person is leaving the company then his/her account should be disabled within 24 hours of them leaving and then subsequently all rights removed.  Additionally the passwords on any privileged accounts should be changed.

Any change in EMEA DS SAN member’s rights needs to be pre approved by the EMEA DS SAN Manager.

3.17 Records Management

3.17.1 Disposal of Records

As per the Citigroup Technology Infrastructure (CTI) Records Management Level III Process and Procedures document, (website http://www.emea.citigroup.net/recordsmanagement/347063/?a=5441) all records listed in the records inventory database must be maintained and properly disposed of according to the official retention period and the record disposal method.  

Scope – effective management of Citigroup Technology Infrastructure (CTI) Records. It is not intended to cover records owned by other Citigroup business units. Also non-essential/transient documents are inherently temporary in nature and they should be routinely and promptly discarded; unless they are within the scope of any actual, threatened or reasonably foreseeable litigation or governmental or regulatory investigation.  Refer to level III policy stated above for more information on transitory records.

3.17.2 Pre Disposal Checks and Authorisation

For more information refer to the level III procedures, however, before arranging the disposals of ANY record perform the following:

1. Refer to your department’s current Records Inventory.

2. Identify the record to be disposed of in your Records Inventory to confirm the Official Retention Period and that it is valid to dispose of this record.

3. Identify the record to be disposed of in your Records Inventory to confirm the Record Classification.

4. Identify the record to be disposed of in your Records Inventory to confirm the Primary storage media.

5. Identify the record to be disposed of in your Records Inventory to confirm if there are any legal dependencies involved in any active legal of regulatory events.

6. Once the record details have been identified, then email approval MUST be sought both from the Department Manager and the Department Records Management Officer.

7. Once authorisation has been obtained then the disposal of the record can proceed.

3.17.3 Recording Record Disposals

Note that all departments MUST maintain a log of all Record disposals - refer to the above Disposal of Records and ‘Disposal Strategy’ for details on recording record disposal for records stored both on and off site.

 

Record Disposal 

When disposing of records use the matrix below to ensure the correct method is used.

Record storage Media

            Disposal Method

Paper (classification of public)

            Deposit in recycle Bins located on the floors.

Paper (classification of internal or above)

            Deposit in Green Confidential storage Bins located on the floors.

Electronic media (CD ROM, Magnetic tapes)

            Deposit in Red Confidential storage Bins located on the floors.

Electronic media (hard drives)

            Hand to the Hardware Logistics facility who will arrange secure degaussing and disposal.

3.17.4 Retrieval of Records

As per the Citigroup Technology Infrastructure (CTI) Records Management Level II Process and Procedures document, (website http://www.emea.citigroup.net/recordsmanagement/347063/?a=5441)

Procedures for records retrieval must be documented and tested on an annual basis  for all records listed in the department’s records inventory database. 

Scope – effective management of Citigroup Technology Infrastructure (CTI) Records. It is not intended to cover records owned by other Citigroup business units. Also non-essential/transient documents are inherently temporary in nature and they should be routinely and promptly discarded; unless they are within the scope of any actual, threatened or reasonably foreseeable litigation or governmental or regulatory investigation.  Refer to level III policy for more information on transitory records.

3.17.5 Records Retrieval Checks and Authorisation

For more information refer to the level III procedures, however before arranging the retrieval of ANY record perform the following:

1. Refer to your department’s current Records Inventory.

2. Identify the record to be retrieved in your Records Inventory to confirm the Primary storage media.

3. Once the record details have been identified, then email approval MUST be sought both from the Department Manager and the Department Records Management Officer.

4. Once authorisation has been obtained then the retrieval of the record can proceed.

3.17.6 Retrieval of Electronic Records

For the retrieval of Electronic Records (these are typically referred to as Tape backups) then refer to the procedures for data tape recovery and file restore in the PCM.

3.17.7 Retrieval of Paper Records

For the retrieval of Paper Records (these are typically referred to as off site storage with authorised document storage companies such as Iron Mountain), then refer to the procedures for paper record retrieval in the PCM.

3.17.8 Recording Record Retrievals 

Note that all departments MUST maintain a log of all Record retrievals.

The log must include:

· Record recovery time and confirmation from the relevant technology group.

3.17.9 Reasons for records being retrieved include:

· Litigation

· Customer

· Internal

· ARR

· Regulatory

3.18 Storage and Retrieval

· Records not in current use will be properly identified with relevant information (branch, department, dates, title, URC code, etc.).

· The CTI group RMO will be responsible for identifying and ensuring that adequate premises and equipment provisions are made for the storage and control of non-current records.

· Access to records held in storage will require the approval of the CTI RMO and the department managers.  Authorization of employees to access records held in storage should be established according to the records classification and sensitivity of the data. Removing records from storage should be discouraged and kept to a minimum.  A log will be maintained of access to records held in storage, noting the record(s) removed; individual removing the record; and date released/date returned."

3.19 Warsaw SAN Infrastructure Checklist

Current Warsaw SAN Infrastructure is non-SOE consequently regular checks need to be in place in order to ensure environment meets required minimum security standards and controls.
The following Checklist has been developed, with cooperation from SAN Engineering to ensure Compensating Controls and necessary standards are in place.
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Evidence for above Checklist is uploaded as part of Quarterly RCSA-IRM Review.
3.20 NAS Functional Account Dual Control Process

This section explains the process of Dual Controlling passwords between EMEA NAS Infrastructure and the Distributed Storage Team (SAN Team) managed by Javed Dad.

The term functional account refers to an account that is not a standard SOE ‘User’ account, with a standard SOE ‘User’ account being an account that is directly linked via RITS etc and is the responsibility of a single named individual, e.g. pm67350.

To comply with the relevant policies, the following procedures in relation to functional account management must be followed for all functional accounts managed / used by EMEA NAS Infrastructure SA. The procedures are detailed below as follows:

· Functional Account Categories.

· Functional Account Controls.

· Functional Account Inventory.

· Functional Account Access / Tracking.

See following URL link for further info on this process.

ENI NAS Functional Acc Dual Control Process   (this document is passwd controlled and SAN-BAU team can access this using the standard passwd set for sensitive docs)

With reference to the above process Dual Control passwords can be found on    NAS Functional Acc Inventory Passwds    (doc passwd controlled and this has been notified to the SAN-BAU team)
3.21 SAN Functional Account Dual Control Process

This section explains the process of Dual Controlling passwords between Distributed Storage Team (SAN Team) and EMEA NAS Infrastructure and the managed by Paul McInerney.

The term functional account refers to an account that is not a standard SOE ‘User’ account, with a standard SOE ‘User’ account being an account that is directly linked via RITS etc and is the responsibility of a single named individual, e.g. md25176.

To comply with the relevant policies, the following procedures in relation to functional account management must be followed for all functional accounts managed / used by EMEA NAS Infrastructure SA. The procedures are detailed below as follows:

· Functional Account Categories.

· Functional Account Controls.

· Functional Account Inventory.

· Functional Account Access / Tracking.

See following URL link for further info on this process.

EMEA DS SAN Highly Privileged Dual Control Process   (this document is passwd controlled and SAN-BAU team can access this using the standard passwd set for sensitive docs)

With reference to the above process Dual Control ‘Half A’ passwords can be found on    EMEA DS SAN Highly Privileged Half A    (doc passwd controlled and this has been notified to the SAN-BAU team)
3.22 Backup Functional Account Dual Control Process

As per previous sections – this section explains the process of Dual Controlling passwords between Distributed Storage Team (SAN Team) and EMEA Backup Infrastructure Team managed by Robert Hartigan.

Access to all applications required for Backup Administration is via logins/accounts which are named after the backup administrator’s soeid. All the necessary privileges for a backup administrator to perform the role will be configured for these accounts.

For more information refer to the following PCM

EMEA BackUp Security PCM
With reference to the above process Dual Control ‘Pass 2’ passwords can be found on  BackUp Functional ID Matrix  - Pass2  (doc passwd controlled and this has been notified to the SAN-BAU team)
4 Resource Management 

The purpose of this section is to define and implement procedures for businesses to request storage on the Storage Area Network (SAN) and the monitoring of CAS – Centera capacity.  These procedures apply to the SOE Distributed Computing SAN and CAS environment.  EMEA DS SAN follow these procedures in accordance with the requirements set forth in the SOE Resource Management PCM.

The EMEA DS SAN are responsible for procuring and coordinating the installation and configuration of SAN and CAS hardware with Data Centre Site Management (DCSM), EMEA DS SAN and EMC² (the vendor) in accordance with Global Distributed Storage Engineering’s (GDSE) best practices guidelines.  Future data growth requests are received from either the SA teams for existing businesses and/or from the Project Office.

4.1 Definition of Procedure Terms

· Aperture- Auditable, Data Centre work flow tool/inventory - Aperture
· PEP – the purpose of a Procurement Expenditure Proposal (PEP) is to ensure that capital expenditures and other long-term commitments are properly evaluated, reviewed and approved.
· TAS – Technology Asset System  - https://tas.ny.ssmb.com/tas/lois_main/LOIS_Home.asp
· ICE NetCool – Network Monitoring System
· VR/VT – Virtual Request/Ticket.  On line VR/VT ticket raised by customer to specify and request type and amount of storage required as well as provide financial and technical details of business and application of hosts or VT for problem/fault handling
· P2P – Procure to Pay (P2P) is a Citigroup global initiative, which utilizes Oracle’s financial applications to leverage the power of a single integrated database with common data standards and core processes. This tool empowers employees at their desktops, enabling them to requisition goods, services, or create larger Service Purchase Orders (PO’s), as well as pay bills online via a Web browser.

4.2 Managing Critical Resources

Available Core and Edge ports for SAN Infrastructure

All new requests for SAN connectivity are initially reviewed to ensure that their connectivity and storage has been forecasted - No servers can be connected to the SAN without first confirming availability of edge ports.  Long term capacity planning is critical to ensuring continued availability to meet demand and the process is detailed below.

The SAN forecasting and zoning process consists of 4 parts:

· Estimation

· Tracking and Updating

· Port Allocation and De-allocation

· Zoning and De-Zoning

Estimation Process - Collate the SAN Virtual Requests (VR’s) received over the last 2-3 months and process and analyse data.  This process assists EMEA DS SAN-BAU team in their CEP submission as and when required.  Prior to submitting the CEP for forecasted storage, a percentage is added to this for BAU growth.  

Tracking and Updating Process – To update the SAN requests with planned dates from expected dates. Track the number of zoning requests scheduled per weekend and give EMEA DS SAN a rough estimate of their workload and enable smoothing of their workload over the quarter

Port Allocation and De-allocation Process – To track the port allocation. Once the ports are allocated, this estimates the zoning scheduled.

Zoning and De-Zoning Process – To track the zoning requests.

4.3 Storage Capacity Planning
Overview

The forecasting process can be broken in to two main sections. 

1. The Capacity figures, this covers:

a. The available storage on the Centera Environments at the 6 sites

i. Switzerland (CH) – 2 arrays

1. centera_CH_01E

2. centera_CH_01R

ii. Germany (DE) – 2 arrays

1. centera_DE_01E

2. centera_DE_02E

iii. Poland (PL) – 4 arrays

1. centera_PL_01G

2. centera_PL_01S

3. centera_PL_02G

4. centera_PL_02S

iv. Turkey (TK) – 2 arrays

1. centera_TK_01T

2. centera_TK_01Y

v. England (UK) – 2 arrays

1. centera_UK_01R

2. centera_UK_02R

vi. Egg Environment – 1 array

1. centera_EGG_PB

b. The available EMC SAN storage at each of the 5 sites.

i. London Citigroup Centre (CGC)

ii. London Riverdale Centre (RDC)

iii. Meerbusch DC (EDC)

iv. Dusseldorf  DC (IXE)

v. Frankfurt DC (FDC)

c. Warsaw HP storage – 2 arrays
2. Details of pending work related to above arrays, and Projects related to capacity and capacity changing processes.

4.4 The capacity meeting

The capacity meetings are held weekly on a Thursday. Minutes are taken and are uploaded to the SPIT share as per the link.  Sharepoint - Capacity Planning Meeting Minutes 

4.5 Updates to the Capacity figures

1. Update the Centera Figures – Run on a Monday
a. Open the Centera Report document found in the Sats-g-drive under Center\Capacites.

b. The main section to update is the Available space area (Column H)

c. Take a copy of the current column and create a new one. Rename the header to Monday the work is being performed on.

d. Open each of the Centera daily notification files and update the available space by scrolling to the bottom the file and copying the “Available Capacity” figure.

e. The figure should reflect a change is the amount of storage equal to previous week. Any major changes must be highlighted.

f. Once each of the available capacities has been updated, update the percentage available in column G and ensure the calculation uses the currect figures. E.g. =($Hn/$Fn)*100 – where n is the row number.
g. Then update the ‘weeks available’ calculation in a similar way. E.g. =SUM($Hn/(($Ln-Hn)/5)). This looks at the last 5 weeks of storage usage and calculates how much is being used per week then divides this by the amount left. This will give the approx’ number of weeks available.

h. Once updated save the file to the Centera Capacities area, save another copy as the current week and close the document.
i. Upload the file to the SPIT shared documents area.
2. Updating the SYMM Figures – Thursday morning before the meeting.
The current available Capacity figures are calculated using the SANscreen application. The report details ALL available storage in the London and German sites. This includes the EMC and HDS environments.
a. Start an Internet Explorer window.

b. Type the following URL: http://ukctiprsa50/index.do
c. Click the Reports icon in the Main Menu on the left hand of the screen.

d. Enter your username and password at the login screen.

e. Click on the “SAN Utilization Report” words in Report menu.

f. Leave entries in the windows at the default figures, and click the Generate Report icon.

g. The blue bar at the bottom will show the progress of the report – this may take a while to complete.
h. Once the report is complete it will start Excel and load the document created.
3. Updating the expected capacity requirements.

a. Update the VR database of new expected and closed requests then oroduce a current expected report using the SAN Storage VR process found at the following location: SAN Storage VR process
b. Open the resultant san forecasting sheet. This can be found on \\rdcsan-mgt2\san\scripts\FORECASTING\OUTPUT\ The file is named san_forecast_sheet_yyyymmmdd.xls
c. Select the ‘Summary Statistics’ tab

d. Open the Storage VR Summary document. This is used to format the details to be used in the Capacity Planning minutes.
e. Using the details in the Summary Statistics tab on the san_forecasting_sheet update the three tabs on the ‘Storage VR Summary’ sheet. 
i. Storage Growth Details
ii. Storage Alloc Details
iii. Port Alloc Details
f. Refresh to the two ‘pivot charts’ by right-clicking on the pivot chart and selecting ‘Refresh Data’. The updated figures will then be collected from the details updated in section ‘e’.
4. Updating the Meeting minutes

a. Open the current Centera capacity document found at the capacity area.

b. Open the previous weeks meeting minutes and Centera Report (updated on Monday). Both are found in the Capacity Area.
c. Double click the Centera Capacities inbeded ‘Excel sheet’.

d. And ensure the figure in this area are updated.
e. Double click on the “Summary of free storage available and allocated” section sheet in the Capacity minutes.

f. Copy and paste the updated details from the Summary section of the “Storage Report” tab and format the sheet so all the fields are displayed.

g. Double click on the “Port Summary” section sheet.

h. As per the procedure above copy and paste the updated details from the Summary section from the “Fabric Report” tab to the capacity document.

i. Get the updated Warsaw figures from Maciej Zajaczkowski and update HP figures.
j. Scroll down to the VR requested and VR growth storage requests section and update the section with the details taken in section 3.

k. Save the file with a new date as per the meeting date, and upload to the capacity area as detailed in the 4b.

l. Hold the meeting as normal and take notes as required.
4.6 Post Meeting

Update any text as required by the parties in the meeting and upload the file again to the share overwriting the file previously loaded file.

Where required send a link of the shared file to all required parties as detailed in the minutes.
4.7 Reporting Shortfalls - 30 percent rule.
When the available storage on an environment drops below 30 percent the management team is made aware of the impending shortfall in storage – the following statement is entered in to the Weekly Operations Report.
CAPACITY PLANNING MEETING HAS TAKEN PLACE IN THE LAST 7 DAYS – SAN storage shortages have been highlighted in the XYZ/123 environment and x PEP needs to be raised.
Once the available storage drops below 20 percent a CEP is raised to purchase additional storage for that environment.
The report is produced by using SANscreen

1. Login to the SANscreen (using remote desktop to ukctiprsa50)

2. Select Reports option from the front menu

3. Select ‘SAN Utilization Report’

4. Set the ‘Storage Utilization Yellow Threshold’ to 70.0
5. Set the ‘Storage Utilization Red Threshold’ to 80.0
6. Then ‘Generate Report’ – The report may take a few minutes to create.
7. Select the Storage Report tab.
8. Review the document and look at Yellows and Reds in column M. Ensure that where the yellows and red are displayed is normal.
9. Where there is a real shortfall in storage at a site, raise this as an issue.
4.8 EMEA Storage Management Group

· Processes all SAN storage requests that are received via the SAN storage Virtual Request (VR) forms. 

· Maintains and updates database for weekly reporting for Free and Used SAN storage and also for forecasting and PEP’s.

· Maintains and updates spreadsheet for monthly reporting for Free and Used CAS- Centera storage and also for forecasting for Growth for PEP’s.

· Provides and maintains SAN and CAS storage configuration files for all supported businesses.

· Recommends SAN and CAS design and Data Center location based on storage requirements to the Application Infrastructure Support Group and the SA teams.

· Submits requests and obtains TI approval for all SAN and CAS equipment.

· Provides level two support for SAN and CAS related issues.

4.9 SA Teams

· Submit storage allocation request for new and existing servers via online VR (Virtual Request)
· CRW or equivalent process is carried out for new project/host storage connectivity, where applicable, the Beyman/Rufeh approval process needs to be followed.
· Submit data forecasts and new equipment purchase requests to EMEA DS SAN on behalf of the businesses.

· Perform data migrations to the SAN storage.

· Configure SAN storage devices onto servers using the configuration files provided by EMEA DS SAN.

4.10 Data Centre Site Management (DCSM)

· Designates cabinet locations, elevations and power specifications for the SAN storage arrays and fabric switches in the data centers.

· Completes fibre cable installation from trunks to SAN fabric switches.

· Provides level one support for fibre cable issues.

· Purchasing

· Submits approved purchase orders to the vendor(s).

· Provides PO numbers to the SAN Integration and BAU teams, upon request.

4.11 EMC² (Vendor)

· Delivers equipment to the sites and provides ongoing technical support.

· Installs and configures SAN and CAS equipment under the supervision of the EMEA SPIT and DCSM Teams.

4.12 HDS (Vendor)

· Delivers equipment to the sites and provides ongoing technical support.

· Installs and configures SAN and CAS storage equipment under the supervision of the EMEA SPIT and DCSM Teams.

4.13 Loan Storage
Storage may be allocated on loan to a server for limited period of time for application testing. This storage may be charged or not depending on the circumstances of the request. If the storage is not being charged the details will be added to the exceptions file during the billing process. 

All requests for loan storage MUST be agreed by the ‘EMEA DS Storage Manager’ prior to allocation.

All requests for loan storage MUST have an agreed removal date.

An Excel sheet is maintained in the Capacity area of all loan storage along with the Expiry dates of the loans.

The BAU team reviews the file on the first of each month and chases any loans that were due to expire during the previous month and contacts the required SA. If an extension is required then further approval must be sought from the ‘EMEA DS Storage Manager’.
A VCC task has been setup to check this on a monthly bases on the 1st of each month.

4.14 Annual Budget Process

As of this update the annual EMEA DS SAN budget process is managed by the Regional Product Support Manager – Michael Styles. 

An annual forecast must be prepared at the start of Q3 for input into the budget process.  The specific mechanics of the process will be communicated by Project Office at the start of the budget season, but always centre on the use of the Triage tool (http://triage.ny.ssmb.com).  The annual forecast will be split into two categories – Infrastructure driven projects and Customer driven projects. 

Forecast growth is classed as a Customer driven project and must be based on trend analysis and known projects.  Infrastructure driven projects would include proposals to update old technology or introduce new architectures, e.g. Technology Refresh projects or initiatives. 

Throughout the budget year the entries created in Triage should be reviewed for continual accuracy with specific focus on `deploy by` dates and partial draw down.

4.15 Business Planning

During the annual budget cycle, business units must communicate with the TI units to determine:

· Expected volume Changes

· Expected Changes in usage patterns

· Capital requirements

· Hardware requirements

· Software requirements

· Development initiatives
4.16 Funding and Budget 

Planned hardware and software upgrades that require business funding must be agreed upon and budgeted for in accordance with established Financial Control procedures.  This does not include maintenance upgrades with no financial impact, executed in a maintenance window.
4.17 Asset Management

Asset management inventories covering all software and hardware in use in the SAN and CAS environments that fall under the responsibility of the EMEA Product Support Manager, have been created:

See Storage Process Support Team for further details.
As part of CITMP policy, operational units must define a procedure for asset data reporting and updating. For Storage the procedure should be as follows:

On a Quarterly basis, the Storage Inventory is:

1. Reviewed for obsolescence and updated where necessary - quarterly

2. Reviewed to identify potential security vulnerabilities - quarterly

On an Annual basis, the Storage Inventory is:

3. Reconciled to a physical inventory - annually

4. Verified to confirm use of appropriately acquired products - annually

To further verify inventories – Asset Management can be done through ECC as it will report on DMX, HDS, CAS, McData and Cisco.
4.18 Performance Management for SAN and CAS

Any performance degradation impacting the overall service should be reported by the EMEA DS SAN Manager through the standard problem management process.  Standard severity rating will be 2, however if the problem is chronic the severity may be upgraded.  Overall system performance is measured by the relevant Systems Administration groups, problems suspected to be associated with the SAN and CAS are escalated to EMEA DS SAN (through Virtual Tech) where they are investigated using appropriate EMC² tools (Symstat).  Symstat provides a command line interface to monitor the Symmetrix DMX performance.  It will highlight any problems with Symmetrix cache management, Fibre channel Utilisation and disk performance.  

There are also a number of scripts in place that run at regular daily intervals to capture historical ‘general’ performance data on the SAN infrastructure.  This can be interrogated if hosts or storage array’s are reporting performance degradation.

Performance metrics must be reviewed proactively, on an as-required basis, and analyzed for anomalies.  Anomalies identified are investigated and problem determination performed.

Following recent installation of ECC into our environment we can now also use Work Load Analyser (WLA) for monitoring and analyzing performance issues for SAN attached servers / hosts.

These anomalies will be reported using the CITMP Problem Management Standards.  Tuning actions, where possible, are to be implemented to prevent or minimize the impact of a re-occurrence and to insure that the affected application and/or system components are performing as expected.  Where additional resources are required the Capacity Planning process must be invoked.

EMC and EMEA DS SAN will receive an alert from one of the EMC Centera Frames that has emailed

an alert home.  If the Error/Health alert requires immediate attention, outside of office hours; EMC Call Centre will call the London Command Centre on +44(0) 207 986 2020 for full steps refer to Centera PCM imbedded above. 
4.19 Performance Metrics Availability:

Performance metrics are available to Operations, Application Development and/or Business units, should they require it, in order to enable resource tuning and cost management initiatives.  Once better tools and applications are available by EMEA DS SAN, metrics will be widely available on the EMEA DS SAN Home Page.

4.20 Quarterly Checks for SAN and CAS

In order to ensure that configuration of environment and infrastructure are consistent with that stated in GDSE guidelines – it is imperative that EMEA DS SAN perform a quarterly check on their environment.  This review will be one of the questions that will need to address during the Quarterly IRM-RCSA checks for the SAN and CAS regional infrastructure.

4.20.1 SAN Quarterly Check for Storage Arrays
Each quarter EMEA DS SAN will run the following checks against ALL the Storage Arrays they are responsible for:
SYMACL

VCMDB

Dynamic –RDF 

See document below for steps to follow and doc to update.  Any issues that need resolving will subsequently be rectified under a Virtual Change Management Record.  
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4.20.2 SAN Quarterly Check for McData Switches

Similarly - each quarter EMEA DS SAN will run the following checks against ALL McData Switches they are responsible for:

Port Binding
Port Block
Bound WWN’s

SNMP Configurations

Switch Priority
See document below for steps to follow and doc to update.  Any issues that need resolving will subsequently be rectified under a Virtual Change Management Record.  
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4.20.3 CAS Quarterly Check for Centera Storage arrays

Ech quarter EMEA DS SAN will run the following checks against ALL Content Addressed Storage (CAS) for the Centera’s they are responsible for across the region:

Number of storage and access nodes

Access node IP addresses

Data Shredding enabled

Anonymous profile disabled

Regen buffer mode set to “Hard”

Centera Health report

Node lockdown

See document below for steps to follow and doc to update.  Any issues that need resolving will subsequently be rectified under a Virtual Change Management Record.  
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4.21 Review of SAN Stacks for hosts attached to SAN and CAS

On the first Friday, of each month EMEA DS SAN Manager or his deputy will send out email reminder to all clients using the SAN and CAS storage, requesting them to review and adhere to latest SAN Stack revisions as per GDSE guidelines.  Use email DL  *GT UK SAN Changes   - which includes addresses of most if not all clients using EMEA SAN storage.
A Monthly VCC Task has also been created for this activity.  VCC #  2373601
Mail template to use:

~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~

All,

Find URL below detailing latest SAN Stack versions as listed by CATE - Global SAN Engineering.  
Please ensure that you review hosts/servers that you administer/support and have applied the latest supported SAN Stack version as detailed in the Configuration Matrix for each specific platform - if not then please do so as soon as possible; if there are any issues regarding this task then let us know immediately.

http://catecollaboration.citigroup.net/domains/platstor/gdse/products/pages/configmatrices.aspx

If you have any other queries or concerns then contact the EMEA SAN Management Team via email DL:  *GT EMEA TI Distributed Storage Mgmt or call +44 207 500 9686
 

Thanks and Regards,
EMEA Storage Management Group

~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~

4.22 Chargeback and Billing

On the 19th day of each month (or Next Working Day) – SAN-BAU team are required to generate and forward details of all SAN Storage that is allocated to individual servers/hosts – to the Billing Team (*GT EMEA DC Server Billing Team).

See attached for further timeline info:      


[image: image12.emf]Billing Timelines 


Scripts have been developed to generate storage usage reports for CGC, RDC and FDC and work is in progress to develop other tools for cross-charging for EDC, IXE, WRDC and FDC (Welle). 

All the files generated are stored in two locations as they are being produced. Put the files in the SATS-G-Drive in the SAN Billing area, and on the BAU online share found at the following location.
https://globalconsumer.collaborationtools.consumer.citigroup.net/sites/EMEA_DOI/san/Shared%20Documents/Forms/AllItems.aspx?RootFolder=%2fsites%2fEMEA%5fDOI%2fsan%2fShared%20Documents%2fSAN%20Storage%20Billing&FolderCTID=&View=%7b0758BE2F%2dC431%2d4175%2dB6E9%2d07D7557279F5%7d
New directories will need to be created for the current month for the new files.
4.22.1 For RDC-FDC – SRDF/A Infrastructure

SRDF/A Scripts are located at  /var/opt/san/scripts/BILLING on the following servers:

rdcsan-mgt1

rdcsan-mgt2 (installed for redundancy)

fdcsan-mgt1

fdcsan-mgt2 (installed for redundancy)

Run each of the two scripts detailed below at both RDC and FDC they are called:

generate_cross_charge_details
generate_cross_charge_sharer

These scripts parse flatfile information, which is added into cron to run every night as follows:

/var/opt/san/scripts/CRON/new_saninv.pl   (run nightly)

This will generate flatfiles to the following location:

/var/opt/san/FLATFILES/

These flatfiles take a brief snapshot of the SAN environment (EMC only), so as to provide a constant snapshot of allocations and reclamations.

After running the two scripts above the following two generated files need to be forwarded to the Billing Team and the holding areas detailed in the section above.:

GDCS_RDC_san_detail_sheet_<date>

GDCS_RDC_san_sharer_sheet_<date>

where <date> is the timestamp of generated files.
4.22.2 Billing and General Operational Scripts

To operate the scripts, logon (as your own ID) to a management server in both RDC and FDC and run the following scripts:

/var/opt/san/scripts/BILLING/generate_cross_charge_details

/var/opt/san/scripts/BILLING/generate_cross_charge_sharer

These two scripts will generate a timestamped output which can be reached via the samba share at:

\\rdcsan-mgt1\san\BILLING_OUTPUT - Primary host
\\rdcsan-mgt2\san\BILLING_OUTPUT - COB host
\\fdcsan-mgt1\san\BILLING_OUTPUT - Primary Host
\\fdcsan-mgt2\san\BILLING_OUTPUT - COB host
Note:  You will need to map to the same samba share that you ran the scripts from.

Once complete open the FDC files and remove the RAID-5 SRDF lines to ensure the storage is not charged twice. Once for RDC and once for FDC.
4.22.3 For CGC-RDC – SRDF/S Infrastructure

The following two generated files need to be forwarded to the Billing Team:

san_detail_sheet_<date>

shared_allocation_sheet_<date>

where <date> is the timestamp of generated files.

SRDF/S  Scripts are located at  /var/opt/san/sandb/tools/BILLING on the following servers:

eusan-mgt1

eusan-mgt2 (installed for redundancy)

These two scripts will generate a timestamped output which can be reached via the samba share at:

\\eusan-mgt1\san\sandb\TOOLS\BILLING\OUTPUT\
4.22.4 For EDC-IXE (Meerbusch) – SRDF/S Infrastructure
Work is in progress to develop a mechanism to generate automated process as above, until then spreadsheets are manually maintained and the following are required to be forwarded each month.  These spreadsheets are maintained by the SAN-BAU team.

SAN-Shared-EDC

DE_Capacities Totals <date>

4.22.5 HDS Capacity figures.

All RDC figures are run on managment server ldnctisvhm001

All FDC figures are run on management server fftctisvhm001dr
Production for figures on both sides follow the same procedure.

Perform a ‘Remote Desktop Connection’ to the required management server.

Login and start a Internet Explore window.

Type https//<servername>:23016/DeviceManager/  - where servername is the same as the server you are connected to.

Login to the Hitachi Device Manager using your login Id and Password

Click on the reports icon in the ‘Explorer’ Window in the device manager tool
Click on the “Storage Utilization by Host *” icon in the resultant screen

Ensure all the arrays in the screen are ticked, then click the CSV 

Once the report is produced save the file to a know area that you can access from your desktop. You may have to map a drive to use to the server. You will not be able to open the file as these management workstations do not have Exceed installed.

Once the file has been created close all the windows on the management station and logout.
Open the File from your desktop and remove all the details from the document from where the servers names stop and the work total is displayed.
Remove column C which is ‘% Used’ as this is not required.

Convert all the figure into Gigabytes by removing the TB and multiplying the figure by 1024 (create this new figure in column c. Just remove the GB extension from the GB capacities and create these also in column c. Once all completed remove column B so only the server name and Amount in Gigabytes is remaining.
This file is to be saved in the same billing area as the other files, and passed on to the Billing Team (*GT EMEA DC Server Billing Team).

4.22.6 Summary of Process

Required to forward during each Billing Cycle Month (19th or next working day) the following files to the Billing Team - (*GT EMEA DC Server Billing Team)

GDCS_RDC_san_detail_sheet_<date>

GDCS_RDC_san_sharer_sheet_<date>

san_detail_sheet_<date>

shared_allocation_sheet_<date>

SAN-Shared-EDC

DE_Capacities Totals <date>

<date> - SAN Adjustments.xls   (See attachment on details on how to generate this file)


[image: image13.emf]Adjustments Process


Therefore, seven files in total – see attached sample of files sent for May 2009 Billing figures.
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4.22.7 Errors file

Once the 7 billing files have been processed by the Billing team a single Errors files is returned to the SAN team. This file contains a list of servers that cannot be identified in TAS. TAS is used by the billing team to reconcile the business group that owns each of the servers.

The server may not be identifiable due to a number of reasons that include:

1. The server has been decommissioned but the SAN storage team have not been informed. This can be confirmed by looking up the server in TAS (select the option to include decom’ed servers). If the server shows with a date at the end then the server name is no longer live. This does not mean the drives attached to the hardware are no longer required. The only way to confirm this is to raise a VT ticket against the SA group that owns the server name and confirm that the storage is no longer required. Once confirmation has been received then remove the storage using the VT number as reference for the work.
2. The server has only just been installed on the SAN and the Aperture ticket has fully completed its cycle and as such the server has not yet been loaded in to TAS. In this case the server will get picked up the following billing cycle. Contact the SA team  of server with similar name (look in TAS for server starting the same name) and confirm that status of the server.
3. The server may have been renamed or is spelt incorrectly. This is resolved by performing a server rename using the VT raised against the SA team (see 1) ticket as a reference.

4. Servers that are not identifiable can be raised with the billing team who may know the business group to contact.
Once the updates have been performed notify the Billing team of the changes. They can revise their details and bill the required business group without a full rerun of the programs from the San support side.

5 Problem Management

The purpose of this section is to define the procedures used by EMEA Storage Management Group, policy for Problem Management has been developed as a standard to plan, coordinate, monitor, track, approve and communicate problems affecting Citigroup’s production environment.
The Problem Management Level III PCM serves as the core for the SAN and CAS Problem Management process by setting standards and implementing procedures to meet the CITMP Level II Problem Management policies.  
The goal of the EMEA Storage Management Storage Area Network (SAN) Problem Management PCM is to ensure the integrity and reliability of the production environment, to manage, schedule, communicate, measure and coordinate problem management activity, and to provide management with information to identify opportunities for continuous improvement.

5.1 Persons AFFECTED 

The EMEA Storage Management (EMEA DS SAN) Group Problem Management PCM applies to all areas managed by EMEA DS SAN, which includes all operational systems, and applications in the Distributed and Midrange systems environment.  

These procedures apply to Storage Management, Systems Administration, and any other entities maintaining (by permission) any EMEA Storage Data Center.

5.1.1 Responsibilities (Major Areas Of Responsibility)

· EMEA Storage Management Group (EMEA DS SAN) - Level ONE support

· Escalates problems and issues encountered on the EMEA SAN and CAS Infrastructure to the SAN Engineering team or vendor(s) (EMC², McData, Cisco, HDS, etc) depending on the nature of the issue or problem/s.

· Serves as an interface between the SAs, vendor(s) and the SAN Integration team.
· SAN Engineering Team - Level TWO support

· Analyzes errors logs and messages, in tandem with the SAs and EMEA DS SAN, to isolate problems.

· Collaborates with EMEA DS SAN and the SA teams to take corrective actions based on problem fault isolation. 

· Provides modifications to SAN SOE design based on historical trend analysis.
· Data Centre Site Management (DCSM) - Level TWO support
· Dimensions and replaces fibre from servers, switches, EMC² Symmetrix and/or Clariion frames.

· Troubleshoots fibre connectivity issues on the Storage Area Network. (SAN) on McData and Cisco Switches
· SUN Hardware Engineers (SUN – on site Support Engineers) - Level TWO support and for replacing defective UNIX server hardware components.

· Hardware Infrastructure Services (On-site vendor) also responsible for replacing defective WINTEL server hardware components. 

· System Administrators - Initiators of problem management process

· Initiate the problem management process by opening Virtual Tech tickets.

· Responsible for the integrity of the data that resides on the EMC² Symmetrix and Centera frames.  

· Engage EMEA DS SAN for level one support.

· Vendor(s) (EMC², McData, Cisco and HDS) – provide level THREE Support, solutions for long-term fixes. Interface with EMEA SAN Engineering and recommend code enhancing for future applications support.

5.2 Problem Determination

Much of problem resolution is associated with individual knowledge, experience and skill with the technology.  However the following basic steps should be in mind when first tackling a problem to ensure that the appropriate standard steps are taking, simplifying problem handover across the team:

1. Ensure that a Trouble Ticket has been raised for the issue (record the ticket number). When raising tickets with vendors record the vendor ticket number. 

2. Promptly update tickets when new information becomes available.

3. Collect as much information as you can about the symptoms, duration and extent of a problem when first contacted. 

4. Explore the extent of the problem. Have similar problems been reported in a similar timeframe.

5. If appropriate (depending on severity level), raise an EMS (Executive Monitoring System). Quoting relevant cross-references to VTECH and Vendor tickets.

6. For Connectivity issues review generated e-mails and Connectrix Manager to understand if the fault has been identified by the environment

7. For Hardware issues, check with EMC² immediately to understand if they are logging any dial home events.

8. Escalate the issue to the EMEA DS SAN Manager and EMEA Regional Product Support Manager if necessary (usually severity ONE issues).

5.3 Problem Identification

There will also be occasions when EMEA DS SAN is required to refer a problem or issue to the Vendor for problem analysis and resolution.  Calls are made to the EMC² Call Centre on +44 (0) 870 6000 300.  Whilst raising the call the, EMEA DS SAN member will need to supply EMC² with a Site ID (see Appendix), followed by a detailed description of what the issue/problem is.  EMC² will assign the case a specific priority, depending on the nature and severity of the situation and also supply the Citigroup with a case reference number.

It should be noted that only VTECH will be used to accept problem tickets to EMEA DS SAN.  Under no circumstances should the Aperture or VR system be used for Problem Management.  

Generally the SA’s initiate the problem management process by reporting problems to EMEA DS SAN group Line +44(0)20 7500 9686 from Monday to Friday 7am to 7pm and beyond these hours, the SA’s report problem to the Command Centre, who in turn will call the EMEA DS SAN on the Call-out number  EMEA DS SAN Call Out Homepage
5.4 Problem Severity

In addition to identifying the problem a problem owner must assign a severity level.  As a high level guide the severity ratings are as follows:

Severity 1 – All outages to a critical service affecting end business users

Example:

SAN loss of connectivity incident impacting one or more production hosts

Severity 2 – Any degradation of service impacting, or with the potential to impact, end business users

Example:

SRDF links unavailable

SAN switch GBIC failure leaving a host with a single point of failure

Severity 3 – A low impact incident 

Examples:

Failure of a multiple redundant component such as disk drives, ISL etc

Any other problems that do not have an impact on the provision of service.

A more detailed definition of appropriate severity definitions are detailed in the document CTI Problem Management Process which can be found in the Change / Problem Management  (go to Processes link) document.

Severity may need to be adjusted during the lifetime of the problem. If for any reason you feel that the severity attached to a problem is no longer appropriate (for example the impact has become more significant) then you should contact the EMEA DS SAN Manager immediately to discuss and agree a new severity.

In addition the severity of all ongoing problems will be reviewed during the weekly review process (see below).

5.5 Problem Tracking and Co-ordination

All team members should actively monitor their VTECH (https://virtualtech.eur.nsroot.net/virtualtech/defaultnt.asp)  queues throughout the day to ensure that new problems are picked up and managed promptly.

The EMEA DS SAN Manager will review the Trouble Ticket Spreadsheets every morning to ensure that no tickets remain open for an undue length of time.  

If a trouble ticket should be reassigned to another group because they are more appropriate to the resolution or your part in the problem resolution is complete, you should attempt to call the group to which the ticket is being reassigned and the ticket then should be reassigned immediately.  If the team does not agree to accept the ticket then escalates to the EMEA DS SAN Manager and/or the relevant assignment group team leader to resolve.

5.6 Problem Escalation

All severity 2 or above problems should be escalated to the EMEA DS SAN Manager (or nominated deputy) at the time of the occurrence.  The Manager (or deputy) will review and decide whether to escalate further in accordance with the Change / Problem Management  (go to Processes link) document.

All severity 1 problems should also be immediately escalated to the Western Europe Regional Command Centre on +44 (0)20 7986 2020.  The Command Centre will open a conference bridge to co-ordinate information flow throughout the problem duration and also open an EMS record to inform the user population and initiate the escalation process.

If there is any suspicion that the problem has been caused by, or is of itself, a security risk then the EISS team should be engaged by the EMEA DS SAN Manager.

In addition to internal escalation the problem owner should immediately log the fault with EMC² and obtain a call reference number to be entered into the problem management record.  The EMC² Service Account Manager should be contacted and informed of the ticket reference.  The SAM will then take control of the call internally and ensure a resource is assigned immediately.

EMC² Service Account Manager (SAM) – Graham Rodell  
+44 (0) 7920 594 708

EMC² Call Centre   +44 (0) 870 6000 300

The SAN team Support Rota contains out of hours contact and escalation details for individual team members for the current quarter.  The Command Centre uses these rotas – All Changes to the rotas are made by EMEA DS SAN and checked and updated by the EMEA DS SAN manager on a weekly basis. See SAN Call Out Homepage. 

Every member of EMEA DS SAN keeps a list of outside hours contact information at home should he/she need to contact colleagues out of hours.  A copy is maintained and circulated by the EMEA DS SAN-BAU Manager.

The Rota is updated on a quarterly basis and consists of a list of primary and secondary contacts grouped on a week-by-week basis. The on-call week swaps over at 9:00am on Monday morning.

5.7 Problem Closeout

Once a ticket has been resolved a problem the ticket must be closed immediately.  The Trouble Ticket Management software requires certain key fields to be completed, one of which is the problem resolution. Ensure that sufficient detail is entered in this field to allow the problem record to be used as a reference in future similar event and to support an independent review in the following weeks problem review.

Once you have closed out the problem record in Trouble Ticket systems and Trouble Ticket spreadsheet(s) the EMEA DS SAN-BAU Manager will ensure that all details are reviewed on a weekly basis.  It may not always be possible to completely resolve a problem, either the symptoms have disappeared or a temporary `band aid` fixed has been applied until a more permanent solution is available. In these circumstances the final state should be recorded in the spreadsheet as `resolved` and not `closed`.

5.8 Problem Review and Post Mortem

Daily emails are sent out from the business alerting/tracking EMS and Old VT tickets


The review is normally carried out by the EMEA DS SAN Manager or nominated deputy and should examine the following:

· All tickets opened or closed during the previous week to identify problem trends.  The root cause field should be completed and pro-active measures agreed at the onset of a trend.

· All tickets opened or closed during the previous week to understand problem duration.  The TI Problem Management Process defines SLA targets for resolution of problems at each severity. The review should identify any tickets that were not resolved within the SLA and understand issues surrounding resolution time.  An action plan may drawn up if necessary.

· All ongoing tickets. Any tickets carried over from the previous week should be examined to ensure all possible efforts are being made to close.

· All `resolved`, but not `closed` tickets to understand opportunities for a more permanent fix.

All severity 1&2 problems must be followed up with a post mortem and EMS record. The Command Centre on notification of the problem will have created an EMS record and the record number should be obtained from them.  EMS can be accessed through EMS Mystic Portal using single sign-on.  Each team member should also be familiar with the process to raise an EMS ticket.
Incident control team will manage all aspects of updates and communications in relation to any EMS’s
The post mortem should take the form of a word document and provide:

· Management overview of symptoms and impact

· Problem timeline and detailed symptoms

· Resolution 

· Lessons learned and remediation actions

5.9 Problem Monitoring

Outstanding tickets over 2 days, 2 Weeks and 30 days are actively monitored by the BAU Manager and resolution and follow up directed accordingly.  A daily SAN-BAU rota is in place highlighting individual BAU personnel is responsible for the Virtual Tech (VT) Problem queue.
https://ot.emea.citicorp.com/custservices/performance/servicemetrics/problem/problemticket2dayoldtrending.xls
https://ot.emea.citicorp.com/custservices/performance/servicemetrics/problem/problemticketmanagersreport.xls
5.10 Event Monitoring

All SAN servers must implement the current standard SOE monitoring practices with event monitoring managed by Datacenter Operations where 24*7*365 fault escalation is available. The Operations team will follow the standard callout Rota (SAN Call Out Homepage

) for EMEA DS SAN.

The corporate trouble ticketing system is Virtual Tech (Vtech). Trouble tickets will be entered into the trouble ticketing system appropriate at the time of ticket entry.

Datacenter Operations will raise a trouble ticket for all alerts raised on Netcool.  Each ticket must be followed up and resolved as appropriate. Any alerts considered inappropriate and candidates for downgrading/removal should be discussed with the team leader.

For the SAN environment each SAN attached server should implement the Path availability script relevant to that platform (e.g. VMS, Solaris etc).  
There are also scripts that run on the SAN management workstations that poll the Symmetrix for internal alerts which trigger dial home.  These are escalated to the Command Centre who will either raise a Vtech ticket to the EMEA DS SAN team or call out depending on the criticality of the alert.  The package PRsanmtr is installed on all the SAN Management Servers and contains a number of scripts that make use of the symstat command to monitor the performance of the Symmetrix frames

Vendors monitor the SAN fabric and storage remotely via dial-home functionality on each of the SAN components. The dial home should be checked weekly and results formally recorded via the weekly Vendor/BAU meeting.

On receipt of a dial home alert Vendors will perform initial analysis. If escalation to Citigroup is required they will call Datacenter Operations and ask for a trouble ticket (VT) to be raised against the EU DSM assignment group triggering the SAN on-call support callout process. If the issue requires Vendors to physically visit the hardware for drive replacement etc the same process will be followed and the SAN on-call support will be asked to confirm the action before the Datacenter team authorizes the access request.

THERE IS NO MODEM connectivity for EMC to access the ANY devices for troubleshooting, diagnosis and/or repair – any such work must be either carried out on site or via CitiVPN remote access.
5.11 Destruction of Failed Media.

All failed hard drives must remain on-site once removed from the SAN Storage (Symmetrix and DMX), EMC Clariion and EMC Centera.  This is because Citigroup owns the data contained on the drives and Vendors have not got a destruction mechanism setup where the drives can be destroyed to Citigroup standards.  All Drives replaced at both sites will be locked in a secure area at the site where they have been replaced or taken to immediate destruction.   
A full inventory of all failed disks is maintained by the HLF (Hardware Logistics Facility) at CGC, capturing both Vendors case ref and internal Citi VT numbers and serial numbers of each disk.

Also local sites will maintain their own Failed Disk Inventory and release this information for Quarterly RCSA questions.

6 Change Management

The EMEA Storage Management Group Policy for Change Management has been developed as a standard to plan, coordinate, monitor, track, approve and communicate Changes affecting Citigroup’s production environment.

The EMEA Change Management Level III PCM serves as the core for the SAN Change control process by setting standards and implementing procedures to meet the CITMP Level II Change Management Policies.  

The goal of the EMEA Storage Management Storage Area Network (SAN) Change Management PCM is to ensure the integrity and reliability of the production environment, to manage, schedule, communicate, measure and coordinate Change activity, and to provide management with information to identify opportunities for continuous improvement.

The EMEA Storage Management (EMEA DS SAN) Change Management PCM includes all operational systems, and applications in the distributed systems environment.  
These procedures apply to SAN Management, Systems Administration, and any other entities maintaining (by permission) any EMEA SAN Data Center.

INFOMAN - is an Intranet application used by EMEA SAN personnel in order to track both past and future events.  EMEA Storage Management Team use INFOMAN to document Changes that may need to be done during the nightly process or on the weekend.   http://infoman.citigroup.net/
Aperture – Activity Tracking System, used for minor and medium Changes to the system and infrastructure 
The Citigroup EMEA Storage Management group adopts the EMEA Change process as specified in the CTI Western Europe Corporate, Consumer, CIB Systems & Regional Networks Change Control Process & Procedures document. All members of the EMEA DS SAN team will be familiar with its content.

All the Change documents can be found at CTI-Web EMEA Home Page and the forward calendar on 
https://ti.emea.citigroup.net/custservices/Processes/Changemgmt/MajorEuroChanges.asp.   

Also for Review of next seven days changes by department see http://infoman.citigroup.net/new_report_index_21.html
6.1 Testing and Design Verification

Prior to submission of any Change, the Change should be assessed for risk. Many Changes will be based on established processes using well understood technology - zoning, adding a Network Storage Node, etc and these Changes can be submitted without a testing and design verification phase.  However some Changes will naturally be a first time implementation of new technology such as a different hardware configuration or new software release and evidence must be available to demonstrate that these Changes have undergone testing and verification prior to production implementation. 

Testing and verification should consist of a trial of the Change in a test environment during which pre-agreed test cases will be applied and the process and results documented.  For the SAN environment this test phase will most usually be carried out by the Global Storage Engineering team (GDSE – Global Distributed Storage Engineering) and documented in an SOE release document before being `certified` for deployment.  Only certified SAN Changes should be implemented. 

For the testing will be carried out jointly between EMEA DS SAN and EMEA Distributed Storage Engineering.  All testing should again be documented and the results assessed before the Change is certified for implementation in the production environment. 

6.2 Planning a Change

6.2.1 Pre Change Planning and Certification

All steps and information necessary for every Change must be fully documented before the Change takes place. This includes each action to be taken, configuration Change details (parameters etc), contact and escalation details (for each party involved in the Change), back out plan, etc. This must all be clearly documented before the EMEA DS SAN Manager (or nominated deputy) will give approval for the Change. 

For example, for SAN zoning work all details of Host WWN -> Symmetrix FA, switch/port numbers, required volumes must be fully documented prior to the zoning time.

All Changes to the SAN environment must be discussed and approved by the EMEA DS SAN Manager (or nominated deputy) before being entered into the Change system.

6.2.2 Post Change Planning

A post Change checkout should occur after each Change has been implemented.  The checkout should ensure that the Change implements only what was covered under the Change, that the Change is `behaving` correctly, that no down stream systems have been impacted etc. A plan for the post Change checkout is required when submitting the Change request and should be documented in the Change record.  On occasion it may be necessary for other teams to perform a checkout after you have implemented a Change and these requirements should be discussed and agreed with the EMEA DS SAN Manager and the teams indicated.  Any requirements for third party checkout should also be clearly documented and should include the agreed interaction (i.e. contact details, checkout time, signoff etc).

6.3 Scheduling Changes

All SAN Changes must take place during the weekly `green zone` - after 2pm on a Saturday with completion before 6pm on the Sunday.  Any Change submitted that has any potential to cause disruption to the overall service must be discussed and scheduled with SAN attached server owners prior to the Change submission.  This requirement is specifically relevant to the VMS environment where loss of a single path even for a brief period will cause path failover on the SAN attached server.

Have recently had the go ahead from the Business and SA community, to perform Weekly SAN Zoning work, after 6pm on Wednesday’s.

6.4 Standard Change Submission and Approval 

All Changes must be submitted using the corporate standard (http://infoman.citigroup.net/) Change management process. The EMEA DS SAN team OneInfo group is EUDSSAN.  All Changes should follow the standard template and all details required by the template must be fully documented before the Change can be submitted.  The Change Management process requires a team peer review to take place once you have submitted the Change and you should notify a team member and review the Change details with them before the team Leader approves the Change using the EUDSSANM approval group. 

A strict timeline exists for all Change submissions.  Go to Change Management home Website to view types of Changes that can be raised and under what time period you are required to raise and have approved, etc., .  Failure to meet the timeline will result in your Change being rejected and rescheduled for submission the following week.

6.5  ‘Below the Line’ Changes

The following Changes have been classified as low risk and therefore ‘below the line’ changes.  These have been pre-approved by Senior Management Team and Change Management.
Refer to the SharePoint site – TI change activity classification document.

6.6 Emergency Change Submission and Approval 

Emergency Changes will only be carried out when it is not possible to implement a Change within the normal Change window as defined by the Change process. Reasons for carrying out emergency Changes are :

· To resolve issues with failed production component.

· To resolve issues with components that is likely to fail causing disruption to the production environment.

The process for gaining approval to carry out emergency Changes is :

1. Enter a ticket in the trouble ticketing system (normally VT, which needs to be at least of Severity 2) outlining the issue that requires resolution.

2. Enter the Change details into the Infoman system referring to the trouble ticket number. Specify the Change type as “emergency”.

3. Copies of all approved emergency Change approvals will be stored (in the Changes folder) for later audit by TI management.

6.7 Post Change review

Any Change not implemented according to the pre and post Change planning, whether the Change was abandoned, partially completed, delayed or backed out must be fully documented as Post Implementation Review. Additionally you should perform this review on some `large scale` or infrequent Changes such as SAN fabric reconfigurations where there are likely to be a number of opportunities for improvement or Change. These reviews should be discussed with the team leader and retained as a knowledge base for reference when planning future similar Changes.

Failed Changes will be documented and reviewed by the EMEA DS SAN team to ensure that future Changes are not similarly impacted.

6.8 Disk Reuse Policy

When a server is decommissioned the SAN attached Luns are returned back to EMEA DS SAN, who can then return the disks to the free pool and re-use for other servers.  

Relevant platform SA’s have their own processes to deal with the purging of the data before releasing back to EMEA DS SAN.  For example the Solaris team purge their disks by booting the server to single user mode and then use dd command to make the current contents of the disks unreadable.  See ‘Server Decommission Procedures’ Solaris - Server Decommissioning Procedures for further info.  

For Wintel, when a server is decommissioned, i.e. the business have signed off that it is no longer required and a final backup (if required) is taken the data drives are erased by running the Hard disk Erase Utility SPAC then doing a HP SMARTStart system erase.  For OpenVMS and HP-UX, they also have their own processes and procedures that they adhere to.

7 Vendor Management

7.1 Software Management

For all SAN and CAS components certification and direction on Global deployment of firmware and software is managed by CATE - GDSE and communicated via email to relevant global and regional storage teams and also via https://catecollaboration.citigroup.net/News/Pages/Default.aspx
Local representation for this group is through EMEA Storage Infrastructure Engineering.  However, it is important that EMEA DS SAN proactively engages with CATE - GDSEto fully understand and assess the benefits and potential bug fixes against issues they are seeing in their environment owing to slightly varying global focus and visibility of problems.  In essence the local BAU team is in a position to influence the roadmap and should ensure their issues are tabled and understood.

CATE-GDSE commits to a regular release schedule, also published on their website, but generally limited to two releases per product in any given year.

All software upgrades must take place under the standard Change management process and be agreed by the EMEA DS SAN Manager prior to the change being raised.  All SAN-BAU upgrades must have been through the GDSE certification process and relevant SOE documentation should be reviewed with UK Engineering prior to implementation.

All of the licenses are bundled with the $/GB purchase cost of the hardware and therefore not required to update or pay separately.  
7.2 Vendor Maintenance Contracts

It is the responsibility of the EMEA DS SAN Manager to ensure that vendor maintenance contracts remain current and that requests for renewal are managed in a timely manner. 

It is not the responsibility of the EMEA DS SAN to negotiate the contracts and the local Procurement team should be engaged to negotiate on our behalf.  They will, however, require input on the quality of service received by the vendor and EMEA DS SAN should be prepared to act in an advisory capacity.   

8 Continuity of Business (COB)

8.1 Overview

The SAN environment is in use at both of Citigroup’s core London Data Centres and there is no concept of primary or secondary within the SAN infrastructure.  For this reason issues associated with maintaining inactive, cold-standby environments such as ensuring sufficient capacity, version management and testing are not applicable.

For the SAN environment COB applies only to the mode of service offered to applications. In normal use production servers would have storage available for read/write at the primary site with SRDF ensuring synchronous replication of the data to a second set of offline (to the COB server) disks at the secondary site. Storage Management COB activities for the SAN would be limited to breaking that logical link and enabling the secondary disks for read/write using a `failover` or `split` command.

8.2 Partial invocation

Failover or split of individual servers’ disks should only be performed when the requestor can refer to a specific Trouble Ticket number or when a pre-agreed work request has been lodged with the EMEA DS SAN Management team.

8.3 Full invocation

Full invocation should only be performed when formally requested by the EMEA DS SAN Manager (through a trouble ticket) or through the Business Continuity team co-coordinator when a formal invocation of the Citigroup COB plan has been declared and the call tree is in operation.

8.4 Naming Conventions

There is a hierarchy in delivery of service to the client business.  In London, SAN capacity is delivered to the SA group who support the server in question.  Each server is inventoried in TAS and includes a record of the application(s) hosted on the server and the storage allocated to it.  At the next level down, for the SAN an inventory is maintained for all allocation to individual servers.  Thus, the client of the SAN is the SA group responsible for supporting the server.  They in turn provide a complete service to their end customers.  There is no specific requirement for a SAN inventory that maps through both of these levels.

When planning COB tests the EMEA DS SAN team will work with the SA groups responsible for each of the servers to which storage is allocated for a specific frame.  Those SA groups in turn will work with their client businesses to arrange down-time.  Chargeback to the business is achieved by joining the SAN inventory (storage allocated and server name) and TAS data (server name and hosted application ID) on the server name to generate the full report.

8.5 COB Testing

The EMEA DS SAN takes part in the Annual Business Continuity Data Centre COB test.

All servers are required to undergo a failover test before being handed off to production support teams.

8.6 Living Disaster Recovery Plan

The Living Disaster Recovery Plan (LDRPS) is a web-based tool that details all logistical aspects of COB invocation from the point of view of EMEA DS SAN.  It does not include details on how to perform specific activities, but it does detail COB desk locations, call tree details, key roles, interface to the business etc.  A single LDRPS document exists for the entire SATS group, which EMEA DS SAN is part of.

See LDRPS document for further information.   \\gtesamba.eur.nsroot.net\Sats-g-drive\SAN\SATS_UNIX_COB_PLAN.pdf
8.7 Annual COB Testing

The SAN environment is a “live-live” configuration and any specific COB test is meaningless as the environment is regularly managed from both CGC and RDC management platforms RDC based storage is accessed daily by applications during normal running.  However a part of every SAN attached applications individual COB test will check SRDF Failover of their disk groups as an integral part of the COB test.

8.8 CAS - COB Testing

For the CAS environment there is no COB, as such, from a storage point of view - e.g. taking UK/DE as and example.  The Centera in in RDC and EDC are one effectively virtual Centera - if data is written to RDC it is replicated to EDC, if data is written to EDC, it is written to RDC. 

If one site is down - the application writes data to the remaining site without intervention. (The application has a list of Access Node IP addresses for the Centeras in both sites – therefore, has no concept of Prod or COB, it will work its way through the list until it gets a response.)

If data can't be replicated, it is held in a queue for as long as needed and then automatically synchronised when the problem is resolved.  There are recommended checks in the PCM for checking the state of the replication queue (parked entries).

8.9 Ad-hoc COB Testing 

On occasions it may be required for hosts and applications to perform COB testing either before going Live (Production) or as part of regular business requirements needs.  

8.9.1 COB Test for Pre-Production Hosts

For hosts on the CGC-RDC SAN Fabric, running SRDF-S  - SA’s will need to raise an Infoman RFC (Request For Change) and include EUDSSANA as Approvers in order for this to be actioned.  Host SA’s (System Administrators) will specify which specific function they will require during the COB test which can typically be as follows – although there are other possibilities available with those hosts running SRDF/A and SRDF/Star Replication and Synchronisation:

*  Split-Establish  (Having access to both COB and Prod hosts simultaneously and then Keeping Production data as the ‘Master’ copy)

*  Failover-Failback  (Switch storage access from Prod to COB {Failover} and then re-write Prod host with COB data (Failback))
*  Split-Restore  (Having access to both COB and Prod hosts simultaneously and then Keeping COB data as the ‘Master’ copy over-writing Production data)

For Pre-Production hosts on RDC-FDC SAN Fabric running on SRDF/A and SRDF/Start Mode of Replication these will not require an Informan RFC

8.9.2 COB Test for Production Hosts

Regardless of which SAN Fabric these hosts are on – all Production hosts requesting Ad-hoc COB tests – will require an Infoman RFC to be raised by SA responsible for that host.  Relevant Business and Application Groups will need to be on the Approval list

9 Contracting and Outsourcing

EMEA Storage Management Group (EMEA DS SAN) is not directly involved in the management of Contracting or Outsourcing negotiations. 
10 Architecture

EMEA Storage Management Group (EMEA DS SAN) adheres to architecture and infrastructure standards principally defined by CATE - Global Distributed Storage Engineering. Details of their standards can be found on their intranet site. https://catecollaboration.citigroup.net/domains/platstor/default.aspx 
11 Internet Management

EMEA Storage Management Group (EMEA DS SAN) does not host any external facing web services.  EMEA DS SAN intranet site is registered with the CWHI 

12 Project Management

EMEA Storage Management Group (EMEA DS SAN) does not have any responsibilities with regard to Project Management.  This activity is managed by Project Management Office (PMO).

13 Software Management

EMEA Storage Management Group (EMEA DS SAN) does not have any responsibilities with regard to Software Management or for the deployment of wraps as requested by the business or other support or development groups. 
14 Appendix A
14.1 Key Terms and Acronyms

· BISO – Business Information Security Officer

· CAP – Corrective Action Plan

· PEP –  Procurement Expenditure Plan
· EMEA – Europe, Middle East, Africa

· MARS – Management Awareness Reporting System

· RCSA – Risk Controls Self Assessment

· VR – Virtual Request
· VT – Virtual Tech 

For other acronyms:

http://www.citigroup.net/ti/glossary/cti_glossary.cgi
14.2 Training

The following training courses are mandatory and should be completed within a month of joining CTI Controls & Compliance:

· Information Security Services – Securing Our Future

· Aspen – UK Anti Money Laundering Training
14.3 Inventories and diagrams

All current inventories and diagrams are available via EMEA DS SAN SHAREPOINT
14.4 Other Useful Websites 

(Below are Hyperlinks CTRL +Select)
Desk Numbers 

EMEA Data Centre Site Management Website (Production) 

Global Distributed Storage Engineering Global Distributed Storage Engineering 

Mystic Information Center Sign–on 

VirtualChange 

VirtualTech 

Planview 

ConfigDB  

CTI–Web EMEA Home Page 

Aperture
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How to create the Adjustments file.


This file is produced to ensure the amount of storage charged to the businesses does not exceed expectations. This is required for two main reasons. 


1. The servers attached to SYMM 10R (0300) are only charged the raid-5 amount.


2. Servers half way through migration are not double changed for the storage attached. E.g. If a server has local storage and conversion raid-5, they will only be changed for the local till it’s removed when the migration is complete.


All files can be found on the BAU SAT G drive share under ‘SAN Billing’. Each of the bill periods is spilt into it’s own month year directory (e.g. December 2009)


3 files are required to produce the file.


1. Last months adjustment file – this is used to ensure the correct format for the document.

2. ‘adjustments file conversion.xls’ file – this is used to convert the format of the  ‘re-tier type’ from the format in the ‘Storage Optimisation’ area to the format required for the billing process. This file can be found in the stop level directory under ‘SAN Billing’.

3. Retier tracking file – this file contains a database of the current migration status for each of the servers being migrated. This file can be found at the following share: https://globalconsumer.collaborationtools.consumer.citigroup.net/sites/IT_TP_EMEA/Storage%20Optimisation/Forms/AllItems.aspx?RootFolder=%2fsites%2fIT%5fTP%5fEMEA%2fStorage%20Optimisation%2fEU%2e05%2e31%20%2d%20CMB%20SAN%20Optimisation&FolderCTID=&View=%7b4DB4FBF6%2d7316%2d4FAE%2dAAE0%2d6C8FE15B41EF%7d

Once in the share the file is labelled Retier tracking then a version number. Look for the latest version. The current file at time of writing is v6.2.


Open each of these files in Excel.


The adjustments file is divided in to two sections. Section one covers all the servers on SYMM10R (0300). Use the sheet details as a example of what is required but create a new sheet so the details are not confused. Cut and paste the first line (green writing) onto the new sheet. To create the first section: 


1. login to management workstation eusan-mgt1.

2. At the command prompt run the command /var/opt/san/sandb_dev/TOOLS/FORSYTHE/hosts_on_array -sid 000287890300

3. This will produce a list of the servers current attached to SYMM10R in the following format:


uksecdvsa70,2-Way Mir,open,168.58,000287890300


uksecprsa70,2-Way Mir,open,168.58,000287890300

euaixtest1,2-Way Mir,open,33.72,000287890300

4. Cut and paste these details into a csv file and open the file in Excel. Import the host details and amounts. The details need to be entered twice, once as a positive amount (to credit the business) , and once a negative amount (to charge the business). Example.

		Host (Primary)

		Storage Type 

		Storage Total

		Host (Sharers)

		Comments



		Adjustment

		Premium

		168.58

		uksecdvsa70

		Frame 10 - Change from Premium to Standard



		Adjustment

		Premium

		168.58

		uksecprsa70

		Frame 10 - Change from Premium to Standard



		Adjustment

		Premium

		33.72

		euaixtest1

		Frame 10 - Change from Premium to Standard



		Adjustment

		Local Frame10

		-168.58

		uksecdvsa70

		Frame 10 - Add Standard



		Adjustment

		Local Frame10

		-168.58

		uksecprsa70

		Frame 10 - Add Standard



		Adjustment

		Local Frame10

		-33.72

		euaixtest1

		Frame 10 - Add Standard





5. The details in columns A, B, and E need to be added as per the original file. The positive amount refunds the business the premium amount, and the negative amount charges the business the amount at the ‘Local Frame 10’ amount. It very important that both entries are included.

The second section details the servers that have both their original storage and the storage they are migrating to. This section credits the server or business with the amount and type of storage they are moving to. E.g. from Local to raid-5 (they would get a credit of the raid-5 till the migration is complete). These details added in the following way.

1. Open the Retier tracking sheet.


2. in column U filter by ‘Nonblanks’. This confirms that the server has been provisioned with replacement storage.


3. in column Y filter by ‘blanks’. This confirms that the server has not yet completed it’s migration.


4. Look in the column W for reclaim VR details. If any of these rows have VR tickets details lookup each of these tickets in Virtual tech to see if they are complete. If the ticket is complete remove or hide the details from the results.


5. Add “Adjustment” to column A and “CMB SAN Retiering project adjustment” to column E. 


6. Using column A from the details in the Tetier sheet cut and ‘special space’ the values of the servers to column D in the adjustments file.


7. Cut and ‘special paste’ the storage totals from column Z in the retier sheet to column F in the adjustments file (so the values line up correctly with the hosts).


8. Cut and ‘special paste’ the re-tier type details (column L) in the retier sheet to column G in the adjustments file (so the values line up correctly with the hosts).


9. Using the capacity figures column F (adjustment file). Move these figures to column C but round up the figures to the nearest Gig. Ensure these details are added as ‘special paste’ values so there are no links to other fields.


10. To populate column B (adjustment file) perform a vlookup of the values in column G against the values in the ‘adjustments file conversion.xls’. e.g. ‘Tier-1 to Tier-1’ becomes SRDF etc. Ensure these details are added as ‘special paste’ values so there are no links to other fields.

11. Remove the columns F and G once items above have been completed


12. In this section details in the file should look like this:


		Adjustment

		SRDF raid5

		67

		eqibexs1p

		CMB SAN Retiering project adjustment



		Adjustment

		Local Raid5

		67

		eqsadev1

		CMB SAN Retiering project adjustment



		Adjustment

		SRDF raid5

		505

		eqtgdb2lnp

		CMB SAN Retiering project adjustment





Where Column A is fixed text from last month, B is the Vlookup from the ‘adjustments file conversion.xls’ file, C is the rounded figures to the nearest Gig. D is the server name, and E is fixed text from the previous month.

13. Once complete, the details in the adjustments sheet need to be checked against the billing files to ensure that what is being credited ties correctly with the billing file. Open the san_detail_sheet_date.xls file in the same month’s billing area and look up each of the servers detailed in the adjustments file to ensure the figure line up correctly. For example is server eqibexs1p is crediting 67gb ensure there is a 67gb SRDF raid5 entry in the san detail sheet. 


a. Some of the values may differ by 1gb, round the figure in the adjustments file to be the same as the detail file.

b. Where there are large differences understand the reasons. Sometimes the server may have more tier5 storage than 2-way. In this case credit the smallest value a tier5.


c. Always check the previous month figures to see what used then. This is because the figures cannot change too much else the business question the values.


14. Once complete save the file to the billing month area and send a copy to following staff.


a. Benson, Hes-Ca [CCC-OT_FIN]

b. *GT EMEA DC Server Billing Team

c. Dad, Javed [CCC-OT_IT]

d. Ahmed, Salauddin [CCC-OT_IT]

e. Haynes, Paul [CCC-OT_IT]
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1. EMEA Backup Systems Definition for Russia

1.1.Service Name: EMEA Backup Systems administration

1.2.Service unit: EMEA Backup Systems Administrators. The EMEA Backup Systems
Administrators team is a division of Citigroup Technology (CTI). The team is located in the
United Kingdom (UK). EMEA SAN Management Group,(*GT EMEA TI Distributed Stgraqe{pdeted: London SAN support J

team

- ‘[Deleted: s ]

1.3.Service level Manager: The appointed Service Level Manager of this service is: Gary
Battersby.

1.4. Customer Contact: The appointed Customer Contact (Russia CTI Distributed Ops) for this
service is: Alexey Loginov

1.5. Service coverage: Target Availability The target availability that we work to is 100%. The
CTIl Command Centre team manages severe outages. A full review of any such outages is
completed in accordance with standard CTI processes.

1.6. Service Hours: EMEA Backup Systems Administrators can be contacted during the
weekday on site support hours of 8am - 6pm (UK Time). EMEA Backup Systems
Administrators are is available 7 x 24 x 365 days of the year via the Command centre callout
on phone number +44 20 7986 2020

1.7. Support: All support calls regarding to EMEA Backup Systems Administrators are directed
to the local customer support team. Users may also log tickets on Virtual TECH (problem
management system https://virtualtech.eur.nsroot.net/). Tickets the local customer team are
unable to resolve are escalated to EMEA Backup Systems Administrators team. This team
will attempt to resolve all such escalated issues. All contacts are listed in Appendix B.

1.8. Timeframes: EMEA Backup Systems Administrators follows below defined timeframes
based on Issue severity for response and attempts to follow for resolution. Issue severity is
defined in terms of Virtual Tech system as per Severity Level Assessment Matrix

1.8.1 Severity 1 Response time 1 hour, Resolution time as soon as possible

1.8.2. Severity 2 Response time 2 business hours, Resolution time 8 business hours
1.8.3. Severity 3 Response time 4 business hours, Resolution time 16 business hours
1.8.4. Severity 4 (Moves & Changes) Response time 3 business days, Resolution time 40

business hours

1.9.Process. The major processes performed by EMEA Backup Systems Administrators are
Change Management, Problem management, Infrastructure installation, Resource
management, Daily Controls checks, and Information Security, Controls and Compliance.
The EMEA Backup Systems Administrators team provides weekday onsite support for
regional Backup Infrastructure. Its primary function is the ownership and responsibility of the
Backup infrastructure in EMEA, which includes this is not an exhaustive list, are as follows:

1.9.1. Managing the devices ensuring that they are available and operational

1.9.2.  Performing daily checks on the devices, consisting of the following: Checking the
event logs for any errors. Check for Legato Networker backup failures and Replistor
failures._Checking is to be performed working days only.






1.9.3.  Daily MIS reporting on Backup status

1.9.4. Tape management (including and excluding tapes into rotation)
1.9.5. Legato Replistor performance management and and failure analyses leading to

escalation according to regional management procedure., -

1.9.6. Manage any support cases with the vendors (Sun and EMC) ensuring satlsfactory
problem resolution.

1.9.7. Identify and manage any failed Backup infrastructure hardware. This will involve
correctly identifying the failed hardware and raising the necessary VT tickets to the
local support groups for replacement

1.9.8. Maintain and troubleshoot Legato services by means of remote access or using ILO
interface. List of Backup infrastructure servers and ILO IP addresses is provided in
Appendix A to this document

1.9.9. Restoring CFI (client file indexes) from backup

1.9.10. Restoring Data from backup based on VT request

1.9.11. Wintel support (OS installation, patching, VTM setup, Anti-virus protection,
troubleshooting, Legato software installation, support and on-going maintenance) is
performed by EMEA Backup Systems Administrators team in conjunction with London
Wintel Support team

1.9.12. Privileged OS password is kept and maintained according to Citigroup policies and
procedures by EMEA Backup Systems Administrators team in conjunction with London
Wintel Support team.

1.9.13. Ensuring full production status for the devices (Monitoring, TAS etc)

1.9.14. Adding servers into backup pool. Removing servers from backup pool.

1.9.15. New Legato servers, when added, will be also maintained according to the same
support agreement

1.9.16. Manage archive tape creation for decommissioned servers

1.9.17. Other applicable processes described in PCM documentation:

BACKUP - Mmgt Process Control Manual version from 15-Nov-2006 or later
Backups Russia BAU v1.3 or later

Deleted: Legato Replistor
capacity reporting and
forecasting. Load balancing
between jukeboxes






2. Russia SA’s Backup Systems Responsibilities:

The local SA’s will be responsible for performing the following tasks:

24.

25.
2.6.

2.7.

2.8.

2.9.

Hardware support (racking, stacking, cabling, hardware maintenance)

Define backup strategy for each server.

Communicate with Business users regarding data backup and restoration. Forward
restore requests to EMEA Backup Team.

Troubleshoot Legato services on local servers in accordance with EMEA backup Team
recommendations

Keep tapes in safe and maintain safe inventory.

Library Tape management is the responsibility of EMEA Distributed backups. Data
Owners are responsible for requesting backup and retention period.

If Vendor's require access in the event of an issue EMEA Backup Systems
Administrators will require the support of local SA’s to ensure resolution.

Provide onsite support in case of any hardware or power maintenance. Power down and
power on backup infrastructure boxes in accordance with EMEA backup Team
recommendations

Inform EMEA Backup Team in advance about forthcoming power maintenance events.






APPENDIX A: ILO IP Address list

Server Name IP address ILO IP address
VKOCTISANS0001 169.190.110.93 169.190.109.25
VKOCTISANS0002 | 169.190.126.29 169.190.124.251
VKOCTISASN0001 169.190.110.94 169.190.109.26
VKOCTISASN0002 | 169.190.110.95 169.190.109.27
VKOCTISASN0003 | 169.190.110.96 169.190.109.54
VKOCTISASN0004 | 169.190.110.97 169.190.109.55
VKOCTISASN0005 | 169.190.110.98 169.190.109.56
VKOCTISASN0006 | 169.190.110.99 169.190.109.57
VKOCTISASNO0007 | 169.190.126.30 169.190.124.252
VKOCTISASN0008 | 169.190.126.31 169.190.124.253
VKOCTISASN0009 | 169.190.126.32 169.190.124.254
VKOCTISASN0010 | 169.190.126.33 169.190.124.249
VKOCTISASN0011 169.190.126.34 169.190.124.248

VKOCTISASNO0012

169.190.126.35

169.190.124.247






APPENDIX B: Support Team contacts and escalation

charts

London EMEA Backup Systems Administrators

The group hotline is +44 2075001266 (Citigroup internal extension number 51266 )

Virtual Tech queue is UK Infrastructure Backups Support

The email distribution list is *GT EMEA TI Backup Systems Administrators

On site support hours of 8am - 6pm (UK Time)

EMEA Backup Systems Administrators are is available 7 x 24 x 365 days of the year via the

Command centre callout on phone number +44 20 7986 2020

EMEA SAN Management Group (ESMG),

The group hotline is +44 20 75009686 (Citigroup internal extension number 5-9686)

The email distribution list is *GT EMEA Tl Distributed Storage Mgmt

Russia SA Team

The group hotline is +7-495-589-2923

Virtual Tech queue is Russia Server Group

The email distribution list is *GT RU Server Group
INFOMAN approver groups are CNRUSERA, CURUCABA

On site support hours 08am — 8pm (MSK) Monday — Friday.
The group hotline is to be used during off-hours

Russia SA Team Escalation chart

-| Deleted: London SAN

Support Team

First contact

Server Support On Call +7-495-589-2923

*GT RU Server group

engineer

Escalation (Level I)

Server Operations group . +7-495-642-7557 work Igor.Shamshin@citigr
Head Igor Shamshin | 7 416.993-7258 mobile | oup.com

Escalation (Level II)

+7-495-642-7552 work

Server department Head | Alexey Loginov +7-935-760-5049 mobile

Alexey.Loginov@citig
roup.com

Escalation (Level IIT)

+7-495-642-7555 work

CTI Russia Head Kirill Drematch | 5 goc 64 5642 mobile

Kirill.Drematch@citigr
oup.com

Deleted: CNRUDIRA,

Deleted: 4

Deleted: 4






APPENDIX C: Attached documents

PCM / BACKUP - Mmgt Process Control Manual version from 15-Nov-2006

Formatted: Font: (Default)
,'| Verdana, 11 pt, Bold, English
/L (US.)

,,,,,,,,,,, BACKUP -
Deleted: 877785-SAN Mm
Backups Russia BAU v1.3 :
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Backups_Russia_
BAU_v1_3.doc
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Date Ilflf)v' Change Ref. Section(s)
15/05/06 1.0 New Procedure Drafted Not Applicable
03/07/06 1.1 Escalation list & review feedback 8.5
14/07/06 1.2 SAN BAU team feedback updated All
31/08/06 1.3 Appendix E renamed Appendix F. New Appendix E
added for UK/DE
22/09/06 1.4 Appendix F renamed Appendix G. New Appendix F
added for Turkey
07/11/06 1.5 Added Appendix H — Post Engineer Visit Checks
Added Appendix I — Security
22/11/06 1.6 Updated with new EMC site IDs and moved them to
new appendix J
20/02/2007 2 Added Onelnfo Approver groups
Added Polish AXSPoint Centeras

Persons affected

EMEA SAN-BAU Team

London Command centre

Swiss Unix SA Team (Enge/Reitergasse Centera’s Only)

CTI Distributed Operations — Citibank (Switzerland)
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1. Introduction

1.1. Policy

THERE IS NO MODEM connectivity for EMC to access the Centera devices for troubleshooting, diagnosis and/or repair — any
such work must be carried out on site.

If the severity of an issue is below ‘critical’ this will be processed in office hours by the san administration team

If the severity of an issue is ‘critical’ this will be processed 24x7 by the san administration team
1.2. Definitions

e London shift manager or nominated deputies — 7x24 supervisors for the London command centre
e Distributed operators - responsible for distributed and midrange platforms (Unix, Wintel and OpenVMS)

e EMC — Vendor responsible for EMC devices in EMEA. EMC will provide list of engineers that have access to Citigroup
devices/network and will inform Citigroup about all changes to personnel.

e EMC Call Centre — Central point of contact for vendor (EMC). Contact number - +44 (0)870 6000 300. All
communications, from vendor and Citigroup, to go through this channel.

e EMEA -SAN-BAU - EMEA SAN management team (*GT EMEA Distributed Storage Mgmt) Responsible for the
support and management of the SAN infrastructure in EMEA

e CH_ CENTERASUPPORT (Switzerland only) - EMEA SAN management team, unix administrators of Centera
management workstation, Walter Buerli, Enzo Di Pizzo and Charly Zebert

¢ INFOMAN - Change management system used for this procedure.
e  Virtual Tech (VT) — Problem management system used for this procedure.
e  Office Hours — Monday to Friday, excluding bank holidays and public holidays. From 07:00 — 19:00hrs (UK time).

e  QOut-of-Hours — Those hours not covered in section 5.9
1.3. Responsibilities

e  The distributed Operators and shift managers (or nominated deputies) to ensure that all EMC related problems are
documented in a VT and/or INFOMAN ticket, during out-of-hour’s support.
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The EMEA SAN management team to hold weekly meetings with the vendor, EMC, to review current issues, procedures
and processes.

The EMEA SAN management team to review the daily Centera health reports.

The EMEA SAN management team to review Centera capacity and future requirements in the Bi-Weekly Capacity
planning meeting.

The EMEA SAN management team, to unlock any nodes that EMC require onsite access to. Except in the
Enge/Reitergasse Data centres where the nominated Unix administrators, under direction from the EMEA SAN
management team, will carry out this activity.

During the hours stated in 5.9 EMC will contact the EMEA SAN management team directly via +44 (0) 207 500 9686.

Out of the hours stated in 5.9 EMC will contact the London command centre via +44 (0)207 986 2020.

1.4. Procedures

The following steps will take place whenever one of the Centera arrays within the EMEA Data Centres sends an error/health alert
within the hours stated in 5.9. The following process needs to be managed by the EMEA SAN management team *(For Swiss
Centera’s please see appendix D)

EMC and the EMEA SAN management team will receive an alert from one of the EMC Centera Frames that has emailed
an alert home — refer to appendix A for a table of alerts/severities

The SAN administrator will ensure a VT ticket is present or created concerning the event

Detail all information relating to the issue in the VT

Document serial number of affected hardware units

Document affected nodes that may need unlocking

Document the site location of the affected unit, including the floor/tile location, where such information is available.
If possible the SAN administrator will fault find and resolve the issue.

If the issue can not be resolved the SAN administrator will contact the EMC Customer Call Centre on +44(0)870 6000
300, raise an EMC Clarify case number, support call and if applicable, arrange for an engineer to attend site.

The Administrator will update the following information in the VT Ticket.
Document the EMC Case number, known by EMC as the ‘Clarify case number’

If applicable, request the name and ID of the EMC Representative requiring access
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SAN Administrator will raise the appropriate access request for the EMC Engineer. *(For Swiss Centera’s please see
appendix D)

The SAN Administrator will call back the EMC Customer Call Centre on +44(0)870 6000 300 with the approved access
request, and request that the EMC Engineer contact the SAN Administrator on arrival.

The SAN administrator will unlock the affected node *(For Swiss Centera’s please see appendix D)
EMC Engineer fault finds/resolves issue, and feeds back details to the SAN administrator.

SAN administrator will then lock all nodes on the Centera.

The following steps will take place whenever one of the Centera arrays within the EMEA Data Centres sends an error/health alert
that requires immediate attention, outside the hours stated in 5.9. The following process needs to be followed by the command
centre and managed by the EMEA SAN management team *(For Swiss Centera’s please see appendix D)

EMC and the EMEA SAN management team will receive an alert from one of the EMC Centera Frames that has emailed
an alert home — Refer to Appendix A for a table of alerts/severities

If the Error/Health alert requires immediate attention, outside the hours stated in 5.9 the EMC Call Centre will call the
London Command Centre on +44(0) 207 986 2020.

The Command Centre Operator will ensure a VT ticket is present or created concerning the event.

The Command Centre Operator will detail all information provided by EMC relating to the issue in the VT
Document the EMC Case number, known by EMC as the ‘Clarify number’

Document Serial Number of affected hardware units

Document affected nodes that may need unlocking

Document the site location of the affected unit, including the floor/tile location, where such information is available.
The Command Centre operator will contact the on call SAN administrator as per the call out Rota.

If possible the SAN administrator will fault find and resolve the issue.

If the issue can not be resolved the SAN Administrator will contact the EMC Customer Call Centre on +44(0)870 6000
300, and arrange for support on the issue, and if applicable an engineer to attend site.

The Administrator will update the following information in the VT Ticket.

If applicable, request the name and ID of the EMC Representative requiring access
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e  SAN Administrator will raise the appropriate access request for the EMC Engineer via the command centre. *(For Swiss
Centera’s please see appendix D)

e The SAN Administrator will call back the EMC Customer Call Centre on +44(0)870 6000 300 with the approved access
request, and request that the EMC Engineer contact the SAN Administrator on arrival.

e The SAN administrator will unlock the affected node *(For Swiss Centera’s please see appendix D)

e EMC Engineer fault finds/resolves issue, and feeds back details to the SAN administrator.

e  SAN administrator will then lock all nodes on the Centera

e  For any severity if hardware repair is required based upon EMC’s diagnosis

e EMC will contact the Command Centre/SAN Administrator responsible for the hardware at the affected location.

e The normal process of accessing the affected Datacenter will be followed to allow EMC onto their site for hardware
repairs.

e When EMC concludes their activities, the SAN Administrator will update the VT ticket, with the ticket residing within
the EMEA SAN Management Team (EU DSM) queue.
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Appendix A — CentraStar 3.0 Alerts

The attached table shows the full list of Centera alerts, a brief description of the problem reported and a recommendation for
resolution.

* Symptom Code uniquely determines an alert event (the first 5 numbers of the symptom code actually identify the sensor
triggering the alert).

* Threshold indicates the value at which the Evaluator will issue an alert event

* Severity indicates the severity level of the problem found:

1. OK (used for improvements only),

2. Notification,

3. Warning,

4. Error, and

5. Critical.

The resolution discusses some recommended steps can be taken to identify and resolve the problem.

£

"Appendix A - Centra
Star 3.0 Alerts.doc"
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Appendix B — In hours fault handling procedure
Email alert sent
to *GT XX an Issue be resolved *GT XX Centera

Issue occurs on
Centera

Centera Support

Centera Support

and EMC

*GT XX Centera
Support to

by *GT XX Centera
Support

*GT XX Centera

contact EMC and
open Clarify case

Can Issue be resolved

Support to Open
vT

Yes

Support to Open
vT

*GT XX
Centera
Support to
investigate/
Resolve

by off site support?

EMC arrange
engineering
resource to

attend site as per

—>

Yes

*GT XX Centera
Support to
arrange Data

See appendix D

Centre AcCess - m—]ge-

*GT XX Centera
Support to
unlock any

affected nodes - 1

See appendix D

SLA for Swiss for Swiss
Exception Exception
Standard
7AM - 7PM Centera fault handing
procedure

EMC to
investigate/
Resolve

EMC to update
and close open
case

ISSUE RESOLVED

*GT XX Centera
Support to
update and close
vT
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Appendix C — Out of hours Fault handling process

Email alert sent

Centera Support

Issue occurs on to *GT XX EMC Centera Command Centre Command centre
Centera e |Centera Support| mejiis| Support contacts - to Open VT > contact BAU on
and EMC Command Centre call

*GT XX Centera
Support to
contact EMC
Support

EMC arrange
engineering
resource to
attend site as per
SLA

an Issue be resolve
directly by *GT XX

Can Issue be resolved
by off site support?

Yes

Centera Support?

*GT XX
Centera

Support to
investigate/
Resolve

*GT XX Centera
Support to
arrange Data
Centre Access - 1
See appendix D
for Swiss

Exception

*GT XX Centera
Support to
unlock any

affected nodes -

See appendix D
for Swiss
Exception

Out of Hours

7PM - 7AM Centera fault handing

procedure

EMC to
investigate/
Resolve

ISSUE RESOLVED

EMC to update
and close open
case

*GT XX Centera
Support to
update and close
vT
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Appendix D — Swiss Centera — Maintenance/Fault handling procedure

£

"Appendix D.doc"
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Appendix E — Escalation List

Platform: Administrator

Version No. 2.0

Criticality:

Page 12 of 21

IName

Department

Contact details

Contact details

Comments

EMEA BAU SAN

EMEA BAU SAN

TEAM TEAM +44 (0) 207 500 9686 |/ In hours Centera support
Out of hours escalation for

Command Centre Command Centre +44 (0) 207 986 2020 |/ Centera Support

EMC Service Centre  |[EMC Service Centre  |+44 (0) 870 6000 300 |/ EMC Service Centre 24x7
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Appendix F — Pre Engineer Visit

In order for the engineer to work on a Centera problem, a node will need to be unlocked so that the Engineer can connect a Laptop
and connect to a Node. Select a node to be unlocked based on the following criteria:

1. Not a faulty node

2. Note an Access Node

3. Ideally not a Managament node.

4. Isin the same cluster as the fault is appropriate

Unlock the chosen node with the following command:

Config# set security unlock CxxxNyy

(Where CxxxNyy) is the node that you wish to unlock.
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Appendix G — Post Engineer Visit Checks

For each visit by EMC/Unysis/Bull engineer, the following checks should be undertaken before the engineer is allowed to leave
site.

1.5.Check Centera Domain settings with the following command:

Config# show config notification

connectEMC mode on

ConnectEMC server 1 111.222.111.222

connectEMC server 2 not configured

[CTuster domain citigroup.con

Last report sent on Monday, November 6, 2006 1:25:41 PM GMT
CconnectEMC recipients uk.centerasupport@citigroup.com

Last report number 102

Reply address uk.centerasupport@citigroup.com

Report interval 1 day

Last report generation Success

If the Domain is not shown as citigroup.com, either request that the engineer correct it or, update it with the following command:

config# set notification

1.6.Check all nodes are locked

Config# show security all

Default Retention Period: infinite

Cube Node Roles Status compTliance
___________________________________________________ e N
1 c001n01 access,storage on CE+

1 c001n02  access,storage on CE+

1 c001n03 storage on Yes CE+
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1 c001n04 storage on CE+

———————————————————————————————————————————————————

Lock any unlocked nodes with the command:

config# set security lock
1.7.Check that the notification email “From” address is correct.

It should be in the format
xX.centerasupport@citigroup.com
Where xx is the two digit country code. If it has reverted to the default ConnectEMC@emc.com it can only be corrected by the

engineer. If it is left at the default setting, alert and health emails will not reach EMC. Refer the Engineer to RPQ47393. You
can generate a test email to check this setting with the following command:

config# notify
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Appendix H — Centera Details

"Appendix H -
Centera Details.doc"
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Appendix I — Security

1.8.Centera Password

Platform: Administrator

Version No. 2.0
Page 17 of 21

Criticality:

There is a single user ID and password for each Centera. This should be changed once each month using the following command:

Config# set security password

Access to the password should be controlled by use of the Virtual Safe.

1.9. Entitlement Reviews

The pb.conf file, on the PowerBroker Server, must be reviewed every six months, by the Centera Management Team, to ensure
that the SOE IDs listed for the Solaris SOE Server (Centera Management Server) should have access to the CenteraCLI image.

This review is initiated by the PowerBroker Administrators in Germany.
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Appendix J — Regular Checks

Check that there are no issues with replication:

CLI method

Config# show replication detail
Centera Replication Detail Report

Generated on Tuesday, November 14, 2006 8:50:44 AM GMT

Replication Enabled:

Friday, August 4, 2006 12:41:44 PM BST

RepTication Paused:

no|

RepTication Address:

Replicate Delete:

Replicate incoming replicated Objects:
Replicated Pools:

Profile Name:

Number of C-Clips to be replicated:
Number of Blobs to be replicated:
Number of MB to be replicated:

169.194.177.85:3218,
169.194.177.86:3218,
169.194.177.87:3218,
169.194.177.88:3218
yes

no

all pools
rep_uk_de_01

690
468
76

[Number of Parked Entries:

0

Replication Speed:
Replication Speed:
Ingest:
Replication ETA:
Replication Lag:

0.87 c-Clip/s
67.86 Kb/s
1.19 c-Clip/s
N/A

<1 hour

Check that "Replication Paused:" is "no" and that there are no parked entries. Investigate any problems and release any parked
entries once the cause has been identified and fixed. E.g.

config# replication parking process
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About Parked entries.

You can obtain more information about Parked entries using the following command:
config# show replication parking

Centera Replication Parking Report

Generated on Thursday, January 25, 2007 8:16:17 AM GMT

Replication Enabled: Friday, August 4, 2006 12:41:44 PM BST
Replication Paused: no
Replication Address: 169.194.177.85:3218,

169.194.177.86:3218,

169.194.177.87:3218,

169.194.177.88:3218
Replicate Delete: yes

Replicate incoming replicated Objects: no

Replicated Pools: all pools
Profile Name: rep_uk_de_01
Number of Parked Entries: 272

Failed writes: 272

Failed Deletes: 0

Failed Privileged Deletes: 0

Failed Unknown Action: 0

The parked queue will be re-tried every 24 hours until the re-try counter for the entry runs out, this counter allows 7 re-tries. After
this you need to use the cli command to try again, this also allows you to try and replicate the parked entries immediately rather
than waiting for the job that runs every 24 hours.
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Appendix K — Capacity Monitoring

The easiest source of information is the daily health reports. If these are retained it is easy to generate retrospective information.

ol

"Appendix K - sample

Attached is a sample capacity Spreadsheet capacity.xis®
Installed . Available Growth .
Day Capacity RAW USd C3P3CHY o ity RAW Mirrored GB ~ Used%  Momths Capacity o ot
RAW GB Left
GB GB per month
Monday, Jul 31 44049 0 44049

Thursday, Aug 31 44049 23 44026 12 0% 1914 Nov 2163
Saturday, Sep 30 44049 154 43895 66 0% 335 Apr2034
Tuesday, Oct 31 44049 430 43619 138 1% 158 Oct 2019
Thursday, Nov 30 44049 1168 42881 369 3% 58 Sep 2011
Sunday, Dec 31 44049 2736 41313 784 6% 26 Feb 2009
Wednesday, Jan 31 44049 4354 39695 809 10% 25 Feb 2009

At the end of each daily capacity report there is a section called “Cluster Capacity”. Each Centera has an overhead so practically
speaking there is always an amount of storage that is not available for data. The easiest way of determining the useable amount of
storage installed is to add the “Used Capacity” figure to the “Available Capacity” figure, E.g.: This is the data for 31 January used
in the above table.

Cluster Capacity

Total Capacity: 52165 GB
4354 Installed

359095 + cEpacit}f
44049 RAW GB

System Resources: 289 GB

. 0GR

Offline Capaci

sed Capacity: 4354 GB
adit MetaData: 98 GB

Protected User Data: 4256 GB

S Z ity: 0GB o
pare Capacity: 4354 Capacity
Free Capacity: 47521 GB RAW GB

Available Capacity: 39695 GB
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Appendix L — Approvers and Contacts

For any changes that affect the Centeras, the Regional Storage Team must be included on the change request
e EUDSMA
e EUDSMM

Email group:

e *QGT EMEA Distributed Storage Mgmt

"Appendix L -
Approvers & Contacts
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Replistor — Monitoring and Troubleshooting

Overview

Replistor is an entry-level file replication product for small branch offices where Data capacity will
not warrant a local NAS filer. (Approx. less than 1TB)

The ESMG team will be responsible for maintaining the replication of data stored on Russian
branch servers (source) to their corresponding Replistor Bridgehead servers (target). The
bridgehead servers are subject to a regular backup policy. Replistor is installed on both the
source and target servers with a license required for each.

Support Requirement
Support requirement for Replistor will in the main cover the following items

Monitoring the Replistor Bridgehead and server logs
Un-blocking locked servers / communication links

Stopping and starting Replistor at both source and target
Re-synchronization of Data following link loss or a Replistor stop
The clearing of Data Directories

Reporting unresolved issues

Although no formal request for evidence has been received a daily check sheet has been created
and can be found at \\gtesamba\sats-g-drive\SAN\RepliStor\Daily _Checks\

Documentation containing server lists, troubleshooting hints and tips and installation guide can be
found at \\gtesamba\sats-g-drive\SAN\RepliStor\

Latest documentation can be downloaded from:
http://euwintel.eur.nsroot.net/Software/RepliStor.html

Replistor telephone support details can be located at:
http://www.legato.com/support/contact/index.htm

Escalation contacts

Andy Johnstone EUDSM - 02075007242
John Lee Wintel Engineering - 02075002772
Vladimir Dorogovtsev - RUS 095/725-1000
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Infrastructure Checklist for Warsaw SAN running HP-XP Storage:

		Items

		Description of Test

		Comments

		Pass/Fail

		Notes



		1

		Entitlement Reviews – for User accounts on SAN Management hosts used to manage frames and Switches.

		Vendor to produce list of Users

		

		



		2

		Entitlement Reviews – of SAN resources (disks, FC ports, etc)

		Citigroup to produce list of what hosts are attached to what devices, switches and ports

		

		



		3

		SAN Vendor Management – capturing of vendor activities for XP disk arrays and FC switches

		Vendor to download logs manually every month and forward to Citigroup

		

		



		4

		Resource Management – Performance monitoring of disk arrays

		Vendor to forward monthly Performance Reports of Arrays

		

		



		5

		Resource Management – Performance monitoring of FC Switches and FC HBA attached to hosts

		Citigroup to obtain reports of any specific issues for SAN attached hosts




		

		



		6

		Approved anti-virus product has been installed, updated and maintained for SVP’s for Switches and Storage Arrays

		Vendor to provide screenshots of anti-virus software and version used

		

		



		7

		Report on User accounts and privileges assigned to each user account 

		Vendor to provide screenshots of all listed Users and their privileges

		

		



		8

		SAN Devices – Firmware and Patching

		Vendor to provide Monthly confirmation that all Firmware and Patches are upto date as per Maintenance contract 

		

		



		9

		SAN Inventory – regular review and updates

		Citigroup to provide Monthly update of Inventory and forward data and info to interested parties

		

		



		10

		Vendor Dial-In/Out Access  - FC Switches have no dial-in/out.  XP Disk Arrays – have dial-out only and dial-in initiated for Emergency Break-Fix only.

		Vendor and Citigroup to collate logs of all Remote and Physical access made on Storage and Switch entities.
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Storage Billing Process and Timelines Guide


1. Overview


As part of the improvement programme for the billing process we need to provide additional focus on the timelines around delivery and review of the respective files.

2. Process

The timeline will be as follows:


		

		Date

		Task

		Owner



		1

		19th of Month (Or next Working Day)

		Produce Inventory File

		SAN and Backups Team



		2

		Plus 1 Day

		Issue Adjustments File

		SAN Team



		3 

		Plus 2 Days

		Issue Errors File

		Billing Team



		4

		Plus 1 Day

		Review Errors File

		SAN and Backups Team



		5

		Plus 2 Days

		Errors File Review Meeting

		SAN and Backups Team



		6

		Plus 2 Days

		Errors Resolution

		SAN and Backups Team



		7

		Plus 1 Day

		Respond to Billing Team

		SAN and Backups Team





3. Contacts


Primary and Secondary Contacts are listed below


		Role

		Team

		Contact



		Primary

		SAN

		Paul Haynes



		Secondary

		SAN

		Sal Ahmed



		Primary

		Backups

		Jesus Garcia Escurin



		Secondary

		Backups

		Mike Wilson
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shared_allocation_sheet_2009May18.xls

Sheet: TOTAL shared allocations


Host (Primary)


Storage Type 


Storage Total


Host (Sharers)


eqap1lnd


Local Raid5


67.0


eqap2lnd


eqap1lnu


Local Raid5


168.0


eqap2lnu


eqap5lnu


Local Raid5


134.0


eqap6lnu


eqdb1lnu


Local Raid5


404.0


eqdb2lnu


eqdb1u


Local Raid5


775.0


eqdb2u


eqdb1u


Local Raid5


775.0


eqdb3u


eqemsap1d


Local Raid5


67.0


eqemsap2d


eqemsap1u


Local Raid5


67.0


eqemsap2u


eqemsap5u


Local Raid5


67.0


eqemsap6u


eqemsap7u


Local Raid5


202.0


eqemsap8u


eqexch1u


Local Raid5


404.0


eqexch2u


eqibexs1


Local Raid5


101.0


eqibexs2


eqibexs1p


Local Raid5


101.0


eqibexs2p


eqibexs3


Local Raid5


101.0


eqibexs4


eqibexs3p


Local Raid5


101.0


eqibexs4p


eqibexs5p


Local Raid5


168.0


eqibexs6p


eqkdb1p


Local Raid5


8766.0


eqkdb2p


eqkdb1p


Local Raid5


8766.0


eqkdbap1p


eqkdb1p


Local Raid5


8766.0


eqkdbap2p


eqkdb3p


Local Raid5


8698.0


eqkdb4p


eqkdb3p


Local Raid5


8698.0


eqkdbap3p


eqkdb3p


Local Raid5


8698.0


eqkdbap4p


eqkdbap1u


Local Raid5


101.0


eqkdbap2u


eqkdbap3p


Local Raid5


303.0


eqkdbap4p


eqlicap1d


Local Raid5


168.0


eqlicap2d


eqnfsap1u


Local Raid5


101.0


eqnfsap2u


eqqff1d


Local Raid5


101.0


eqqff2d


eqqff1u


Local Raid5


101.0


eqqff2u


eqqff1u


Local Raid5


101.0


eqqff3u


eqsmart1u


Local Raid5


404.0


eqsmart2u


figridap1u


Local Raid5


3236.0


figridap2u


fiora1c3u


Local Raid5


606.0


fiora2c3u


fisyb1c6u


Local Raid5


1146.0


fisyb2c6u


fxmmiap1u


Local Raid5


101.0


fxmmiap2u


fxopolap1u


Local Raid5


33.0


fxopolap2u


gciowaap1u


Local Raid5


202.0


gciowaap2u


gciowaap1u


Local Raid5


202.0


gciowaap3u


gciowaap1u


Local Raid5


202.0


gciowaap4u


gtsncsap21u


Local Raid5


573.0


gtsncsap22u


ldnctisaesx0101


Local Raid5


18510.0


ldnctisaesx0102


ldnctisaesx0101


Local Raid5


18510.0


ldnctisaesx0103


ldnctisaesx0101


Local Raid5


18510.0


ldnctisaesx0104


ldnctisaesx0101


Local Raid5


18510.0


ldnctisaesx0105


ldnctisaesx0101


Local Raid5


18510.0


ldnctisaesx0106


ldnfi20sdprn1


Local Raid5


134.0


ldnfi20sdprn2


ldnfi20sduan1


Local Raid5


134.0


ldnfi20sduan2


ldnfi21sdprn1


Local Raid5


3573.0


ldnfi21sdprn2


ldnfi21sduan1


Local Raid5


1921.0


ldnfi21sduan2


lndcmbse00301


Local Raid5


4518.0


lndcmbse00302


lndcmbse00301


Local Raid5


4518.0


lndcmbse00303


londbste


Local Raid5


404.0


p550cgcgts5vio1


tcbamdb1p


Local Raid5


168.0


tcbamdb2p


tcbamdb1u


Local Raid5


168.0


tcbamdb2u


tcedldat1u


Local Raid5


67.0


tcedldat2u


tcgppdb1c


Local Raid5


101.0


tcgppdb2c


tcgppdb2u


Local Raid5


134.0


tcgppdb3u


tcmfondb1u


Local Raid5


4180.0


tcmfondb3u


tcmfondb1u


Local Raid5


4180.0


tcmfondb4u


tcmfondb1u


Local Raid5


1854.0


tcmfondb4u


tcmfondb3u


Local Raid5


404.0


tcmfondb4u


tcmfondb4u


Local Raid5


573.0


tcmfondb5u


cmbesxwf0101p


Premium


5124.0


cmbesxwf0102p


cmbesxwf0101p


Premium


5124.0


cmbesxwf0103p


cmbesxwf0101p


Premium


5124.0


cmbesxwf0104p


cmbesxwf0101p


Premium


5124.0


cmbesxwf0105p


cmbesxwf0101p


Premium


5124.0


cmbesxwf0106p


cmbesxwf0101p


Premium


5124.0


cmbesxwf0107p


cmbesxwf0201p


Premium


5664.0


cmbesxwf0202p


cmbesxwf0201p


Premium


5664.0


cmbesxwf0203p


cmbesxwf0201p


Premium


5664.0


cmbesxwf0204p


cmbesxwf0201p


Premium


5664.0


cmbesxwf0205p


cmbesxwf0201p


Premium


5664.0


cmbesxwf0206p


cmbesxwf0201p


Premium


5664.0


cmbesxwf0207p


cmbesxwf0301p


Premium


5386.0


cmbesxwf0302p


cmbesxwf0301p


Premium


5386.0


cmbesxwf0303p


cmbesxwf0301p


Premium


5386.0


cmbesxwf0304p


cmbesxwf0301p


Premium


5386.0


cmbesxwf0305p


cmbesxwf0301p


Premium


5386.0


cmbesxwf0306p


cmbesxwf0301p


Premium


5386.0


cmbesxwf0307p


cmbesxwf0401p


Premium


4964.0


cmbesxwf0402p


cmbesxwf0401p


Premium


4964.0


cmbesxwf0403p


cmbesxwf0401p


Premium


4964.0


cmbesxwf0404p


cmbesxwf0401p


Premium


4964.0


cmbesxwf0405p


cmbesxwf0401p


Premium


4964.0


cmbesxwf0406p


cmbesxwf0401p


Premium


4964.0


cmbesxwf0407p


engoradb01


Premium


101.0


engoradb02


eqemsap3u


Premium


67.0


eqemsap4u


fiap1d


Premium


1348.0


fiap2d


fiap1d


Premium


1348.0


fiap3d


fisyb1c6p


Premium


134.0


fisyb2c6p


fivcscl1c


Premium


134.0


fivcscl1p


tcgppdb1p


Premium


50.0


tcgppdb2p


tcmfondb4u


Premium


2056.0


tcmfondb5u


aistecmbemea1p


SRDF


101.0


aistecmbemea2p


aistecmbemea1p


SRDF


708.0


aistecmbemea2p


aistecmbemea1p


SRDF


708.0


aistecmbemea1c


aistecmbemea1p


SRDF


708.0


aistecmbemea2c


ccaprd


SRDF


404.0


ccacob


emcbrdp1


SRDF


2259.0


emcbrdc1


emetrnp1


SRDF


2225.0


emetrnc1


eqtgdb2lnp


SRDF


505.0


eqtgdb2lnc


eqzeusdb1


SRDF


539.0


eqzeusdb2


eqzeusdb1


SRDF


539.0


eqzeusdb3


eqzeusdb1


SRDF


539.0


eqzeusdb4


es0swp


SRDF


202.0


es1swh


es0swp


SRDF


33.0


es1swh


es0swp


SRDF


33.0


es4wh


es0swp


SRDF


33.0


es3swc


es0swp


SRDF


33.0


lonswc


es0swp


SRDF


472.0


es1swh


es0swp


SRDF


472.0


lonsw2


es0swp


SRDF


472.0


lonswp


es0swp


SRDF


472.0


es4wh


es0swp


SRDF


472.0


es3swc


es0swp


SRDF


472.0


lonswc


es2swu


SRDF


438.0


lonswq


eubmcap1p


SRDF


101.0


eubmcap1c


eubmcap2p


SRDF


623.0


eubmcap2c


eubmcap3p


SRDF


101.0


eubmcap3c


eubmcap4p


SRDF


101.0


eubmcap4c


eubmcdb1p


SRDF


3708.0


eubmcdb1c


eumamlap1p


SRDF


1112.0


eumamlap1c


euqstdb1p


SRDF


101.0


euqstdb1c


euqstdb1p


SRDF


893.0


euqstdb2p


euqstdb1p


SRDF


893.0


euqstdb1c


euwpipdats001


SRDF


118.0


euwbicdats001


euwpipfils002


SRDF


84.0


euwbicfils002


fisybdb1u


SRDF


404.0


fioradb4d


fxofxdat1p


SRDF


775.0


fxofxdat2p


fxofxdat1p


SRDF


775.0


fxofxdat1c


gcdsvdb1p


SRDF


236.0


gcdsvdb1c


gcfindb1p


SRDF


337.0


gcfindb1c


gtenfs2cgc


SRDF


3708.0


gtenfs2rdc


gtscbdap01p


SRDF


134.0


gtscbdap01c


infraoraprod1


SRDF


202.0


infraoracont1


ldncfiprsa01


SRDF


101.0


ldncfidrsa01


ldneqtbk001


SRDF


67.0


ldneqtbk002


ldneqtsadn500


SRDF


101.0


ldneqtsadn600


ldneqtsarz600


SRDF


269.0


ldneqtsrz500dr


ldneqtsdatd600


SRDF


168.0


ldneqtsdatd500


ldneqtsdbda600


SRDF


606.0


ldneqtsdbdb600


ldneqtsdbda600


SRDF


606.0


ldneqtsdbdb600


ldneqtsdbda600


SRDF


606.0


ldneqtsdbd500dr


ldneqtsdbda600u


SRDF


606.0


ldneqtsdbdb600u


ldneqtsdca600


SRDF


606.0


ldneqtsrz500dr


ldneqtsdds600


SRDF


606.0


ldneqtsdds500dr


ldneqtsdps600


SRDF


1011.0


ldneqtsdps500dr


ldneqtsdrz600


SRDF


606.0


ldneqtsdrz500dr


lonflxpr


SRDF


2427.0


lonflxco


lonm70


SRDF


202.0


lonsmc


lonsnp


SRDF


539.0


newsnp


lonsnp


SRDF


539.0


lonsnc


lont1p


SRDF


859.0


lont2p


lont1p


SRDF


859.0


lont1c


lont1p


SRDF


859.0


lont2c


lonvsp


SRDF


236.0


lonprc


lonvsp


SRDF


236.0


lonvsc


olibackc


SRDF


269.0


rdcback1


p570rdcgts2vio1


SRDF


1011.0


p570rdcgts2vio2


sstmoap1p


SRDF


236.0


sstmoap1c


tcbrkprod1


SRDF


370.0


tcbrkcont1


tccam1p


SRDF


134.0


tccam1c


tcdsfinrcpcgc


SRDF


269.0


tcdsfinrccrdc


tivpcgc1


SRDF


151.0


tivcrdc1


ukcfprsd06


SRDF


67.0


ukcfdrsd06


ukcfprsd13


SRDF


67.0


ukcfdrsd13


ukcfprsd14


SRDF


168.0


ukcfdrsd14


ukcfprsd15


SRDF


168.0


ukcfdrsd15


ukctiprsd15


SRDF


202.0


ukctidrsd15


ukctiprsd16


SRDF


101.0


ukctidrsd16


ukctiprsd37


SRDF


33.0


ukctidrsd37


ukctiprsd45


SRDF


134.0


ukctidrsd45


ukctiprsd48


SRDF


303.0


ukctidrsd48


ukctiprsd60


SRDF


101.0


ukctidrsd60


ukebuprsa79


SRDF


303.0


ukebudrsa79


ukebuprsd31


SRDF


67.0


ukebudrsd31


ukebuprsd94


SRDF


269.0


ukebudrsd94


ukebuprsd97


SRDF


370.0


ukebudrsd97


ukebuprsd98


SRDF


67.0


ukebudrsd98


ukebuprsd99


SRDF


708.0


ukebudrsd99


ukefsprsa02


SRDF


134.0


ukefsdrsa02


ukefsprsd01


SRDF


876.0


ukefsdrsd01


ukefsprsw01


SRDF


708.0


ukefsdrsw01


ukefsprsw02


SRDF


370.0


ukefsdrsw02


ukfxprsd30


SRDF


202.0


ukfxdrsd30


ukgcbprsd04


SRDF


67.0


ukgcbdrsd04


ukgtsprsd16


SRDF


573.0


ukgtsdrsd16


ukgtsprsd50


SRDF


101.0


ukgtsdrsd50


ukhpsup1


SRDF


101.0


ukhpsup2


ukhpsup3


SRDF


303.0


ukhpsup4


uksecprsd68


SRDF


370.0


uksecdrsd68


uksecprsd98


SRDF


1213.0


uksecdrsd98


uksmtp01


SRDF


1247.0


uksmtc01


weuflxpr


SRDF


4922.0


weuflxco


cmbflxpr


SRDF RAID5


4416.0


cmbflxco


ctsybdb1p


SRDF RAID5


202.0


ctsybdb1c


emcbrap1


SRDF RAID5


67.0


emcbrac1


emeaap1p


SRDF RAID5


539.0


emeaap1c


emeadb1p


SRDF RAID5


303.0


emeadb1c


emeflxmg


SRDF RAID5


1786.0


emflxmi3


emeflxmg


SRDF RAID5


1786.0


emflxmc3


emeflxpg


SRDF RAID5


2899.0


emflxpr3


emeflxpg


SRDF RAID5


2899.0


emflxco3


emesmcp1


SRDF RAID5


1281.0


emesmcc1


emflxmi1


SRDF RAID5


5394.0


emflxmc1


emflxpr1


SRDF RAID5


7653.0


emflxco1


emflxpr2


SRDF RAID5


134.0


emflxco1


emflxpr2


SRDF RAID5


3203.0


emflxco2


emflxpr3


SRDF RAID5


134.0


emflxco1


eqcomet1p


SRDF RAID5


168.0


eqcomet2p


eqcomet1p


SRDF RAID5


168.0


eqcomet3p


eqcomet1p


SRDF RAID5


168.0


eqcomet1c


eqcomet1p


SRDF RAID5


168.0


eqcomet2c


eqcomet1p


SRDF RAID5


168.0


eqcomet3c


eqdb1c


SRDF RAID5


303.0


eqdb2c


eqdb1c


SRDF RAID5


303.0


eqdb3c


eqdb1c


SRDF RAID5


303.0


eqdb4c


eqdb1c


SRDF RAID5


303.0


eqdb5c


eqdb1c


SRDF RAID5


303.0


eqdb1p


eqdb1c


SRDF RAID5


303.0


eqdb2p


eqdb1c


SRDF RAID5


303.0


eqdb3p


eqdb1c


SRDF RAID5


303.0


eqdb4p


eqdb1c


SRDF RAID5


303.0


eqdb5p


eqdb1p


SRDF RAID5


1011.0


eqdb2p


eqdb1p


SRDF RAID5


1011.0


eqdb3p


eqdb1p


SRDF RAID5


1011.0


eqdb4p


eqdb1p


SRDF RAID5


1011.0


eqdb5p


eqdb1p


SRDF RAID5


1011.0


eqdb1c


eqdb1p


SRDF RAID5


1011.0


eqdb2c


eqdb1p


SRDF RAID5


1011.0


eqdb3c


eqdb1p


SRDF RAID5


1011.0


eqdb4c


eqdb1p


SRDF RAID5


1011.0


eqdb5c


eqecom1p


SRDF RAID5


101.0


eqecom1c


eqemsap1p


SRDF RAID5


202.0


eqemsap2p


eqemsap1p


SRDF RAID5


202.0


eqemsap1c


eqemsap1p


SRDF RAID5


202.0


eqemsap2c


eqemsap3p


SRDF RAID5


67.0


eqemsap4p


eqemsap3p


SRDF RAID5


67.0


eqemsap3c


eqemsap3p


SRDF RAID5


67.0


eqemsap4c


eqemsap5p


SRDF RAID5


101.0


eqemsap6p


eqemsap5p


SRDF RAID5


101.0


eqemsap7p


eqemsap5p


SRDF RAID5


101.0


eqemsap8p


eqemsap7p


SRDF RAID5


202.0


eqemsap8p


eqemsap7p


SRDF RAID5


202.0


eqemsap5p


eqemsap7p


SRDF RAID5


202.0


eqemsap6p


eqexch1p


SRDF RAID5


505.0


eqexch2p


eqexch1p


SRDF RAID5


505.0


eqexch3p


eqexch1p


SRDF RAID5


505.0


eqexch4p


eqexch1p


SRDF RAID5


505.0


eqexch5p


eqexch1p


SRDF RAID5


505.0


eqexch6p


eqexch1p


SRDF RAID5


505.0


eqexch7p


eqexch1p


SRDF RAID5


505.0


eqexch8p


eqexch5p


SRDF RAID5


505.0


eqexch6p


eqexch5p


SRDF RAID5


505.0


eqexch7p


eqexch5p


SRDF RAID5


505.0


eqexch8p


eqexch5p


SRDF RAID5


505.0


eqexch1p


eqexch5p


SRDF RAID5


505.0


eqexch2p


eqexch5p


SRDF RAID5


505.0


eqexch3p


eqexch5p


SRDF RAID5


505.0


eqexch4p


eqibexs1


SRDF RAID5


33.0


eqibexs2


eqibexs1


SRDF RAID5


33.0


eqibexs3


eqibexs1


SRDF RAID5


33.0


eqibexs4


eqibexs1p
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			ServerName			AppID			Premium			SRDF			Standard			Total


			cbgoep1						0			340.39			0			340.39


			cbgoep2						0			340.39			0			340.39


			cipdwhp1a						0			510.59			0			510.59


			cipdwhp2a						0			510.59			0			510.59


			cipdwhp3a						0			3352.85			0			3352.85


			cipofap1						0			340.39			0			340.39


			cipofdp1						0			544.6			0			544.6


			cipsdp1						0			2050.9			0			2050.9


			cipsdp2						0			2050.9			0			2050.9


			cukepp1						0			238.27			0			238.27


			dciint01						0			408.5			0			408.5


			dcirelp1						0			34.04			0			34.04


			eugemesan1						0.17			0			0			0.17


			eugemesan2						0.18			0			0			0.18


			eur4cpa						0			25.53			0			25.53


			eur4cpb						0			25.53			0			25.53


			eurcip1						0			263.8			0			263.8


			eurcip2						0			263.8			0			263.8


			eurdwhp1						0			16428.4			0			16428.4


			euricp1						0			68.08			0			68.08


			euridp1						0			68.08			0			68.08


			eurisp1						136.16			0			0			136.16


			eurmfpa						0			102.12			0			102.12


			eurmfpb						0			102.12			0			102.12


			eurocp1						0			34.04			0			34.04


			eurrdp1						0			323.37			0			323.37


			eurrdp2						0			323.37			0			323.37


			eursdp1						0			1565.8			0			1565.8


			eursdp2						0			1565.8			0			1565.8


			eurssp1						0			102.12			0			102.12


			eurssp2						0			102.12			0			102.12


			eurwmp1						0			246.78			0			246.78


			eurwmp2						0			246.78			0			246.78


			eutconp2						0			1140.31			0			1140.31


			gcebsap1itp						0			68.08			0			68.08


			gcebsap2itp						0			102.12			0			102.12


			gcfpdbeu1p						0			382.94			0			382.94


			ndemeer-ivs01						0			306.35			0			306.35


			gcebsap1bep						0			102.08			0			102.08


			gcebsap2bep						0			102.08			0			102.08


			gcebsap1esp						0			68.08			0			68.08


			gcebsap2esp						0			68.08			0			68.08


			gcfpdbeu2p						0			382.94			0			382.94


			gcsecap1eup						0			34.04			0			34.04


			gcsecap2eup						0			34.04			0			34.04


			gcsecdb1eup						0			136.16			0			136.16


			gcsecdb2eup						0			136.16			0			136.16


			gcedwh2p						0			3199.67			0			3199.67


			gcedwh1p						0			6878.23			0			6878.23


			gccdwhap1eup						34.04			0			0			34.04


			gcabap1dep						17.02			0			0			17.02


			gcabdb1dep						17.02			0			0			17.02


			gccdwhap1dep						68.08			0			0			68.08


			gcfpdbeu2u						238.27			0			0			238.27


			gcfpdbeu1u						238.27			0			0			238.27


			ipborbp1						0			306.35			0			306.35


			edcadsm01						510.59			0			0			510.59


			sunadmp						0			178.71			0			178.71


			gcabdap1dep						34.04			0			0			34.04


			cbgoec1						161.3			340.39			0			501.69


			cbgoec2						161.3			340.39			0			501.69


			cipdwhc1a						0			510.59			0			510.59


			cipdwhc2a						0			510.59			0			510.59


			cipdwhc3a						0			3352.85			0			3352.85


			cipofac1						0			340.39			0			340.39


			cipofdc1						0			544.6			0			544.6


			cipsdc1						2780.5			2050.9			0			4831.4


			cipsdc2						2746.5			2050.9			0			4797.4


			cukepc1						110.6			238.27			0			348.87


			cukepu1						178.7			170.2			0			348.9


			dciintc1						0			408.45			0			408.45


			dcirelp2						0			34.04			0			34.04


			eugedusan1						0.18			0			0			0.18


			eugedusan2						0.18			0			0			0.18


			eur0cc1						0			34.04			0			34.04


			eur4cca						59.6			25.53			0			85.13


			eur4ccb						59.6			25.53			0			85.13


			eurcic1						382.9			297.84			0			680.74


			eurcic2						417			297.84			0			714.84


			eurdwhc1						0			15543.44			0			15543.44


			eurftc3						0			178.71			0			178.71


			euricc1						68.08			68.08			0			136.16


			euridc1						68.08			68.08			0			136.16


			eurisc1						0			136.16			0			136.16


			eurmfca						51.1			144.67			0			195.77


			eurmfcb						51.1			144.67			0			195.77


			eurrdc1						348.9			357.41			0			706.31


			eurrdc2						348.9			357.41			0			706.31


			eursdc1						1020.3			1565.8			0			2586.1


			eursdc2						1020.3			1565.8			0			2586.1


			eurssc1						51.1			204.23			0			255.33


			eurssc2						51.1			204.23			0			255.33


			eurwmc1						499.5			348.9			0			848.4


			eurwmc2						499.5			348.9			0			848.4


			eutconc2						0			731.84			0			731.84


			gcebsap1itc						0			68.08			0			68.08


			gcebsap2itc						0			102.12			0			102.12


			gcfpdbeu3p						0			417			0			417


			ixetsmp1						1429.64			0			0			1429.64


			gcebsap1bec						0			102.08			0			102.08


			gcebsap2bec						0			102.08			0			102.08


			gcebsap1esc						2157.9			68.08			0			2225.98


			gcebsap2esc						0			68.08			0			68.08


			gccdwhap1euc						34.04			0			0			34.04


			gccdwhap1dec						51.1			0			0			51.1


			gcsecap2euc						34.04			34.04			0			68.08


			gcsecdb1euc						0			136.16			0			136.16


			gcsecdb2euc						34.04			204.2			0			238.24


			gcsecap1euc						0			34.04			0			34.04


			gcedwh2c						0			3199.67			0			3199.67


			gcedwh1c						0			6878.23			0			6878.23


			ipborbc1						306.5			306.35			0			612.85


			vccstorage01						2893.32			0			0			2893.32


			eurcsdus101						272.31			0			0			272.31


			eusmrtdb1c						136.16			0			0			136.16


			eusmrtdb1cu						102.12			0			0			102.12


			gcabdap1dec						34.04			0			0			34.04


			cbbcrms1						68.1			0			0			68.1


			cbgoes1						68.1			0			0			68.1


			cbgoet1						34.04			0			0			34.04


			eurcis1						68.08			0			0			68.08


			eurdwhs1						6498.12			0			0			6498.12


			eurmfs1						34.04			0			0			34.04


			eurrds1						212.74			0			0			212.74


			eursds1						621.21			0			0			621.21


			eurwms1						170.2			0			0			170.2


			eunim1c						68.08			0			0			68.08


			gccdwhap1euu						34.04			0			0			34.04


			gcsecap1euu						34.04			0			0			34.04


			gcsecdb1euu						34.04			0			0			34.04


			gcsecap2euc						34.04			0			0			34.04


			gcsecdb2euc						34.04			0			0			34.04


			gcsecap1eus						68.08			0			0			68.08


			gccdwhap1deu						51.06			0			0			51.06


			gcedwh1u						4046.02			0			0			4046.02


			gcedwh2u						4248.32			0			0			4248.32


			eurocc1						34.04			0			0			34.04


			ipborbu1						306.35			0			0			306.35


			gcebsap2deu						374.43			0			0			374.43


			vccstorage02						2292.74			0			0			2292.74


			gcabdap1deu						33.71			0			0			33.71


			gcblzap1eup						68.1			0			0			68.1


			tivxmlgz1p						306.4			0			0			306.4


			degcbprsd001						0			204.2			0			204.2


			tivxmlgz1c						303.5			0			0			303.5


			gcblzap1euu						67.4			0			0			67.4


			degcbdrsd001						0			204.2			0			204.2


			gcblzap2eup						68.1			0			0			68.1


			gcoradb1euc						2780.5			0			0			2780.5


			gcfpwlapeu1p						306.4			0			0			306.4


			gcfpwlapeu2p						306.4			0			0			306.4
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ServerName


StorageType


AllocatedGB


AppID


Comments


aistecmbemea1c


SRDF


aistecmbemea1d


Local Raid5


aistecmbemea1p


SRDF


aistecmbemea1u


Local Raid5


aistecmbemea2c


SRDF


aistecmbemea2p


SRDF


caddemeaap1c


Premium


caddemeaap1p


Local Raid5


caddemeaap1u


Local Raid5


caddemeaap2c


Premium


caddemeaap2p


Local Raid5


caddemeaap2u


Local Raid5


caddemeadb1c


Premium


caddemeadb1p


Local Raid5


caddemeadb1u


Local Raid5


ccacob


SRDF


ccadev


Premium


ccaprd


SRDF


ccauat


Premium


cmbesxwf0101p


Premium


cmbesxwf0102p


Premium


cmbesxwf0103p


Premium


cmbesxwf0104p


Premium


cmbesxwf0105p


Premium


cmbesxwf0106p


Premium


cmbesxwf0107p


Premium


cmbesxwf0201p


Premium


cmbesxwf0202p


Premium


cmbesxwf0203p


Premium


cmbesxwf0204p


Premium


cmbesxwf0205p


Premium


cmbesxwf0206p


Premium


cmbesxwf0207p


Premium


cmbesxwf0301p


Premium


cmbesxwf0302p


Premium


cmbesxwf0303p


Premium


cmbesxwf0304p


Premium


cmbesxwf0305p


Premium


cmbesxwf0306p


Premium


cmbesxwf0307p


Premium


cmbesxwf0401p


Premium


cmbesxwf0402p


Premium


cmbesxwf0403p


Premium


cmbesxwf0404p


Premium


cmbesxwf0405p


Premium


cmbesxwf0406p


Premium


cmbesxwf0407p


Premium


cmbflxco


SRDF raid5


cmbflxdv


Local Raid5


cmbflxpr


SRDF raid5


cmbflxua


Local Raid5


ctsybdb1c


SRDF raid5


ctsybdb1d


Local Raid5


ctsybdb1p


SRDF raid5


ctsybdb1u


Local Raid5


eauditfl1


Premium


eauditfl2


Premium


eauditflu1


Local Raid5


eauditpm1


Premium


eauditpm2


Premium


eauditpmu1


Local Raid5


eauditvc1


Premium


eauditvc2


Premium


eauditvcu1


Local Raid5


emcbrac1


SRDF raid5


emcbrap1


SRDF raid5


emcbrau1


Local Raid5


emcbrdc1


SRDF


emcbrdp1


SRDF


emcbrdu1


Local Raid5


emeaap1c


SRDF raid5


emeaap1p


SRDF raid5


emeaap1u


Local Raid5


emeadb1c


SRDF raid5


emeadb1p


SRDF raid5


emeadb1u


Local Raid5


emeflxbu


Local Raid5


emeflxci


Local Raid5


emeflxmg


SRDF raid5


emeflxpg


SRDF raid5


ememtarc


Local Raid5


emesmcc1


SRDF raid5


emesmcp1


SRDF raid5


emesmcu1


Premium


emetrnc1


SRDF


emetrnp1


SRDF raid5


emetrnp1


SRDF


emetrnu1


Premium


emetrnu1


Local Raid5


emflxco1


SRDF raid5


emflxco2


SRDF raid5


emflxco3


SRDF raid5


emflxmc1


SRDF raid5


emflxmc3


SRDF raid5


emflxmi1


SRDF raid5


emflxmi3


SRDF raid5


emflxpr1


SRDF raid5


emflxpr2


SRDF raid5


emflxpr3


SRDF raid5


emibbsu1


Local Raid5


engoradb01


Premium


engoradb02


Premium


eqap1lnd


Local Raid5


eqap1lnu


Local Raid5


eqap2lnd


Local Raid5


eqap2lnu


Premium


eqap2lnu


Local Raid5


eqap3lnu


Local Raid5


eqap4lnu


Local Raid5


eqap5lnu


Local Raid5


eqap6lnu


Local Raid5


eqap7lnu


Local Raid5


eqap8lnu


Local Raid5


eqcomet1c


SRDF raid5


eqcomet1p


SRDF raid5


eqcomet2c


SRDF raid5


eqcomet2p


SRDF raid5


eqcomet3c


SRDF raid5


eqcomet3p


SRDF raid5


eqdb1c


SRDF raid5


eqdb1lnu


Local Raid5


eqdb1p


SRDF raid5


eqdb1u


Local Raid5


eqdb2c


SRDF raid5


eqdb2lnu


Local Raid5


eqdb2p


SRDF raid5


eqdb2u


Local Raid5


eqdb3c


SRDF raid5


eqdb3p


SRDF raid5


eqdb3u


Local Raid5


eqdb4c


SRDF raid5


eqdb4p


SRDF raid5


eqdb5c


SRDF raid5


eqdb5p


SRDF raid5


eqdpmab4c


Local Raid5


eqdpmap4p


Local Raid5


eqdpmdb4c


Local Raid5


eqdpmdb4p


Local Raid5


eqecom1c


SRDF raid5


eqecom1c


Local Raid5


eqecom1p


SRDF raid5


eqecom1p


Local Raid5


eqedtsap1c


Local Raid5


eqedtsap1p


Local Raid5


eqemsap1c


SRDF raid5


eqemsap1d


Local Raid5


eqemsap1p


SRDF raid5


eqemsap1u


Local Raid5


eqemsap2c


SRDF raid5


eqemsap2d


Local Raid5


eqemsap2p


SRDF raid5


eqemsap2u


Local Raid5


eqemsap3c


SRDF raid5


eqemsap3p


SRDF raid5


eqemsap3u


Premium


eqemsap4c


SRDF raid5


eqemsap4p


SRDF raid5


eqemsap4u


Premium


eqemsap5p


SRDF raid5


eqemsap5u


Local Raid5


eqemsap6p


SRDF raid5


eqemsap6u


Local Raid5


eqemsap7p


SRDF raid5


eqemsap7u


Local Raid5


eqemsap8p


SRDF raid5


eqemsap8u


Local Raid5


eqeuro1u


Local Raid5


eqeuro2u


Local Raid5


eqexch1p


SRDF raid5


eqexch1u


Local Raid5


eqexch2p


SRDF raid5


eqexch2u


Local Raid5


eqexch3p


SRDF raid5


eqexch4p


SRDF raid5


eqexch5p


SRDF raid5


eqexch6p


SRDF raid5


eqexch7p


SRDF raid5


eqexch8p


SRDF raid5


eqexech1d


Local Raid5


eqibexs1


SRDF raid5


eqibexs1


Local Raid5


eqibexs1d


Local Raid5


eqibexs1p


SRDF raid5


eqibexs1p


Local Raid5


eqibexs2


SRDF raid5


eqibexs2


Local Raid5


eqibexs2d


Local Raid5


eqibexs2p


SRDF raid5


eqibexs2p


Local Raid5


eqibexs3


SRDF raid5


eqibexs3


Local Raid5


eqibexs3p


SRDF raid5


eqibexs3p


Local Raid5


eqibexs4


SRDF raid5


eqibexs4


Local Raid5


eqibexs4p


SRDF raid5


eqibexs4p


Local Raid5


eqibexs5p


Local Raid5


eqibexs6p


Local Raid5


eqibexs7p


Local Raid5


eqipbdb1c


SRDF raid5


eqipbdb1d


Local Raid5


eqipbdb1p


SRDF raid5


eqipbdb1u


Local Raid5


eqipbdb2u


Local Raid5


eqipbdb3u


Local Raid5


eqipbdb4u


Local Raid5


eqitrs1c


SRDF raid5


eqitrs1c


Local Raid5


eqitrs1p


SRDF raid5


eqitrs1p


Local Raid5


eqkdb1p


Local Raid5


eqkdb2p


Local Raid5


eqkdb3p


Local Raid5


eqkdb4p


Local Raid5


eqkdbap1p


Local Raid5


eqkdbap1u


Local Raid5


eqkdbap2p


Local Raid5


eqkdbap2u


Local Raid5


eqkdbap3p


Local Raid5


eqkdbap4p


Local Raid5


eqlicap1d


Local Raid5


eqlicap2d


Local Raid5


eqliqap1p


SRDF raid5


eqliqap2p


SRDF raid5


eqliqap3p


SRDF raid5


eqliqap4p


SRDF raid5


eqliqap5p


SRDF raid5


eqliqap6p


SRDF raid5


eqnfsap1p


SRDF raid5


eqnfsap1u


Local Raid5


eqnfsap2p


SRDF raid5


eqnfsap2u


Local Raid5


eqnfsap3p


SRDF raid5


eqnfsap3p


Local Raid5


eqnfsap4p


SRDF raid5


eqperf1u


Local Raid5


eqperf2u


Local Raid5


eqptap1c


Local Raid5


eqptap1p


Local Raid5


eqptap1u


Local Raid5


eqptap2c


Local Raid5


eqptap2p


Local Raid5


eqptap3c


Local Raid5


eqptap3p


Local Raid5


eqqff1c


SRDF raid5


eqqff1d


Local Raid5


eqqff1p


SRDF raid5


eqqff1u


Local Raid5


eqqff2c


SRDF raid5


eqqff2d


Local Raid5


eqqff2p


SRDF raid5


eqqff2u


Local Raid5


eqqff3c


SRDF raid5


eqqff3p


SRDF raid5


eqqff3u


Local Raid5


eqqts1d


Local Raid5


eqquiet1p


Local Raid5


eqquiet1u


Local Raid5


eqquiet2p


Local Raid5


eqquiet3p


Local Raid5


eqquiet4p


Local Raid5


eqquiet5p


Local Raid5


eqquiet6p


Local Raid5


eqrmsdb1c


SRDF raid5


eqrmsdb1d


Local Raid5


eqrmsdb1p


SRDF raid5


eqrmsdb1u


Local Raid5


eqrmsdb2u


Local Raid5


eqsadev1


Premium


eqsadev1


Local Raid5


eqsmart10p


SRDF raid5


eqsmart1p


SRDF raid5


eqsmart1u


Local Raid5


eqsmart2p


SRDF raid5


eqsmart2u


Local Raid5


eqsmart3p


SRDF raid5


eqsmart4p


SRDF raid5


eqsmart5p


SRDF raid5


eqsmart6p


SRDF raid5


eqsmart7p


SRDF raid5


eqsmart8p


SRDF raid5


eqsmart9p


SRDF raid5


eqtap1p


Local Raid5


eqtap1u


Local Raid5


eqtap2p


Local Raid5


eqtgap1c


SRDF raid5


eqtgap1p


SRDF raid5


eqtgap3lnu


Local Raid5


eqtgdb1eud


Local Raid5


eqtgdb1lnc


SRDF raid5


eqtgdb1lnp


SRDF raid5


eqtgdb1lnu


Local Raid5


eqtgdb1u


Local Raid5


eqtgdb2lnc


SRDF raid5


eqtgdb2lnc


SRDF


eqtgdb2lnp


SRDF raid5


eqtgdb2lnp


SRDF


eqtgdb2u


Local Raid5


eqtgdb3u


Local Raid5


eqzap1lnp


Premium


eqzap1lnp


Local Raid5


eqzap2lnp


Local Raid5


eqzap3lnp


Local Raid5


eqzap4lnp


Local Raid5


eqzap5lnp


Local Raid5


eqzap6lnp


Local Raid5


eqzap7lnp


Local Raid5


eqzap8lnp


Local Raid5


eqzapc1c


SRDF raid5


eqzapc1p


SRDF raid5


eqzapc2c


SRDF raid5


eqzapc2p


SRDF raid5


eqzeusdb1


SRDF


eqzeusdb2


SRDF


eqzeusdb3


SRDF


eqzeusdb4


SRDF


eqzeusnfs1


SRDF raid5


eqzeusnfs1c


SRDF raid5


eqzeusnfs1p


SRDF raid5


eqzeusnfs2


SRDF raid5


eqzeusnfs2c


SRDF raid5


eqzeusnfs2p


SRDF raid5


eqzeusnfs3


SRDF raid5


eqzrep1lnp


SRDF


eqzrep1lnp


Premium


es0swp


SRDF


es1swh


SRDF


es2swu


SRDF


es3swc


SRDF


es4wh


SRDF


es4wh


Premium


euaixtest1


Premium


euaixtest2


Premium


eubmcap1c


SRDF


eubmcap1p


SRDF


eubmcap1p


Premium


eubmcap2c


SRDF


eubmcap2p


SRDF


eubmcap3c


SRDF


eubmcap3p


SRDF


eubmcap4c


SRDF


eubmcap4p


SRDF


eubmcap5c


Premium


eubmcap5p


Premium


eubmcap6c


Premium


eubmcap6p


Premium


eubmcdb1c


SRDF raid5


eubmcdb1c


SRDF


eubmcdb1p


SRDF raid5


eubmcdb1p


SRDF


euemidb1p


Premium


euemidb2p


Premium


eugendbd


Local Raid5


eugensimd


Local Raid5


eumamlap1c


SRDF


eumamlap1d


Premium


eumamlap1p


SRDF


eumamlap1u


Premium


eunim1p


Premium


euqstdb1c


SRDF


euqstdb1c


Local Raid5


euqstdb1p


SRDF


euqstdb2p


SRDF


eurcsldn101


Premium


eurodldn1usql1


Premium


eusmrtdb1p


Premium


eusmrtdb1u


Premium


euwbicdats001


SRDF


euwbicfils002


SRDF


euwdiudats001


Premium


euwpipdats001


SRDF


euwpipfils002


SRDF


f12onerdc


Local Raid5


fiap1d


Premium


fiap2d


Premium


fiap3d


Premium


fiap4d


Local Raid5


fiappdevdb1


Local Raid5


ficashdb1c


SRDF raid5


ficashdb1c


SRDF


ficashdb1c


Premium


ficashdb1c


Local Raid5


ficashdb1euu


Local Raid5


ficashdb1p


SRDF raid5


ficashdb1p


Local Raid5


ficdsap1d


Local Raid5


fidap3lnc


SRDF raid5


fidap3lnp


SRDF raid5


fidptap1c


SRDF raid5


fidptap1p


SRDF raid5


fidptap1t


Local Raid5


fidptap1u


Local Raid5


figendb1d


Local Raid5


figfddb1euc


Local Raid5


figfddb1eup


Local Raid5


figfdrp1euc


SRDF raid5


figfdrp1eup


SRDF raid5


figfdrp1euu


Local Raid5


figridap1c


SRDF raid5


figridap1p


SRDF raid5


figridap1u


Local Raid5


figridap2p


SRDF raid5


figridap2u


Local Raid5


fiimcap1euc


SRDF raid5


fiimcap1eup


SRDF raid5


fiimcap1euu


Local Raid5


fiimcdb1euc


SRDF raid5


fiimcdb1euc


Local Raid5


fiimcdb1eup


SRDF raid5


fiimcdb1eup


Local Raid5


fikdbap1p


Local Raid5


fikdbap2p


Local Raid5


fikdbap2u


Local Raid5


fiolap1c


SRDF raid5


fiolap1d


Local Raid5


fiolap1p


SRDF raid5


fiolap1q


Local Raid5


fiolap1u


Local Raid5


fiolap2c


SRDF raid5


fiolap2p


SRDF raid5


fiolap2u


Local Raid5


fiora1c3p


SRDF raid5


fiora1c3p


Premium


fiora1c3p


Local Raid5


fiora1c3u


Local Raid5


fiora1s3c


SRDF raid5


fiora1s3c


Local Raid5


fiora1s3d


Local Raid5


fiora1s3q


Local Raid5


fiora2c3p


SRDF raid5


fiora2c3p


Premium


fiora2c3p


Local Raid5


fiora2c3u


Local Raid5


fioradb1c


SRDF raid5


fioradb1d


Local Raid5


fioradb1p


SRDF raid5


fioradb1u


Local Raid5


fioradb2c


SRDF raid5


fioradb2p


SRDF raid5


fioradb2u


Local Raid5


fioradb4c


SRDF raid5


fioradb4d


SRDF raid5


fioradb4d


SRDF


fioradb4d


Local Raid5


fioradb4p


SRDF raid5


fioradb4pp


Local Raid5


fioradb4u


Local Raid5


fioradb5c


SRDF raid5


fioradb5p


SRDF raid5


fioradb5u


Local Raid5


fioradb6c


SRDF raid5


fioradb6d


Local Raid5


fioradb6p


SRDF raid5


fioradb6u


Local Raid5


fioradb7p


SRDF raid5


firefdb1euc


SRDF raid5


firefdb1eup


SRDF raid5


firefdb1euu


Local Raid5


firtap1c


SRDF raid5


firtap1p


SRDF raid5


firtap1u


Local Raid5


firtdb1c


SRDF raid5


firtdb1p


SRDF raid5


firtdb1u


Local Raid5


fiscanap1c


SRDF raid5


fiscanap1p


SRDF raid5


fiscanap1u


Local Raid5


fistmap1c


SRDF raid5


fistmap1p


SRDF raid5


fistmap1u


Local Raid5


fistmap2u


Premium


fisyb1c6p


SRDF raid5


fisyb1c6p


Premium


fisyb1c6p


Local Raid5


fisyb1c6u


Local Raid5


fisyb1s6c


SRDF raid5


fisyb1s6c


Local Raid5


fisyb2c6p


SRDF raid5


fisyb2c6p


Premium


fisyb2c6p


Local Raid5


fisyb2c6u


Local Raid5


fisybdb1c


SRDF raid5


fisybdb1c


Local Raid5


fisybdb1d


Local Raid5


fisybdb1p


SRDF raid5


fisybdb1p


Local Raid5


fisybdb1u


SRDF raid5


fisybdb1u


SRDF


fisybdb1u


Local Raid5


fisybdb2c


SRDF raid5


fisybdb2p


SRDF raid5


fisybdb2u


Local Raid5


fisybdb3c


SRDF raid5


fisybdb3p


SRDF raid5


fisybdb3u


Local Raid5


fisybdb4c


SRDF raid5


fisybdb4d


Local Raid5


fisybdb4p


SRDF raid5


fisybdb4pp


Local Raid5


fisybdb4u


Local Raid5


fitetdb1c


SRDF raid5


fitetdb1c


Local Raid5


fitetdb1euu


Local Raid5


fitetdb1p


SRDF raid5


fitetdb1p


Local Raid5


fitetdb2c


SRDF raid5


fitetdb2euu


Local Raid5


fitetdb2p


SRDF raid5


fivcscl1c


Premium


fivcscl1p


Premium


fxfoxgzap1c


Local Raid5


fxfoxgzap1p


Premium


fxfoxgzap1p


Local Raid5


fxfoxgzap1u


Local Raid5


fxfoxgzap2u


Local Raid5


fxmmiap1c


SRDF raid5


fxmmiap1d


Local Raid5


fxmmiap1p


SRDF raid5


fxmmiap1u


Local Raid5


fxmmiap2p


SRDF raid5


fxmmiap2u


Local Raid5


fxofxdat1c


SRDF


fxofxdat1c


Premium


fxofxdat1c


Local Raid5


fxofxdat1p


SRDF


fxofxdat2p


SRDF


fxopolap1c


SRDF raid5


fxopolap1p


SRDF raid5


fxopolap1u


Local Raid5


fxopolap2p


SRDF raid5


fxopolap2u


Local Raid5


gccairoap1u


Local Raid5


gccondb1d


Local Raid5


gcdsvdb1c


SRDF


gcdsvdb1p


SRDF


gcdsvdb1u


Local Raid5


gcfindb1c


SRDF


gcfindb1c


Premium


gcfindb1p


SRDF


gcfindb1p


Premium


gcfindb1p


Local Raid5


gcfindb1u


Premium


gcflxdb1c


SRDF raid5


gcflxdb1d


Local Raid5


gcflxdb1p


SRDF raid5


gcflxdb1u


Local Raid5


gcgentap1p


Local Raid5


gcgentap1u


Local Raid5


gcgentap2p


Local Raid5


gcinfracd1lnc


Premium


gcinfracd1lnp


Premium


gciowaap1u


Local Raid5


gciowaap2u


Local Raid5


gciowaap3u


Local Raid5


gciowaap4u


Local Raid5


gcopsdb1c


SRDF raid5


gcopsdb1p


SRDF raid5


gcopsdb1u


Local Raid5


gtenfs2cgc


SRDF


gtenfs2rdc


SRDF


gtscbdap01c


SRDF


gtscbdap01p


SRDF


gtscbdap01u


Premium


gtsncsap21u


Local Raid5


gtsncsap22u


Local Raid5


gtsrmaap1p


Local Raid5


gtsrmaap1u


Local Raid5


gtsrmaap2u


Local Raid5


gtssatap1d_gz


Local Raid5


ibm-p570


Premium


infraoracont1


SRDF


infraoraprod1


SRDF


infraoraua1


Premium


l2kmsmt0


SRDF


l2kmsmt0


Premium


ldnbpast502


Premium


ldnbpast602


Premium


ldncfidrsa01


SRDF


ldncfiprsa01


SRDF


ldnctisaesx0101


Local Raid5


ldnctisaesx0102


Local Raid5


ldnctisaesx0103


Local Raid5


ldnctisaesx0104


Local Raid5


ldnctisaesx0105


Local Raid5


ldnctisaesx0106


Local Raid5


ldnctisdwa01


Local Raid5


ldnctisdwa02


Local Raid5


ldneqtbk001


SRDF


ldneqtbk002


SRDF


ldneqtsabd681dv


Local Raid5


ldneqtsacs510


Premium


ldneqtsacs610


Premium


ldneqtsadn500


SRDF


ldneqtsadn600


SRDF


ldneqtsaeq689dv


Local Raid5


ldneqtsaex500


Premium


ldneqtsaex600


Local Raid5


ldneqtsarz600


SRDF


ldneqtsdatd500


SRDF


ldneqtsdatd600


SRDF


ldneqtsdbd500dr


SRDF


ldneqtsdbd600dv


Local Raid5


ldneqtsdbda600


SRDF


ldneqtsdbda600u


SRDF


ldneqtsdbdb600


SRDF


ldneqtsdbdb600u


SRDF


ldneqtsdca600


SRDF


ldneqtsdds500dr


SRDF


ldneqtsdds600


SRDF


ldneqtsdds600dv


Local Raid5


ldneqtsdds600ua


Premium


ldneqtsdds601dv


Local Raid5


ldneqtsdds601ua


SRDF


ldneqtsdds602dv


Local Raid5


ldneqtsdds602ua


Local Raid5


ldneqtsdds603ua


SRDF


ldneqtsdps500dr


SRDF


ldneqtsdps600


SRDF


ldneqtsdps600dv


Local Raid5


ldneqtsdps600ua


Local Raid5


ldneqtsdrz500dr


SRDF


ldneqtsdrz600


SRDF


ldneqtsrz500dr


SRDF


ldnfi20sddr


Local Raid5


ldnfi20sddv


Local Raid5


ldnfi20sdprn1


Local Raid5


ldnfi20sdprn2


Local Raid5


ldnfi20sduan1


Local Raid5


ldnfi20sduan2


Local Raid5


ldnfi21sadr


Local Raid5


ldnfi21sadv


Local Raid5


ldnfi21sapr


Local Raid5


ldnfi21saua


Local Raid5


ldnfi21sddr


Local Raid5


ldnfi21sddv


Local Raid5


ldnfi21sdprn1


Local Raid5


ldnfi21sdprn2


Local Raid5


ldnfi21sduan1


Local Raid5


ldnfi21sduan2


Local Raid5


ldnfi25sddr


SRDF raid5


ldnfi25sdpr


SRDF raid5


ldngfosa005


Premium


ldnibdsa021


Premium


ldnibdsa021


Local Raid5


ldnibdsa022


Premium


ldnibdsa022


Local Raid5


ldnibdsa025


Premium


lndcmbse00301


Local Raid5


lndcmbse00302


Local Raid5


lndcmbse00303


Local Raid5


londbste


Local Raid5


lonflxco


SRDF


lonflxpr


SRDF


lonm70


SRDF


lonmsmth


Local Raid5


lonprc


SRDF


lonsmc


SRDF


lonsmcap2p


Premium


lonsnc


SRDF


lonsnp


SRDF


lonsw2


SRDF


lonswc


SRDF


lonswp


SRDF


lonswq


SRDF


lont1c


SRDF


lont1p


SRDF


lont2c


SRDF


lont2p


SRDF


lonvsc


SRDF


lonvsp


SRDF


mfduncrdc1


SRDF raid5


mfdunpcgc1


SRDF raid5


mfdunuat1


Local Raid5


netconcgc1


Premium


netconrdc1


Premium


newsnp


SRDF


newsnp


Premium


nukcgc1-ivcs01


Premium


nukcgc2-ivs01


Premium


nukcgc2-qes01


Premium


nukrdc-iv01


Premium


nukrdc-ivm01


Premium


olibackc


SRDF


p550cgcgts5vio1


Local Raid5


p570rdcgts2vio1


SRDF


p570rdcgts2vio2


SRDF


rdcback1


SRDF


soldscont1


SRDF raid5


soldsprod1


SRDF raid5


sstmoap1c


SRDF raid5


sstmoap1c


SRDF


sstmoap1p


SRDF raid5


sstmoap1p


SRDF


sstmoap1u


Local Raid5


sstmodb1c


SRDF raid5


sstmodb1p


SRDF raid5


sstmodb1p


Local Raid5


sstmodb1u


Local Raid5


tcactionc1


SRDF raid5


tcactionp1


SRDF raid5


tcactionu1


Local Raid5


tcaixadm1


Local Raid5


tcbamdb1c


Local Raid5


tcbamdb1p


Local Raid5


tcbamdb1u


Local Raid5


tcbamdb2p


Local Raid5


tcbamdb2u


Local Raid5


tcbrkcont1


SRDF raid5


tcbrkcont1


SRDF


tcbrkprod1


SRDF raid5


tcbrkprod1


SRDF


tccairocont81


SRDF raid5


tccairoprod81


SRDF raid5


tccam1c


SRDF


tccam1p


SRDF


tccam1u


Premium


tccam1u


Local Raid5


tccarsdb1c


Local Raid5


tccarsdb1p


Local Raid5


tccarsdb1u


Local Raid5


tccarsdb2u


Local Raid5


tccatscrdc1


SRDF raid5


tccatspcgc1


SRDF raid5


tccatsucgc1


Premium


tccatsucgc1


Local Raid5


tcccstdb1d


Local Raid5


tccobrkdev1


Local Raid5


tccofcarscont81


Local Raid5


tccofcarsprod81


Local Raid5


tccofincont2-rdc


Local Raid5


tccofinprod2


Local Raid5


tcconipcont81


SRDF raid5


tcconipprod81


SRDF raid5


tccotprcont81


SRDF raid5


tccotprcont81


SRDF


tccotprprod81


SRDF raid5


tcdimap1c


SRDF raid5


tcdimap1p


SRDF raid5


tcdimap1u


Local Raid5


tcdogsap1d


Local Raid5


tcdsfinrccrdc


SRDF raid5


tcdsfinrccrdc


SRDF


tcdsfinrcpcgc


SRDF raid5


tcdsfinrcpcgc


SRDF


tcdshampara82


Local Raid5


tcdsopscont81


SRDF raid5


tcdsopsprod81


SRDF raid5


tcebwebdb1c


SRDF raid5


tcebwebdb1p


SRDF raid5


tcedldat1c


SRDF raid5


tcedldat1p


SRDF raid5


tcedldat1u


Local Raid5


tcedldat2p


SRDF raid5


tcedldat2u


Local Raid5


tcetsap1c


Local Raid5


tcetsap1p


Local Raid5


tcetsap1u


Local Raid5


tcfehamcont81


SRDF raid5


tcfehamprod81


SRDF raid5


tcfesecprod81


Local Raid5


tcfesecprod82


Premium


tcfesecprod82


Local Raid5


tcfinfecont1


Local Raid5


tcfinfeprod1


Local Raid5


tcfinua1


Local Raid5


tcfinua2


Local Raid5


tcfinua3


Local Raid5


tcfinua4


Local Raid5


tcfinua5


Local Raid5


tcgopcont81


SRDF raid5


tcgopprod81


SRDF raid5


tcgppdb1c


SRDF raid5


tcgppdb1c


Local Raid5


tcgppdb1p


SRDF raid5


tcgppdb1p


Premium


tcgppdb2c


SRDF raid5


tcgppdb2c


Local Raid5


tcgppdb2p


SRDF raid5


tcgppdb2p


Premium


tcgppdb2u


Local Raid5


tcgppdb3u


Local Raid5


tchamdb1c


Local Raid5


tchamdb1p


Local Raid5


tcibsecdb1u


Local Raid5


tcmbamdb1d


Local Raid5


tcmfondb1c


SRDF raid5


tcmfondb1p


SRDF raid5


tcmfondb1u


Local Raid5


tcmfondb2c


SRDF raid5


tcmfondb2p


SRDF raid5


tcmfondb2u


Local Raid5


tcmfondb3c


SRDF raid5


tcmfondb3p


SRDF raid5


tcmfondb3u


Local Raid5


tcmfondb4c


SRDF raid5


tcmfondb4p


SRDF raid5


tcmfondb4u


Premium


tcmfondb4u


Local Raid5


tcmfondb5c


SRDF raid5


tcmfondb5p


SRDF raid5


tcmfondb5u


Premium


tcmfondb5u


Local Raid5


tcmigdb1c


SRDF raid5


tcmigdb1d


Local Raid5


tcmigdb1p


SRDF raid5


tcmigdb1u


Local Raid5


tcmotodb1d


Local Raid5


tcncscont1


SRDF raid5


tcncsdev1


Local Raid5


tcncsdev2


Local Raid5


tcncsprod1


SRDF raid5


tcncsuat1


Local Raid5


tcncsuat2


Local Raid5


tcolidatahub


SRDF raid5


tcozcarscont81


Local Raid5


tcozcarsprod81


Local Raid5


tcrcfdat1c


SRDF raid5


tcrcfdat1d


Local Raid5


tcrcfdat1p


SRDF raid5


tcrcfdat1u


Local Raid5


tcrcxap1c


SRDF raid5


tcrcxap1p


SRDF raid5


tcrcxap2p


SRDF raid5


tcrcxap2u


Local Raid5


tcrcxap3u


Local Raid5


tcrdcdatahub


SRDF raid5


tcrepdb1c


SRDF raid5


tcrepdb1p


SRDF raid5


tcrepdb1u


Local Raid5


tcsbiqap1d


Local Raid5


tcsolcont1


SRDF raid5


tcsolcont1


Premium


tcsolprod1


SRDF raid5


tcsolprod1


Premium


tctapap1p


Premium


tctapap1u


Local Raid5


tctapap2p


Local Raid5


tctapdsprod3


Local Raid5


tctapdsprod4


Local Raid5


tctapfeprod81


Local Raid5


tctapfeprod82


Local Raid5


tctnsua1


Local Raid5


tctxmap1c


SRDF raid5


tctxmap1p


SRDF raid5


tctxmap1u


Local Raid5


tctxmdb1c


SRDF raid5


tctxmdb1p


SRDF raid5


tctxmdb1u


Local Raid5


tctxmdb2d


Local Raid5


tcubxdb1c


SRDF raid5


tcubxdb1p


SRDF raid5


tcubxdb1u


Local Raid5


tcvocap1c


SRDF raid5


tcvocap1c


Local Raid5


tcvocap1p


SRDF raid5


tcvocap1p


Local Raid5


tcvocap2c


SRDF raid5


tcvocap2c


Local Raid5


tcvocap2p


SRDF raid5


tcvocap2p


Local Raid5


tcvocap2u


Local Raid5


tcvocap3u


Local Raid5


tiamlap1lnp


Local Raid5


tiamlap1lnu


Local Raid5


tiamlap2lnp


Local Raid5


tihbsmap1lnp


SRDF


tivcrdc1


SRDF


tivcrdc1


Premium


tivpcgc1


SRDF


ukcaidrsd02


Premium


ukcaiprsd01


Premium


ukcaiprsd02


Premium


ukcaiprsd02-new


SRDF raid5


ukcaiuasd02


Premium


ukcfdrsd06


SRDF raid5


ukcfdrsd06


SRDF


ukcfdrsd13


SRDF raid5


ukcfdrsd13


SRDF


ukcfdrsd14


SRDF raid5


ukcfdrsd14


SRDF


ukcfdrsd15


SRDF


ukcfprsd06


SRDF raid5


ukcfprsd06


SRDF


ukcfprsd13


SRDF raid5


ukcfprsd13


SRDF


ukcfprsd14


SRDF raid5


ukcfprsd14


SRDF


ukcfprsd15


SRDF


ukcfuasd13


Premium


ukcfuasd14


Premium


ukcrsdrsd03


SRDF raid5


ukcrsdvsd03


Premium


ukcrsprsd03


SRDF raid5


ukcrsuasd03


Premium


ukctidrsd15


SRDF raid5


ukctidrsd15


SRDF


ukctidrsd16


SRDF


ukctidrsd33


SRDF raid5


ukctidrsd33


SRDF


ukctidrsd37


SRDF


ukctidrsd37


Premium


ukctidrsd45


SRDF


ukctidrsd48


SRDF


ukctidrsd48


Premium


ukctidrsd60


SRDF


ukctiprsa38


Local Raid5


ukctiprsd15


SRDF raid5


ukctiprsd15


SRDF


ukctiprsd16


SRDF


ukctiprsd33


SRDF raid5


ukctiprsd37


SRDF


ukctiprsd37


Premium


ukctiprsd45


SRDF


ukctiprsd48


SRDF


ukctiprsd48


Premium


ukctiprsd60


SRDF


ukctiuasd15


Premium


ukctiuasd16


SRDF


ukctiuasd45


Premium


ukctiuasd48


Premium


ukeagdrsd03


Local Raid5


ukeagprsd03


Local Raid5


ukeaguasd03


Local Raid5


ukebudrsa05


SRDF raid5


ukebudrsa79


SRDF


ukebudrsd29


SRDF raid5


ukebudrsd31


SRDF raid5


ukebudrsd31


SRDF


ukebudrsd39


SRDF raid5


ukebudrsd52


SRDF raid5


ukebudrsd61


SRDF raid5


ukebudrsd70


SRDF raid5


ukebudrsd76


SRDF raid5


ukebudrsd90


SRDF raid5


ukebudrsd90


Premium


ukebudrsd91


SRDF raid5


ukebudrsd93


SRDF raid5


ukebudrsd93


SRDF


ukebudrsd94


SRDF


ukebudrsd95


SRDF raid5


ukebudrsd96


SRDF raid5


ukebudrsd97


SRDF


ukebudrsd98


SRDF


ukebudrsd99


SRDF


ukebudrsw61


SRDF raid5


ukebudvsd66


Local Raid5


ukebudvsd82


Local Raid5


ukebuprsa05


SRDF raid5


ukebuprsa79


SRDF


ukebuprsa79


Premium


ukebuprsd29


SRDF raid5


ukebuprsd31


SRDF raid5


ukebuprsd31


SRDF


ukebuprsd39


SRDF raid5


ukebuprsd52


SRDF raid5


ukebuprsd61


SRDF raid5


ukebuprsd70


SRDF raid5


ukebuprsd76


SRDF raid5


ukebuprsd90


SRDF raid5


ukebuprsd91


SRDF raid5


ukebuprsd93


SRDF raid5


ukebuprsd94


SRDF


ukebuprsd95


SRDF raid5


ukebuprsd96


SRDF raid5


ukebuprsd97


SRDF


ukebuprsd98


SRDF


ukebuprsd99


SRDF


ukebuprsw61


SRDF raid5


ukebuuasa79


Premium


ukebuuasd31


Local Raid5


ukebuuasd39


Local Raid5


ukebuuasd61


Local Raid5


ukebuuasd68


Local Raid5


ukebuuasd76


Local Raid5


ukebuuasd90


Local Raid5


ukebuuasd91


Local Raid5


ukebuuasd92


Local Raid5


ukebuuasd93


Local Raid5


ukebuuasd94


Premium


ukebuuasd97


Premium


ukebuuasd98


Premium


ukebuuasd99


Premium


ukebuuasw61


Local Raid5


ukefsdrsa02


SRDF


ukefsdrsd01


SRDF


ukefsdrsw01


SRDF


ukefsdrsw02


SRDF


ukefsprsa02


SRDF


ukefsprsd01


SRDF


ukefsprsw01


SRDF


ukefsprsw02


SRDF


ukefsuasd01


Premium


ukefsuasw01


Premium


ukemdrsa01


Local Raid5


ukemdrsa02


Local Raid5


ukemdrsa03


Local Raid5


ukemprsa01


Local Raid5


ukemprsa02


Local Raid5


ukemprsa03


Local Raid5


ukemuasa01


Local Raid5


ukfidrsa04


Local Raid5


ukfidrsd04


Local Raid5


ukfidrsd07


SRDF raid5


ukfidvsa04


Local Raid5


ukfidvsd04


Local Raid5


ukfidvsd07


Local Raid5


ukfippsa04


Local Raid5


ukfippsd04


Premium


ukfippsd04


Local Raid5


ukfiprsa04


Local Raid5


ukfiprsd04


Local Raid5


ukfiprsd07


SRDF raid5


ukfistsa04


Premium


ukfistsd04


Premium


ukfistsd04


Local Raid5


ukfiuasa04


Local Raid5


ukfiuasd04


Local Raid5


ukfiuasd07


Local Raid5


ukflxbu2


Local Raid5


ukflxci1


Local Raid5


ukflxci2


Premium


ukflxci2


Local Raid5


ukflxdv2


Local Raid5


ukfxdrsd03


SRDF raid5


ukfxdrsd30


SRDF raid5


ukfxdrsd30


SRDF


ukfxdrsd34


SRDF raid5


ukfxdrsd51


SRDF raid5


ukfxdvsd34


Local Raid5


ukfxdvsd51


Local Raid5


ukfxprsd03


SRDF raid5


ukfxprsd30


SRDF raid5


ukfxprsd30


SRDF


ukfxprsd34


SRDF raid5


ukfxprsd51


SRDF raid5


ukfxuasd34


Local Raid5


ukfxuasd51


Local Raid5


ukgcbdrsa05


Premium


ukgcbdrsd03


Premium


ukgcbdrsd04


SRDF


ukgcbprsa04


Premium


ukgcbprsd03


Premium


ukgcbprsd04


SRDF


ukgctdrsd07


SRDF raid5


ukgctprsd07


SRDF raid5


ukgctuasd07


Local Raid5


ukgopdrsd01


SRDF raid5


ukgopprsd01


SRDF raid5


ukgopuasd01


Local Raid5


ukgtsdrsa02


SRDF raid5


ukgtsdrsa03


SRDF raid5


ukgtsdrsa06


SRDF raid5


ukgtsdrsd01


SRDF raid5


ukgtsdrsd06


SRDF raid5


ukgtsdrsd15


SRDF raid5


ukgtsdrsd16


SRDF raid5


ukgtsdrsd16


SRDF


ukgtsdrsd24


SRDF raid5


ukgtsdrsd26


SRDF raid5


ukgtsdrsd28


SRDF raid5


ukgtsdrsd33


SRDF raid5


ukgtsdrsd33


Premium


ukgtsdrsd50


SRDF


ukgtsdvsa02


Local Raid5


ukgtsdvsd01


Local Raid5


ukgtsprsa02


SRDF raid5


ukgtsprsa03


SRDF raid5


ukgtsprsa06


SRDF raid5


ukgtsprsd01


SRDF raid5


ukgtsprsd06


SRDF raid5


ukgtsprsd15


SRDF raid5


ukgtsprsd16


SRDF raid5


ukgtsprsd16


SRDF


ukgtsprsd24


SRDF raid5


ukgtsprsd26


SRDF raid5


ukgtsprsd28


SRDF raid5


ukgtsprsd33


SRDF raid5


ukgtsprsd33


Premium


ukgtsprsd50


SRDF


ukgtsuasa02


Local Raid5


ukgtsuasa03


Premium


ukgtsuasd06


Local Raid5


ukgtsuasd15


Local Raid5


ukgtsuasd16


Local Raid5


ukgtsuasd24


Local Raid5


ukgtsuasd28


Local Raid5


ukgtsuasd33


Local Raid5


ukgtsuasd50


Local Raid5


ukhpsup1


SRDF


ukhpsup2


SRDF


ukhpsup3


SRDF


ukhpsup4


SRDF


ukhrgdrsd05


SRDF raid5


ukhrgdvsd05


Premium


ukhrgprsd05


SRDF raid5


ukhrguasd05


Premium


ukinfdrsd03


Premium


ukinfprsd03


Premium


uksecdrsa70


Premium


uksecdrsa86


SRDF raid5


uksecdrsa94


SRDF raid5


uksecdrsd13


SRDF raid5


uksecdrsd20


SRDF raid5


uksecdrsd21


SRDF raid5


uksecdrsd22


SRDF raid5


uksecdrsd25


SRDF raid5


uksecdrsd26


SRDF raid5


uksecdrsd27


SRDF raid5


uksecdrsd28


SRDF raid5


uksecdrsd29


SRDF raid5


uksecdrsd30


SRDF raid5


uksecdrsd34


SRDF raid5


uksecdrsd43


SRDF raid5


uksecdrsd53


SRDF raid5


uksecdrsd55


SRDF raid5


uksecdrsd57


SRDF raid5


uksecdrsd61


SRDF raid5


uksecdrsd62


SRDF raid5


uksecdrsd63


SRDF raid5


uksecdrsd64


SRDF raid5


uksecdrsd66


SRDF raid5


uksecdrsd68


SRDF raid5


uksecdrsd68


SRDF


uksecdrsd75


SRDF raid5


uksecdrsd76


SRDF raid5


uksecdrsd78


Local Raid5


uksecdrsd80


SRDF raid5


uksecdrsd82


SRDF raid5


uksecdrsd83


SRDF raid5


uksecdrsd84


SRDF raid5


uksecdrsd87


SRDF raid5


uksecdrsd88


SRDF raid5


uksecdrsd89


SRDF raid5


uksecdrsd89


SRDF


uksecdrsd98


SRDF raid5


uksecdrsd98


SRDF


uksecdrsp14


Premium


uksecdrsp15


Premium


uksecdrsp16


Premium


uksecdrsp16


Local Raid5


uksecdrsp17


Local Raid5


uksecdvsa70


Premium


uksecprsa70


Premium


uksecprsa86


SRDF raid5


uksecprsa94


SRDF raid5


uksecprsd13


SRDF raid5


uksecprsd20


SRDF raid5


uksecprsd21


SRDF raid5


uksecprsd22


SRDF raid5


uksecprsd25


SRDF raid5


uksecprsd26


SRDF raid5


uksecprsd27


SRDF raid5


uksecprsd28


SRDF raid5


uksecprsd29


SRDF raid5


uksecprsd30


SRDF raid5


uksecprsd34


SRDF raid5


uksecprsd43


SRDF raid5


uksecprsd53


SRDF raid5


uksecprsd55


SRDF raid5


uksecprsd57


SRDF raid5


uksecprsd61


SRDF raid5


uksecprsd62


SRDF raid5


uksecprsd63


SRDF raid5


uksecprsd64


SRDF raid5


uksecprsd66


SRDF raid5


uksecprsd68


SRDF raid5


uksecprsd68


SRDF


uksecprsd75


SRDF raid5


uksecprsd76


SRDF raid5


uksecprsd78


Local Raid5


uksecprsd80


SRDF raid5


uksecprsd82


SRDF raid5


uksecprsd83


SRDF raid5


uksecprsd84


SRDF raid5


uksecprsd87


SRDF raid5


uksecprsd88


SRDF raid5


uksecprsd89


SRDF raid5


uksecprsd98


SRDF raid5


uksecprsd98


SRDF


uksecprsp14


Premium


uksecprsp15


Premium


uksecprsp16


Local Raid5


uksecprsp17


Local Raid5


uksecuasa70


Local Raid5


uksecuasa86


Local Raid5


uksecuasa94


Local Raid5


uksecuasd26


Local Raid5


uksecuasd27


Local Raid5


uksecuasd28


Local Raid5


uksecuasd34


Local Raid5


uksecuasd43


Local Raid5


uksecuasd55


Local Raid5


uksecuasd57


Local Raid5


uksecuasd61


Local Raid5


uksecuasd63


Local Raid5


uksecuasd64


Local Raid5


uksecuasd66


Local Raid5


uksecuasd68


Local Raid5


uksecuasd76


Local Raid5


uksecuasd78


Local Raid5


uksecuasd82


Local Raid5


uksecuasd87


Local Raid5


uksecuasd88


Local Raid5


uksecuasd89


Local Raid5


uksecuasd92


Premium


uksecuasd98


Local Raid5


uksecuasp14


Local Raid5


uksecuasp15


Local Raid5


uksecuasp16


Local Raid5


uksecuasp17


Local Raid5


uksmtc01


SRDF


uksmtc01


Premium


uksmtp01


SRDF


uktsydrsd10


SRDF raid5


uktsyprsd10


SRDF raid5


uktsyuasd10


Local Raid5


ukunixlin3d


Premium


ukwardrsd06


SRDF raid5


ukwarprsd06


SRDF raid5


ukwaruasd05


Premium


weuflxco


SRDF raid5


weuflxco


SRDF


weuflxpr


SRDF raid5


weuflxpr


SRDF
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Host (Primary)


Storage Type 


Storage Total


Host (Sharers)


rdcgtssmiwd19p


SRDF RAID5


236


rdcgtssmiwd20p


p595-2-rdc-vioa


Local Raid5


404


p595-2-rdc-viob


rdcgtssmiwd10p


SRDF RAID5


606


rdcgtssmiwd11p


rdcbackh21


SRDF RAID5


269


rdcbackh22


rdcgtsfccad04p


SRDF RAID5


3439


rdcgtsfccad03p


rdcgtsfrawa05p


SRDF RAID5


33


rdcgtsfrawa04p


rdcgtsfcmad04p


Local Raid5


1584


rdcgtsfcmad03p


rdcgtsfcmad04p


SRDF RAID5


977


rdcgtsfcmad03p


rdcgtsfccad05p


SRDF RAID5


3236


rdcgtsfccad06p


rdcgtssntwd02p


SRDF RAID5


236


rdcgtssntwd01p


gciowaap5p


STAR


202


gciowaap7p


gciowaap5p


STAR


202


gciowaap8p


gciowaap5p


STAR


202


gciowaap6p


gcfxora1p


STAR


1011


gcfxora2p


rdcgtslnaad02p


SRDF RAID5


1180


rdcgtslnaad01p


lonswp


Local Raid5


404


lonsw2


lonswp


STAR


236


lonsw2


eqipbap2p


SRDF RAID5


269


eqipbap1p


p595-3-rdc-vioa


Local Raid5


573


p595-3-rdc-viob


p595-3-rdc-vioa


SRDF RAID5


202


p595-3-rdc-viob


rdcgtsrbcwd01p


SRDF RAID5


67


rdcgtsrbcwd02p


ldneqtsdgp600


SRDF RAID5


269


ldneqtsdgp601


cmbesxsf0406p


Local Raid5


16184


cmbesxsf0402p


cmbesxsf0406p


Local Raid5


16184


cmbesxsf0403p


cmbesxsf0406p


Local Raid5


16184


cmbesxsf0407p


cmbesxsf0406p


Local Raid5


16184


cmbesxsf0408p


cmbesxsf0406p


Local Raid5


16184


cmbesxsf0401p


cmbesxsf0406p


Local Raid5


16184


cmbesxsf0404p


cmbesxsf0406p


Local Raid5


16184


cmbesxsf0405p


rdcgtsiscaa01p


SRDF RAID5


134


rdcgtsiscaa02p


rdcgtssamaa02p


Local Raid5


202


rdcgtssamaa01p


rdcgtsfcmad05p


Local Raid5


1517


rdcgtsfcmad06p


rdcgtsfcmad05p


SRDF RAID5


640


rdcgtsfcmad06p


rdcgtssfewd02p


SRDF RAID5


1314


rdcgtssfewd01p


gtsncsap12p


SRDF RAID5


438


gtsncsap11p


rdcgtsxmswd02p


SRDF RAID5


134


rdcgtsxmswd01p


vioB


Local Raid5


2596


vioA


rdcgtssmiwd17p


SRDF RAID5


202


rdcgtssmiwd16p


rdcgtsrcxsa01p


SRDF RAID5


1652


rdcgtsrcxsa02p


gcfxgas2p


Local Raid5


202


gcfxgas1p


rdcgtsfraad01p


SRDF RAID5


303


rdcgtsfraad02p


rdcgtssmiwd01p


SRDF RAID5


370


rdcgtssmiwd02p


rdcgtsfcmad01p


Local Raid5


3573


rdcgtsfcmad02p


rdcgtsfcmad01p


SRDF RAID5


910


rdcgtsfcmad02p


rdcgtsrbcwa02p


SRDF RAID5


33


rdcgtsrbcwa01p


rdcgtssmiwd25p


SRDF RAID5


236


rdcgtssmiwd26p


rdcgtscgtwd02p


SRDF RAID5


741


rdcgtscgtwd01p


rdcgtsfccad08p


SRDF RAID5


3607


rdcgtsfccad07p


rdcgtssamad02p


Local Raid5


1112


rdcgtssamad01p


rdcbackh11


SRDF RAID5


269


rdcbackh12


rdccti001vc004u


Local Raid5


2967


rdccti001vc002u


rdccti001vc004u


Local Raid5


2967


rdccti001vc001u


rdccti001vc004u


Local Raid5


2967


rdccti001vc003u


rdcgtssmcad02p


SRDF RAID5


1483


rdcgtssmcad01p


rdcgtsfrawa02p


SRDF RAID5


67


rdcgtsfrawa01p


rdcgtssstwd02p


SRDF RAID5


134


rdcgtssstwd01p


rdcgtssecwd02p


SRDF RAID5


472


rdcgtssecwd01p


rdcbackh32


SRDF RAID5


269


rdcbackh31


rdcgtssfewd04p


SRDF RAID5


472


rdcgtssfewd05p


rdcgtsazbwd01p


SRDF RAID5


404


rdcgtsazbwd02p


rdcgtsfccad01p


SRDF RAID5


9238


rdcgtsfccad02p


rdcgtsfwead01p


SRDF RAID5


4821


rdcgtsfwead02p


rdcgtssmiwd14p


SRDF RAID5


472


rdcgtssmiwd13p


rdcgtstansa02p


SRDF RAID5


303


rdcgtstansa01p


rdcgtssmiwd04p


SRDF RAID5


438


rdcgtssmiwd05p


gtssatap2p


SRDF RAID5


202


gtssatap1p


rdcgtsfcmad08p


Local Raid5


1416


rdcgtsfcmad07p


rdcgtsfcmad08p


SRDF RAID5


944


rdcgtsfcmad07p


rdcgtssmiwd23p


SRDF RAID5


404


rdcgtssmiwd22p


rdcgtslnaad01p


SRDF RAID5


2225


rdcgtslnaad02p


rdcgtsescsa02p


SRDF RAID5


606


rdcgtsescsa01p


eqap2d


Local Raid5


2393


eqap1d


rdcgtssmiwd07p


SRDF RAID5


269


rdcgtssmiwd08p


rdcgtscgtwd05p


SRDF RAID5


741


rdcgtscgtwd04p


rdcgtsiscaa04p


SRDF RAID5


674


rdcgtsiscaa03p
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ServerName


StorageType


AllocatedGB


rdcvsu


Local Raid5


236.0


rdcgtssmiwd11p


SRDF RAID5


606.0


rdccti001vc002u


Local Raid5


2967.0


rdcgtsfcmad03p


Local Raid5


1584.0


rdcgtsfcmad03p


SRDF RAID5


977.0


rdcgtssmiww01p


Local Raid5


33.0


rdcgtssmiwa02p


Local Raid5


33.0


ldneag01prsw


SRDF RAID5


202.0


rdcgtssntwd01p


SRDF RAID5


236.0


rdcgtsfraad02p


SRDF RAID5


303.0


rdcbackh22


SRDF RAID5


269.0


tiarcdba1lnp


Local Raid5


5023.0


lonsnp


Local Raid5


101.0


lonsnp


STAR


236.0


p595-3-rdc-viob


Local Raid5


573.0


p595-3-rdc-viob


SRDF RAID5


202.0


gciowaap5p


STAR


202.0


gcfxora1p


STAR


1011.0


cmbesxsf0405p


Local Raid5


16184.0


rdcgtsfwewa01p


SRDF RAID5


134.0


rdcgtsrbcwa01p


SRDF RAID5


33.0


rdcgtssmiwd22p


SRDF RAID5


404.0


gccashsyb1p


STAR


606.0


eqipbap2p


SRDF RAID5


269.0


rdcgtssamad01p


Local Raid5


1652.0


rdcgtsmbswd01p


Local Raid5


33.0


rdcgtsmbswd01p


SRDF RAID5


303.0


vioA


Local Raid5


2596.0


rdcgtssecwd01p


SRDF RAID5


472.0


rdcgtssagaa01p


Local Raid5


168.0


p595-3-rdc-vioa


Local Raid5


573.0


p595-3-rdc-vioa


SRDF RAID5


202.0


rdcgtsiscaa02p


SRDF RAID5


134.0


rdcgtssagaa03p


Local Raid5


168.0


cmbesxsf0403p


Local Raid5


16184.0


rdcgtssmiwd02p


SRDF RAID5


370.0


rdcccp


Local Raid5


101.0


rdcccp


SRDF RAID5


134.0


rdcgtsrbcwd01p


SRDF RAID5


67.0


ldneqtsdgp600


SRDF RAID5


269.0


rdcgtsiscaa01p


SRDF RAID5


134.0


rdcgtssmcad01p


SRDF RAID5


1483.0


rdcgtssamaa02p


Local Raid5


202.0


rdcgtsfcmad05p


Local Raid5


1517.0


rdcgtsfcmad05p


SRDF RAID5


640.0


ldngct003prsa01


STAR


101.0


rdcgtssfewd02p


SRDF RAID5


1314.0


gtsncsap12p


Local Raid5


33.0


gtsncsap12p


SRDF RAID5


438.0


rdcgtsxmswd02p


SRDF RAID5


134.0


tihbsmap1lnp


SRDF RAID5


505.0


rdcgtssmiww02p


Local Raid5


33.0


rdcgtsfwewa02p


SRDF RAID5


101.0


vioB


Local Raid5


2596.0


rdcgtsescsa01p


SRDF RAID5


606.0


rdcgtsrcxsa01p


SRDF RAID5


1652.0


rdcgtscgtwd04p


SRDF RAID5


741.0


rdcgtssmiwd01p


SRDF RAID5


370.0


rdcbackh12


SRDF RAID5


269.0


gcopsora1p


Local Raid5


33.0


gcopsora1p


STAR


1416.0


gcopsora1p


SRDF RAID5


134.0


rdcgtsrbcwa02p


SRDF RAID5


33.0


rdcgtssmiwd25p


SRDF RAID5


236.0


rdcgtscgtwd02p


SRDF RAID5


741.0


rdccti001vc003u


Local Raid5


2967.0


rdcgtsflxaa03p


Local Raid5


101.0


rdcgtssamad02p


Local Raid5


1112.0


rdcgtsfrawa01p


SRDF RAID5


67.0


rdcgtssstwd01p


SRDF RAID5


134.0


rdcgtsswgwa02p


Local Raid5


33.0


rdcbackh11


SRDF RAID5


269.0


rdcgtsrefwa01p


SRDF RAID5


101.0


rdcgtssmcad02p


SRDF RAID5


1483.0


lonsw2


Local Raid5


404.0


lonsw2


STAR


236.0


rdccti001vc004u


Local Raid5


2967.0


rdcgtsfccad03p


SRDF RAID5


3439.0


cmbesxsf0402p


Local Raid5


16184.0


gcetdsyb1p


STAR


573.0


cmbesxsf0407p


Local Raid5


16184.0


rdcgtsrcxsa02p


SRDF RAID5


1652.0


rdcgtsebawd01p


SRDF RAID5


168.0


rdcgtssecwd02p


SRDF RAID5


472.0


rdcbackh32


SRDF RAID5


269.0


rdcgtsazbwd01p


SRDF RAID5


404.0


gcdwbocd1eup


SRDF RAID5


269.0


rdcgtsfccad01p


SRDF RAID5


9238.0


rdcgtssamaa01p


Local Raid5


202.0


rdcgtsazbwd02p


SRDF RAID5


404.0


rdcgtsfwead01p


SRDF RAID5


4821.0


rdcgtssmiwd14p


SRDF RAID5


472.0


rdcgtstansa02p


SRDF RAID5


303.0


rdcgtsflxaa01p


Local Raid5


101.0


rdcgtssmiwd04p


SRDF RAID5


438.0


gtssatap2p


SRDF RAID5


202.0


rdcgtssmiwd26p


SRDF RAID5


236.0


rdcgtssagaa03u


Local Raid5


168.0


p595-2-rdc-viob


Local Raid5


404.0


rdcgtsfcmad08p


Local Raid5


1416.0


rdcgtsfcmad08p


SRDF RAID5


944.0


rdcgtssmiwd23p


SRDF RAID5


404.0


rdcgtslnaad01p


SRDF RAID5


3405.0


rdcgtsrefad01p


SRDF RAID5


3034.0


rdcgtsfcmad02p


Local Raid5


3573.0


rdcgtsfcmad02p


SRDF RAID5


910.0


rdcgtssmiwd07p


SRDF RAID5


269.0


rdcgtscgtwd05p


SRDF RAID5


741.0


rdcvsd


Local Raid5


236.0


eqap1d


Local Raid5


2393.0


rdcgtssmiwd05p


SRDF RAID5


438.0


rdcgtssmiwd19p


SRDF RAID5


236.0


rdcgtsretwa01p


SRDF RAID5


168.0


p595-2-rdc-vioa


Local Raid5


404.0


gciowaap6p


STAR


202.0


rdcgtssmiwd10p


SRDF RAID5


606.0


rdcgtsfccad07p


SRDF RAID5


3607.0


rdcgcgipbaa01p


SRDF RAID5


101.0


tiwebcd3lnp


SRDF RAID5


202.0


rdcgtsiscaa03p


SRDF RAID5


674.0


rdcbackh21


SRDF RAID5


269.0


rdcgtsfccad06p


SRDF RAID5


3236.0


rdcgtslbxad01p


Local Raid5


33.0


rdcgtslbxad01p


SRDF RAID5


67.0


rdcgtsfccad04p


SRDF RAID5


3439.0


rdcgtsfcmad07p


Local Raid5


1416.0


rdcgtsfcmad07p


SRDF RAID5


944.0


rdcgtssfewd01p


SRDF RAID5


1314.0


rdcgtsfrawa05p


SRDF RAID5


33.0


gcopsap1p-gz


Local Raid5


101.0


gcopsap1p-gz


STAR


168.0


gcopsap1p-gz


SRDF RAID5


404.0


rdcgtssmiwd08p


SRDF RAID5


269.0


rdcgcgsasaa01p


SRDF RAID5


539.0


rdcsec


Local Raid5


168.0


rdcsec


SRDF RAID5


236.0


rdcgtsfcmad04p


Local Raid5


1584.0


rdcgtsfcmad04p


SRDF RAID5


977.0


rdcgtsfccad05p


SRDF RAID5


3236.0


rdcgtssntwd02p


SRDF RAID5


236.0


cmbesxsf0401p


Local Raid5


16184.0


rdcgtsflxaa02p


Local Raid5


101.0


gcfxgas1p


Local Raid5


202.0


gciowaap7p


STAR


202.0


tiarcdba1lnu


Local Raid5


505.0


rdcgtslbxaa01p


SRDF RAID5


67.0


rdcgtslnaad02p


SRDF RAID5


3405.0


lonswp


Local Raid5


404.0


lonswp


STAR


236.0


cmbesxsf0404p


Local Raid5


16184.0


rdcgtsrbwwd01p


SRDF RAID5


101.0


rdcgtstansa01p


SRDF RAID5


303.0


rdcgtsfcmad06p


Local Raid5


1517.0


rdcgtsfcmad06p


SRDF RAID5


640.0


gcopsap1d-gz


Local Raid5


674.0


gcdsgsyb1p


STAR


472.0


rdccti001vc001u


Local Raid5


2967.0


rdcgtsfrawa04p


SRDF RAID5


33.0


rdcvsp


Local Raid5


101.0


rdcvsp


SRDF RAID5


134.0


rdcgtsfccwa02p


SRDF RAID5


101.0


cmbesxsf0406p


Local Raid5


16184.0


eqipbap1p


SRDF RAID5


269.0


rdcgtsswgwa01p


Local Raid5


33.0


rdcgtssfewd05p


SRDF RAID5


472.0


rdcgtsrbcwd02p


SRDF RAID5


67.0


gtsncsap11p


Local Raid5


33.0


gtsncsap11p


SRDF RAID5


438.0


rdcgtssmiwa01p


Local Raid5


33.0


rdcgtssmiwd20p


SRDF RAID5


236.0


rdcgtssmiwd17p


SRDF RAID5


202.0


gcfxgas2p


Local Raid5


202.0


cmbesxsf0408p


Local Raid5


16184.0


rdcgtsfraad01p


SRDF RAID5


303.0


ldngct002prsa01


SRDF RAID5


67.0


rdcccu


Local Raid5


236.0


rdcgtsfcmad01p


Local Raid5


3573.0


rdcgtsfcmad01p


SRDF RAID5


910.0


rdcgtsfccad08p


SRDF RAID5


3607.0


ldneqtsdgp601


SRDF RAID5


269.0


ldneag01prsd


SRDF RAID5


101.0


rdcbackh31


SRDF RAID5


269.0


rdcgtssagaa04u


Local Raid5


168.0


rdcgtsfrawa02p


SRDF RAID5


67.0


gcdwbocd1euu


Local Raid5


370.0


ldngct003prsa02


STAR


101.0


gciowaap8p


STAR


202.0


rdcgtssmiwd16p


SRDF RAID5


202.0


rdcgtssstwd02p


SRDF RAID5


134.0


gtssatap1p


SRDF RAID5


202.0


rdcgtsfwead02p


SRDF RAID5


4821.0


rdcgtssfewd04p


SRDF RAID5


472.0


lonvms


Local Raid5


168.0


rdcgtsfccad02p


SRDF RAID5


9238.0


rdcgtssmiwd13p


SRDF RAID5


472.0


rdcccd


Local Raid5


236.0


rdcgtsxmswd01p


SRDF RAID5


134.0


gcfxora2p


STAR


1011.0


rdcgtsescsa02p


SRDF RAID5


606.0


eqap2d


Local Raid5


2393.0


gcopsora1d


Local Raid5


1618.0


rdcgtsfccwa01p


SRDF RAID5


134.0


rdcgtscgtwd01p


SRDF RAID5


741.0


rdcgtsiscaa04p


SRDF RAID5


674.0






SAN-Shared-EDC.xls

Sheet: TOTAL shared allocations


Host (Primary)


Premium


SRDF


Storage Total


Host (Sharers)


cbgoep1


340.39


cbgoep2


cipofap1


340.39


cipofdp1


cipsdp1


2050.9


cipsdp2


eur4cpa


25.53


eur4cpb


eurcip1


263.8


eurcip2


eurmfpa


102.12


eurmfpb


eurrdp1


323.37


eurrdp2


eursdp1


1565.8


eursdp2


eurwmp1


246.78


eurwmp2


gcfpdbeu1p


382.94


gcfpdbeu2p


gcfpdbeu1u


238.27


gcfpdbeu2u


gcsecdb1eup


136.16


gcsecdb2eup


cbgoec1


501.69


cbgoec2


cipsdc1


4831.4


cipsdc2


cukepc1


348.87


cukepu1


eur4cca


85.13


eur4ccb


eurcic1


680.74


eurcic2


eurmfca


195.76999999999998


eurmfcb


eurrdc1


706.31


eurrdc2


eursdc1


2586.1


eursdc2


eurssc1


255.32999999999998


eurssc2


eurwmc1


848.4


eurwmc2


gcsecdb1euc


136.16


gcsecdb2euc


gcsecdb1euu


34.04


gcsecdb2euc






May 2009 - SAN-Adjustments.xls

Sheet1


			Host (Primary)			Storage Type			Storage Total			Host (Sharers)			Comments


			Adjustment			Premium			101.15			eqsadev1			Frame 10 - Change from Premium to Standard


			Adjustment			Premium			101.15			eubmcap6p			Frame 10 - Change from Premium to Standard


			Adjustment			Premium			101.15			eubmcap5p			Frame 10 - Change from Premium to Standard


			Adjustment			Premium			236.02			nukrdc-ivm01			Frame 10 - Change from Premium to Standard


			Adjustment			Premium			101.15			ibm-p570			Frame 10 - Change from Premium to Standard


			Adjustment			Premium			67.43			tivcrdc1			Frame 10 - Change from Premium to Standard


			Adjustment			Premium			67.43			ukebudrsd90			Frame 10 - Change from Premium to Standard


			Adjustment			Premium			67.43			tcfesecprod82			Frame 10 - Change from Premium to Standard


			Adjustment			Premium			337.17			euaixtest2			Frame 10 - Change from Premium to Standard


			Adjustment			Premium			3911.15			gcinfracd1lnp			Frame 10 - Change from Premium to Standard


			Adjustment			Premium			101.15			euemidb2p			Frame 10 - Change from Premium to Standard


			Adjustment			Premium			1180.09			ukgcbprsd03			Frame 10 - Change from Premium to Standard


			Adjustment			Premium			202.3			ukgcbprsa04			Frame 10 - Change from Premium to Standard


			Adjustment			Premium			101.15			eqap2lnu			Frame 10 - Change from Premium to Standard


			Adjustment			Local Frame10			-101.15			eqsadev1			Frame 10 - Add Standard


			Adjustment			Local Frame10			-101.15			eubmcap6p			Frame 10 - Add Standard


			Adjustment			Local Frame10			-101.15			eubmcap5p			Frame 10 - Add Standard


			Adjustment			Local Frame10			-236.02			nukrdc-ivm01			Frame 10 - Add Standard


			Adjustment			Local Frame10			-101.15			ibm-p570			Frame 10 - Add Standard


			Adjustment			Local Frame10			-67.43			tivcrdc1			Frame 10 - Add Standard


			Adjustment			Local Frame10			-67.43			ukebudrsd90			Frame 10 - Add Standard


			Adjustment			Local Frame10			-67.43			tcfesecprod82			Frame 10 - Add Standard


			Adjustment			Local Frame10			-337.17			euaixtest2			Frame 10 - Add Standard


			Adjustment			Local Frame10			-3911.15			gcinfracd1lnp			Frame 10 - Add Standard


			Adjustment			Local Frame10			-101.15			euemidb2p			Frame 10 - Add Standard


			Adjustment			Local Frame10			-1180.09			ukgcbprsd03			Frame 10 - Add Standard


			Adjustment			Local Frame10			-202.3			ukgcbprsa04			Frame 10 - Add Standard


			Adjustment			Local Frame10			-101.15			eqap2lnu			Frame 10 - Add Standard


			Adjustment			SRDF raid5			1011			eqdb1p			CMB SAN Retiering project adjustment


			Adjustment			Local Raid5			67			eqsadev1			CMB SAN Retiering project adjustment


			Adjustment			SRDF raid5			606			eqtgdb1lnp			CMB SAN Retiering project adjustment


			Adjustment			Local Raid5			101			gcgentap1u			CMB SAN Retiering project adjustment


			Adjustment			SRDF			67			ldneqtbk001			CMB SAN Retiering project adjustment


			Adjustment			SRDF raid5			269			tcdsfinrcpcgc			CMB SAN Retiering project adjustment


			Adjustment			SRDF			269			tcdsfinrcpcgc			CMB SAN Retiering project adjustment


			Adjustment			Local Raid5			67			tcfesecprod81			CMB SAN Retiering project adjustment


			Adjustment			Local Raid5			67			tcfesecprod82			CMB SAN Retiering project adjustment


			Adjustment			SRDF raid5			236			tcgppdb1p			CMB SAN Retiering project adjustment


			Adjustment			Local Raid5			168			tctapap2p			CMB SAN Retiering project adjustment


			Adjustment			SRDF raid5			67			ukcfprsd06			CMB SAN Retiering project adjustment


			Adjustment			SRDF raid5			67			ukcfprsd13			CMB SAN Retiering project adjustment


			Adjustment			SRDF raid5			168			ukcfprsd14			CMB SAN Retiering project adjustment


			Adjustment			SRDF raid5			202			ukctiprsd15			CMB SAN Retiering project adjustment


			Adjustment			Local Raid5			539			ukfippsd04			CMB SAN Retiering project adjustment


			Adjustment			Local Raid5			539			ukfistsd04			CMB SAN Retiering project adjustment


			Adjustment			Local Raid5			5361			ukflxci2			CMB SAN Retiering project adjustment


			Adjustment			SRDF raid5			303			ukhrgprsd05			CMB SAN Retiering project adjustment


			Adjustment			SRDF raid5			1213			uksecprsd98			CMB SAN Retiering project adjustment


			Adjustment			SRDF raid5			3271			weuflxpr			CMB SAN Retiering project adjustment
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Run Tests below from SAN Management workstations for ALL Switches for all regions involved:


Script is required for quarterly signoff of all Citigroup deployed switches within the environment to confirm to the following standards apply to EACH switch:


1. Check that telnet service is disabled 


2. Check that web server is disabled


3. Check that alternate control prohibited is disabled


4. Check that SNMP public without write authorization is turned on


5. Check that SNMP authentication on trap enabled is set to true


6. Check that management style is set to open systems


7. Check that rerouting delay is set to false


8. Check that domain RSCN’s are set to false


9. Check that switch priority default is set to default


10. Check that interop mode is set to McDATA fabric 1.0


11. Check that R_A_TOV is set to 100


12. Check that E_D_TOV is set to 20


13. Check that host control prohibited is set to false


14. Check that preferred path is set to disabled


15. Check that default zone is set to disabled


16. Check that unique zone set is maintained


Method


-----------


It has been agreed that command line checking is sufficient for this task, so no spreadsheet front end is required at this initial stage.


A directory will be created to hold all switch outputs which are generated from Connectrix Manager, which the script can be run against to show outstanding configuration issues with each respective switch.


Documentation


----------------------


All documentation will be provided in standard POD format for upload to the SAN Support Portal.


Code completed and now deployed to:


eusan-mgt1:/opt/emc/sandb/TOOLS/AUDIT


Documentation now available at :


txt format at:


eusan-mgt1:/var/opt/san/sandb/DOCS/POD/MAN_switch_audit.pod


html format at:


eusan-mgt1:/var/opt/san/sandb/DOCS/HTML/MAN_switch_audit.html


and online: 

https://supportportal.emea.citigroup.net/docs/showFolder.do?folderId=522


_1268162877.doc
		Items

		Description of Test

		Comments

		Pass/Fail

		Notes



		1

		Check required number of storage and access nodes are configured, available and have the version of Centera is set to CE+

		show security all



		

		



		2

		Check access node IP addresses are configured correctly

		show ip list

		

		



		3

		Check data-shredding is enabled and the storagestrategy performance mode, threshold are set at 256KB

		show features

		

		



		4

		Check that anonymous profile is disabled

		show profile list

		

		



		5

		Check that the regen buffer mode is set to “Hard” and the buffer limit is either 1 or 4 depending on the number of nodes in the smallest cube

		show capacity regenerationbuffer




		

		



		6

		Check that the Centera has the correct date/time set – This can be check via a health report Open the XML health file and look for the <FileLastUpdated> tag, this is about 28 lines down from the first line of the file. Within this tag should be a date and time, this is the date/time of the cluster at the time the health report was run.




		show report health


<local-file.xml>


Where <local-file.xml> is a file on the local server where the xml formatted health report can be written.




		

		



		7

		Check retention time is set to the appropriate maximum/minimum values: Min = 1 Day / Max = 20 Yrs

		show constraint list

		

		



		8

		Check all nodes are locked down

		show security all

		

		



		9

		Lock down any unlocked nodes – Re-check by running step 8 again

		set security lock

		

		



		10

		Check Replication Status – Check replication addresses against Appendix B

		show replication detail

		





Run ALL Tests below from the management workstations to the Centeras:
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		Items

		Description of Test

		Comments

		Pass/Fail

		Notes



		1

		SymACL to be ‘Enabled’.

UnknwGrp to be removed and individual groups created if required.

		# symacl –sid all list

# symacl –sid  all list –acl 

for i in <enter last 3 digits of Symms>


> do


> echo "Symm $i"


> symacl -sid $i show accgroup AdminGrp

> done




		

		



		2

		VCMdb Access Restricted State – state be ‘Enabled’

		$ for i in `symcfg list | grep Local | awk {'print $1'}`


> do


> echo "processing $i"


> symcfg -sid $i -v list | grep VCMdb


> done

		

		



		3

		For Replicated Storage arrays – ensure ‘Dynamic SRDF’ capability is Enabled. 

		$ for i in `symcfg list | grep Local | awk {'print $1'}`


> do


> echo "processing $i"


> symcfg -sid $i -v list | grep Dynamic RDF


> done

		

		





Run Tests below from SAN Management workstations for ALL Storage Arrays and regions involved:


