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Introduction

1.0 PURPOSE (WHY)
· The purpose of this Level 3 Problem Management Procedures document is to outline how Global Storage Management (GSMG), Distributed Storage Integration (SAN) Storage Area Network Group, will address and comply with the directives set out in the Change Management Level 2 document, which can be found at: http://www.citigroup.net/ti/citmp/level2.htm.

It also defines and implements a Change Management process that includes escalation and notification; determination; bypass and recovery; resolution; prevention and coordination. 

· Scope

· These procedures apply to the GSMG DSM SAN Group and satisfy the requirements set forth in the SOE Problem Management PCM.

· Compliance

· These procedures apply to the DSM Storage Management SAN Group and satisfy the requirements set forth in the SOE Change Management PCM.  If compliance cannot be met, detailed corrective action plans must be in place with an appropriate management oversight process to ensure swift resolution of any non-complaint issue. 

· Publications

· Copies of the relevant policies and standards may be found at the following locations:

· Citigroup Information Technology Management Policy (CITMP):

·  http://www.citigroup.net/citmp
· Citigroup TI Level II CITMP Process Standards Change Management

· http://www.citigroup.net/ti/citmp/level2.htm
· Copies of the Problem Management DSM SAN PCM can be found at the following location

· SAN-Change Management PCM 

2.0 PERsoNS AFFECTED (WHO USES THE PROCEDURE)
· These procedures apply to Systems Administration, Business Units, Data Center Hardware/Service Delivery Teams, Distributed Storage Management, Distributed Storage integration and any other entities requesting distributed disk allocations from Distributed Storage.

3.0 Definition of procedure terms
· SAN – Storage Area Network

· HBA – Host Buss Adapter

· GETHBAINFO – script used by UNIX SA to display pertinent HBA configuration information.

· Rack/Stack Report – Report-generated daily by Service Delivery Team listing servers that were installed in North American TI supported data centers.
4.0 RESPONSIBLITIES (Major Areas of Responsibility)
· Systems Administration Group

· Server Hardware Delivery Group

· Hardware Planning Group

· Storage Integration / Management Groups

5.0 PROCEDURE (WHAT & WHEN & WHO PEFORMS THE PROCEDURE STEPS)

· Provide step-by-step instructions for the procedure.  Identify any hand-offs, deliverables, or interactions.  Identify the time and time zone (as necessary) when a procedure step is to be completed.
	
Responsibility
	Task Description

	Change Review

The following meetings will be chaired by
 the Change Manager and attended by Change Requesters who can fully technically represent a change.


	1
	Each organization that performs technology production processing (e.g., Networks, PBX, WAN, LAN, Data Centers, Firewall, Routers, Engineering, System Administrators, Database Administrators), and must participate in the change review process and maintain a documented regional change review process.  Change Review – Includes regional participation and compliance as follows:

· Wednesday 12:30 PM (CT)……………. Change Scheduling (for 7 days out)  (Open Meeting)
· Friday 9 AM (CT)…………………… Weekend Scheduling Meeting where changes for the weekend are discussed with the Operations Staff. (Open Meeting)
· Wednesday 6:30 AM (CT)…………. Global Change Management Meeting. This meeting is conducted by the North American Director of Change Management and is a weekly review of major Information Technology change initiatives impacting Citigroup businesses across the globe. 

· Wednesday 7:30 AM (CT)…………. Global 90 Day Calendar Change Management Meeting.  This meeting provides a quarterly review of high visibility change activity throughout Citigroup.  (Held 1st week of each month)

· Wednesday 7:00 AM (CT)…………. Global Change Management Steering Committee Meeting, held weekly, involves process standardization and improvement for the global change management organization.

· Wednesday 2:00 PM (CT)……….…North America Data Center Weekend Planning Change Review

· Last Tuesday of Every Month 6:00 AM (CT) …Global Infoman User Subcommittee Meeting

Global Infoman User Committee review of suggested system enhancements



	A. Change Identification


	1.A
	Local regional identification of high visibility items with global impact.  The global impact criteria include major intra-regional changes, changes with inter-regional impact and intra-regional low risk items with global visibility.  Local regional identification of high to low risk items. The local regional impact criteria include major to low risk items.  

· Citigroup Operations and Technology has made an effort to improve the overall system rating process for production changes.

· In order to address one of the major tasks in accomplishing the stated objective, a Business Risk / Technical Impact Rating Criteria has been developed to rank all Citigroup changes implemented into the production environment.

· The creation of all change requests will require a Business Risk / Technical Impact rating. This rating will be used to capture relevant information (see rating factors) to assess the risk to the business and technical impact to operations.  As changes are implemented into the production environment, it will be the responsibility of the business owner, in cooperation with the area performing the change, to determine the appropriate rating level based upon the scope and complexity of their changes.

· The information gained from the rating approach will assist technology infrastructure and regulatory agencies in ensuring that the correct level of review and reporting mechanisms are in place for High Business Risk / Technical Impact changes implemented into the production environment.  Rating factors for each will be broken down into three categories, High, Medium, and Low.

· In addition to High, Medium and Low, Business Risk is broken down into five business areas possibly affected; Financial, Customer, Regulatory, Contract Services, and Franchise. Depending upon the rating factor there are different levels of financial impact, please refer to the appropriate business operational risk policy for further information.  Technical Risk is also broken down into four sub categories of Operational, Cross-Region, Dependency and Backout.  All changes will be reviewed at the Global and Regional Change Meetings.

· The Citigroup Change Management Department’s will strictly enforce this standard.

	B. Change Calendar
	1.B
	Local input into the Change Calendar serves as a central repository for all items with global/regional impact.  The Change Calendar application contains the weekly Change Report used to schedule and approve changes for the coming weekend.

[Note participation in various Change Management Meetings referred to above.]

	C. Change Approval


	1.C
	The business and technology managers impacted by the change must approve all requests.  Change Calendar entries require management approval before any major change is executed.

Change Approver - Organization

· The Primary approver class is Change Management.

· Minimum of Two (2) approvals, not including Change Management, are required on all change records.

· Area Managers affected by changes must be included on the change record.

· Additional Change Approvers have been identified as follows:

Freeze Periods

Area Senior Manager and Technology Senior Manager*

(Month End/Year End)

*Technology Senior Manager approval is required only if the change affects the Solana Data Center Infrastructure, and/or requires Solana resources

Exception Changes (Unscheduled)

Area Senior Manager

EMER Changes

Area Senior Manager

Medium Risk and or Impact

Area VP

High Risk and or Impact Business

Area VP & Area Senior Manager

· Reviews change records daily for approval each Tuesday to be included in the Wednesday Change Report.

· Approves or rejects changes via INFOMAN. If an approver rejects a change, they will open an issue record explaining reason for rejection.  Approvers are accountable for accurate Risk and Impact assessments and concurrence with the technical details in the change record. Approvers are expected to reject a change if Risk and Impact statements are incorrect, or if the scope of the change does not truly address the vulnerability involved with the change implementation. All approvers for change records must have an established approval class defined in the Infoman system.

· An established approver must ensure an alternate approver is available by being defined in their approval class when an ‘out-of-office’ situation arises.  No One outside of one’s own group is an acceptable alternate approver.  The Change Manager is not an appropriate alternate for approvers for groups other than their own.



	D. Weekly Change Review
	1.D
	Regions must participate in the Change Calendar review at local Change Management Meetings, Global Change Meetings and Information Technology Operations Meeting on a weekly basis.  Agenda includes the review of the Weekly Change Report by region, process improvement, and follow up post mortem.

[Note participation in various Change Management Meetings referred to in #1 above.]

	E. Monthly / 90 day Change Review
	1.E
	All regions must participate in the monthly review of changes scheduled within the next 90 days.  The meeting is held the first Wednesday of each month.

[Note participation in various Change Management Meetings referred to in #1 above.]

	1. Scope of the Change Management Process

What is a change?

What constitutes the need to create a change record?

Documentation Required for the Change Record

Month-End/Year-End Freeze Period

Maintenance and User System Change Records

Exception Changes

Emergency Change

After- Hours Change

Rescheduling Changes

Test Plan
Timeline Info field:


	1.1
	Includes all changes within all regions managed by Technology Infrastructure.  Each Regional Change Management organization establishes the region specific scope parameters and ensures all technology-managed environments/facilities are included within the change management process scope (e.g. Businesses, Applications, Data Centers, Networks, Internet Sites).

· A change is any update, modification, upgrade, addition, subtraction, deletion, replacement, etc. for hardware or software environments on any component that affects production, or QA status or availability.

· A change record must be created when the potential for interrupted service of any kind to any functional group of employees (no matter how large or how small the group) is possible upon the implementation of the change, or as a result of the change.

· An approved change record is also needed when application groups request the movement of modules, copybooks, or Online Loads into QA and or Production via CCF.  For the AS400s, changes made via Turnover or Implementor.

· Documenting the change is a critical aspect of the change management process.  The following documents are required for any change being planned.

Risk Assessment

Analysis of the impact the change will have on the environment and how it will affect users.

Technical Assessment

Analysis of how the change will be implemented from a technical aspect

Business Assessment

Analysis of how the change will be implemented from a business aspect

Implementation Plan

A detailed description of plan to execute the change. This should include:

· A step-by-step implementation plan

· How the success of change will be validated

Back-out Plan

A detailed explanation of

· What criteria would necessitate the change being removed from the environment

· How the change will be removed from the environment, if necessary

· Validate successful removal of change

· Area Senior Management approval is required for any change that occurs during the Month End or Year End Freeze periods.  Any change requests affecting the Solana Data Center Infrastructure and/or requiring Solana resources and submitted for implementation during Month-End or Year-End Freeze periods requires approval of Technology Senior Management in addition to the area’s Senior Management approval.  Month End Freeze is defined as the last 3 calendar days of every month and the first 2 calendar days of every month.  Year End Freeze periods are defined by the Corporation and once finalized, are then distributed by the change management organization.  The Year End Freeze Guidelines are located in: Outlook Public Folders/All Public Folders/North America/Solana/Solana Change Management Documents/Year End Freeze and in the Solana Online Support and Dallas Technology Infrastructure websites.   Freeze Periods are also published in the Outlook Major Events Calendar. 

· Maintenance and User (QA) system change records follow the same change management process and policies as productions change records.  Complete Test and Back-out information is required.  Please ensure the test field information contains how it will be tested when implemented. Back-out information must contain the steps to be taken and timeframe, (how long the back-out process will take), if the change must be backed out.  Records are identified by placing Maintenance, QA or Test as the first words in the Short Description.  If the change is during the Month-End/Year End Freeze period, then the Business Senior Technology Management (and the Technology Senior Management if Solana infrastructure is affected, or if Solana resources are necessary), approvals are required.

NOTE:  All changes must be represented in the Wednesday Change Review Meeting for final approval.  If the change is not represented, then the change is ON HOLD and will need to be rescheduled or treated as an Exception (Unscheduled). 

· What constitutes an Exception (Unscheduled) Change?  An Exception (Unscheduled) Change is a change that missed the Wednesday Change review meeting or was not readied for change control by the Tuesday, 4:00 PM cutoff and must be implemented before the next Wednesday Change Review.  Exception changes require area Senior Business Technology Manager approval.  If it is during the Month-End/Year End Freeze then the Senior Technology Manager (if Solana infrastructure is affected or Solana resources are necessary) must also be an approver. 

· Opening a STARS ticket is the first step in resolving emergency issues.  A valid problem ticket is generated for an issue requiring immediate attention.  The problem must be resolved within 24 hours of the creation of the original problem record.  If the problem cannot be resolved within that first 24-hour window, (even if the problem occurs again and another problem ticket is opened) then an Emergency change record must be opened and Area Senior Management approval is required.  If it is during the Month-End/Year End Freeze, then Area Senior Management and Technology Senior Management approval are required (if Solana infrastructure is affected or if Solana resources are necessary).  The Change Manager must be notified and the change moved to Install status once all approvals are obtained.

· Changes that require implementation after normal business hours that do not have all infoman system approvals should be handled by obtaining verbal approvals from pending approvers and contacting the on-duty Operations Manager with these verbal approvals.  The change requester is responsible to obtain any outstanding approvals on the next business day and notify Solana Change Management that this has been completed.

· When changes are in an Install (scheduled) status and need to be rescheduled, change management must to be notified.  Change Management will allow the dates to be modified and move the status back to design; therefore moving all approvals back to pending and re-approval must occur.  The change record must be represented in the appropriate change meeting according to the new start date.

· For change records in Install (scheduled) status requiring an end date extension, that extension can only be granted up to the change meeting, (Wednesday, 12:29 P.M.), following the currently scheduled end date of that change record.
· All Change Records must include a test plan in the provided Test field in Infoman.  If the change cannot be tested until implementation, then the test plan should reflect that information.  

· If a change record contains step-by-step, detail-oriented tasks to complete or if it requires any interaction and/or monitoring by *Solana Production Services, then the “TIMELINE INFO” field is required and must be populated.  Maintenance-type records, new job requests, scheduling requests, etc… will not require the Timeline Info field.

· *Solana Production Services (Operations, Media, Ecom Support, DTS Communications)

	1.2 Responsibility and Accountability for Managing and Coordinating Change

Change Manager

Organization

Key Roles and Responsibilities

Change Approver

Organization

Key Roles and Responsibilities

Change Requester

Organization

Key Roles and Responsibilities
	1.2
	The Global and Regional Technology Change Management organizations manage and coordinate intra-region and inter-region change.  Each region maintains a Change Management organization and change management standards and procedures.  Each Technology organizational function complies with the established regional change management procedures for each function (e.g. Change Sponsor, Change Analyst, User).

· The Change Management Group. 
· Report on Change Management Process metrics

· Publish Non-compliant changes to the Business Senior Manager weekly.

· Communicate enhancements/modifications to the Change Management community

· Monitor the process for effectiveness and efficiency

· Negotiates scheduling conflicts based on business priorities.

· Arrange/facilitate appropriate Change Management team meetings.

· Review Change requests for completeness.

· Act as first line of contact for Change Users questions and issues.

· Initiates the approval process on Infoman change records.

· Change the status to ‘install’ to ensure quality and final approval has been met prior to implementation.

· Process improvement

· The Primary approver class is Change Management.

· Minimum of Two (2) approvals, not including Change Management, are required on all change records.

· Area Managers affected by changes must be included on the change record.

· Additional Change Approvers have been identified as follows:

Freeze Periods

Area Senior Manager and Technology Senior Manager*

(Month End/Year End)

*Technology Senior Manager approval is required only if the change affects the Solana Data Center Infrastructure, and/or requires Solana resources

Exception Changes (Unscheduled)

Area Senior Manager

EMER Changes

Area Senior Manager

Medium Risk and or Impact

Area VP

High Risk and or Impact Business

Area VP & Area Senior Manager

· Reviews change records daily for approval each Tuesday to be included in the Wednesday Change Report.

· Approves or rejects changes via INFOMAN. If an approver rejects a change, they will open an issue record explaining reason for rejection.  Approvers are accountable for accurate Risk and Impact assessments and concurrence with the technical details in the change record. Approvers are expected to reject a change if Risk and Impact statements are incorrect, or if the scope of the change does not truly address the vulnerability involved with the change implementation. All approvers for change records must have an established approval class defined in the Infoman system.

· An established approver must ensure an alternate approver is available by being defined in their approval class when an ‘out-of-office’ situation arises.  No One outside of one’s own group is an acceptable alternate approver.  The Change Manager is not an appropriate alternate for approvers for groups other than their own.

· Any user who has responsibilities, which alter the IT environment including QA, and the Production Enterprise Computing and/or Network environments. 

· A Change Requester CANNOT approve a change record they opened.  They must add their manager’s approval class as an approver. 

· Is responsible for creating the change record and supplying all required information.

· Ensures that all necessary approvers have been added to the change record.

· Ensures all issues surrounding the change have been resolved and communicated to all essential areas and any open issue records are resolved.

· Ensures changes have been Readied for Change Control BY 4 PM each Tuesday so the change will be included in the Wednesday Change Report. Changes still in Design status at 4PM Tuesday WILL NOT BE INCLUDED IN THAT WEEK’S CHANGE REPORT AND WILL REQUIRE SENIOR MANAGER APPROVALS. 

· Is responsible for ensuring the change record is statused and closed within a 24-hour (next business day) period with the appropriate status and results.



	1.3 Cross-functional process mapping of the change process within the organization and with other affected parties

Key Weekly Meetings
	1.3
	The change sponsor is responsible for communicating changes to the affected parties and must ensure all approvals have been obtained prior to a production implementation.  This is also reviewed and verified by the regional Change Management organizations.

· Changes are reviewed and receive final approval through Weekly Change Management Meeting.  Change Management Meetings are a mechanism for communicating changes to the Production environment and to review these changes for business impact.  These structured meetings are intended to improve communications and promote a stabilized environment for our customers.

· The following meetings will be chaired by
 the Change Manager and attended by Change Requesters who can fully technically represent a change.

· Wednesday 12:30 PM (CT)……………. Change Scheduling (for 7 days out)  (Open Meeting)
· Friday 9 AM (CT)…………………… Weekend Scheduling Meeting where changes for the weekend are discussed with the Operations Staff. (Open Meeting)
· Wednesday 6:30 AM (CT)…………. Global Change Management Meeting. This meeting is conducted by the North American Director of Change Management and is a weekly review of major Information Technology change initiatives impacting Citigroup businesses across the globe. 

· Wednesday 7:30 AM (CT)…………. Global 90 Day Calendar Change Management Meeting.  This meeting provides a quarterly review of high visibility change activity throughout Citigroup.  (Held 1st week of each month)

· Wednesday 7:00 AM (CT)…………. Global Change Management Steering Committee Meeting, held weekly, involves process standardization and improvement for the global change management organization.

· Wednesday 2:00 PM (CT)……….…North America Data Center Weekend Planning Change Review

· Last Tuesday of Every Month 6:00 AM (CT) …Global Infoman User Subcommittee Meeting

· Global Infoman User Committee review of suggested system enhancements

	1.4 Methodologies
	1.4
	Each organization must develop and implement methodologies for:

	1.4.1 The Classification and Prioritization of Changes
	1.4.1
	Includes the criteria for determining change type (e.g., Platform, Lead Times), secure lockdown period, testing and design review requirements (Project Management Process).

See Attachment “A” to this document.

	1.4.2 The Determination of Change Impact or Risk
	1.4.2
	Assesses and dimensions risk and user/service impact.  Business Risk and Technical Impact factors are broken down into three categories, High Risk, Medium Risk, and Low Risk with sub categories of Financial, Customer, Regulatory, Contract Services, and Franchise for business risk.  Operational, Cross-Region, Dependency and Backout for Technical Impact.

· GSM follows the Change Control documentation regarding the process for determining change impact. GSM participates in a weekly change review meeting to review impact. GSM tracks all change related outages. This function resides outside the responsibilities for the GSM, it is the responsibility of the Change Control Department.

	1.4.3 The Handling of Changes and Change Reversals
	1.4.3
	Includes change installation procedures (e.g., Detection and Reconciliation), scripts and timelines as well as backout/fallback instructions.  Detection and reconciliation procedures must be implemented to identify changes performed to the production environment to allow for the identification of changes implemented     outside of the normal change management process.  (i.e, monitoring tools, audit trails)   

See Attachment “A” to this document.

	1.4.4 The Scheduling and Planning of Changes
	1.4.4
	Includes the change administration, documentation and scheduling process and use of the Change Calendar.

See Attachment “A” to this document.

	1.4.5 The Waiving of the Normal Process

Exception Changes

Emergency Change

After- Hours Change

Rescheduling Changes
	1.4.5
	Documents the Emergency Process, the Emergency Change Type category criteria and approval levels.

· What constitutes an Exception (Unscheduled) Change?  An Exception (Unscheduled) Change is a change that missed the Wednesday Change review meeting or was not readied for change control by the Tuesday, 4:00 PM cutoff and must be implemented before the next Wednesday Change Review.  Exception changes require area Senior Business Technology Manager approval.  If it is during the Month-End/Year End Freeze then the Senior Technology Manager (if Solana infrastructure is affected or Solana resources are necessary) must also be an approver. 

· Opening a STARS ticket is the first step in resolving emergency issues.  A valid problem ticket is generated for an issue requiring immediate attention.  The problem must be resolved within 24 hours of the creation of the original problem record.  If the problem cannot be resolved within that first 24-hour window, (even if the problem occurs again and another problem ticket is opened) then an Emergency change record must be opened and Area Senior Management approval is required.  If it is during the Month-End/Year End Freeze, then Area Senior Management and Technology Senior Management approval are required (if Solana infrastructure is affected or if Solana resources are necessary).  The Change Manager must be notified and the change moved to Install status once all approvals are obtained.

· Changes that require implementation after normal business hours that do not have all infoman system approvals should be handled by obtaining verbal approvals from pending approvers and contacting the on-duty Operations Manager with these verbal approvals.  The change requester is responsible to obtain any outstanding approvals on the next business day and notify Solana Change Management that this has been completed.

· When changes are in an Install (scheduled) status and need to be rescheduled, change management must to be notified.  Change Management will allow the dates to be modified and move the status back to design; therefore moving all approvals back to pending and re-approval must occur.  The change record must be represented in the appropriate change meeting according to the new start date.

· For change records in Install (scheduled) status requiring an end date extension, that extension can only be granted up to the change meeting, (Wednesday, 12:29 P.M.), following the currently scheduled end date of that change record.


	1.4.6 The Performance of Post-implementation Review and Analysis

QA & Production Batch Acceptance

Change Record Requirements:
	1.4.6
	Includes the production validation and review process.

· The QA & Production acceptance is also a part of the Change Management Process.  The objective is to identify and ensure that all new systems, applications, and jobs are being added to the right environment, have proper approval and a valid date before Library Control installs via CCF.  The CCF form MUST include the valid change record number or it will not be installed. 
· Change records must have the QA date in the description field and Production date in the Start Date and End Date fields section of the change record.

· Approvals (Area Manager and Production Scheduling Manager) for low risk/impact changes.

· If a medium or higher risk/impact then VP or Senior Technology Manager approval is required.

· The QA/Production Change Record must be completed with all mandatory information.

· The QA installs of Production Acceptance changes do not need to be reviewed at the Wednesday Change Review Meeting.  

· The QA installs of Production Acceptance changes need to have a minimum of 2 approval classes that have approved, not including Change Management.

· When the change gets to the Production Acceptance stage, it does need to be reviewed in Wednesday’s meeting.

· If during the Month-end Freeze, then Senior Technology Manager approval is required, even of the QA install of a Production change record.

· For Production moves, the Work Order Number(s) MUST be listed in the Description Field.



	1.4.7 Review and Analysis of Key Performance Indicators
	1.4.7
	Includes globally consistent change categories and definitions for measurement of change management activities and the entry and review of metrics focusing on quality, productivity, convergence, audit, control and financials.

See Attachment “A” to this document.

	1.4.8 Version Control
	1.4.8
	Includes the ability to manage concurrent and parallel development.  Versioned code is locked down to ensure the integrity of the compiled application.  It enables the ability to retrieve work, perform difference reporting on files, create promotion models and branches, check in and lock files and report on all aspects of a projects code assets (e.g., JCL, cardlib members, Proc’s, program code etc.)         

· GSM uses only GDSE approved version of applications.

	2. Annual Reviews
	2
	Each Technology Manager with a responsibility for Change Management must review the effectiveness of the Change Management process annually.

· The Change Management Process for the Solana Data Center is reviewed at least annually as part of the CITMP compliance review.  

· Adjustments resulting from major changes within the center are completed within a 90-day period.  

· The quarterly, monthly, and weekly management and business communication meetings provide further direction for change process review.

	3. Automation
	3
	Technology will make use of automated tools to enhance the Change Management Process where cost effective.

· Infoman is the Citigroup globally designated product to be used for entering, modifying and reviewing changes.  A change record will be entered in Infoman with all the required descriptions and approvers.  The record is then approved.  Once the change has become implemented and the status is marked ‘Installed’, ‘Backed Out’, or ‘Canceled’ the record can then be closed.  Infoman Technical documentation can be located at this link:  http://infoman.citigroup.net

· ONLY approved changes will appear on the Wednesday Change Report for review.  Changes that do not appear on the Wednesday Change Report will have to be rescheduled or get their Senior Technology Manager to approve the change.  The requestor is responsible for notifying change management of the Senior level approval of the change.  (Changes not reviewed in the Wednesday Change Meeting and have Senior Management approval are considered EXCEPTIONS).  

· Only change management can status the change record as ‘Install’ (scheduled).  This will ensure all change records can be tracked through the system from start to finish and ‘need to know’ information can be obtained for future pilots/installs/implementations.

· If an approver statuses a record as ‘Rejected’ (in the Infoman system), an issue record is generated.  The requestor must address any issues raised in the issue record.  Once the issue is resolved, the requestor must update and close the issue record.  The rejecting approver will be notified via email of the closure of the issue record and then, if satisfied, can approve the record.  Changes entered into the system after the 4:00 p.m. cutoff each Tuesday are handled as Exceptions and will not be considered during the Wednesday Change Review Meeting without the appropriate area Senior Technology Management approval.

	4. Flow of the Change Process within the Organization
	4
	The Global Change Management Process Flow consists of the following steps:

	4.1 Change Initiation Planning
	4.1
	The change sponsor creates a change request and together with regional Change Management organizations ensures all information is documented (i.e., change description, test plan, status, risk, fallback escalation, etc.)

See Attachment “A” to this document.

	4.2 Staging, Testing and Design Review Validation

DSM Group does not develop any applications, thus Staging, Testing and Design Review Validation is not the responsibility of the DSM Group. 
	4.2
	Staging resources and enablers develop and implement change and secured test environments, which must be isolated from application development activities.  The application test team and users conduct UT, ST and UAT and may have to correct issues and retest.  Reviewers and approvers are responsible for completing all tasks and either approve or raise issues, which may cause a rejection of a change.  Regional Change Management and/or other TI organizations verify approvers; reviews design, validate testing and ensure collision free scheduling occurs during a scheduled green zone.

Vendors are responsible for development, and Global Distributed Storage Engineering (GDSE) is responsible for certification and validation.

	4.3 Management Approval and Certification

 See Attachment “A”, “B”, 

And item 1.3 in this document
	4.3
	The change sponsor ensures all approvers have signed off on the change.  Regional Change Management organizations approve the request for installation and certify that all policy and procedure requirements were met.  Detailed local certification meetings are held. 



	4.4 Change Collision Analysis and Communication
	4.4
	Regional review of changes at a frequency commensurate with criticality.  (i.e., applications, technology, infrastructure).  Senior regional weekly management review of y high and medium risk and high visibility changes.  Weekly senior management review of Global Change Calendar high risk, cross-region and high visibility changes.

See item #1.3 in this document.

	4.5 Change Implementation
	4.5
	The change implementer executes approved change in the time period authorized through the change process.  Changes are generally accomplished in predefined windows of opportunity known as green zones.  

These are time periods when the potential impact of a change on a business or other user is lessened due to it not being in a prime business or user production time period.  

Level 3 CITMP procedures must define predefined scheduling greenzone criteria as well as approval requirements to schedule work in time periods outside predefined green zones. 

Level 3 procedures may also authorize the use of yellow zones (secondary change periods that are generally limited to only certain types of changes).  

The sponsor and change management are notified if problems occur, fallback was required, reschedule was required, or any other condition occurs that may impact the sponsors expectations related to the change.

See Attachment “A” to this document.

	4.6 Production Validation and Checkout
	4.6
	Change sponsor or user validates the production implementation and communicates findings to the appropriate areas.  Problems are identified and corrected.  Change sponsor or user signs off on the change.

See Attachment “A” to this document.

	5. Long-Term Planning and Process Improvement
	5
	Global Change Management is committed to provide data processing services that ensure changes to the production environment meet established management standards and procedures, and are implemented in a quality and timely manner.

Our goal is to ensure the integrity and reliability of the production environments and measure change activity to provide management with the appropriate data to make decisions and identify opportunities for continuous improvement.

Establishing sound measures to ensure we are monitoring activities, such as, productivity, quality, convergence, audit, control and financials accomplish this.

The planning of long-term strategies through the use of a strong global change management framework will lead to global consistency in the systems and processes used to manage Citigroup’s change management activities.

· DSM follows directions from senior management.


Appendix  “A”

Change Management Flow

The Change Management Flow describes the change life cycle.  The process consists of opening a change record and assigning the risk and impact as low, medium or high.  All changes to the business require representation at the Wednesday Change Scheduling Meeting.  

Change Life Cycle

	Step 1:

Open Change Record
	Describe the change to be implemented by creating a change record. Assign the proper Risk and Impact and Approvers.

Requester must provide all required documentation (Description, Test and Backout Plans) in the change record. 


Identify Risk and Impact for Change Records:  Once the Risk and Impact have been determined, then the proper level of approvers can be added to the Change Record.  (Reference Page 14 for approvals)

	Determine Risk & Impact

(LOW, MED, HIGH)
	1.
Introduction 

Citigroup Operations and Technology has made an effort to improve the overall system rating process for production changes.

In order to address one of the major tasks in accomplishing the stated objective, a Business Risk / Technical Impact Rating Criteria has been developed to rank all Citigroup changes implemented into the production environment.

The creation of all change requests will require a Business Risk / Technical Impact rating. This rating will be used to capture relevant information (see rating factors) to assess the risk to the business and technical impact to operations.  As changes are implemented into the production environment, it will be the responsibility of the business owner, in cooperation with the area performing the change, to determine the appropriate rating level based upon the scope and complexity of their changes.

The information gained from the rating approach will assist technology infrastructure and regulatory agencies in ensuring that the correct level of review and reporting mechanisms are in place for High Business Risk / Technical Impact changes implemented into the production environment.  Rating factors for each will be broken down into three categories, High, Medium, and Low.

In addition to High, Medium and Low, Business Risk is broken down into five business areas possibly affected; Financial, Customer, Regulatory, Contract Services, and Franchise. Depending upon the rating factor there are different levels of financial impact, please refer to the appropriate business operational risk policy for further information.  Technical Risk is also broken down into four sub categories of Operational, Cross-Region, Dependency and Backout.  All changes will be reviewed at the Global and Regional Change Meetings.

The Citigroup Change Management Department’s will strictly enforce this standard. 

2.
Production Change Business Risk Factors

1.
HIGH RISK 

Financial:  Loss of income assets or opportunity, which will cause substantial accounting impact.

Customer:  Disruption of external customer and/or internal client services, which affect the customer and generate significant negative publicity.

Regulatory: Substantial penalties and prosecutions likely.

Contract Services: Loss of services, which will cause major litigation and significant damage and effect customer service.

Franchise: Substantial loss of reputation, and/or financials and/or create negative publicity.

2.
MEDIUM RISK

Financial:  Moderate losses of income; adversely impacting accounting.

Customer:  Some external customer and/or internal client service affected.

Regulatory:  Sizable penalties likely.

Contract Services:  Temporary loss of Contracted Services resulting in litigation with minor damages and affecting customer services.

Franchise:  Limited loss of reputation or some negative publicity.

3.
LOW RISK

Financial:  Inconsequential accounting/financial impact; has a minor effect on cash flows.

Customer: Inconvenience to isolated external customers and/or internal client services.

Regulatory: Result in minor penalties.

Contract Services: Inconvenience a business partner and some customer services.

Franchise:  Minimal loss of reputation or negative publicity.

3.
Production Change Technical Impact Factors

1.
HIGH IMPACT 

Operational: Complex installation that may require a major outage or high risk of failure.

Cross-Region: Direct or down stream complex interface.

Dependency:  Several co-requisites, prerequisites or dependencies. 

Back out:  Back-out is difficult or impossible.  Requires job reruns.

2. MEDIUM IMPACT

Operational: Medium complexity regarding installation, may require a minimal outage, or moderate risk of failure.

Cross-Region: Direct or down stream simple interface.

Dependency:  Few co-requisites, prerequisites or dependencies. 

Back out:  Back-out is involved, but has proven steps.  May require job reruns.

3. LOW IMPACT

Operational: Routine maintenance, concurrent and / or standalone activity, no operational intervention required and no outage required.

Cross-Region: No direct or down stream interface.

Dependency:  No co-requisites, prerequisites or dependencies. 

Back out:  Back-out is easy or not required.



	Step 2:

Schedule Change
	Review Change Report at the Weekly Wednesday 12:30 p.m. (CT) Change Scheduling Meeting.

This is where the level of documentation, notification, and approval is stated based upon the Change Definition level. The Change Manager should be notified of any changes.

If a major outage is being planned, a 3-week notice should be given to the Change Manager for placement on the Major Events Calendar. 

 ** Note ** Only the Change Manager moves the change record to an INSTALL status.

	Step 3:

Implement Change

Step 4:
Verify and Update Change

Step 5:
Close Change Record


	Coordinate change prior to the Wednesday Change Scheduling Meeting and again at Friday’s Change Weekend Scheduling Meeting at 9:00am CT. 

All Production application changes MUST be reviewed in the Wednesday Change Review Meeting and have the current date and be in an INSTALL status to be moved via CCF.   If the move is into QA, then 2 approvals are necessary BUT the change does NOT have to go through the Wednesday Review Meeting until it’s been tested and ready to go into Production.  (Library Control, responsible for CCF moves, verifies the change record against the Change Report or with the Change Manager).  ALL Changes during the Month-end Freeze require Senior Technology Management and area Senior Management approval.

The requester should verify that the change record has the correct date and that the change record is in a fully approved and INSTALL status before implementing their change.

** No Network installs or upgrade changes will occur outside the Customer Maintenance Window without appropriate approvals.

Change Requester will verify status of change activity and record that status in the associated change record with the following valid status (this process must be completed within 24 hours / next business day of implementation): 

· Closed

The Change Requester will verify the above process has been completed within 24 hours after a scheduled implementation of a change.

The requester closes the change record after confirming the change has been updated in the status field.  ALL Change Records must be closed within 24 hours of implementing the change with a closure code.

· Completed

· Completed with Problems

· Backed Out

· Canceled



	Step 6:

Reporting
	Solana Change Users (Division Code = H) are included in the Infoman Change Closure Process.  4 days after the implementation date, the System notifies the Requester via Email to Close the record.  14 days/21days after the implementation date, the System notifies the Requester as well as the Requester’s manager of the need to Close the record.  Note: In addition the notification will also state that the Requester’s ability to Create new changes will be restricted if the record is not closed within 21 days after the Implementation date.  Records not closed 21 days after the implementation date; the System restricts the Requester’s ability to Create new changes, and presents the Requester with a list of all changes pending Closure.

Note: The Requester’s ability to Create Change Parent records will be restored once all records past 21 days are closed.  The System will notify the Requester’s Manager via email of all records not yet closed more than 21 days after the Implementation date.  Refer to Change Closure Procedure located at the following link for more details:  http://infoman.citigroup.net/

Every Tuesday the Change Managers upload metrics into the Global Metrics Reporting system. Refer to procedure Change Management Metrics.



	Step 7:  Non-Compliant Memo
	A non-compliance memo is drafted and sent to each Senior Technology Manager informing them of changes within their groups that were non-compliant.
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 Risk and Impact Matrix & Approval Matrix
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Appendix “C” SAN Request Procedure

	
Responsibility
	Task Description

	Systems Administration Group


	1
	Role / 

1. Create SAN Request form/TAS Request for new or existing hosts requiring storage and forward to Integration.

2. Update ARS system with check off for “storage required” for “10-day” supported requests.

3. **ARS currently (2/7/05) is only used for new server allocations.  There’s no need to add an entry to ARS if you’re updating an existing server.”

4. Tailor HBA’s for Direct or SAN connectivity, based on Storage Integration’s recommendation.

5. Forward gethbainfo (Sun hosts only) to Storage Management and update TAS with the WWN’s.

	Server Hardware Delivery Group
	2
	STEPS:

1. Document new server Hardware arrivals and associate to each TAS entry, provide elevation logistics, coordinate racking/stacking.

2. Update and distribute “Rack/stack” report.

Note:  The indication that a server has been racked will eventually be handled via TAS using the “infrastructure” tab, in lieu of using the report. 

	Hardware Planning Group
	3
	STEPS:

1. Identify to Storage Management group any servers that aren’t truly racked at location’s specified or have HBA’s.

2. Schedule Fibre run requests received by Storage Management.

3. Select Switches/Ports and send list back to Storage Management of ports selected.

4. Check off TAS when Fibre run requests have been completed for each server.

	Storage Integration Group
	4
	STEPS:

1. Update 10-day status and SAN Request received dates.  This includes status updates when a request is not complete. 

2. Schedule any SAN requests requiring above normal space or port requirements for further review and planning between Storage Integration and Business to insure appropriate planning of SAN resources.

3. Determine which frame(s) a request will be allocated on and note in the SAN Request form.

4. Stage/File San Request forms into San Request Folder.

	Storage Management Group
	5
	STEPS:

1. Monitor TAS to verify “Integration” has checked off.

2. Monitor the “rack/stack” reports for indication that the servers have been racked.

3. Monitor San Request Folder to insure a San Request form exists for each new or existing storage allocation.  

4. Request fibre runs to Hardware group for any hosts that have “Integration” and “Infrastructure” checked off.

5. Monitor “SAN Hardware Planning” tab for indication that fibre has been run.

6. Verify Switch logins match with config/db and/or gethbainfo.

7. Prepare Bin File configuration changes.

8. Create Storage Provisioning change controls for servers that are logged into the SAN correctly and are approved by “Integration”.

9. Determine which segment loops/luns on each frame an allocation will be assigned to.

10. Execute storage masking and zoning.

11. Post/Distribute conf updates for Sun Hosts.

12. Check off TAS “San Storage Management”.

13. Update 10-day “fast-track” sheet with date of completion of Provisioning.



	Procedures:
	6
	STEPS:

1. If the SAN requirement is over 500 gb the Systems Admin group will send to Storage Integration a preliminary San Request Form when the P2P is created for the server.  If the request is less than 500 gb a preliminary request is NOT required.

*****The above is a change to what we’ve been doing for the last couple of months.  ****
***The SAN Request form can be obtained from the below link.  

http://san.ny.ssmb.com/Regional/NYC-Rutherford.htm
2. The Integration group will use the preliminary san request form in the Integration planning phase and make recommendations to the requestor regarding any needed adjustments for the request.
3. The SA will create the TAS entry noting storage requirements.  If the SAN requirement has special requirements (ie. Clustering, non-standard lun sizes, quorum device required, special project such as an E25K, etc.), a SAN Request should also be submitted to give more detailed requirements.  At this time the WWNs are still required as part of the TAS/SAN request process.
****The above is a change to what we’ve been doing for the last couple of months.***
**If the request is added to the 10-day report (ARS) PLEASE check off the “Storage Required” box.  We use this field to scan for storage requirements in ARS..***
**ARS currently (2/7/05) is only used for new server allocations.  There’s no need to add an entry to ARS if you’re updating an existing server.”
4. Hardware arrives and each server is associated to the TAS entry by the Hardware Delivery group and System’s Admin group. This commences the 10-day tracking. 
5. The Hardware Delivery group updates and distributes the “racked/stacked” report indicating the server is racked.  The “infrastructure” tab in TAS is being investigated to eventually replace the report.  
6. The SA initializes and configures the server and the HBAs.
7. Storage Integration forwards any approved (final) SAN Request forms/TAS Requests to Storage Management



8. DSM checks ConfigDB (cfgdb) for Solaris hosts to verify the host is ready, the HBAs have been installed as indicated on the SAN Request form, and that the firmware/driver/software versions are at proper levels.
9. Storage Management Reviews the Rack/Stack report to verify the server is on the floor and also verifies an approved San Request form exists and that the “Integration” tab has been checked off.  Once the above verifications are done, a request to run fibre will be sent to the hardware group for approved servers.  This will be done multiple times a week (as needed).  


10. The Hardware group will scope out the datacenter and verify that each server on the fibre request is racked and has the sufficient number of HBA’s as listed on the fibre request.  Any exceptions will be identified back to Storage Management for follow-up with the System’s Admin group.  Storage Management will update the 10-day tracking report with the type of delay.

11. The Hardware Group will determine the HBA ports to connect to from the fiber request sheet and will send Storage Management the updated fibre request spreadsheet to contain the switch and ports selected for each HBA by server.

12. Storage Management will validate the switch logins agree with gethbainfo and/or config/db.  


13. Storage Management will then schedule assignment of storage to occur on the next scheduled SAN provisioning day (Monday-Friday).

14. Storage Management will create and distribute updated sd.conf and fcp-bind statements (for update to lpfc.conf) to the Systems Administrators.  For some sites this information is provided via the Storage website.  For others, such as Solana, we coordinate with the SA.  In the future all will be on the Storage website.  For now, the current processes will not change.

15. Storage Management will check off the “San Storage Management” tab in TAS.

16. Storage Management will update the 10-day report with the provisioning completion date.
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