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Introduction 

1. PURPOSE (WHY) CSB GENERAL DESCRIPTION 1.2
· The purpose of this document is to define the procedures used by GSMG Storage Management SAN team, in line with corporate policy and requirements standards, defined in CITMP Level 1 and Level II documents related to information security.

2. Policies and Standards
· Copies of the relevant policies and standards may be found at the following locations:

· Citigroup Information Technology Management Policy (CITMP): http://www.citigroup.net/citmp/

· Citigroup Information Security Standards: http://www.citigroup.net/ciso/doc/standards.doc

· Citigroup TI Information Security Standards Level II: http://www.citigroup.net/citmp/
· SAN entitlements / access privileges are reviewed for applicability on a semi-annual basis, which is commensurate with CITMP Policy.
3. Persons AFFECTED (WHO USES THE PROCEDURE)
· EMC support personnel
· This affects Distributed Storage Management Group and its team members.
· Authorized Business Aligned System Administrators supporting Citigroup Technology Infrastructure with Standard Operating Environment (SOE) Title headings highlighted in BLUE reference the Secure Build Document.
4. Definition of procedure terms Terminology, Conventions and assumptions 1.4
· Connectrix Manager – software control environment used to display and update the McData SAN Switch environment. 
· Authentication data – Passwords, pin’s private cryptographic keys, shared keys one-time use dynamic or pre-expired passwords or public keys.
5. RESPONSIBLITIES (Major Areas of Responsibility) Audience and Responsibilities 1.3
· Identify the major responsibilities of all roles referenced in the procedure.  The person(s) or department responsible for ensuring compliancy to the policy is listed first. 

6. PROCEDURE (WHAT & WHEN & WHO PEFORMS THE PROCEDURE STEPS)

· Provide systematic instructions for the procedure.  Identify any hand-offs, deliverables, or interactions.  Identify the time and time zone (as necessary) when a procedure step is to be completed.  Refer to the attached Network Platform Standard Change Request procedure for an example of the format and documentation standards for this section.

	
Responsibility
	Task Description

	1. Information Ownership 

1.1 Identification
	1.1
	Businesses will designate Information Owners, in writing, for Citigroup Information under their control.  

	1.2 Information Classification
	1.2
	The Information Owner will classify Citigroup Information under their control as one of the following Information Classifications:

· RESTRICTED

· HIGHLY CONFIDENTIAL

· CONFIDENTIAL

· INTERNAL

· PUBLIC

	1.3 Information Criticality And Environment
Risk criticality 2.1

Define Secure Build Criticality 
	1.3.1
	Each business will identify:

The Criticality of each Significant Information System or Process managed by the business.

	(This statement is available in the baseline document)
	1.3.2
	Instances where the Information System or Process does not comply with the ISP&S.

	(This statement is available in the baseline document)
	1.3.3
	The people, process, and technology vulnerabilities that could cause the Information System or Process to be compromised, damaged, tampered with, or otherwise impaired.

	Threat Scenarios 2.13

(This statement is available in the baseline document)
	1.3.4
	Appropriate threat scenarios based on these vulnerabilities and instances of non-compliance to document the various inherent risks to the asset.  

	(This statement is available in the baseline document)
	1.3.5
	Security action plans to mitigate the risk associated with instances of non-compliance or with Information Systems or Processes identified as High or Medium Risk.  For every CTI system, process, and infrastructure component, the CTI owner will execute the appropriate information security review process (ISRP) upon introduction of the system, process, or component to the CTI operating environment.  CTI systems owners will follow the business system ISRP, which includes procedures for completing assessments for criticality, business compliance, and technology compliance.  In addition, CTI system owners must prepare threat assessments and residual risk acceptances where necessary.

	1.4 Information Process and Forms

(This statement is available in the baseline document)
	1.4
	Each business will follow the information security risk management process and forms specified by the ISLC.  

All GSMG Storage Management SAN functions will utilize the appropriate process and forms specified by the ISLC.

	1.5 Security Level Specification
Inventory location 2.2

TRAM/CAP/RA References 2.3

Distributed Storage Management administers all relevant information and documentation.  Members handle documents with the care required for their security classification.


	1.5
	Each business will ensure that an inventory is maintained of all Information Systems and Processes under their control.  The inventory will specifically identify the Information Owner, Information Classification, Criticality level, Risk level, and Infrastructure Security Classification. 

Procedures: 

1. All documentation kept by DSM is classified as Internal.

2. All documentation is stored on Network Appliance filers with RAID data protection in the filer and data replication to a secondary filer in a separate data center.

3. In addition, regular snapshots are taken of the folders and they are regularly backed up to tape.  This assures the required documentation is always available.

4. Documentation for can be found at \\nasrut116\TechGroup\390 Opersys\SAN.  Except as noted, the following documents can be found either in their own subdirectory, or in the subdirectory Docs.
Documentation used by the Distributed Storage Management Group includes:

· Symmetrix Cover Sheets - detailing information about each installed Symm

· Scanned Servers - detailing each host’s SAN connectivity and Storage information

· Scanned SRDF_BCV Tests - requests for all SRDF/BCV split tests

· PCMs - Level 3 procedures for tasks performed by DSM

· Target_LUN breakdown sheets for each Symm - detailing each LUN in a Symm and its assignments

· Target_LUN Info sheet - detailing all Target/LUN assignments to each host as executed.

· SuperMap sheets for each SAN - detailing every Symm device, their mappings in the Symm, and host assignments

· SAN Remaining Capacity - detailing capacity remaining in each Symm.

· Sanqueue sheets - detailing all host information and their basic storage information.

· San-request sheets - detailing zoning/masking change requests



	1.6 Information Systems Inventory
	1.6
	Each Technology Manager (TM), working with their designated Citigroup engineering and operations groups, must ensure that: 

1.6.1 The Infrastructure Security Classifications for their     environments are specified and documented.

1.6.2 The Citigroup Infrastructure managed by the TM meets or exceeds the Class C Infrastructure Security Classification.

1.6.3 The infrastructure of any business that is connected to the Citigroup Infrastructure managed by the TM meets or exceeds the Class C Infrastructure Security Classification (any network that does not meet the minimal classification requirements must either be logically partitioned from the Citigroup network, or physically disconnected).

1.6.4 Appropriate working practices to achieve compliance with the ISP&S are implemented.

	2. Identification and Authentication

2.1 Authentication of User

(Responsible Sites)

Rutherford,

 390G, 

Solana,

 South Dakota, 

Silver Springs,

 Weehawken
	2.1
	All Citigroup technology platforms will authenticate the identity of users (including other systems accessing these platforms) prior to initiating a session or transaction, unless the user is entitled only to read INTERNAL or PUBLIC data on these platforms. 

Procedure:
1. Login to SOE Control Workstation 

2. Login to Connectrix Manager as an Administrator

3. Launch the Connectrix Manager Java Client.

	2.2 “User ID”

User ID’s are created for each user and managed in Connectrix Manager.
(Responsible Sites)

Rutherford,

 390G, 

Solana,

 South Dakota, 

Silver Springs,

 Weehawken
(Responsible Sites)

Rutherford,

 390G, 

Solana,

 South Dakota, 

Silver Springs,

 Weehawken
	2.2
	All users will be identified to the technology platform by a:

2.2.1 Unique User ID.
Procedure:
1. Login to SOE Control Workstation 

2. Login to Connectrix Manager as an Administrator

3. Launch the Connectrix Manager Java Client.

4. Navigate the menu as Configure(Users.
5. Click on New and enter user ID.

       2.2.2   Method of authentication enabling unique identification of                          

            The user e.g., a static or dynamic password, public key, 

            Biometric or other authentication mechanism. 

· Authentication will be determined by a static password.  The user will be reminded on a monthly basis to change their password.   

      Procedure:
1. Login to SOE Control Workstation 

2. Login to Connectrix Manager as an Administrator

3. Launch the Connectrix Manager Java Client.

4. Navigate the menu as Configure(Users.
5. Click on New and enter user Password and Confirm Password

	2.3 User ID Accountability
	2.3
	Users are accountable for all activity associated with their User ID and password.

	2.4 Static Password
	2.4
	Static passwords will:

2.4.1 Never be shared, made known to others or written down.

· Users are asked not to share account information and are to use only the accounts that they are assigned.

2.4.2 Never be displayed on the screen in clear text (with the         exception of one time use password resets)

· The account login process for Connectrix Manager does not display passwords in clear text.

	2.5 Static Password Length/Composition
N/A in the DSM Environment


	2.5
	PINs may be used as the sole method of authentication to access Information Systems only if the PINs are:

· Required by local laws or regulations or by rules adopted by self-regulatory bodies (for example, central banks, or payment associations with which Citigroup is associated).

· Necessary to meet physical device constraints (for example, keypad, telephone, smart card). 

· Used for Medium or Low Criticality consumer applications.

PIN’s are not used to access Connectrix Manager locally.  Remotely however, a secure card system is employed which provides the user with a random alphanumeric number every 60 seconds.

	2.6 PIN Requirements

The Connectrix Manager application identifies and authenticates users. The

application maintains its own user and password database. A built-in

“Administrator” ID is provided, which should not be used by the support staff for

day-to-day needs. The password for the “Administrator” ID should be secured.

The SAN IS product TRAM documents several gaps in the Connectrix Manager

product. To compensate for these gaps, the Connectrix Manager client

application should be installed on a SOE server, so that users first identify and

authenticate to the SOE server.


	2.6
	User IDs associated with a static password must be disabled after not more than six (6) consecutive failed login attempts.

Quarterly Connectrix Manager Password Update Procedure

Reference the listing of ID’s for Connectrix Manager.

Reference the example email for password updates noted below.

Send the email to the distribution reminding those with administrative access to change their passwords.  

For all others they will have to request their passwords be changed.  The email will designate a contact with administrative access.  

Example email:

Connectrix Manager User,

As a Connectrix Manager user for “xxx” SAN, compliance regulations require you to change your password quarterly.  If you are an administrative user, you must login and change your password.  If you have read or operator access, contact the Distributed Storage Management On-call person as documented in the DCGDSM Info-Man record.  The On-call person has administrative access and will change your password.  All passwords must be at least 6 characters in length and contain alphanumeric characters.  Please execute this change by “mm/dd/yyyy.”

Thank You.



	2.7 User ID Disabling 

The periods selected will be commensurate with the criticality of the Information System.

The business may waive the requirement for changing static passwords and disabling User ID’s for customer access to Information Systems, if the business periodically reminds its customers that manually changing their passwords provide greater security.
	2.7
	The business will implement a documented process to ensure that all static passwords are changed on a periodic basis and that User IDs are disabled after a stated period of inactivity.  

· The user will be prompted via e-mail that his/her account needs to be reactivated if not used for a specified period.  If that time elapses, an Infoman Record will have to be created and approved by GSMG in order to create/enable the account.

Procedure:

1. Go to Global Infoman Change Management Website http://ccqa.del2.us-de.citicorp.com:8002/
2. Click on Production 

3. Under Function select Change Management

4. Click GO for Create Parent Record 

5. Under Group ID select DCGDSM (Storage Management Group approver class ID)

6. Under Change Type select Software 

7. Fill out sections with detailing Password change request.


	2.8 Inactivity Disabling
Vendors of the GSMG do not require nor have access to the Citigroup Global Network.
	2.8
	Dynamic passwords or digital certificates will be used for non-customer remote access to the Citigroup global network and for administrative access to routers and firewalls.

	2.9 Remote Access Password/Digital Certificate

N/A in the DSM Environment
	2.9
	Information Systems that use dynamic passwords or digital certificates will use ISLC approved authentication services to validate the password or certificate.

Access to Connectrix Manager is a dual-stage process. First the user must have an account on the Control Workstation, which uses SSH Authentication. Once connected the user can only execute limited command. The Administrative level requires root access, which is authenticated via SCSU.



	2.10 Dynamic Password & Digital Certificate Validation

N/A in the DSM Environment

Functional IDs Controls 6.2.4
	2.10
	Functional IDs are exempted from the restriction on sharing passwords, the requirements for a unique User ID, the disabling of passwords after six (6) failed attempts and the periodic changing of passwords.

· While our vendors use functional IDs, this process cannot be procedural because the products do not support this functionality.


	3. Authorization

3.1 Access Control

 Authorization and Access Control 6.4

(Responsible Sites)

Rutherford,

 390G, 

Solana,

 South Dakota, 

Silver Springs,

 Weehawken

(Responsible Sites)

Rutherford,

 390G, 

Solana,

 South Dakota, 

Silver Springs,

 Weehawken


	3.1
	Businesses will implement access controls that: 

3.1.1 Are fully documented.

1. GSMG will create and maintain a document containing all parties that have access to Connectirx Manager. If a department or group needs access, an infoman record will be created requesting said access and then further approved by GSMG.

Procedures:

1. Go to Global Infoman Change Management Website http://ccqa.del2.us-de.citicorp.com:8002/
2. Click on Production 

3. Under Function select Change Management

4. Click GO for Create Parent Record 

5. Under Group ID select DCGDSM (Storage Management Group approver class ID)

6. Under Change Type select Software 

7. Fill out sections with detailing Password change request.
3.1.2 Are auditable.

2. Once an access type has been determined based on the individual or group requesting access and the related Infoman record has been approved. The users activity can then be viewed via the logs in Connectrix Manager

Procedure:

(All sites)

1. Login to SOE Control Workstation 

2. Login to Connectrix Manager as an Administrator

3. Launch the Connectrix Manager Java Client.

4. Navigate the menu as Configure(Logs.
5. Logs displayed are Audit, Event and Session.
Ensure that users are given only those privileges and       entitlements necessary to perform their function.

· ADMIN ACCESS – GSMG will have full read / change access to Connectrix Manager allowing this group to mange and maintain the switched SAN environment.
· OPERATOR- Operator access wills only permit users with this access level the ability to READ but cannot make changes. Most support groups will have this level of authentication e.g. Hardware Planning and EMC.
Procedure:

1. Login to SOE Control Workstation 

2. Login to Connectrix Manager as an Administrator

3. Launch the Connectrix Manager Java Client.

4. Navigate the menu as Configure(Users.
5. Select a User name to review

6. Click Modify to Add/Remove user rights

	3.2 Alternative Access Controls

Maker/checker, reconciliation, and audit log review 2.4

This Procedure is preformed by GDSI

(Global Distributed Storage Integration)
	3.2
	Where access controls are not possible or are prohibitive control may be implemented through the use of audit trails and reconciliation processes.
 Checker procedure – Change record follow up

1. Login to the Info-Man change system

2. Obtain a listing of changes executed since 8 am the prior normal business day.  So if it’s a Monday, or the day after a holiday, reference all changes since 8 am of the last business day.

3. Review the change and the equipment/software affected.  

4. Login to the applicable server/SAN environment and review the affected components.  

5. Verify that the environment is consistent with the change reflected in the change record.

6. If audit logs are available, such as those used for Connectrix Manager, verify the logged changes are consistent with the change documented in the change record.

7. Any changes not implemented as documented should be documented and saved in “\\nasny06\Global_Storage_Mngmt\Distributed Storage Management (Bill Smith)\Compliance Evidence\CheckerExceptions\”.  The information needed will include the applicable change number, the environment or SAN affected, when the change was scheduled vs executed and what part of the change was not consistent with what was documented in the change record.

8. A copy of the documentation should be sent to the Distributed Storage Manager for review and follow-up.

9. The Distributed Storage Manager will review and take applicable action.

10. Depending on what applicable action is required the results will either be noted in the results document or at a minimum note that the applicable parties were followed up with.



	3.3 Security Commensurate to Criticality
File System Access Controls 6.4.2

N/A in the DSM Environment
	3.3
	Businesses will protect all Information Systems and Processes from unauthorized access and will secure them using security products, functions or processes commensurate with the Criticality of the Information System or Process, the Information Classification and the Infrastructure Security Classification. This requirement includes non-production environments such as test and development systems.

	3.4 Entitlement Tracking
	3.4
	Access entitlements will be traceable to the User ID and assigned owner.

	3.5 Entitlement Reviews
Entitlement Reviews 6.4.1

The Distributed Storage Management Area Manager will execute this procedure.

(Responsible Sites)

Rutherford,

 390G, 

Solana,

 South Dakota, 

Silver Springs,

 Weehawken


	3.5
	The business will implement a documented process to review and verify user entitlements at least semi-annually.

Procedures:

1. Connectrix Manager Logon to SOE access server at each site.

2. Launch the Connectrix Manager Java Client.

3. Navigate the menu as Configure(Users.
4. Capture the screen-shot as evidence of this entitlement review to the GSMG Share folder: \\nasny06\Global Storage Mngmt\Distributed Storage Management (Bill Smith)\Compliance Evidence\Entitlement Review\.
5. Compare approved ID / Entitlement listing for Connectrix Manager with actual defined UIDs.

6. Review Entitlements for applicability to job function based on the approved ID / Entitlement listing.

7. Reconcile any / all discrepancies and escalate all discrepancies to management as necessary and ensure all discrepancies are followed up and documented as appropriate.  Any / all exceptions must be approved by management and documented in the approved ID / Entitlement list.

8. File evidence of entitlement review as “GSMG – Distributed Storage Mgmt Entitlement Review – Connectrix Manager – fabricname – yyyy-mm-dd.doc” under the GSMG Share folder: \\nasny06\Global Storage Mngmt\Distributed Storage Management (Bill Smith)\Compliance Evidence\Entitlement Review\.
9. SOE Access Server(s) (Wintel – CGTI)

10. Execute Entitlement capture script “e-review.cmd”
11. Capture the script output file as evidence of this entitlement review to the GSMG Share folder: \\nasny06\Global Storage Mngmt\Distributed Storage Management (Bill Smith)\Compliance Evidence\Entitlement Review\.
12. Compare approved ID / Entitlement listing for SOE Access Server with actual defined UIDs.

13. Review Entitlements for applicability to job function based on the approved ID / Entitlement listing.

14. Reconcile any / all discrepancies and escalate all discrepancies to management as necessary and ensure all discrepancies are followed up and documented as appropriate.  Any / all exceptions must be approved by management and documented in the approved ID / Entitlement list.

15. File evidence of entitlement review as “GSMG – Distributed Storage Mgmt Entitlement Review –Wintel – hostname – yyyy-mm-dd.doc” under the GSMG Share folder: \\nasny06\Global Storage Mngmt\Distributed Storage Management (Bill Smith)\Compliance Evidence\Entitlement Review\.
16. SOE Access Server(s) (Unix - Solana / 390 / Rutherford)

17. Logon to SOE access server at each site.

18. Execute Entitlement capture script “e-review.sh”
19. Capture the script output file as evidence of this entitlement review to the GSMG Share folder: \\nasny06\Global Storage Mngmt\Distributed Storage Management (Bill Smith)\Compliance Evidence\Entitlement Review\.
20. Compare approved ID / Entitlement listing for SOE Access Server with actual defined UIDs.

21. Review Entitlements for applicability to job function based on the approved ID / Entitlement listing.

22. Reconcile any / all discrepancies and escalate all discrepancies to management as necessary and ensure all discrepancies are followed up and documented as appropriate.  Any / all exceptions must be approved by management and documented in the approved ID / Entitlement list.

23. File evidence of entitlement review as “GSMG – Distributed Storage Mgmt Entitlement Review – Unix – hostname – yyyy-mm-dd.doc” under the GSMG Share folder: \\nasny06\Global Storage Mngmt\Distributed Storage Management (Bill Smith)\Compliance Evidence\Entitlement Review\.

	3.6 Change in Status Access
See Baseline section 3.6
	3.6
	The business/technology manager will document and implement a process to ensure access rights reflect changes in employee and External Provider status. 

	Accountability 6.6

Distributed Storage Management- Update/remove access entitlements for Connectrix Manager, review logs to review changes made while vendor had administrative access.
	3.6.1
	Each business/technology manager shall be responsible for the access rights of employees and external providers under their control. Required changes to issued access rights due to transfers and changes in job functions shall be formally communicated to the security administration function within 24 hours. The communication shall identify the access rights that need to be amended and the actual date when they are to be amended

Procedure:

1. EMC contact Operations, or Distributed Storage Management (DSMG) on-call,  with request to update entitlements to “administrative level” access.  Request should provide a valid reason for the additional entitlements, a change or problem ticket number and an expected duration that the access will be required.

2. DSMG on-call login to Connectrix Manager and update EMC ID with Administrative level access.

3. EMC notify DSMG on-call that they have completed their activity.

4. DSMG on-call login to connectrix manager andsubstitute operator level access for the administrative access.

5. DSMG on-call review connectrix manager logs to ensure only authorized changes were made.

6. DSMG on-call notify DSMG Management of any unauthorized changes.

7. DSMG on-call document in an email the associated problem ticket/change record number, along with the results of the log review, and send to the DSMG Manager.

8. DSMG on-call cut and paste a copy of the email into a word document, naming it CMEMCmmddyy (mmddyy being month/day/year), and saving it in directory  //nasny06/global_storage_mngmt/distributed storage management (Bill SMith)/compliance evidence/conn mgr. 



	
	3.6.2
	Managers must notify security administration within 24 hours of employees or External Provider no longer working for Citigroup.

Citigroup security notification of change in status of employee

1. Once a change in status is noted information security should be emailed at “XXXXXX” with the employees name, social security number and applicable SOE Id.  This notification should take place within 24 hours of the change in status.  

2. Immediate disablement of Citi VPN or other dial up access should occur.  The employee’s SOE ID, Connectrix Manager Ids and other applicable system Ids should also be disabled immediately.

3. Within 7 days the team manager will verify that the following ids have been disabled. 

A. SOE id

B. Infoman id

C. GPMS id (if applicable)

D. Remedy id (if applicable)

E. CITI-VPN access

F. Tarantella access (if applicable)

G. Connectrix Manager Access

H. Any applicable ids on systems/applications that do not use SOE ids.

I. E-Workflow id

4. All results should be documented and kept by the team manager for a period of 1 year.



	Please see section 3.6.2
	3.6.3
	Access rights will be changed by the security administration function within 7 days of being notified of a change.

	Please see section 3.6.2
	3.6.4
	Notification to the security administration function and subsequent changes to access rights must be completed in Class A+ infrastructures before the employee or External Provider is notified of the change in status.

	3.7 Banner Text
Banner Page 6.8

N/A in the DSM Environment
	3.7
	The Legal Department approved banner text, when supported by the operating system or application, will be displayed at all system entry points where a user initially signs on.

	3.8 Remote Access
N/A in the DSM Environment
	3.8
	Remote access to Information Systems will be protected from unauthorized use.  In particular, all remote access is prohibited on any Information System connected to the Citigroup global network, except:

	N/A in the DSM Environment
	3.8.1
	Over ISLC approved remote access systems or



	N/A in the DSM Environment
	3.8.2
	Where documented and explicitly approved in writing by the business head, the Business Information Security Officer and 

· The Technology Manager and Technical Information Security Officer for remote access to Class C Infrastructure or
· The Senior Security Officer for remote access to Citigroup Infrastructure classified higher than Class C.

	3.9 Information Storage
N/A in the DSM Environment
	3.9
	Confidential, Highly Confidential and Restricted Information must only be stored on Citigroup owned and managed devices or on vendor owned devices that are subject to a contract that is compliant with Citigroup policies and standards.

	3.10 ISLC Remote Access

	3.10
	If a business permits employees to access the Citigroup global network remotely from home PC's or other employee owned devices, the business must communicate to each employee that access must be conducted only over ISLC approved remote access systems.

	3.11 Information Restriction


	3.11
	Unless approved in writing by the Senior Security Officer, the business will take appropriate steps (including technical solutions and training and awareness programs) to ensure that:

3.11.1 Wireless local area networks (WLAN's) and other wireless devices must not be connected to the Citigroup global network.

3.11.2 Employees do not access external Internet email accounts from the Citigroup global network.

3.11.3 Employees do not use instant messaging, peer-to-peer networks or other Internet collaborative tools to transmit or store Citigroup Information beyond the Citigroup global network.

	3.12 Employee Awareness
	3.12
	The business, as part of its periodic employee information security awareness program, will ensure its employees are aware of and understand that:

3.12.1 The use of home or public WLAN’s for remote access to the Citigroup global network is not permitted unless the remote connection is made through a virtual private network (VPN).

3.12.2 Only Public and Internal Information may be stored on employee owned devices (for example, home computers, personal digital assistants, mobile Internet and email appliances, etc.).

	3.13 Inactive Network
	3.13
	The business shall be responsible for the network connections under their control and will document a procedure to inform their technology support function within 24 hours of network connections becoming inactive.

	3.14 Connection Disabling
	3.14
	Technology support functions will disable inactive connections within:

3.14.1 Twenty-four hours of formal notification from the business if 

The connection is in an area accessible by the public.
3.14.2 Seven days of formal notification for connections that are not assigned to any individual and that are located in unlocked offices, common areas, conference rooms and other locations where the business does not restrict access.

3.14.3 Thirty days of notification for any connection assigned to a specific individual.



	3.15 Device Approval
	3.15
	Only Citigroup owned and managed devices or vendor devices that comply with these Standards and are supervised and authorized by the business may have direct access to the Citigroup global network.



	4. Confidentiality and Integrity

4.1 Citigroup Ownership

Confidentiality and Integrity 6.3
	4.1
	Businesses will inform all users of Information Systems or Processes (in particular e-mail and voice mail system users) that all information stored, transmitted or handled by these systems or processes is the property of Citigroup and that this information may be reviewed and monitored for administrative, security and other lawful purposes.

	4.2 Protection of Citigroup Media/ Information
	4.2
	Businesses will protect Citigroup Information regardless of the media upon which it is maintained.  This Standard applies, but is not limited to, the following types of media upon which information is contained, recorded or stored: cards, cassette, CD, check stock, diskette, hard copy output, magnetic disk, magnetic tape, microfilm, microfiche, optical disk or paper documents.

	4.3 Encryption
Encryption 6.3.2

Encryption Algorithms Used 6.3.2.1


	4.3
	Subject to the exclusions specified in Appendix A, all Citigroup Information that is stored or transmitted in an electronic format will be encrypted. If encryption is not required, the business must still protect the Citigroup Information from unauthorized access.

 The following statement has been approved for Info Sec Process TRAMs, key control 4.3:

Not applicable.  CTI infrastructure is class "C" and encryption is not required for information rated lower than highly confidential.   GSMG only provides the storage facilities; the content of this information is unknown to GSMG.  Encryption is the responsibility of the business or user who is transmitting or storing the highly confidential or higher rated information.

	4.4 Clean Desk Policy


	4.4
	Each business unit will develop, document and enforce a clear desk program that protects all RESTRICTED, HIGHLY CONFIDENTIAL and CONFIDENTIAL information stored on any media from unauthorized access.

	4.5 Destruction of Information
	4.5
	RESTRICTED, HIGHLY CONFIDENTIAL and CONFIDENTIAL information at the point at which the information is no longer useful to the business plus any additional period of retention required by law, regulation or contract will be destroyed in a manner commensurate with the level of threat to the information.

	4.6 Anti-Virus
Virus Protection 6.3.1

See Baseline section 4.6


	4.6
	ISLC approved anti-virus products will be installed, updated and maintained on all personal computers and on all LAN servers, mail servers and other devices that store content received from external sources (provided that an ISLC approved anti-virus product is available for the device).

	4.7 Patch Management
Businesses/technology will:
	4.7
	4.7.1 Only run operating systems and software that are currently supported by an approved vendor or have an active and appropriate release of patches and configuration updates available to address security issues, 

4.7.2 Apply all approved security patches and configurations within the time periods specified by the Vulnerability Threat Management Process.

	4.8 External Provider
See Baseline section 4.8
	4.8
	Each business shall ensure that External Providers that process, manage or access Confidential, Highly Confidential or Restricted Information comply with the applicable sections of the Citigroup Information Security Standards, and the business’ information security practices and procedures. For those External Providers that process, manage or access Internal or Public Information, compliance may be achieved through the use of a Citigroup legal counsel approved non-disclosure agreement or other provisions that limits disclosure of the information to authorized parties. 

	5. Security Incident Detection and Response

5.1 Incident Response Team
Incident Response and Intrusion detection 6.5
	5.1
	Business management in conjunction with Compliance, Information Security, Corporate Security and any other relevant security functions, will develop, document and ensure compliance with the Citigroup Information Security Office (CISO) Security Incident Response Team (SIRT) process.

Security Incident Response (SIRT) Procedure 

1. Upon detection of a possible incident the below noted information should be captured in an email and sent to the Global Storage Management (GSM) BISO.  Upon submission of the information a follow up call should be placed to the BISO to ensure they know the issue is awaiting their review.

A. Examples of Incidents:

I. Loss of confidentiality

II. Destruction of data

III. Loss of system integrity, system degradation or denial of service

IV. Loss of data integrity

V. Unauthorized use of corporate resources

VI. Fraud

VII. Other intrusions

2. Upon receipt of a SIRT incident the GSM BISO will review the incident, evaluate the impact and determine the appropriate course of action. 

Summary of information that should be supplied:

1. Date of incident

2. Incident location (including country)

3. Business(s) affected

4. Company

5. Summary of incident – Who, What, Where, When and How…Be as specific as possible

6. Explanation of how incident was detected.



	5.2 Audit Trail and Violation Response
Auditing 6.61
	5.2
	Businesses will ensure that all Information Systems that store Citigroup Information use audit trails to log and report: 

5.2.1 All attempted violations of system security.

5.2.2 All significant events relating to security and system administration, financial transactions and customer information. 

The level of audit trail reporting shall be commensurate with the Criticality of the Information System.

Please see Procedure section 5.3 

	5.3 Audit Trail Review
Turning on auditing, selecting auditing events 6.6.1.1
	5.3
	Businesses will ensure that audit trails are reviewed on a periodic basis that is commensurate with the Criticality of the Information System. Any suspicious activity shall be acted upon immediately.  The review process must be segregated to ensure the reviewers do not review their own activity.

Connectrix Manager Audit Log weekly Review Procedure

1. Sign into Connectrix manager.

2. Select “Logs” then “Audit Logs”.

3. Review audit log for any unauthorized activity

4. Select “Logs” then “Session Logs”.

5. Review session activity for any unauthorized or otherwise suspicious user activity.

6. Repeat procedure for all Connectrix Manager environments.

7. Follow up on any unauthorized/suspicious activity.

8. Document all results and save in \\nasny06\global_storage_mngmt\distributed storage management(Bill Smith)\Compliance Evidence\Audit Log Reviews.  The file name should be something like “LRmmddyyyy” with mmddyyyy being the date the review was completed.



	6. Administration

6.1 Job Applicant Background Check
Self assessment procedures 2.5
See Baseline section 6.1
	6.1
	Businesses will ensure that appropriate background and reference checks are performed on all Citigroup staff (that is, job applicants who have accepted a job offer and External Providers) that performs security-related functions or who are granted highly privileged access (for example, system administration, database administration, change control or supervisor status) to Citigroup Information. 

	6.2 IS Review
See Baseline section 6.2
	6.2
	Each business will incorporate an Information Security Review Process into their processes and procedures for the selection, development and implementation of applications, products and services in order to ensure compliance with these Standards. 

	6.3 No IS Administration Conflicts
See Baseline section 6.3
	6.3
	Any individual assigned to the role of Information Security Administration must not perform transactions that conflict with this role.  Specifically, they must not initiate, program, process or authorize business transactions.

	6.4 Segregation of Duties

Separation of Duties: System and Security Administrator Configuration 6.4.2

See Baseline section 6.4
	6.4
	Commensurate with the criticality of the Information System:

6.4.1 Systems administration and security administration functions must be segregated to provide separation of duties for the same system.

· Currently in a development mode, access control users are required to log into a SOE Win2k server on a private network before logging into the SAN administration tools.

6.4.2 Administrative actions (for example, adding/deleting users, changes to entitlements/ passwords) require an independent verification or maker/checker process.

	6.5 Security Administration Outsource
See Baseline section 6.5
	6.5
	The Information Security Administration function must not be outsourced unless approved by the business head and their ISLC representative.

6.7.1 If outsourced, a documented process must be implemented to manage vendor activity in compliance with the Citigroup policies and standards.

	6.6 Security Configuration
See Baseline section 6.6
	6.6
	Each business will implement a process to ensure that all security functions, products, tools and services are configured to meet these Standards and that all default access capabilities are removed, disabled or protected to prevent their unauthorized use.

	6.7 Information Security Review
See Baseline section 6.7
	6.7
	At least annually, each business shall: 

6.7.1 Review its information security practices and procedures for compliance with the Information Security section of the CITMP and these Standards. The review will assess the adequacy of these practices and procedures based on changes in their processes, technology, business responsibilities, the sensitivity of customer or corporate information and the risks that may threaten this information. 

6.7.2 Review whether any Compliance Questionnaires, Information or Infrastructure Security Classifications, Criticality Assessments or Residual Risk forms (including Threat Scenario Forms) should be modified based on such changes.



	7. Training and Awareness

7.1 Introductory Training


	7.1
	Each business shall develop and ensure that all employees, contractors, and temporary staff that are new to Citigroup or who have a significant change in job responsibility, receive training on the information security related aspects of their job function within 90 days of their hire date.

	7.2 ISLC Training
See Baseline section 7.2
	7.2
	Each business shall ensure that all employees, contractors, and temporary staff who are:

7.2.1 Web software developers, customer service staff or information security officers attend annually a ISLC sponsored or approved Information Security training program specific to their function.

7.2.2 Systems administrators and security administrators, who manage or support Citigroup information systems, receive an ISLC approved training course at least every 36 months.

	7.3 Ongoing Awareness
See Baseline section 7.3
	7.3
	Each business shall ensure that all employees, contractors, and temporary staff: 

7.3.1 Annually view an ISLC sponsored or approved IS Overview Webcast, Employee Guide, video or other material on Information Security. 

7.3.2 Annually receive business developed awareness material on the information security related aspects of their job function.

	8. Vulnerability Assessments

8.1 Internet Vulnerability

	8.1
	All businesses will ensure that all Citigroup products, services or applications, which use the Internet for connectivity or communications:

8.1.1 Undergo an independent ethical hack prior to the application or system going live.

8.1.2 Undergo a Vulnerability Assessment using security testing processes approved by the ISLC whenever updates are introduced into the production environment.

	8.2 High Criticality Application
See Baseline section 8.2
	8.2
	All High Criticality Internet Applications will receive two Vulnerability Assessments annually, of which one will be an independent ethical hack.

	8.3 Medium/Low Criticality Application
See Baseline section 8.3
	8.3
	All Medium and Low Criticality Internet Applications will receive an annual Vulnerability Assessment.

	8.4 Infrastructure
See Baseline section 8.4
	8.4
	Managers of technology infrastructures will ensure that an annual Vulnerability Assessment of their technical infrastructure is performed.

	8.5 High Risk Vulnerability

	8.5
	High-risk findings identified in the Vulnerability Assessment will be resolved before the product, service or application can go live or updates introduced into the production environment. The application or systems manager will maintain a record of all actions taken to resolve the high-risk findings.

	9. Cryptography

9.1 PKI
	9.1
	Businesses will ensure that all Information Systems use only ISLC approved Cryptographic algorithms, key lengths, key management and Security protocols.

	9.2 Digital Certificate
See Baseline section 9.2
	9.2
	Businesses utilizing digital certificates and public key technologies will utilize internal Certificate Authorities or ISLC approved external Certificate Authorities.

	10. Firewalls and Intrusion

10.1 Detection Systems External Internet

	10.1
	Businesses responsible for managing or maintaining internal Citigroup networks will ensure that: 

10.1.1 All external Internet Protocol (IP) connections to the Citigroup global network are protected by a firewall.

10.1.2 All external Internet connections to the Citigroup global network are monitored by a real-time intrusion detection system.

	10.2 ISLC requirements

N/A in the DSM Environment
	10.2
	Only ISLC approved firewalls, intrusion detection systems and security service providers may be used.

	10.3 Change Control

N/A in the DSM Environment
	10.3
	All configuration changes to Firewalls and IDS systems must be implemented through approved CITMP change control mechanisms.

	10.4 “Deny All”
N/A in the DSM Environment
	10.4
	Firewalls must be configured with a default “deny all” rule.

	10.5 Security Incident Response Team

N/A in the DSM Environment
	10.5
	When a suspicious Security Events occurs, a SIRT response must be generated and escalated through the defined SIRT process and procedure.

	10.6 System Alarm
N/A in the DSM Environment
	10.6
	All system alarms associated with a Firewall or IDS generated Security Event must be logged and archived daily.

	10.7 Security Event Response

N/A in the DSM Environment
	10.7
	Citigroup Firewalls and Intrusion Detection System management must have the capability to respond to a Security Event within 15 minutes of their occurrence 24hour by 7days per week.
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