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Purpose

This document establishes approved procedures for accessing and using Onaro’s SANScreen product and related entities within the Storage Area Network environment.  

1. Revision history

	Date
	Rev. No.
	Change
	Ref. Section(s)

	10/21/2005
	1.0
	New Procedure Drafted
	Not Applicable

	11/25/2005
	1.1
	Major Updates
	

	1/19/2006
	1.2
	Violations Section updated.
	

	4/24/06
	3
	Major updates:  

Screen shots inserts in some procedures.
Added section for accessing official doc.

Added section for handling HBA swaps.

Added additional steps in planning for automatic validation.

Added section for decommission of SAN host.

Added section for partial decommission of SAN host.

Added section for report generation.


	7.1 thru 7.10


2. Persons affected

These procedures apply to the Distributed Storage Management (DSM), and Distributed Storage Integration (DSI) and any other entities involved in using Storage Area Network components.
3. Policy
The policy of DSM is to ensure:

Onaro’s SANScreen product is utilized as required and according to approved processes within the Storage Area Network (SAN) environment and according to approved company policies.
Definitions
· SAN – Storage Area Network.

· HBA – Host Bus Adapter

· GK – Gatekeeper device which is used to communicate SCSI commands from the Control workstation to the EMC Symmetrix storage array.

· BIN – The configuration file which is applied to, or obtained from the EMC Symmetrix storage array.

· VCMDB – The LUN masking security database which resides within the EMC Symmetrix storage array.

· FA – Fibre Channel Adapter.  The host side interface for connecting to the EMC Symmetrix storage array.

· FICON – Mainframe Fibre Channel interface to the EMC Symmetrix storage array.

· ISL – Inter-Switch Link.  Used to connect 2 or more Fibre Channel directors or switches together so they form a network or “Fabric”.

· WWPN – World Wide Port Number.  A unique identifier used in the SAN environment to identify a fibre channel initiator or target.

· SYMCLI – EMC’s Solutions Enabler Command Line Interface.

· CM – EMC’s Connectrix Manager Graphical User Interface.

· Zone Set – A collection of SAN Zones which are activated as a whole group in a SAN.

· Zone – A collection of Zone members comprised of WWPN identifiers which permit communication between WWPN members.

· FTL – Floor Tile Location.

· SP – Service Processor:  A vendor supplied (usually) Computer or Laptop which is used to directly interact with hardware, sometimes using proprietary software and/or applications.

· Task – Also known as a plan.  A grouping of related actions within the SANScreen product.

· Action – A subtask within a given Task (plan).  These are very specific, low-level steps to perform within the SAN.

· Violation – A SANScreen term to denote a SAN path that fails to meet the established SANScreen policy for that storage device.

Responsibilities

These procedures are the primary responsibility of the Distributed Storage Management (DSM), but also relevant to the Distributed Storage Integration (DSI) team when invoking changes into the SAN environment.

Procedures

3.1 Launching SANScreen Explorer

The most error free way to launch the SANScreen Explorer is to use Remote Desktop to access the SANScreen server, then launch the product from the remote desktop.

1. Look up the SANScreen server that you want to work with using the table found in Appendix A.

2. Launch Remote desktop and supply the IP Address of the SANScreen Server.

3. Locate the desktop icon for SANScreen Explorer.  If you don’t see the icon, use this method:

a. From the “Start” menu,  select “RUN”
b. Type: http://localhost 

c. When the browser window opens, select “Client” from the Main Menu pane.

d. Click the SANScreen icon to launch the SANScreen Explorer (see figure 1)
e. You will then be prompted for your userid and password.

[image: image1.emf]


Figure 1 - Client launch using a browser.

As an alternative, you can use a browser from anywhere to launch SANScreen explorer, but the downside is the network performance when transmitting large amounts of statistical data from the server to the Explorer client.

1. Open a browser.

2. Look up the SANScreen server that you want to work with using the table found in Appendix A.

3. Type in the IP Address into the address bar of the browser.

4. You should be presented with the SANScreen “Main Menu”. 

5. Select the Client hyperlink.

6. Select the SANScreen screenshot to launch the Explorer, and supply you username and password.

3.2 Accessing the Official SANScreen Documentation

The SANScreen product has 2 documents in PDF format that can be referenced from within the product, or saved to an alternate location.  In case of any discrepancies, the version accessed within the product will supersede any saved versions.

The 2 documents provided with SANScreen are the “User Guide” and the “Admin Guide”.  This procedure outlines how to access these documents.  Please note that you must have access to the SANScreen product (i.e. a valid userid and password) to access the documents:

1. Launch SANScreen Explorer.  For help with this, click here.

2. Sign on with your userid and password.

3. Click the “Help” menu and select the User or Admin guide you want to reference.

4. A browser window will be started to view the chosen document.

5. If you want to save a copy of the document, click the File menu, then click “Save”.  You will be prompted for a save location.

Changing Passwords

You must use a browser to change your password.

1. Open a browser.

2. Look up the SANScreen server that you want to change your password using the table found in Appendix A.

3. Type in the IP Address into the address bar of the browser.

4. You should be presented with the SANScreen “Main Menu”. 

5. Select the “User Management” hyperlink.

6. You will be prompted for your old username and password.  If you don’t know it, you will need to have someone with “Administrator” authority reset your password.

7. To the right of your name you will find a hyperlink to change your password.  You may need to scroll right to see it.  Select it and follow on-screen instructions.

Creating a Plan to add SAN Storage to Existing host
For the most efficient plan process, we will create a plan:

a) Using a template.

b) Waiting until the host is logged into the switch(es).

1. Launch SANScreen Explorer.

2. From the left pane, expand the Validation group (if necessary) and select “Plans”.

3. Open the “Action” menu and select “Templates…” 
4. Locate the template called “Add SAN to existing host”, select it and click the “Generate Task” button.
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6. Fill in the “Task Name” field with hostname-TASK? (TBD).

7. Fill in the “Owner” field with your SOE ID.

8. Fill in the “Ticket #” field with the Infoman change record number.

9. Click the hyperlink next to the “Host:” field.  You will see a tree view of hosts in the bottom pane of the Explorer window.  Click the plus (+) sign and drill down to locate the host you are adding SAN storage to, and select it.

10. Click the hyperlink next to the “Storage:” field.  You will see a tree view of storage devices (arrays) in the bottom pane of the Explorer window.  Click the plus (+) sign and drill down to locate the storage array you will be assigning storage from, and select it.

11. Click the hyperlink next to the “Volumes:” field.  You will again see a tree view of storage devices (arrays) in the bottom pane.  Click the plus (+) sign and drill down to the disk devices (symdevs) you will be assigning to the host.  You can use the <CNTL> key to select multiple devices.

12. Locate and click the “<Storage Port>” hyperlink in the middle pane of the Explorer window.  You will have one hyperlink for each HBA connected to the SAN.  You will see a tree view for storage devices (arrays) in the bottom pane.  Drill down and select the FA that you will be mapping / masking the disk devices to.

13. Repeat step 11 for each storage port field in the middle pane.

14. Locate and double-click the “<Zone name>” hyperlink in the middle pane.  This will allow you to edit the field and supply the zone name that you will create.

15. Repeat step 13 for each zone name field in the middle pane.

16. Click the “Ok” button.

17. SANScreen will create a Task and associated actions based on available SAN data.  

18. Review the Action list and verify steps are accurate. 

19. When you are ready to implement your plan, Select the plan, click the Action menu, and select “State(Implementation”.  SANScreen will begin to validate your plan automatically.

20. Review the validated plan and resolve any issues.

21. To print the plan for execution, Select the plan from the Task List and click the Action Menu, select “Report”.

22. You will be prompted for your userid/password.  After you successfully sign in, you will be presented with an HTML report of your plan.  You can then print it by clicking the printer icon on the report. [image: image4.png]2 Task Report - Microsoft Internet Explorer
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Connect <br>&rbsp;-&rbsp; <b>Port</b> <b class="param"> 10:00:00:00:C9:4C:7A:85</b> of <b>Host CATMPO16C</b> to
<br>Eribsp;-&ribsp;<b>Port</b> <b class="param">fc11</b> of <b>Switch SMCF2E09</b>

Connect <br>8ribsp;-&rbsp; <b>Port</b> <b class="param">10:00:00:00:C9:44:EB:00</b> of <b>Host CATMPO16C</b> to
<br>Eribsp;-&ribsp;<b>Port</b> <b class="param">fc11</b> of <b>Switch SMCF1E09</b>

Add mapping: Alow access to <b>Volume=/b> <b class="param">002D</b> of <b>Storage </b> <b class="param">Sym-
80578</b> through <b>Port</b> <b class="param">FA-13B Port: 0</b> as <b>LUN</b> <b class="param">LUN</b>

Add masking: Alow access from <b>Host</b> <b class="pararm">CATMPO16C/b>, <b>Port</b> <b
class="param "> 10:00:00:00:C3:4C: 7A B5</b> to <b>Volumes</b> <b class="param"><b>002D=</b></b> of <b>Storage</b>
<b class="pararm">Sym-80578</b> through <b>Port</b> <b class="param">FA-138 Port: 0</b>

Add mapping: Alow access to <b>Volume=/b> <b class="param">002D</b> of <b>Storage </b> <b class="param">Sym-
B0578</b> through <b>Port</b> <b class="param">FA-4A Port: 0</b> as <b>LUN</b> <b class="param">LUN</b>

Add masking: Alow access from <b>Host</b> <b class="param">CATMPO16C</b>, <b=Port</b> <b
class="param"">10:00:00:00:C9:4A E8:00</b> to <b>Volumes=/b> <b dlass="param"><b>002D<b></b> of <b>Storage</b>
<b class="param"'>Sym-80578</b> through <b>Port</b> <b class="param">FA-44 Port: 0</b>

Add <b class="param"></b> <b>WWN 10:00:00:00:C9:4C:74:85</b> of <b>Host=/b> <b class="param">CATMPO16C< /b> to
<b>Zone</b> <b class="param">CATMPO16C-1</b> of <b>fabric SMCF2E07</b>

Add <b class="param"></b> <b>WWN 50:06:04:82:CCiB5:20:9C</b> of <b>Storage</b> <b class="param">Sym-80578</b>
to <b>Zone</b> <b class="param">CATMPO16C-1</b> of <b>fabric SMCFZEO7</b>

Add <b class="param"></b> <b>WWN 10:00:00:00:C9:4AEB:00</b> of <b>Host</b> <b class="param">CATMPO16C</b> to
<b>Zone</b> <b class="param">CATMPO16C-0</b> of <b>fabric SMCF1E06</b>

Add <b class="param"></b> <b>WWN 50:06:04:82:CCiB5:20:83</b> of <b>Storage</b> <b class="param">Sym-80578</b>
to <b>Zone</b> <b class="param">CATMPO16C-0</b> of <b>fabric SMCF1E06</b>

Authorize paths <br>Brbsp;Erbsp;fiom <b>Host</b> <b dass="param">CATMPO16C/b> <br>ErbspiErbspito
<b>Storage=/b> <b class="param"’>Sym-B0578</b> (<b class="param">SYN-B0578</b>) <b><b>Volumes</b> <b
class="param">002D</b> </b> having <b>Policy</b> <b class="param">Dual Fabric redundarcy, No Sharing volume sharing
srone<hs

By
1710806

710806

710806

710806

710806

710806

710806

710806

710806

710806

710806

3 Loca mronet




23. Implement your plan by following the Action steps in your report.

24. Allow at least 2 hours for SANScreen to discover the changes you have made to the SAN.

25. Review the Action steps in your plan and resolve any discrepancies.

26. If all Action steps are correctly executed, the plan should have a status of “Completed”.  If not, repeat the previous step.
27. Change the state of your plan to completed by selecting the plan, click the Action menu, and select “State(Completed”.  SANScreen will no longer validate your plan automatically.

3.3 Creating a Plan to Decommission ALL SAN storage from a host

These steps will explain how to create a plan which will decommission ALL the SAN storage from a host.  To plan a partial decommission, see the “Creating a Plan to Decommission partial SAN storage from a host”:

1. Launch SANScreen Explorer.

2. From the left pane, expand the Validation group (if necessary) and select “Plans”.

3. Open the “Action” menu and select “Templates…”

4. Locate the template called “Decommission host”, select it and click the “Generate Task” button. [image: image5.png]r Templates
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5. You will be presented with the Decommission Host template: [image: image6.png]Task name: owner:
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6. Fill in the “Task Name” field with hostname-TASK? (TBD).

7. Fill in the “Owner” field with your SOE ID.

8. Fill in the “Ticket #” field with the Infoman change record number.

9. Click the hyperlink next to the “Host:” field.  You will see a tree view of hosts in the bottom pane of the Explorer window.  Click the plus (+) sign and drill down to locate the host you are adding SAN storage to, and select it.

10. Click the “Ok” button.

11. SANScreen will create a Task and associated actions based on available SAN data.  

12. Review the Action list and verify steps are accurate. 
13. When you are ready to implement your plan, Select the plan, click the Action menu, and select “State(Implementation”.  SANScreen will begin to validate your plan automatically.

14. Review the validated plan and resolve any issues.

15. To print the plan for execution, Select the plan from the Task List and click the Action Menu, select “Report”.

16. You will be prompted for your userid/password.  After you successfully sign in, you will be presented with an HTML report of your plan.  You can then print it by clicking the printer icon on the report.

17. Implement your plan by following the Action steps in your report.

18. Allow at least 2 hours for SANScreen to discover the changes you have made to the SAN.

19. Review the Action steps in your plan and resolve any discrepancies.

20. If all Action steps are correctly executed, the plan should have a status of “Completed”.  If not, repeat the previous step.

21. Change the state of your plan to completed by selecting the plan, click the Action menu, and select “State(Completed”.  SANScreen will no longer validate your plan automatically.

3.4 Creating a Plan to Decommission partial SAN storage from a host

These steps will explain how to create a plan which will decommission individual SAN storage devices from a host.  To plan a complete decommission, see the “Creating a Plan to Decommission ALL SAN storage from a host”:

1. Launch SANScreen Explorer.

2. From the left pane, expand the Validation group (if necessary) and select “Plans”.

3. Open the “Action” menu and select “Templates…”

4. Locate the template called “Decommission host”, select it and click the “Generate Task” button. [image: image7.png]r Templates
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5. You will be presented with the Decommission Host template: [image: image8.png]Task name: owner:
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6. Fill in the “Task Name” field with hostname-TASK? (TBD).

7. Fill in the “Owner” field with your SOE ID.

8. Fill in the “Ticket #” field with the Infoman change record number.

9. Click the hyperlink next to the “Host:” field.  You will see a tree view of hosts in the bottom pane of the Explorer window.  Click the plus (+) sign and drill down to locate the host you are adding SAN storage to, and select it.

10. Click the “Ok” button.

11. SANScreen will create a Task and associated actions based on available SAN data.  

12. Select the plan and then click  the Action menu and select “Detach from Template”.  You will be asked to confirm the detachment.

13. Review the Action list and verify steps are accurate.   Delete any action steps for those SAN storage devices that will not be decommissioned.
14. When you are ready to implement your plan, Select the plan, click the Action menu, and select “State(Implementation”.  SANScreen will begin to validate your plan automatically.

15. Review the validated plan and resolve any issues.

16. To print the plan for execution, Select the plan from the Task List and click the Action Menu, select “Report”.

17. You will be prompted for your userid/password.  After you successfully sign in, you will be presented with an HTML report of your plan.  You can then print it by clicking the printer icon on the report.

18. Implement your plan by following the Action steps in your report.

19. Allow at least 2 hours for SANScreen to discover the changes you have made to the SAN.

20. Review the Action steps in your plan and resolve any discrepancies.

21. If all Action steps are correctly executed, the plan should have a status of “Completed”.  If not, repeat the previous step.

22. Change the state of your plan to completed by selecting the plan, click the Action menu, and select “State(Completed”.  SANScreen will no longer validate your plan automatically.
3.5 Upgrading SANScreen to a New Release

1. Backup the SANScreen Database:

a. Sign on to the SANScreen Server you intend to upgrade using Remote desktop.

b. Launch SANScreen using the browser method (see here for procedure ).

c. Select the Backup/Restore hyperlink at the bottom left of the web page.

d. Supply your SOE username and password.

e. Click the “Backup Database to file” button.

f. You will be again prompted for your SOE username and password.  After you click the “Sign In” button, it will take a few minutes to process.

g. You will be presented with a “File Download” dialog box to save the newly created backup file.  Click the “SAVE” button.

h. You will be presented with a “Save As” dialog box.  Navigate to a folder and modify the name to fit the naming convention as documented in xxxx and click “Save”.

2. Stop the SANScreen Services:

a. Click on the Start Menu-->Run-->services.msc

b. Stop the following services:

· SANScreen Server

· SANScreen Acq

3. Close all SANScreen windows (Explorers, clients, browsers, etc.)

4. Remove the SANScreen product using Start-->Settings-->Add/Remove Programs.

5. Install the new version of SANScreen:

a. Use all defaults except for Database size, change to 2000.

b. Uncheck box for “Startup SANScreen Services” so that you can start them manually.

6. Start the SANScreen Server service ONLY.

a. Click on the Start Menu-->Run-->services.msc

b. Start the following service:

· SANScreen Server

7. Restore the SANScreen Database:

a. Sign on to the SANScreen Server you intend to upgrade using Remote desktop if you are not already signed on.

b. Launch SANScreen using the browser method (see here for procedure ).

c. Select the Backup/Restore hyperlink at the bottom left of the web page.

d. Supply your SOE username and password.

e. Click the “Browse” button and locate the database backup file you created at the start of this procedure.

f. Click the “Restore database from file” button.

g. You will be again prompted for your username and password.  Since the database is blank, your SOE username and password does not exist.  You need to use the default username and password supplied with the product.
NOTE: The database restore can take a long time if the layout of the database has changed in the new release.  This is due to background conversions that must take place during the restore process.
h. After the database restore is completed.  Click the “Logout” hyperlink.

i. Click the “License Manager” hyperlink at the bottom left of the web page.

j. Click the “Update” button and cut/paste in the license key provided by Onaro.

8. Start the SANScreen Acquisition service.

a. Click on the Start Menu-->Run-->services.msc

b. Start the following service:

· SANScreen Acq

9. The SANScreen product should be upgraded to the new release at this point.

Handling Violations

1. Open the violations list by selecting the “Violations” option on the left pane.

2. Ensure the filter dropdown on the top of the screen is set to “Violation type then End points”  This makes the 

3. Open the category of violations you want to work on by clicking on the plus (+) sign next to the violation category.

4. It is helpful to open the Ports mini-pane by clicking the Ports button on the bottom of the screen.

5. Select a violation by clicking on it.

6. First “Analyze” the Violation to identify the root cause using the right-click shortcut menu.  The Violation analysis on the “Summary” tab will usually be clear enough to indicate the reason for the violation. 
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7. The “Details” tab is a 3 pane screen which shows the relationships between:

· Masking

· Zoning

· Ports

The best way to use this screen is to start with the ports pane on the bottom and select a host port which will then highlight related zones in the middle pane.  Sort this list by clicking on the “zone name” column.  Then ensure the zoning is what you expect.  Finally, check the masking on the top pane to ensure the correct storage port (FA) is masked.

8. The “Test” tab can be used to understand what failed during the automated policy review.

9. Once you understand what the cause of the violation is, annotate the violation using the following convention:

Initials-freeform text.  This is to allow future filtering on violations that you have analyzed.

10. Create a plan to address the violation.

11. Validate the plan and make corrections if necessary.

12. Build the commands to correct the violation if necessary.

13. Implement the commands to correct the violation.

14. After the next data acquisition cycle, verify that your violations have cleared.

3.6 Handling HBA Swaps

This procedure is temporary until the product is updated with a feature that allows better handling of HBA replacements.  Basically, the HBA swaps will not be planned using SANScreen.  Rather, the work will proceed external to SANScreen and the Violation will be verified and cleared.
1. Coordinate the physical HBA swap and update the SAN configuration as normal.  Ensure the new HBA is logged into the fabric.

2. Allow time (at least 2 hours) for SANScreen to identify the new WWPN using the updated zone(s) and masking in step 1 above.  

3. Verify the Violation has cleared.  If not, analyze the violation and resolve any outstanding issues using the procedure “Handling Violations”.
3.7 SANScreen Reporting

This procedure provides the steps to locate and access the reports.  It does not detail what the reports are for or their content.  For that, refer to the SANScreen “User Guide” or “Admin Guide”.  See “Accessing the Official SANScreen Documentation” for more information.
1. Open a web browser.

2. Look up the SANScreen server that you want to work with using the table found in Appendix A.

3. Type in the IP Address into the address bar of the browser.

4. You should be presented with the SANScreen “Main Menu”. 

5. Select the “Reporting” hyperlink.

6. You will be prompted for your userid and password.

7. After you sign in, you will see a Reports pane with Hyperlinks to generate the reports you want: [image: image10.png]2 SANscreen by ONARO - Microsoft Internet Explorer
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8. When you select a report, there is a pause while the report is generated.  Then you are prompted to either Open the report or Save it to disk. [image: image11.png]File Download|
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9. Select Save.  You will then be prompted for a location to save the report.

Note: Some reports are generated as Excel spreadsheets while others are Zip files that require extracting.
Restarting a Failed Data Source (under construction)
1. Log on to the SANScreen server.

2. Run “Services.msc” from a command prompt.

3. Verify that “SanScreen Acq” service is started.  If not, start it.

4. If the troubled data source is Symapi, verify communication with the symapi server as follows:

a. Open a command prompt.

Appendix A

3.8 SANScreen Server Table

	Server Name
	Locations Serviced
	IP Address

	NAMRPSSS01
	RUTHERFORD
	150.110.138.168

	NAMEPSSS01
	390G
	169.193.97.80

	NAMCORSOLDS997
	SOLANA (TEMPORARY)
	165.203.21.120

	NAMNPSSS01
	SOLANA (PERMANENT)
	165.203.14.33

	NAMWPSSS01
	WEEHAWKEN
	169.192.64.227

	NAMSPSSS01
	SILVER SPRINGS
	153.40.194.209

	NAMUPSSS01
	SOUTHWEST DC
	169.185.200.54

	NAMUPSSRAU01
	RUTHERFORD
	169.185.200.55


Appendix B
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