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1 Purpose

This document provides level III processes and procedures for the Symmetrix Remote Data Facility/Star

2 Revision History

	Date
	Rev. No.
	Change
	Ref. Section(s)

	10/09/08
	1.0
	New Procedure
	NA


3 Scope

These procedures apply to the Legacy SAN and SOE Distributed Computing Storage Area Network (SAN) environment. The Distributed Storage Management Group (DSMG) follows these procedures in accordance with the requirements set forth in the SOE Resources Management PCM.

4 Policy
This policy was created for:

Level III Procedures for the Symmetrix Remote Data Facility/Star

Level III Procedures are implemented to satisfy Audit requirements. 
5 Definitions

SRDF - Symmetrix Remote Data Facility

SRDF/S - Symmetrix Remote Data Facility/Synchronous

SRDF/A - Symmetrix Remote Data Facility/Asynchronous

BCV – Business Copy Volume
GDSE Solutions Guide – 
http://catecollaboration.citigroup.net/domains/platstor/gdse/products/platforms/Symmetrix/06050-SG-v2.1.pdf
6 Responsibilities

Distributed Storage Management is responsible for performing these procedures. 

7 SRDF/Star overview
SRDF/Star is a three-site DR (Disaster Recovery) solution from EMC for Symmetrix storage arrays that uses concurrent data replication technology to replicate data from a primary production site to both a nearby remote site and a distant remote site. Data is transferred in SRDF/Synchronous (SRDF/S) mode to the nearby remote and in SRDF/Asynchronous (SRDF/A) mode to the distant remote site.
[image: image1.emf]
In the event of a production site failure, there would be no data loss because of the synchronous replication to the regional site. SRDF/Star allows you to incrementally establish an asynchronous session between the two remote sites, allowing, for example, data at the synchronous target site to quickly update the distant asynchronous target site with missing data to ensure that there is zero data loss at the remote site.
In the event of a regional disruption that knocked out both the workload site and the synchronous target site, SRDF/Star's concurrent RDF setup ensures that there would be only a minimal data loss because of the asynchronous replication to the more distant async target site.
SRDF/Star also allows you to determine which remote target site (sync or async) has the most current data in the event of a rolling disaster that affects the workload site. With a rolling disaster, there is no guarantee that the sync site will be more current than the async site. The capability to display where the most current data is located helps determine which site's data should be used for failure recovery.

It is important to understand that SRDF/Star functionality is dependent on an underlying concurrent SRDF implementation. Concurrent SRDF (simultaneous SRDF/S and SRDF/A) provides 3-site replication, but SRDF/Star supplies an advanced failover and recover mechanism on top of concurrent SRDF.

The following diagram shows a simplifed view of the relationship between different SRDF components. SRDF/Star simply brings together a number of separate SRDF technologies that EMC have been developing over the last few years, into a single advanced DR solution.
	SRDF/Star

	Concurrent SRDF
	Dynamic RDF
	SRDF Consistency Groups

	SRDF/S
	SRDF/A
	
	


8 Setting up SRDF/Star Environment
A concurrent SRDF environment is a pre-requiste for setting up SRDF/Star and must be built first, In particular, all physical connectivity must be in place between sites first, and underlying static RDF groups between corresponding ports must also be in place.

8.1 SRDF/Star with one triangle per SRDF/Star session

The configuration is defined by the following diagram and table.
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The Star session in this example will have the following properties:

	Information for Concurrent SRDF setup

	Site A (RDC) Symmetrix ID
	0822

	Site B (CGC) Symmetrix ID
	1497

	Site C (FDC) Symmetrix ID
	1135

	Synchronous Leg dynamic RDF group
	4

	Asynchronous Leg dynamic RDF group
	5

	Recovery Leg dynamic RDF group
	6

	Site A RA1 <---> Site B RA1
	13C <---> 9C

	Site A RA2 <--->Site B RA2
	14C<---> 10C

	Site A RA1 <--->Site C RA1
	8D<--->8D

	Site A RA2<--->Site C RA2
	7D<--->D

	Site B RA1 <---> Site C RA1
	7C<--->7C

	Site B RA2 <---> Site C RA2
	7D<--->8C

	Name of Sync leg pairsfile
	pairsfile_0822_DYN4

	Name of Async leg pairsfile
	pairsfile_0822_DYN4

	DSE pools name (same at Sites A & C)
	DSE

	Additional Information for Star setup

	Composite Group Name
	flexcg

	Production Site (Site A) Name
	RDC

	Synchronous Leg (Site B) RDF group name
	CGC

	Asynchronous Leg (Site C) RDF group name
	FDC

	Filename containing BCVs at Site C
	<as appropriate>

	Names of other local Star control servers
	<as appropriate>

	Names of remote Star control servers
	<as appropriate>


8.1.1 Creating Concurrent SRDF environment

Confirm the below required symmetrix settings for each symmetrix to be used:

SiteA> symcfg –sid <SID> list –v 

Concurrent RDF Configuration State is enabled

Dynamic RDF Configuration State is enabled

Concurrent Dynamic RDF Configuration is enabled

RDF Data Mobility Configuration State is disabled

SiteA> symcfg list –rdfg <static RDFG>

Prevent Auto Link Recovery is enabled

Prevent RAs Online is enabled
1. Set up RDF group on Synchronous leg from Site A (0822) to Site B (1497)
SiteA> symrdf addgrp -label DYN4 -rdfg 4 -sid 0822 -dir 13C -remote_rdfg 4 -remote_sid 1497 -remote_dir 9C –nop
SiteA> symrdf modifygrp -add -rdfg 4 -sid 0822 -dir 14C -remote_dir 10C –nop
2. Confirm RDF group set up correctly

SiteA> symcfg list -sid 0822 -switched -ra all
3. Set up RDF groups on Async leg from Site A (0822) to Site C (1135)

SiteA> symrdf addgrp -label DYN5 -rdfg 5 -sid 0822 -dir 7D –link_limbo 60 -remote_rdfg 5 -remote_sid 1135 -remote_dir 7D –rem_link_limbo 60 –nop
SiteA> symrdf modifygrp -add -rdfg 5 -sid 0822 -dir 8D -remote_dir 8D –nop
If using Transmit Idle (5772 or later), then link_limbo & rem_link_limbo be set to 10 (the default if neither is specified)

If DSE is to be used for this RDF group (5772 or later), then it need to be configured on both the source and target symmetrix. The following assumes the DSE pool has already been configured at both Site A and Site C.

SiteA> symconfigure –f <command-file> -sid 0822 commit 

SiteA> symconfigure –f <command-file> -sid 1135 commit

where command-file contains:
set rdf group 5, rdfa_dse_pool=DSE emulation=fba;

set rdf group 5, rdfa_dse_autostart=ENABLE;
4. Confirm RDF group set up correctly

SiteA> symcfg list -sid 0822 -switched -ra all
5. Set up RDF group on recovery leg between Site B (1497) and Site C (1135)

SiteA> symrdf addgrp -label DYN6 -rdfg 6 -sid 1497 -dir 7C –link_limbo 60 -remote_rdfg 16 -remote_sid 1135 -remote_dir 7C –rem_link_limbo 60 -nop

If using Transmit Idle (5772 or later), then link_limbo & rem_link_limbo be set to 10 (the default if neither is specified)

SiteA> symrdf modifygrp -add -rdfg 6 -sid 1497 -dir 7D -remote_dir 8C -nop

SiteA> symcfg list -sid 1135 -switched -ra all

6. Confirm RDF group set up correctly

SiteA> symcfg list -sid 1135 -switched -ra all

SiteA> symcfg list -sid 1497 -switched -ra all

7. Next create dynamic RDF device pairs

7a) Create the Sync leg first

SiteA> symrdf -file ./pairsfile_0822_DYN4 -sid 0822 -rdfg 4 createpair -type rdf1 –establish -nop

7b) Now do the async leg

SiteA> symrdf -file ./pairsfile_0822_DYN4 -sid 0822 -rdfg 5 createpair -type rdf1 -establish -nop

8. Set modes to adaptive copy disk mode for all legs

SiteA> symrdf -g DG4 set mode acp_disk -rdfg 4 -sid 0822 -nop

SiteA> symrdf -g DG4 set mode acp_disk -rdfg 5 -sid 0822 –nop
8.1.2 Creating SRDF/Star Composite Groups
1. Create composite group

SiteA> symcg create flexcg -type RDF1 -rdf_consistency

2. Add concurrent SRDF devices to composite group

SiteA> symcg -cg flexcg -sid 0822 -rdfg 4 addall dev

3. Now define RDF group names and recovery RDF group

SiteA> symcg -cg flexcg -rdfg 0822:4 set -name CGC

SiteA> symcg -cg flexcg -rdfg 0822:5 set -name FDC

SiteA> symcg -cg flexcg set -rdfg 0822:4 -recovery_rdfg 6

SiteA> symcg -cg flexcg set -rdfg 0822:5 -recovery_rdfg 6
8.1.3 Creating the SRDF/Star options file
Create the SRDF/Star options of the following form:

SiteA> cat flexcg_opt

SYMCLI_STAR_WORKLOAD_SITE_NAME=RDC

SYMCLI_STAR_SYNCTARGET_SITE_NAME=CGC

SYMCLI_STAR_ASYNCTARGET_SITE_NAME=FDC

SYMCLI_STAR_USE_ADAPTIVE_COPY=both

SYMCLI_STAR_ADAPTIVE_COPY_TRACKS=30000

SYMCLI_STAR_ACTION_TIMEOUT=1800

The options file needs to be stored in a standard location as it will be needed again for the following:

1. dismantle a Star configuration to add/remove disk

2. rebuild a Star configuration

A good location would be wherever you currently store SRDF/A pairs files used for dynamic RDF configuration.

The same options file may be used for many SRDF/Star configurations, if the same parameters are to be used.

8.1.4 Performing the symstar setup operation

Setup Star using this options file

SiteA> symstar –cg flexcg -options flexcg_opt setup

Now sftp or scp the Star configuration definition file

/var/symapi/config/STAR/def/flexcg

for this Star session to an identical location on all other Star controller servers at both the local site, and at the synchonrous (if in use) and asynchronous target sites.

8.1.5 Creating R2 Composite groups

These commands are issues at the SRDF target sites.

SiteC> symstar –cg flexcg buildcg –site London -nop

If Star control servers are installed at Site B:

SiteB> symstar –cg flexcg buildcg –site NewJersey –nop

8.1.6 Adding BCV devices to the SRDF/Star configurations

1. Add BCVs at Site C by associating the BCVs with the composite groups at both Site A and Site C.

Note that the symbcv command does not support he syntax –rdf –rdfg name:<RDF group Name>

Site A> symbcv –cg flexcg –sid 0822 associateall dev –range <start:end> –rdf –rdfg 5

Site C> symbcv –cg flexcg –sid 1135 associateall dev –range <start:end>

2. Synchronize the BCVs

Before attempting the full establish, ensure that Clone emulation is enabled if not using RAID-5 BCVs. Clone emulation is used if the clone emulation environment variable is set to ENABLED.

Site A> SYMCLI_CLONE_EMULATION=ENABLED

Site A> export SYMCLI_CLONE_EMULATION

One can confirm if this (and indeed other) SYMCLI environment variables have been set with the following command:

Site A> symcli –def

Symmetrix Command Line Interface (SYMCLI) Version V6.3 (Edit Level: 623) built with SYMAPI Version V6.3 (Edit Level: 623)

Current settings of the SYMCLI environmental variables:

SYMCLI_CLONE_EMULATION: ENABLED

Note that the establish command must be executed with the –star option

SiteA> symmir –cg flexcg establish –star –full –rdf –opt_rag –rdfg name:FDC

-opt_rag flag is used to create BCV/Standard pairings that do not give DA and/or spindle contention.

8.1.7 Bringing up the SRDF/Star sites for normal operation

SiteA> symstar –cg flexcg connect –site CGC -nop

SiteA> symstar –cg flexcg connect –site FDC –nop

SiteA> symstar –cg flexcg protect –site CGC -nop

SiteA> symstar –cg flexcg protect –site FDC -nop

SiteA> symstar –cg flexcg enable –nop
8.2 SRDF/Star with multiple triangles per SRDF/Star session
It is possible to configure SRDF/Star with multiple triangles per Star session i.e. have multiple RDF groups per leg is single Star session. There are a number of reasons why one might wish to do this:

1. You wish to have one set of RDF groups per application, but have multiple applications bound together from a consistency perspective, in the same way that SRDF/MSC binds multiple 2-site SRDF/A sessions together.

2. One wishes to maintain the capability to remove from Star control an application that is bound from a consistency perspective with other applications.

3. One if forced to place multiple applications into the same Star session due to scalability limitations. In this case, applications which the business agrees can be failed over together (e.g. on the same physical server) shold be placed in the same Star session.
The following diagram and table define the configuration that is being set up in this example.
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The Star session will have the following properties:

	Site A location & Symmetrix ID
	RDC - Symm 0822

	Site B location & Symmetrix ID
	CGC - Symm 1135

	Site C location & Symmetrix ID
	FDC - Symm 1497

	Composite Group Name
	newcg

	Synchronous Leg dynamic RDF groups
	50 & 51

	Synchronous Leg RDF group name
	CGC

	Asynchronous dynamic Leg RDF groups
	52 & 53

	Asynchronous Leg RDF group name
	FDC

	Recovery Leg dynamic RDF groups
	54 & 55

	BCV at Site A?
	No

	BCV at Site B?
	No

	BCV at Site C?
	Yes

	DSE pools name (same at Sites A & C)
	DSE


8.2.1 Creating Concurrent SRDF environment

Confirm the below required symmetrix settings for each symmetrix to be used:

SiteA> symcfg –sid <SID> list –v 

Concurrent RDF Configuration State is enabled

Dynamic RDF Configuration State is enabled

Concurrent Dynamic RDF Configuration is enabled

RDF Data Mobility Configuration State is disabled

SiteA> symcfg list –rdfg <static RDFG>

Prevent Auto Link Recovery is enabled

Prevent RAs Online is enabled
1. Set up RDF group on Asynchronous leg from 0822 (Site A) to 1497 (Site C)

symrdf addgrp -label DYN50 -rdfg 50 -sid 0822 -dir 13C –link_limbo 60 -remote_rdfg 50 -remote_sid 1497 -remote_dir 9C –rem_link_limbo 60 -nop

symrdf modifygrp -add -rdfg 50 -sid 0822 -dir 14C -remote_dir 10C -nop

symrdf addgrp -label DYN51 -rdfg 51 -sid 0822 -dir 13C –link_limbo 60 -remote_rdfg 51 -remote_sid 1497 -remote_dir 9C –rem_link_limbo 60 -nop

symrdf modifygrp -add -rdfg 51 -sid 0822 -dir 14C -remote_dir 10C -nop

If using Transmit Idle (5772 or later), then link_limbo & rem_link_limbo be set to 10 (the default if neither is specified)

If DSE is to be used for this RDF group (5772 or later), then it need to be configured on both the source and target symmetrix. The following assumes the DSE pool has already been configured at both Site A and Site C.

SiteA> symconfigure –f <command-file> -sid 1497 commit

where command-file contains:

set rdf group 50, rdfa_dse_pool=DSE emulation=fba;

set rdf group 50, rdfa_dse_autostart=ENABLE;

set rdf group 51, rdfa_dse_pool=DSE emulation=fba;

set rdf group 51, rdfa_dse_autostart=ENABLE;

2. Confirm RDF group set up correctly

symcfg list -sid 0822 -switched -ra all

3. Set up RDF groups on Synchronous leg from 0822 (Site A) to 1135 (Site B)

symrdf addgrp -label DYN52 -rdfg 52 -sid 0822 -dir 7D -remote_rdfg 52 -remote_sid 1135 -remote_dir 7D -nop

symrdf modifygrp -add -rdfg 52 -sid 0822 -dir 8D -remote_dir 8D -nop

symrdf addgrp -label DYN53 -rdfg 53 -sid 0822 -dir 7D -remote_rdfg 53 -remote_sid 1135 -remote_dir 7D -nop

symrdf modifygrp -add -rdfg 53 -sid 0822 -dir 8D -remote_dir 8D -nop

4. Confirm RDF group set up correctly

symcfg list -sid 0822 -switched -ra all

5. Set up RDF group on recovery leg between 1497 (Site C) and 1135 (Site B)

symrdf addgrp -label DYN54 -rdfg 54 -sid 1497 -dir 7C -remote_rdfg 54 –link_limbo 60 -remote_sid 1135 -remote_dir 7C -nop

symrdf modifygrp -add -rdfg 54 -sid 1497 -dir 7D -remote_dir 8C –rem_link_limbo 60 -nop

symrdf addgrp -label DYN55 -rdfg 55 -sid 1497 -dir 7C -remote_rdfg 55 –link_limbo 60 -remote_sid 1135 -remote_dir 7C -nop

symrdf modifygrp -add -rdfg 55 -sid 1497 -dir 7D -remote_dir 8C –rem_link_limbo 60 -nop

If using Transmit Idle (5772 or later), then link_limbo & rem_link_limbo be set to 10 (the default if neither is specified)

6. Confirm RDF group set up correctly

symcfg list -sid 1135 -switched -ra all

symcfg list -sid 1497 -switched -ra all

7. Next create dynamic RDF device pairs

7a) Create the Async legs first, creating the device groups

symrdf -file ./pairsfile_0822_DYN50 -sid 0822 -rdfg 50 createpair -type rdf1 -establish -nop

symrdf -file ./pairsfile_0822_DYN51 -sid 0822 -rdfg 51 createpair -type rdf1 -establish -nop

7b) Now do the Sync legs (note no need to specify the device group)

symrdf -file ./pairsfile_0822_DYN50 -sid 0822 -rdfg 52 createpair -type rdf1 -establish -nop

symrdf -file ./pairsfile_0822_DYN51 -sid 0822 -rdfg 53 createpair -type rdf1 -establish -nop

8. Set modes to adaptive copy disk mode for all legs

symrdf -g DG50 set mode acp_disk -rdfg 50 -sid 0822 -nop

symrdf -g DG50 set mode acp_disk -rdfg 52 -sid 0822 -nop

symrdf -g DG51 set mode acp_disk -rdfg 51 -sid 0822 -nop

symrdf -g DG51 set mode acp_disk -rdfg 53 -sid 0822 –nop
8.2.2 Creating SRDF/Star Composite Groups
1. Create composite group

symcg create newcg -type RDF1 -rdf_consistency

2. Add concurrent SRDF devices to composite group

2a) Add concurrent device for Triangle 1

symcg -cg newcg -sid 0822 -rdfg 50 addall dev # Triange 1

2b) Add concurrent device for Triangle 2

symcg -cg newcg -sid 0822 -rdfg 51 addall dev # Triange 2

3. Now define RDF group names and recovery leg RDF groups

Triangle 1

symcg -cg newcg -rdfg 0822:50 set -name FDC

symcg -cg newcg -rdfg 0822:52 set -name CGC

symcg -cg newcg set -rdfg 0822:50 -recovery_rdfg 54

symcg -cg newcg set -rdfg 0822:52 -recovery_rdfg 54

Triangle 2

symcg -cg newcg -rdfg 0822:51 set -name FDC

symcg -cg newcg -rdfg 0822:53 set -name CGC

symcg -cg newcg set -rdfg 0822:51 -recovery_rdfg 55

symcg -cg newcg set -rdfg 0822:53 -recovery_rdfg 55

8.2.3 Creating the SRDF/Star options file
Create the SRDF/Star options of the following form:

SiteA> cat newcg_opt

SYMCLI_STAR_WORKLOAD_SITE_NAME=NewYork

SYMCLI_STAR_SYNCTARGET_SITE_NAME=NewJersey

SYMCLI_STAR_ASYNCTARGET_SITE_NAME=London SYMCLI_STAR_USE_ADAPTIVE_COPY=both

SYMCLI_STAR_ADAPTIVE_COPY_TRACKS=30000 SYMCLI_STAR_ACTION_TIMEOUT=1800

The options file needs to be stored in a standard location as it will be needed for the following:

1. dismantle a Star configuration to add/remove disk

2. rebuild a Star configuration
8.2.4 Performing the symstar setup operation
Setup Star using this options file

SiteA> symstar –cg newcg -options newcg_opt setup

Now sftp the Star configuration definition

/usr/emc/API/symapi/config/STAR/def/newcg

file for this Star session to an identical location on all other Star controller servers at both the local site, and at the synchonrous (if in use) and asynchronous target sites.

8.2.5 Creating R2 Composite groups
These commands are issues at the SRDF target sites.

SiteC> symstar –cg flexcg buildcg –site London -nop

If Star control servers are installed at Site B:

SiteB> symstar –cg flexcg buildcg –site NewJersey –nop
8.2.6 Adding BCV devices to the SRDF/Star configurations
1. Add BCVs at Site C by associating the BCVs with the composite groups at both Site A and Site C

Note that the symbcv command does not support he syntax –rdf –rdfg name:<RDF group Name>

Site A> symbcv –cg newg –sid 0822 associateall dev –range <02C1:02C5> –rdf –rdfg 50

Site A> symbcv –cg newg –sid 0822 associateall dev –range <02C9:02CD> –rdf –rdfg 51

Site C> symbcv –cg newcg –sid 1497 associateall dev –range <02C1:02C5> Site C>

symbcv –cg newcg –sid 1497 associateall dev –range <02C9:02CD>

2. Synchronize the BCVs

Before attempting the full establish, ensure that Clone emulation is enabled if not using RAID-5 BCVs. Clone emulation is used if the clone emulation environment variable is set to ENABLED.

Site A> SYMCLI_CLONE_EMULATION=ENABLED

Site A> export SYMCLI_CLONE_EMULATION

One can confirm if this (and indeed other) SYMCLI environment variables have been set with the following command:

Site A> symcli –def

Symmetrix Command Line Interface (SYMCLI) Version V6.3 (Edit Level: 623) built with SYMAPI Version V6.3 (Edit Level: 623)

Current settings of the SYMCLI environmental variables:

SYMCLI_CLONE_EMULATION: ENABLED

Note that the establish command must be executed with the –star option

SiteA> symmir –cg flexcg establish –star –full –rdf –opt_rag –rdfg name:London
8.2.7 Bringing up the SRDF/Star sites for normal operation
SiteA> symstar –cg newcg connect –site NewJersey -nop

SiteA> symstar –cg newcg connect –site London –nop

SiteA> symstar –cg newcg protect –site NewJersey -nop

SiteA> symstar –cg newcg protect –site London -nop

SiteA> symstar –cg newcg enable –nop
8.2.8 Removal of a triangle from a Star session
The following example demonstrates how a triangle can be removed from a multi-triangle star setup so that it can be manipulated outside of Star. In brief the process involves unconfiguring star, removing the RDF group from the Composite Group and then re-defining star setup using the new composite group.

In this example, we remove the triangle 1 setup in the previous example.

1. Deconfigure star

SiteA> symstar -cg newcg disable

SiteA> symstar -cg newcg unprotect -site CGC

SiteA> symstar -cg newcg unprotect -site FDC

SiteA> symstar -cg newcg -options newcg_opt -clear setup

2. Remove RDF group concurrent devices from composite groups

SiteA> symcg -cg newcg rmall -rdfg 50

SiteB> symcg -cg newcg rmall -rdfg 50

SiteC> symcg -cg newcg rmall -rdfg 52

3. Remove BCVs from Composite Groups

Site A> symbcv –cg newg –sid 0822 disassociate dev 02C1 –rdf

Site A> symbcv –cg newg –sid 0822 disassociate dev 02C5 –rdf

Site C> symbcv –cg newg –sid 0822 disassociate dev 02C1

Site C> symbcv –cg newg –sid 0822 disassociate dev 02C5

4. Remove RDF group name

RDF group names are reset by setting to the null string

Recovery RDF groups are reset by setting to zero.

SiteA> symcg -cg newcg -rdfg 0822:50 set 

SiteA> symcg -cg newcg -rdfg 0822:52 set

SiteA> symcg -cg newcg set -rdfg 0822:50 -recovery_rdfg 0

SiteA> symcg -cg newcg set -rdfg 0822:52 -recovery_rdfg 0

5. Set up Star for the new reduced composite group

Follow instruction from Step 4 in previous section for setting up Star.

9 Operational Procedures

9.1 Checking status of a specific Star session
Display the contents of the internal SRDF/Star definition file that was created when symstar setup command was run. When run with the –detail option, it also shows all the devices in the SRDF/Star session:

# symstar –cg <cgname> show

Display local and remote Symmetrix array information and the status of SRDF pairs in the composite group.

# symstar –cg <cgname> query
9.2 Isolating a site in SRDF/Star

1. Disables RDF Consistency to the Remote Target site
SiteA> symstar –cg <cgname> disable -nop

2. Perform an SRDF „split‟ operation to make the remote Target‟s R2 devices RW to the host.
SiteA> symstar –cg <cgname> isolate –site <site> -nop

Where <site> is the nickname for the site to be isolated.
9.3 Rejoin an Isolated Site

Below are the steps to be followed to rejoin an isolated site in SRDF/Star:

1. Split off point-in-time copy at Site C, if rejoining site C

SiteA> symmir –cg <cgname> split –star –rdf –rdfg name:<SiteC> –nop

2. Rejoin isolated sites

SiteA> symstar –cg <cgname> disconnect –site <site> -nop

SiteA> symstar –cg <cgname> connect –site <site> -nop

SiteA> symstar –cg <cgname> protect –site <site> -nop

SiteA> symstar –cg <cgname> enable -nop

Where <site> is the nickname for the site that was isolated and is being brought back under Star protection.

3. Re-establish point-in-time copy at Site C, if previously split off

SiteA> symmir –cg <cgname> establish –star –rdf –rdfg name:<SiteC> –nop
9.4 Rebuilding Star configuration when adding/removing disks
1. Take a point-in-time copy at Site C

SiteA> symmir –cg <cgname> split –star –rdf –rdfg name:<SiteC> –nop

2. Disable Star and SRDF protection

It is necessary to unprotect both sites (which will change replication modes to adaptive copy) before the Star configuration can be cleared

SiteA> symstar –cg <cgname> disable –nop

SiteA> symstar –cg <cgname> unprotect –site <SiteC> -nop

SiteA> symstar –cg <cgname> unprotect –site <SiteB> -nop

Replication mode to both sites will now be adaptive copy, and the remote R2 volumes will be inconsistent if any data is changing at the R1 site.

3. Clear Star setup and remove Composite Group

Execute a symstar setup command with the –clear flag. Use the same options file originally used to set up Star

SiteA> symstar –cg <cgname> -options <optionsfile> -clear setup -nop

Note that it is not strictly necessary to remove the Composite Groups (CGs), but this author prefers to build the CGs from scratch rather than add devices to them.

SiteA> symcg -cg <cgname> rmall -rdfg <Sync RDF group>

SiteA> symcg delete <cgname> -force

SiteB> symcg -cg <cgname> rmall -rdfg <Sync RDF group>

SiteB> symcg delete <cgname> -force

SiteC> symcg -cg <cgname> rmall -rdfg <Async RDF group>

SiteC> symcg delete <cgname> -force

4. Add new devices into the Asynchronous RDF group and establish

There are several approaches to doing this, and the following example is just one of several approaches:

# symrdf –file <newdev_pairsfile> -sid <sid> -rdfg <Async RDF group> createpair –type rdf1 –establish –nop

where newdev_pairsfile only contains the new devices being added to the RDF group

If removing devices from a Star configuration, use the deletepair option and a pairsfile that lists the devices to be removed.

5. Add new devices into the Synchronous RDF group and establish

# symrdf –file <newdev_pairsfile> -sid <sid> -rdfg <Sync RDF group> createpair –type rdf1 –establish –nop

If removing devices for a Star configuration, use in the deletepair option and a pairsfile that lists the devices to be removed.

6. Add devices into the Composite Group at Site A

Recreate composite group with all devices now the RDF group

SiteA> symcg create <cgname> -type RDF1 -rdf_consistency

Add concurrent SRDF devices to composite group

SiteA> symcg -cg <cgame> -sid <sid> -rdfg <Sync RDF group> addall dev

Now define sync, async and RDF group names again

SiteA> symcg -cg <cgname> -rdfg <sid>:<Sync RDF group> set -name <SiteB>

SiteA> symcg -cg <cgname> -rdfg <sid>:<Async RDF group> set -name <SiteC>

SiteA> symcg -cg <cgname> set -rdfg <sid>:<Sync RDF group> -recovery_rdfg <Recovery RDF group>

SiteA> symcg -cg <cgname> set -rdfg <sid>:<Async RDF group> -recovery_rdfg <Recovery RDF group>

7. Run symstar setup against new Composite Group

This step should not be executed until the synchronizations of the new devices have completed. Noe that for a larger number of devices this could take some time and during that interval, the application is not protected. This is why adding disk to an existing Star configuration is not recommended. Instead, Star-protected systems should have sufficient disk space for anticipated growth allocated in advance, if possible.

SiteA> symstar –cg <cgname> -options <optionsfile> setup

Now sftp the Star configuration definition file

/opt/emc/API/symapi/config/STAR/def/<cgname>

for this Star session to an identical location on all other Star controller servers at both the local site, and at the synchonrous (if in use) and asynchronous target sites.

8. Create R2 Composite groups

These commands are issues at the SRDF target sites.

SiteC> symstar –cg flexcg buildcg –site < SiteC> -nop

If Star control servers are installed at Site B:

SiteB> symstar –cg flexcg buildcg –site <SiteB> –nop

9. Bring SRDF/Star up for normal operations

Note that this step is undertaken as early as possible to minimize the amount of time that the application is not protected by SRDF.

SiteA> symstar –cg <cgname> connect –site <SiteB> -nop

SiteA> symstar –cg <cgname> connect –site <SiteC> –nop

SiteA> symstar –cg <cgname> protect –site <SiteB> -nop

SiteA> symstar –cg <cgname> protect –site <SiteC> -nop

SiteA> symstar –cg <cgname> enable –nop

10. Add BCV devices the SRDF/Star configuration

Add BCVs at Site C by associating the BCVs with the composite groups at both Site A and Site C.

Note that the symbcv command does not support the syntax –rdf –rdfg name:<RDF group Name>

Site A> symbcv –cg <cgname> –sid <SiteA sid> associateall dev –range <start:end> –rdf –rdfg <Async RDF group>

Site C> symbcv –cg <cgname> –sid <SiteC sid> associateall dev –range <start:end>

Synchronize the BCVs

Note that this command must be executed with the –star option. It can be executed from with Site A or Site C. Choose one or the other.

SiteA> symmir –cg <cgname> establish –star –full –rdf –rdfg name:<RDF group Name>

OR

SiteC> symmir –cg <cgname> establish –star –full –nop
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