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1. Introduction

This document provides guidance on how technology support teams manage the schedules for individual backups.
1.1 Purpose

This document is written to ensure all people are clear about the policies relating to the scheduling of our backups and should aid in the decision of which retention should be used for the individual policy.The policy is intended to address both SOX and audit identified compliance issues.
1.2 Audience

Anybody who is designing, supporting, developing or maintaining a service that requires regular backups of data or configuration information to be taken.
1.3 Scope

The policy should be considered relevant for all services that are managed by the operational teams in Business Technology where the schedules and retention of backups is a concern
2. General Principles
The following principles must be followed when designing process or monitoring activities for operational teams.
· Understand the data that is to be backed up

· Select the relevant schedule for the type of data

· Get the owner of the data to sign off the retention policy

· Explicit permission via an exceptions process needs to be obtained from the Data Owner should there be a case to vary from this policy.
· Backups that may not have relevant policies need to be escalated to the Head of Data for clarification. 

3. Key Assumptions

This section defers key principles of backup schedule policy to Egg’s overall Data Backup policy. 

· The backup infrastructure will be suitable for the RTO rating of any service. Any infrastructure that cannot support the services it is backing up will be raised via the exceptions process and reported to the Head of Data.

· Any statements herein that conflict with the overall Data Backup policy are to be considered overridden by the same.

· Backups that may not have relevant policies need to be escalated to the Head of Data for clarification.

1. Standard Backup Policies

Bronze

For test and environment servers – no monthlies or reduced retention.

	Backup Type
	Frequency
	When
	Retention
	Comments

	Full
	every 7 days
	arbitrary day of week
	2 months
	

	Cumulative Incremental
	daily
	non-full days
	2 weeks
	

	Restore
	To nearest day over last 2 weeks, nearest week 2 months – 2 weeks, nearest month 25 years – 2 months. 

Maximum 2 images required.

	Comments
	If server has Oracle/SQL, all Oracle files are excluded (as backed up by agent)


Silver

For production servers & possibly development?
	Backup Type
	Frequency
	When
	Retention
	Comments

	Full
	monthly
	arbitrary date
	6 months
	

	
	every 7 days
	arbitrary day of week
	2 months
	

	Cumulative Incremental
	daily
	non-full days
	2 weeks
	

	Restore
	To nearest day over last 2 weeks, nearest week 2 months – 2 weeks, nearest month 6 months – 2 months.

Maximum 2 images required.

	Comments
	If server has Oracle/SQL, all Oracle files are excluded (as backed up by agent)


Gold

For specific production servers (SOX?) – longer retention for monthlies.
	Backup Type
	Frequency
	When
	Retention
	Comments

	Full
	monthly
	arbitrary date
	7 years
	

	
	every 7 days
	arbitrary day of week
	2 months
	

	Cumulative Incremental
	daily
	non-full days
	2 weeks
	

	Restore
	To nearest day over last 2 weeks, nearest week 2 months – 2 weeks, nearest month 7 years – 2 months. 

Maximum 2 images required.

	Comments
	If server has Oracle/SQL, all Oracle files are excluded (as backed up by agent)


Platinum

For specific production servers – longest retention for monthlies.

	Backup Type
	Frequency
	When
	Retention
	Comments

	Full
	monthly
	arbitrary date
	25 years
	

	
	every 7 days
	arbitrary day of week
	2 months
	

	Cumulative Incremental
	daily
	non-full days
	2 weeks
	

	Restore
	To nearest day over last 2 weeks, nearest week 2 months – 2 weeks, nearest month 25 years – 2 months. 

Maximum 2 images required.

	Comments
	If server has Oracle/SQL, all Oracle files are excluded (as backed up by agent)


Applicability to Database Backups

Bronze/Silver/Gold/Platinum with retention as above but full backups in each case occur on Friday and Wednesday, other days are level 1 incrementals, e.g. for Silver :

	Backup Type
	Frequency
	When
	Retention
	Comments

	Full
	monthly
	arbitrary date
	6 months
	RMAN level 0 or equivalent

	
	weekly
	Friday
	2 months
	

	
	weekly
	Wednesday
	2 weeks
	

	Cumulative Incremental
	daily
	non-full days
	2 weeks
	RMAN level 1 or equivalent

	Restore
	To nearest day over last 2 weeks, nearest week 2 months – 2 weeks, nearest month 6 months – 2 months.

Maximum 2 images required.

	Re-runs :  Duplicate policies are set up to enable re-runs without affecting scheduling of main backups.

	Oracle archive logs
	adhoc / daily
	adhoc / daily
	2 months
	Clears logs after backup.

	SQL transaction logs
	adhoc / daily
	adhoc / daily
	2 months
	We don’t currently do this.


Should consider using Advanced Client / snapshot / Block Level Incrementals.

Non-Standard Backups

Anything else, e.g. :

· Exchange

· Any archives (run from bpend_notify scripts).

· Non-standard retention

· Non-standard frequency

· Split policies for large servers (may still fit into the bronze/silver/etc. mould).
Should consider making such servers SAN Media severs.
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Associated Documents

The following documents are referred to in this document: 

	Title
	Version
	Date Issued

	Data Backup Policy 
	n/a
	Currently being written. See Jay Parmar
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