v1.0
Orignal doc

v1.1
Changed assetmgt to CMDB


Added hardware checker and hotswitch reporting.  Moved web location from sigyn to buri.  Added restore test pages and fail/fix reports.


Added details of running previous dates’ SOX report.


Added ability to re-run for old days with –a option.

Backups Reporting Suite

The Backups Reporting Suite comprises a number of components to report on the success or failure of backups (not just NetBackup).

· shell & Perl scripts :
in /usr/local/netbackup on buri

· cron jobs :
from root's cron on buri

· MySQL database :
netbackup on buri

· CGI web pages :
in /opt/apache/htdocs/documentation/Backups on buri
Scripts are stored in CVS under netbackup/admin.

Base data is held for 90 days.

The top level pages for access to backup data and resports are http://backups.  This is a Virtual Host on Apache on buri, i.e. http://buri.pn.egg.com/documentation/Backups.

Data Gathering

xbr_ (and nbrep_) prefixed scripts run from root's cron on buri to obtain static data & load into the MySQL database.
· NetBackup data from bpdbjobs on each Master server

· Other Backup results from emails sent to loki Email_Receptor – including emails from hotswitch.ksh / bpstart/end_notify on Oracle clients with the EGGnbclient package.
Cronjobs on buri (root) :

0 9 * * 1,2,3,4,5,6 /usr/local/netbackup/xbr_report.ksh

0 9 * * 0 /usr/local/netbackup/xbr_report.ksh –cb

This is the top-level script which controls the gathering of data and production of web-based and email reports.  The –cb adds in on Sunday a backup of the MySQL database and runs the upload from the CMDB.

xbr_report.ksh

-b option? ( Back up MySQL tables to CSV files.

-c option? ( xbr_cmdb.plx
1. Get full list of all servers held by the CMDB Oracle database, including with blank OS or model type.

2. Load the list into the netbackup MySQL database and use to update into the server_categories table.
This ensures that all servers are reported on even if not being backed up.

xbr_get_data.ksh

( /usr/local/netbackup/nb_info.plx
Get list of all NetBackup master servers.

( master:/unixteam/nbrep_bpdbjobs.plx
Run bpdbjobs –all_columns on each Master server & retrieve output.

( /usr/local/netbackup/nbrep_bpdbjobs.plx
Produce single CSV file from all bpdbjobs output files.

xbr_load_daily.plx –s 1
Stage 1 :

Truncate load_bpdbjobs table, then mass-load CSV file into it.  Ends there in order to allow other records (non-NetBackup data) to be loaded into the holding table before load to main database.
xbr_get_other.plx
Look for emails retrieved yesterday into Loki Email-Receptor, with subject or contents matching certain patterns.  Those found are loaded as records into the load_bpdbjobs table.  For example UNIX UFS backups and AS/400 Daily / Weekly saves.  NT BackupExec tbc.

xbr_load_daily.plx –s 2
Stage 2 :
1. Upload load_bpdbjobs table to main reporting table bpdbjobs, adding date column.

2. Update server_categories table so any new servers/Oracle polices will be monitored henceforth (so we know if they stop being backed up).

3. Remove any missings (from the CMDB load) from the server_categories table if they are in the main data, so they are no longer reported as missing.
4. Re-generate the report_daily table which is part-processed data for efficient processing of the CGI pages.

5. Tidy up by deleting data over 90 days old.

xbr_aggregate.ksh
Runs query for each Master server & runs through awk script to produce aggregate stats on success/fail/Oracle/SQL/MS etc. which are saved as HTML fragment picked up by sigyn web page.

http://sigyn/documentation/Backups/index.cgi.

Possibly all this processing could be done in SQL.
xbr_email_report.ksh
Produces various email reports (e.g. overall success/fail, Exchange backups, London backups) by running SQL extracts.

Ideally this could be modified to be a generic script with reports driven by a SQL table.

xbr_sox_report.ksh
Produces a specific report of SOX failures which is emailed to the Service Desk to be logged as a call on the BTS Storage queue.  The failures on the report should match the web SOX report at http://sigyn/documentation/mi.cgi?report=sox.

ALSO can run success/failure report for past date, for audit purposes

xbr_sox_report.ksh –a YYYY-MM-DD

To Load Old Data

If due to a failure, some days’ data has been missed, assuming the CSV files have been produced and saved to their correct locations on sigyn, they can be loaded into the database as follows :

xbr_load_daily.plx –s 1 –a n
xbr_load_daily.plx –s 2 –a n
where n is the number of days old the file is (e.g. the file created this morning would be 0 days ago, that produced yesterday morning 1 day ago, et.c).

If the CSV files haven’t been produced, there is some more work to do manually to get the right data out using nbrep_bpdbjobs.plx.

It should now be possible to do this by adding –a option to xbr_report.ksh or any of the scripts it calls, to enable re-running of the whole process or any part of it.  e.g. xbr_report.ksh –a 2 to load from 2 days ago (0 would be today).  This has yet to be fully tested.Web Processing

http://backups/mi.cgi (Apache Virtual Host access to http://buri.pn.egg.com/documentation/Backups/mi.cgi)
Perl script :  buri:/opt/apache/htdocs/documentation/Backups/mi.cgi

(in CVS under netbackup/admin).

Main backups success/failure report for the past 14 days.

Follow links to run with modified URL for alternate views :

same :  http://backups/mi.cgi?report=bau
SOX :  http://backups/mi.cgi?report=sox
Servers excluded :  http://backups/mi.cgi?report=excl
Click on any result or client/policy to go to details page to control reporting :


Entry of resolution details is reflected in colour change on main report.

( http://backups/xbr.cgi
Perl script :  buri:/opt/apache/htdocs/documentation/Backups/xbr.cgi

(in CVS under netbackup/admin).

View details of backup jobs, master server, backup types and SOX categories.
Delete from report – will re-appear if not also removed from NetBackup and CMDB.

Change SOX category – will be reflected on CGI SOX report immediately.

Mark as not requiring backup – must give a reason.  Will email BTS Storage and then appear on Exclusions report.
Review Veritas’ explanations of and recommendations for any errors.  Allow addition of Egg-specific comments.

Call popup page to review and add resolution details for backup failure and notes relating to the master server (e.g. if it was down).  If either of these is entered the relevant cells on the main report change from red to dark green.
( xbr.cgi.

Same script giving different view.

tbc :
Allow comments for any client/policy etc. to be added from the same page so as to make the system simpler to use.
(http://backups/mi.cgi)

Click on date for date/fail/resolution report (SOX or BAU).

( http://backups/xbr.cgi?view=soxfix (link from SOX report)
( http://backups/xbr.cgi?view=baufix (link from BAU report)
Cronjobs on buri (root) :

0 * * * * /usr/local/netbackup/nbrep_drive_checker.ksh >/dev/null 2>&1
Calls /unixteam/drive_checker.plx on each media sever, sorts the information gathered by time/date/media server and loads into hw_messages table.  Also emails formatted version to BTS Storage.
 (http://backups/mi.cgi)

Click on “Click here for Restore Pages”..

( http://backups/xbr.cgi?view=rstsox
( http://backups/xbr.cgi?view=rst

Use to review restore tests and to add results of testing (SOX only or all).
tbc :
Automate restore testing and hand over to Command Centre.  Possibly restore tests will automatically update these pages, and possibly these pages could be used to request / action restore tests.
( http://backups/mi.cgi (plus get params)

From here, click on master or client/policy to go to the popup page allowing resolution details to be viewed/added.

Hardware Messages Processing

Hourly checks for new syslog and bperror –media messages across all media servers, load into MySQL table and allow web querying.

tbc :
Automated fix attempts.
http://backups/hw.cgi (Apache Virtual Host access to http://buri.pn.egg.com/documentation/Backups/hw.cgi)

Perl script :  buri:/opt/apache/htdocs/documentation/Backups/hw.cgi

(in CVS under netbackup/admin).

Retrieve hardware message from hw_messages table.  Click on drive number, serial, path etc. to limit messages displayed.

tbc :
Add fix messages and/or include messages from automatic fix attempts.
Hotswitch Processing

Modified bpstart_notify, bpend_notify and hotswitch.ksh scripts in the EGGnbclient package to send emails to Loki Email Receptor at start/end of backup, with status of each database on the host.

xbr_get_other.plx processes these emails and loads records into load_bpdbjobs.  Start and end dates are taken from the email.  Pseudo NetBackup error codes are created as follows :

	1
	Database down or in backup mode at start of backup (as backup should be valid.  Maybe needs a different code.

	902
	Start failure

	903
	End failure.

	904
	End email found with no start email.

	905
	Multstream timeout waiting for 1st stream – reported by bpstart_notify.


Separate record is loaded for start and end.
Data Dictionary

The structure of the MySQL database (netbackup) is shown in the diagram.  Foreign keys have not been implemented in the database.  There is a need for tuning some of the queries used.
 SHAPE  \* MERGEFORMAT 



Static Reports and Alerts

See http://ppnwkp01/ow.asp?NBReportsMonitoring.
Most of these are nbrep_ prefixed scripts run from buri:/usr/local/netbackup and stored in CVS under netbackup/admin.  Some scripts are also run from {NBU-server:/unixteam and stored in netbackup/tools.
MySQL Notes

The MySQL database is stored on buri.  MySQL version is 4.0.21 from SunFreeware.
Add /usr/local/mysql/bin to your path.

Connect to Database

mysql –h buri –u netbackup –p netbackup
Enter password (standard password for NetBackup server or obtain using /usr/local/netbackup/nb_info.plx dbpass).

Grant Permissions

Access permissions have been granted to the database for the netbackup user from buri (for cron jobs) and from buri (for the web server).  These permissions need to be reviewed.
Set access permissions by logging in to the MySQL server as root.

mysql –h buri –u root –p mysql
Enter password (in getpass under MySQL).

grant select, insert, update, delete, create, drop, index, alter

      on netbackup.*

      to netbackup@localhost

      identified by '{password}'; (as per NBU root)

grant select, insert, update, delete, create, drop, index, alter

      on netbackup.*

      to ‘netbackup’@’%’

      identified by '{password}'; (as per NBU root)
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comprehensive list of all servers/policies to be or have been reported on.
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copy of server_categories created by xbr_asset_mgt.plx
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reference table :  Job Type to description.
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reference table :  SOX categories to description.
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reference table :  NBU status codes, description, recommendation, Egg Notes
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