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Overview

There is a SOX requirement to send some backups (SOX?) offsite.  We are addressing this at present using :

· NetBackup Inline Tape Copy (ITC) on weekly & monthly schedules for all the “live-“ policies (T2000 cluster RMAN backups) and longnose and smallfin.  This generates 2 copies of each backup.  The 2nd copy goes to the Duplicates_DU pool.

· Daily schedules go to the Disk Storage Unit on colugo (NB not Disk Staging) which is hosted on the RIO.  These are duplicated to tape using the /unixteam/staging_scripts/nbdup_diskstage.plx script.  A config file /unixteam/staging_scripts/nbdup.conf contains a list of clients and policies for which 2 copies should be created – the 2nd copy goes to the Duplicates_DU pool.

Retention :

· Weekly backups are kept for 2 months and the duplicate tapes also 2 months.

· Monthly backups are kept for infinite retention but the duplicates only 2 weeks.

· The expiry of the duplicates is arbitrary as they are expired automatically when returned from offsite (see below).

This could change as we decide the most efficient split between tape and disk.

Future :
Probably duplicate more policies / clients.

Handover to Production Control once running smoothly.

The processes are in place in Dudley and should also work for Derby when we wish to implement them there.
Rules

Duplicate tapes are sent offsite for a period of time before being returned and expired.

The length of time offsite is determined by the retention level of the tape (coded in the script) and the date the backup was taken :

	Retention Level
	Recalled After (days)
	Import After (days)

	0/1/2/3 (daily / incr)
	1
	2

	4/6 (weekly / monthly)
	6
	7

	9/10 (infinite) (*)
	6
	7


This is to ensure at least one backup of each type is offsite at any time.

(*) Infinite is not necessarily relevant as the actual infinite primary copies will be sent offsite and left offsite.  We are using a different retention level for the duplicates.

Infinite retention (primary copy) tapes are sent offsite and not requested for return.
A daily process runs which ejects the tapes (duplicate and infinite) to be sent offsite and lists what tapes are to be recalled from offsite that day and which are to be imported that day (should have been requested for recall the previous day).  The process will also highlight any tapes which are overdue for recall or import.

Fixes

Currently it doesn’t handle NetBackup failures very well, so for example if NetBackup becomes unavailable while it is trying to load the returned tapes, it will not expire them nor update the database.

To fix, find out the tapes loaded (e.g. from Production Control or from the email alert) and update the database on buri by running the following SQL :

update vault_tapes set inject_date = "2007-07-25 10:00:00"

where mediaid in ("SW0066", "SW0084", "SW0071", "SW0087", "SW0090", “SW0012", "SW0062", "SW0094")

and return_date <= curdate()

and inject_date is null

and master = "albino"

and robot_host = "colugo"

and robot_num = 0

Then update NetBackup on colugo :

for i in SW0066 SW0084 SW0071 SW0087 SW0090 SW0012 SW0062 SW0094

do

vmchange -h albino -vltname --- -m $i

vmchange -h albino -vltsent "01/01/1970" -m $i

vmchange -h albino -vltreturn "01/01/1970" -m $i

bpexpdate -m $i -d 0 -force

done
Architecture

Scripts are stored in CVS under netbackup/admin.

Cronjobs on buri (root) :

0 9 * * * /usr/local/netbackup/nbdup_change_tapes.plx -s dud
Perl scripts on buri (/usr/local/netbackup) :

nbdup_change_tapes.plx
-s option? ( Site.  Currently only “dud” is valid.  Controls various variables set up in the script.  (Variables for “der” have also been specified).
-n option? ( No vault & no email.

This script runs differently according to whether it runs from cron or terminal:

1.  From cron :  Email report on what needs vaulting.
2.  From command line with –n switch :  Report only and don’t email.

3.  From command line without –n switch :  Do vaulting, interactively.

Processing

1. Run bpmedialist to obtain list of tapes in the duplicates pool (e.g. Duplicates_DU).
2. Run bpmedialist to obtain list of FULL tapes with infinite retention.

· These ssh as root to the master server to obtain results.
· Tapes details are saved to a hash with recall and return dates.

3. Run vmquery for ALL tapes & discard from the hash any tapes not in the robot.
4. Use tldtest to move the tapes to the import/export slots.  Bomb out if anything already in the import/export slots.  Skip a tape if it’s in a drive.

5. Set the vmquery vault fields for ejected tapes to show return date.

6. Update MySQL database with details of moves.

7. List tapes for recall and re-import.

8. Wait for user to physically swap tapes.

9. Run vmupdate to import tapes from the import/export slots and re-inventory robot.

10. For each tape that was on the re-import list, expire the tape (it’s a duplicate) and clear the vmquery vault fields.

11. Ignore / warn about any unexpected tapes.

12. Send email either just reporting on what needs to be done, or what was done.

CGI scripts on buri

nbdup.cgi

Display web page to show current status of vaulting, i.e. what’s offsite, what’s due / overdue for recall, what’s due / overdue for importing back into the robot.

Alternative view :  list history for a particular tape.

Alternative view :  list all vaulting activity.

NetBackup Jobs / Scripts on colugo

/unixteam/staging_scripts/nbdup_diskstage.plx
Policy :
DSSU_DUD_Relocate (name of no consequence)

Schedules :
colugo-staging_suspend
Morning (main) run



colugo-staging_nosuspend
Evening run

-m ( Master.  Or taken from NetBackup master (name supplied in variable by NetBackup).

-s ( Disk Storage Unit Name.  Or taken from first part of schedule name supplied by NetBackup (with _[no]suspend stripped off).

-suspend ( Suspend Vault tapes after use.  Or taken from last part of schedule name supplied by NetBackup (_suspend).

The script looks through all images in the disk storage unit and determines which ones have not been duplicated to tape.  Backup ID lists are then built for the no. of drives and bpduplicates submitted.

/unixteam/nb_info.ini
/unixteam/staging_scripts/nbdup.conf
nb_info.ini controls parameters for the duplication.  If nb_info specifies Vault copies, nbdup.conf controls which policies and clients are involved.

If Vault copying is specified, the policies and clients listed in nbdup.conf have two duplicates made.  The second is to a volume in the Duplicates_DU pool, to be picked up by nbdup_change_tapes.plx for offsiting.  The “2-copy” duplicates are run first, followed by any “1-copy” duplicates.

According to the “_suspend” or “_nosuspend” tag on the schedule name, tapes used for vaulting will be / will not be suspended after use.  If they are not suspended, they will be used for the next duplication session, and so will not be available for offsiting.  In general, the main duplication run (morning) should suspend tapes; any others (manual, or evening catch-up), should not do so.
Data Dictionary

A standalone table vault_tapes is used in the netbackup MySQL database on buri to hold details of movements and locations of all tapes involved in the vault process (duplicate and infinite).

 SHAPE  \* MERGEFORMAT 



vaulted tapes locations and dates.





mediaid	PK


master	PK


robot_host	PK


robot_num


backup_date


eject_date	PK


recall_date


return_date


inject_date
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