
INTERNAL USE ONLY


Failed Backup Resolution V1.0

[image: image1.png]



Table of Contents
31.
Introduction


31.1
Purpose


31.2
Audience


31.3
Scope


42.
General Principles


53.
Key Assumptions


6Document Control




1. Introduction

This document provides guidance on how technology support teams manage the resolution of failed cyclical backups.
1.1 Purpose

This document is written to ensure all people are clear about the policies relating to the resolution of our backup failures and ensuring that evidence of failure and subsequent remediation action are retained in a form suitable for audit purposes. The policy is intended to address both SOX and audit identified compliance issues.
1.2 Audience

Anybody who is designing, supporting, developing or maintaining a service that requires regular backups of data or configuration information to be taken.
1.3 Scope

The policy should be considered relevant for all services that are managed by the operational teams in Business Technology where the resolution of backup failures is a BAU activity. 
2. General Principles
The following principles must be followed when designing process or monitoring activities for operational teams.
· Backup failures are to be analysed and reported on daily.

· Failures must be resolved on the same day of detection.

· Failures must be rerun on the same day if possible. Performance issues or functional restrictions may prevent this from being possible; if so the backup should be scheduled to run at the earliest available opportunity. Each exception must be logged.
· Priority of resolution must be decided by taking the following into consideration :

· The relative priority of the affected service in the service catalogue.

· The affected server being registered on the Sarbanes Oxley ‘in scope applications’ register.

· The length of time since the last successful backup.

· The number of times the backup has failed.

· Whether the failed backup was incremental or full.

· When the last full backup was taken.

· The resolution of backup failures should be considered as high a priority as availability or performance issues with the impacted service.
· Explicit permission via an exceptions process needs to be obtained from the Data Owner should there be a case to vary from this policy.
· Failed backups that have not been resolved must be escalated to the Head of Data on a daily basis. 

· Reporting of failures must be an automatic process. This process must be reliable, secure and able to support the requirements of this policy.
3. Key Assumptions

This section defers key principles of backup resolution to Egg’s overall Data Backup policy. 

· Backups will be integrity tested as a BAU activity and failures will be managed within the scope of this policy.

· The backup infrastructure will be suitable for the RTO rating of any service. Any infrastructure that cannot support the services it is backing up will be raised via the exceptions process and reported to the Head of Data.

· Any statements herein that conflict with the overall Data Backup policy are to be considered overridden by the same.
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