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Training / Document Overview

This document is an overview of NetBackup, particularly in relation to Egg’s implementations, as a useful reminder of the areas covered in Egg internal training.  

Comprehensive documentation covering Egg’s NetBackup implementations, support procedures, NetBackup functionality and command line tools can be found on the WIKI at http://ppnwkp01/ow.asp?Technologies%2FNetBackup or Front Page ( Technologies ( NetBackup.

Veritas documentation for NetBackup is comprehensive and can be found as PDFs on the product CDs or \\ppnfsp03\softinst\NetBackup 5.1\Doc.
Documentation can also be downloaded from support.veritas.com.
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Session 1 :  Overview of NetBackup
1. Architecture

Physical Infrastructure
At least (these can be the same server) :

· 1 Master server

· 1 Media server

· 1 Client
Optionally :

· Global Data Manager (licensed)
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Master server
· Schedules backups
· Stores databases
· client info
· media
· devices
· Handles user backups & restores.

Media server

· Controls all data flow.

Client

· bpcd process responds to requests.

· bpbkar process supplies data.

· Advanced Client supplies information about data.

· Database Agents supply streams of data

Master of Masters

· Reporting across multiple environments.

Software

Base product for “standard” backups (filesystems)

Licensed extensions e.g.
· Vault for automatic duplication & offsiting

· Advanced Client for SAN, off-client backups

· Oracle, SQL, Exchange for hot backups
Backup management
Media management
2. Backup management
Backup image oriented (not file- or media-oriented).  Uses media management layer.

Databases of information e.g. clients, backup images, media

/usr/openv/netbackup

· Policy (formerly class)

A way of grouping together similar backup requirements, or definition of a type of backup
Bundles clients, files, schedules, backup attributes, storage unit, backup media
Retention levels.

Schedule types.

· Reports

e.g. backup success/failure, environment problems, media information, logs, etc.

· Backup images

What policies / clients / schedule types exist on backup

When were they backed up

When do they expire

· Backup images on media

What media are particular images on

What images are on particular media

Duplication

Changes

Verification

· Lists of files, backup & restore
What files can be restored for a server

When were they backed up

Very difficult to track what files are on a particular media

· Storage Units

Group & control a media resource for NetBackup’s use.

Storage units can be grouped.
Control no. of streams, multiplexing.

Tape (robot)

Disk

Disk Staging

3. Media management

Manage the physical media.  Doesn’t know about backups.  Provides service to backup management.

/usr/openv/volmgr

· Volumes

Media type (e.g. DLT / LTO (hcart) / LTO2 (hcart2) / DLT CLN…)

Media life management (no. mounts, expiry)

Media problems management (frozen / suspended)
· Volume Pools (tie to policy)

Group media for different purposes

Best to keep few only

Automatic grouping of retention levels

· Volume Groups

User-oriented facility e.g. for offsiting, tape rotation.
4. Device management

Manage discovery of and connectivity to backup devices e.g. robots & tape drives.

Logs to /var/adm/messages.

Control availability of drives when problems (media vs drive).

Robot Host

One host SCSI controls robot – tape locating and mount/dismount

Multiple hosts can control drives

Even in SSO environment

Device discovery wizard
Global device database (vmglob)

tpconfig (device configuration)

robtest (low-level device control)

SSO (Shared Storage Option)
5. Admin GUIs

Windows Admin Console (licensed)
Windows Java GUI (Windows Install CD)
UNIX Java GUIs (jnbSA, jbpSA)

Firewalls & Authentication (/usr/openv/java/auth.conf)

Enhanced Authorisation (vopied & vxss)

bpadm, bp, command line

Session 2 :  Overview of Egg's Estate
What NetBackup environments we have and why.

What servers are involved and what are their roles.
Gorilla etc. :  Original Main NetBackup Environment

NetBackup 4.5 Feature Pack 8.

Spread across Dudley and Derby with single Master server in Derby.

Media servers & robots on either site.

Put in by Morse 1999/2000?  NBU3.4 ( NBU 4.5.  Can’t upgrade beyond due to low OS rev clients.  Recently added 4 LTO2 drives and v880 media server with RIO as disk staging but implementation has stalled.
Technology :  DLT 7000 drives, 35-70 Gb/tape.  L700 on each site with 600+ slots.

Policy :  Back up everything except DMZ (tbc), full once per week (spread load), cumulative incremental between).  SQL, Oracle & Exchange full backups nightly.
Master :  Gorilla e450 Derby
Media :  Derby Gorilla controls L700 & 10 drives, Baboon controls 8 drives
Media :  Dudley Lemur controls L700 & 8 DLT drives, Gibbon controls 8 DLT drives (4 spare with robot).  Grivet (CR5) controls 4 LTO2 drives (via fibre/SCSI bridge).
Clients :  300-400 Solaris & Wintel, occasional Linux.
Issues

Tape swapping due to low media size and reliance on full backups.

DLT7000 (un)reliability.

Recent partial upgrade to LTO2 in Dudley has stalled.

Disk staging required & not automatic.

Lack of backup network.

Support :  Morse / Sun / Veritas
Colobus etc. :  Original CDW NetBackup Environment
NetBackup 4.5 Feature Pack 8.

L40 tape robot with e220 Master/media server.  Gigabit attached to Sunfire 6800 for CDW backups.  Also backing up peripheral servers (wheatear, tern).

Recently ppnssp03 added as media server to back itself up in Derby.  16-slot single-drive DLT device attached to it has not been very successful.

Technology :  2 LTO1 drives, 100-200Gb.  L40 with 40 slots.

Policy :  Back up everything, full once per week, cumulative incremental in between.  Oracle full backups nightly.

Master :  Colobus e220 Dudley

Media :  Colobus (Dudley), ppnssp03 (Derby)
Issues
Tape swapping (Production Control)_ due to reliance on full backups.

Drives and media have been reliable.

Future uncertain (6800 decommission).
Support :  Morse / Sun / Veritas
Tarsius etc. :  ATOS Backup Environment

NetBackup 5.0 Maintenance Pack 4 (for Disk Staging).

Backup environment set up for the ATOS-managed servers.  We used to manage the servers but not the clients.  Mainly R&FVJ, Cognos, NetPoint.  Also Exchange (on loan).

Technology :  V40 in PB4, with 2 LTO2 drives attached to tarsius.  L100 in PB3, with 2 LTO2 drives attached to vervet.  Using disk staging (ATABeasts).

Policy :  Backup everything, full once per week, cumulative incremental in between.  Oracle full and incremental backups.

Master :  tarsius, v880, PB4

Media :  tarsius (PB4), vervet, v880, PB3.
Issues : 

Tape swapping due to smallish size of robots.

Firewall between tarsius & vervet.

Networking (?) problems.

Separate RMAN catalog & different scripts usage.
Support :  Morse / Sun / Veritas
Albino etc. :  Derby Enterprise Backup Solution

NetBackup 5.1 Maintenance Pack 2 (latest, for Disk Staging).

4 v880s SAN-attached via 2 switches to SpectraLogic T950 tape robot containing 8 LTO2 drives and 950 tape slots (in 10-tape cartridges).  Partial backup network.

Phase 1 :  SAN backups of CDW (complete)

Phase 2 :  Implementation of backup network and migration of backups from gorilla.

Phase 3? :  Offsiting / vaulting.

Technology :  NetBackup Advanced client transfers data over SAN not IP & work is controlled from the media server, taking the load off the clients.  EMC Cx300 10 Tb (raw) as disk Staging split between 3 media servers.
Master :  albino, v880

Media :  ratel, macaque, hyrax all access the 8 drives on T950 using SSO & also EMC Cx300 disk staging.  (Albino also manages its own disk area).

Policy :  Back up anything possible on the F15K using SAN (Advanced Client & RMAN proxy copy).  This requires links between Cx700 & Cx300.  IBM ESS currently not linked.

Issues
SAN backups complete but next phase has stalled.

Ratel has to see all production disks and all Cx300 disks.

Original requirements and constraints not well understood.

Derby only!

Support :  Morse / Sun / Veritas / NCE
worm & L1000

Test crash-&-burn environment.  v240.  L1000 has 2 DLT drives with a number of tape slots.  Worm is master/media server, currently installed as 4.5 FP3.  Plenty of disk so potential for running multiple backup environments, testing disk staging, etc.

Issues :

Environment is not big enough and L1000 is not performant or reliable enough to run full test restores e.g. of GTX.
Support :  Morse / Sun / Veritas
Sony DataStor
Self-contained unit bought originally for Dudley DMZ backups of DSP.  Comprises single Sony AIT drive (100Gb?) with 16 tape slots.  Also 400 Gb disk to use as disk staging.  Also Windows install.

pnnbupp01 ( Derby as ppnbup01 ( Dudley as pnnbup01.

Currently awaiting rebuild by Microsoft for DMZ backups in Dudley.  Getting these working to gorilla anyway.

Issues :

Probably too small.

Doesn’t really fit with rest of the backup estate.
Support :  NCE
Session 3 :  General admin

· new backups 

· adhoc backups & restores 

· general troubleshooting 

· tape changing 

· firewall 

· device problems 

· drive problems

· broken tapes

Session 4 :  Database Extensions 

· configuration 

· how they work 

· troubleshooting 

Session 5 :  Derby Enterprise Backup Solution
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Infrastructure
· NetBackup Servers :  4 Sun v880

· SAN Switches :  2 Cisco MDS9216 (connected to CDW switches)

· SAN Storage :  EMC Clariion Cx300 (also connected to CDW Cx700)

· Tape Robot :  Spectralogic T950 containing 8 LTO2 drives & 950 tape slots.

· Backup Network :  Passport 8600, Baystack 5510-48s :  in PB4 & PB3, linked by 8 Gigabit line.  Also ASF & Checkpoint Firewall.  Development & Production backup zones separated.
Notes

1. Albino is the v880 NBU 5.1 Master Server.

2. Ratel, macaque and hyrax are v880 NBU 5.1 Media Servers.  They share access via the Cisco switches to all 8 drives in the T950, using SSO.  Ratel is the robot host.

3. All 3 media servers access the EMC Cx300 for disk staging.  Ratel also has access to the Cx700 for creating snapshots for Advanced Client.

4. All 4 v880s use their own internal disks as a disk storage unit.

New (ish) Technology

NetBackup Advanced Client
· Transfers data over SAN rather than IP

· Data transfer is controlled from the media server, taking the load off the clients
· Makes use of snapshot technology for point-in-time backup
Shared Storage Option (SSO)
· Sharing of tape drives between media servers

Disk Staging
· EMC Cx300 10 Tb (raw) as disk Staging split between 3 media servers.

NetBackup Environment

1. godzilla-3 and godzilla-4 SAN volumes backup over fibre using Advanced Client (godzilla-4 currently not).
2. godzilla-3 Oracle databases full backups over SAN using RMAN Proxy Copy.

3. godzilla-3 Oracle databases incrementals and cleardowns over IP (as per live).

4. godzilla-3 and godzilla-4 non-SAN volumes backup over IP (as per live).

5. godzilla-3 crisp archive backs up quarterly with post-backup script to delete files.

· Each media server has 6 Cx300 disks to make a disk staging file system.

· There is a NBU Disk Staging Storage Unit for each disk staging file system.

· There is also a NBU Disk Storage Unit for each v880’s internal disks (for test only).  These STUs have a schedule associated for duplicating the disk backup images to tape.  So ratel disk will duplicate to ratel tapes, etc.

· There is also a NBU Tape Storage Unit for each media server’s access to the T950 tape drives (which are shared by SSO).  To balance use of the drives, each STU is limited to 2 or 3 tapes in concurrent use.

· There is also a storage unit group for each of these, i.e. to group the tape STUs, group the disk STUs, and group the staging STUs, so NBU can balance usage of the resources.

· “Slow” backups should generally taken to disk staging which is unaffected by the speed at which the data arrives.  The fast disk will then duplicate quickly to the fast tape drives, running them efficiently.
The SAN and Proxy Copy backups all go directly to ratel tape drives because

1. they should drive the tapes fast

2. only ratel can see the Cx700 to obtain the data.

The database non-Proxy Copy backups go to ratel’s disk staging storage unit.  Could probably use disk staging storage unit group.

The non-SAN filesystem backups go to the disk staging storage unit group.  New backups will also go there.

Issues

1. Ratel has to see all production disks and all Cx300 disks.

2. Not identified what servers should migrate next from gorilla (slow?  big?)

3. godzilla-4 SAN configuration not yet done to allow SAN backups (ratel needs to see godzilla-4’s Cx700 storage).

4. Offsiting / Vaulting not implemented.

5. No proper re-run policies (due to limitations in proxy copy config)

3rd Party Support

Contact details on http://ppnwkp01/ow.asp?NBDerbyEnterpriseSolution.

· T950 supported by NCE

· Sun kit supported by Morse / Sun
· NetBackup supported by Veritas (Morse?)
· Switches, HBAs etc. supported by ???
New Procedures
Stopping NetBackup
To stop NetBackup cleanly (standard procedure) :

1. Stop NetBackup on media servers

/etc/init.d/netbackup stop

/usr/openv/netbackup/bin/goodies/bp.kill_all
2. Stop NetBackup on master (albino).

Starting NetBackup

Start in this order to ensure clean startup :
1. Start NetBackup on master.

/etc/init.d/netbackup start
2. Start NetBackup on robot host (ratel).

3. Run vmdareq -d on master (albino) & ensure ratel is SCAN_HOST for all drives.

4. Start NetBackup on remaining media servers.

Migrate robot host
Procedure needed in the event of ratel going down as it is the robot host.

Probably simplest to remove all devices and re-scan from the GUI.
SAN Environment Details
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· The EMC Clariion Cx300 contains approx 10 Tb (raw) shared between ratel, macaque and hyrax.
· Configured into 6 LUNS on each server making up 3 Tb file system for disk staging.

· Under control of Solaris Disksuite (which didn’t like LUNs > 1 Tb hence the 6).

· 2 Tb only on ratel as 1 tray was moved to the Cx700 for snapshot cache.  Could reconfigure this from Navisphere to even out.
· The v880s connect to the SAN disks via Sun-badged single-port QLogic HBAs (X6767A) in PCI slots 7 & 8, via Cisco MDS9216 switches (1 port to each switch).

· The v880s also connect to the T950 tape drives (via FQIP boards) via JNI FCX2-6562-L dual-port HBAs in V880 PCI slot 6 (33 Mhz only), via the same switches.  Each cable connects effectively to 4 drives, 1 FQIP.
EMC PowerPath
The EMC disks presented by the Cx300 to the v880s (and from the Cx700 to ratel), are managed on the v880s by EMC Powerpath to provide resilience / load balancing (maybe).  There is an issue because format shows up each disk down each fibre cable, plus emcpower devices – these are the ones that should be used, e.g. :
# /etc/powermt display ports dev=emcpower3

Pseudo name = emcpower3a

CLARiiON ID=CK200042900321 [macaque]

Logical device ID=6006016034A1110026ECE8280934D911 [LUN 6]

state=alive; policy=CLAROpt; priority=0; queued-IOs=0; write_throttle=off

Owner: default=SP B, current=SP B

==============================================================================

---------------- Host ---------------    - Storage Sys - - Path -  -- Stats --

### HW Path                 I/O Paths    Interf.    Wt_Q  Status  Q-IOs Errors

==============================================================================

3073 pci@9/SUNW,qlc@1/fp@0     c2t5006016130202DB4d5s0   SP A1     256     a,v      0      1

3073 pci@9/SUNW,qlc@1/fp@0     c2t5006016830202DB4d5s0   SP B0     256     a,v      0      1

3074 pci@9/SUNW,qlc@2/fp@0     c3t5006016030202DB4d5s0   SP A0     256     a,v      0      1

3074 pci@9/SUNW,qlc@2/fp@0     c3t5006016930202DB4d5s0   SP B1     256     a,v      0      1

AVAILABLE DISK SELECTIONS:

...

      16. c2t5006016130202DB4d5 <DGC-RAID3-0207 cyl 55294 alt 2 hd 256 sec 88>

          /pci@9,600000/SUNW,qlc@1/fp@0,0/ssd@w5006016130202db4,5

      17. c2t5006016830202DB4d5 <DGC-RAID3-0207 cyl 55294 alt 2 hd 256 sec 88>

          /pci@9,600000/SUNW,qlc@1/fp@0,0/ssd@w5006016830202db4,5

...
      28. c3t5006016030202DB4d5 <DGC-RAID3-0207 cyl 55294 alt 2 hd 256 sec 88>

          /pci@9,600000/SUNW,qlc@2/fp@0,0/ssd@w5006016030202db4,5

      29. c3t5006016930202DB4d5 <DGC-RAID3-0207 cyl 55294 alt 2 hd 256 sec 88>

          /pci@9,600000/SUNW,qlc@2/fp@0,0/ssd@w5006016930202db4,5

...
      33. emcpower3a <DGC-RAID3-0207 cyl 55294 alt 2 hd 256 sec 88>

          /pseudo/emcp@3

...
Some Commands & Details
/etc/system must contain
forceload: drv/ssd

set ssd:ssd_max_throttle=20

set fcp:fcp_enable_auto_configuration=1

Install licences with

/etc/emcpreq –install

list with

/etc/emcpreq –list
After install / disk presentation changes
/etc/powercf –q

/etc/powermt config

/etc/powermt save

Display device information (e.g. match emcpower devices)
/etc/powermt display dev=all

Monitor throughput

/etc/powermt watch every=2

Navisphere
Navisphere is the software used to manage the Clariions, including :

· allocate storage

· monitor hardware health & performance

Navisphere Agent on the v880s talks to Navisphere Client on the Clariions.
Navisphere Client PC sits within the EMC racks.  Login is emc/emc.

Navisphere Client can be accessed from a browser (http://10.50.214.57)

Admin password is in “getpass navisphere”.

Configuration

· hostname & IP stored in /etc/agentid.txt aid visibility on the client.
· EV_AGENTID_DIRECTORY set in /etc/profile

Cisco Switches

Cisco Switches can be accessed through Fabric Manager and Device Manager which are used to

· monitor the switches

· change zoning.

Installation

Web browser to http://10.50.214.37 or http://10.50.214.38 and download software.

Access
Connect Device Manager or Fabric Manager to http://10.50.214.37 or http://10.50.214.38.  Password from “getpass manager”.
Spectralogic T950
All admin from front panel or from http://10.50.214.118/ (needs IP in DNS).  Can’t import/export from web interface.
Passwords to web interface from “getpass t950”

· su account :  do everything

· admin account :  do everything except admin users

· operator account :  import/export etc. only.

On-line reconfigurable.

Configured into 1 partition (950 tape slots of which 20 for import/export).

Tapes in 10-slot cartridges.

Currently only 200 or so tapes.  Remainder in PB4 stores awaiting labelling (SEnnnn labels).

8 LTO2 drives controlled by 2 FQIPs ( 2 fibre connections from each to switches.

Issues
1. FQIP has gone down occasionally causing loss of visibility to 4 drives (from the switch, no problem is apparent, but can’t be seen from probe-scsi-all).  Reboot of T950 sorts, although FQIP has now also been swapped.

2. 1 tape got stuck in a tape drive.

3. These errors weren’t logged in the system logs.

4. Can’t be rebooted from web interface.

Disk Staging

The purpose of disk staging is to separate the high data flow speeds required by modern tape devices, from the possibly slower rates at which the network/clients can supply data.  An alternative is to use high multiplexing but this increases restore times.

1. NBU includes Disk Staging Storage Units (and Storage Unit Group).
2. Backups taken to disk.  Image (fragments) can be seen under /ratel_staging_stu.

3. Schedule defined against STU controls when images are duplicated to tape.

4. Image then has 2 copies.  Primary remains on disk until it is expired – for restore.

5. When disk staging storage unit filesystem is full, NetBackup expires the two oldest images (no regard for size or priority).  Sole image on tape is then primary.

In the normal course of events i.e. for backups and restores, there should be no need to worry about where the current backup image resides.

Issues

Don’t delete disk images – expire them using bpexpdate.

NBU management of staging area is rudimentary.  No way to control how full it keeps the staging area, which can cause problems e.g. for Exchange.

Scripts

Useful scripts on tarsius:/unixteam/staging_scripts but are not generic.  Need migrating to albino or making generic.

· check_stage :  Lists backup images in filesystem but not in NBU catalog so can be safely removed with rm.

· check_cat :  Lists backup images in catalog as on filesystem whose files don’t exist, which can be cleaned up using bpexpdate.

· empty_stage :  Expires all backup image copies on disk which have been duplicated to tape, to free up space.

· empty_stage80.ksh :  As empty_stage but only removes enough to leave 80% full.
Shared Storage Option (SSO)
This is the NetBackup facility whereby tape drives are shared between multiple media servers.  There are potential problems here but none have been experienced to date.
vmdareq –h albino –d

Lists which servers can see each drive, and which is the SCAN_HOST.

SCAN_HOST

The host that controls each drive (all hosts can use the drive, but I think this one arbitrates).

Snapshot / Advanced Client / SAN backups

SAN backups using NetBackup Advanced Client are backups where

· Data flows over the fibre SAN rather than IP

· The load is taken off the client

Options

NetBackup Advanced Client in 5.1 covers a number of technologies / products from earlier versions, so there are a number of ways in which backups can be taken.

1. Different ways the data can be presented
· Using Veritas NetBackup snapshot driver

· Using Veritas Filesystem snapshots (space in filesystem)
· Using Veritas Volume Manager snapshots (licensing)
· Using 3rd party snapshots e.g. EMC BCVs.

2. Different ways the data can be moved

· By the client as normal

· Using Media Server to move the data

· Using 3rd party (e.g. switch) to move the data (compatibility)
· Using alternate NBU client to move the data

Current Configuration
1. We are using nbu_snap, the snapshot driver within NetBackup 5.1.  This removes any dependencies on licensing or configuration outside of NetBackup (apart from SAN config).
2. We are using a media servers to move the data – ratel.  This means that the SAN has had to be configured to allow ratel to see

· all the data to be backed up (Cx700)

· including a chunk of disk space for creating a snapshot cache – a tray moved from the Cx300 to Cx700.

· and the disk staging disk space on the Cx300

3. Policy Config :

· Tick “Perform snapshot backups” under “Advanced Client”.

· Tick “Perform offhost backup”

· Check “Use data mover”

· Select “NetBackup Media Server” from the drop-down.

· Click on the “Advanced Client Options” button.

· Choose “nbu_snap” as the “Snapshot method for this policy” (not auto – which will use Vxfs_snap by default).
· Set the “Cache device path” to /dev/vx/rdsk/snapdg/snap-vol
4. 1 Cx300 disk tray to be moved back from the Cx700 to Cx300 to be used as Ratel’s disk staging area.

5. 1 LUN on the Cx700 made available for each of godzilla-3 and godzilla-4 to use to store the snapshot cache when the snapshot backup is run.   Ratel can see these two disks as well as all the other storage on godzilla-3 and godzilla-4.
6. These disks are labelled in format as GZ3-SNAP AND GZ4-SNAP so they can be identified from both ratel and godzilla-3.

godzilla-3

dg snapdg       default      default  63000    1121941358.31.godzilla-3

dm snapdg01     c5t0d6s2     auto     2048     1121059584 NOHOTUSE

v  snap-vol     -            ENABLED  ACTIVE   1121059584 SELECT  -        fsgen

pl snap-vol-01  snap-vol     ENABLED  ACTIVE   1121059584 CONCAT  -        RW

sd snapdg01-01  snap-vol-01  snapdg01 0        1121059584 0       c5t0d6   ENA
godzilla-4

dg snapdg       default      default  2000     1122481675.17.godzilla-4

dm snapdg01     c4t1d2s2     auto     2048     559911648 NOHOTUSE

v  snap-vol     -            ENABLED  ACTIVE   559911648 SELECT   -        fsgen

pl snap-vol-01  snap-vol     ENABLED  ACTIVE   559911648 CONCAT   -        RW

sd snapdg01-01  snap-vol-01  snapdg01 0        559911648 0        c4t1d2   ENA

Backup Process

1. At the start of the backup, a snapshot is taken using the defined driver, to create a point-in-time image of the filesystem(s) to be backed up.

2. This can be seen as a filesystem, using df –k.

3. NetBackup Advanced Client on the client provides information to the media server about the location on the SAN of the blocks to be backed up.
4. The media server controls the movement of data from these blocks to the destination storage unit (tape/disk).

5. snoop or tcpdump will show significantly less traffic over the network.

6. If data on the filesystem being backed up changes during the backup, the original blocks are written to the snapshot cache before being changed.  The snapshot filesystem comprises the original filesystem plus the cache, so the data being backed up is as it was at the time the snapshot was created.

7. Once the backup is complete, the snapshot is destroyed.

RMAN Proxy Copy / SAN Backups

Proxy Copy is the way RMAN integrates with NetBackup Advanced Client.

Instead of supplying NetBackup with streams of data to back up, RMAN tells NetBackup what data files are to be backed up.

RMAN controls the hot backup mode as usual, NetBackup controls backing the files up in multiple streams – over the SAN.

Logs and Control files are still backed up over IP.

Proxy copy can only do full backups, not incrementals, which use IP.

The main differences are in the RMAN script :
· send ‘NB_ORA_PC_STREAMS=4’ to split into multiple streams.  Normally we pass these from the shell script but doesn’t work in this case.
· backup proxy to do the SAN backup.

The backup process is

1. NetBackup auto-daily / auto-weekly / auto-monthly schedule called according to open window.  Policy name is godzilla-3-{SID}-snap0.

2. Policy calls RMAN_SNAP_BACKUP shell script in /usr/openv/netbackup/ORACLE_scripts
3. RMAN_SNAP_BACKUP script parses the policy name, exports variables etc. and calls RMAN

4. RMAN processes the script file godzilla-3-{SID}-snap0.rman.

5. Script controls :

· Resync catalog

· Allocate 2 channels for backup

· one for control file over IP

· one for SAN parts (split into 4 later by NetBackup).

· Do proxy full backup

· Release channels

· Allocate 4 channels for IP backup or archive log

· Do archive log backup

· Release channels.

6. NetBackup Advanced Client creates the snapshot for the backup (not sure at what point this happens), e.g. of /u10.  This must be < 2 Tb.  See this using df –k.
7. RMAN passes the control file to NetBackup in the usual way, using the daily / weekly / monthly schedules.

8. RMAN passes the list of data files to NetBackup, and it generates the requested number of streams to carry out the backup.  These appear as auto-daily / auto-weekly / auto-monthly schedules and are subject to the usual windows and exclude lists.
9. RMAN passes the control file to NetBackup in the usual way, using the daily / weekly / monthly schedules.

10. At the end of the backup the snapshot is removed.
Differences and caveats

· Schedules are used differently :
The auto-daily (etc.) schedules are used for the SAN parts of the backup.  They need to have an open window or the backup will fail.
This means we can’t use our normal rerun- policies.

· Exclude lists are used differently :
With “normal” (IP) RMAN backups NetBackup’s exclude lists have no effect (because the backups are user backups, so NetBackup just backs up a stream of data it is given).
With “SAN” backups NetBackup is effectively told to run one of its policies with a certain file list.  It treats this as a normal backup policy.
If exclude lists are set to exclude oradata then the database backups will be invalid, but superficially appear to have worked.
To mitigate this, exclude and include lists are used on godzilla as a belt-and-braces approach.

Snapshot Backups Commands and Troubleshooting
Also see Troubleshooting Notes on http://ppnwkp01/ow.asp?NBDerbyEnterpriseSolution.
Logs
Create these logs on the client under /usr/openv/netbackup/logs :

online_util :
best for overview of snapshot backup operation

bpfis :

details of snapshot creation, mount, etc.

bppfi :

not sure what’s in this
Commands

Run all commands on the client :

Create nbu_snap snapshot

# /usr/openv/netbackup/bin/driver/snapon /opiuser /dev/vx/rdsk/snapdg/snap-vol

matched /opiuser to mnttab entry /opiuser

mount device: /dev/vx/dsk/cdwdg/v_opiuser fstype: vxfs

snapshot 1 enabled on /opiuser at 07/21/05 11:27:13

List snapshots

# /usr/openv/netbackup/bin/driver/snaplist                                    

id  ident        size     cached   minblk     err time

1   23998    2097152    128        0          0   07/21/05 11:27:13

        device = /dev/vx/rdsk/cdwdg/v_opiuser

        cache  = /dev/vx/rdsk/snapdg/snap-vol

Possible way of monitoring cache sizes / usage

# /usr/openv/netbackup/bin/driver/snapcachelist

device                  free     busy

/dev/vx/rdsk/snapdg/snap-vol 1121058944 640    

Remove snapshot

# /usr/openv/netbackup/bin/driver/snapoff 1

snapshot 1 disabled

Mimic NetBackup snapshot creation and mount

These commands will be found in the bpfis log.

# bpfis create -id philtest -fim nbu_snap:cache=/dev/vx/rdsk/snapdg/snap-vol /opiuser

INF - BACKUP START 26385

INF - FIS_ID=philtest

INF - matched /opiuser to mnttab entry /opiuser

INF - mount device: /dev/vx/dsk/cdwdg/v_opiuser fstype: vxfs

INF - REMAP FILE BACKUP /opiuser USING /tmp/_vrts_frzn_img__opiuser_26385 OPTIONS:ALT_PATH_PREFIX=/tmp/_vrts_frzn_img_26385,FITYPE=COW,MNTPOINT=/opiuser,FSTYPE=vxfs

INF - EXIT STATUS 0: the requested operation was successfully completed

# /usr/openv/netbackup/bin/driver/snaplist                                    

id  ident        size     cached   minblk     err time

2   26385    2097152    128        0          0   07/21/05 11:35:22

        device = /dev/vx/rdsk/cdwdg/v_opiuser

        cache  = /dev/vx/rdsk/snapdg/snap-vol

# df -k | egrep "File|opiuser"  

Filesystem            kbytes    used   avail capacity  Mounted on

/dev/vx/dsk/cdwdg/v_opiuser 1048576  270686  729468    28%    /opiuser

/dev/dsk/snap/2      1048576  270686  729272    28%    /tmp/_vrts_frzn_img__opiuser_26385

Test snapshot

1.  Initially, filesystems are the same.

# ls /opiuser                           

c_apps      lib         network     scripts

hello.c     lost+found  opi_apps

# ls /tmp/_vrts_frzn_img__opiuser_13455/

c_apps      lib         network     scripts

hello.c     lost+found  opi_apps

2.  Make a change.

# touch /opiuser/phil

3.  Changes are only made to the actual filesystem.  The snapshot remains as it was at the time the snapshot was taken (snapshot is comprised of original filesystem plus cache; original block is written to cache before block is changed).

# ls /opiuser                           

c_apps      lib         network     phil

hello.c     lost+found  opi_apps    scripts

# ls /tmp/_vrts_frzn_img__opiuser_13455/

c_apps      lib         network     scripts

hello.c     lost+found  opi_apps

Remove snap filesystem and snapshot

Check on the snapshot ID.

# ls /usr/openv/netbackup/online_util/fi_cntl/

bpfis.fim.philtest.0

# bpfis delete -id philtest            

INF - BACKUP START 27642

INF - EXIT STATUS 0: the requested operation was successfully completed

ADD INFO FROM ADV CLIENT TESTING DOC
ADD INFO FROM ISSUES DOC.

issues

arch logs

limitations

Wiki.

Scripts
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Session 5a :  Dudley Backup Improvements

v880 (grivet)

4 LTO2 drives

Tamar bridge.
Session 6 :  Egg-specific 

· scripts 

· wiki 

· offsiting / tape changing 

· reporting / monitoring 

· DR 

· CC & Prod Ctrl 

Session 7 :  More details of NBU 

· how it works

· useful files 

· useful commands 

· tuning & troubleshooting 

· catalogs 

· tape duplication 

· policies & scheduling 
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