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	1. EMEA Backup Systems Definition for Russia

	1.1. Service Name: EMEA Backup Systems administration
1.2. Service unit: EMEA Backup Systems Administrators. The EMEA Backup Systems Administrators team is a division of Citigroup Technology (CTI). The team is located in the United Kingdom (UK).  EMEA SAN Management Group  (*GT EMEA TI Distributed Storage Mgmt) is responsible for Legato Replistor Operational Support
1.3. Service level Manager: The appointed Service Level Manager of this service is: Gary Battersby.
1.4. Customer Contact: The appointed Customer Contact (Russia CTI Distributed Ops) for this service is:  Alexey Loginov
1.5. Service coverage: Target Availability The target availability that we work to is 100%. The CTI Command Centre team manages severe outages. A full review of any such outages is completed in accordance with standard CTI processes.
1.6.  Service Hours: EMEA Backup Systems Administrators can be contacted during the weekday on site support hours of 8am - 6pm (UK Time). EMEA Backup Systems Administrators are is available 7 x 24 x 365 days of the year via the Command centre callout on phone number +44 20 7986 2020
1.7. Support: All support calls regarding to EMEA Backup Systems Administrators are directed to the local customer support team. Users may also log tickets on Virtual TECH (problem management system https://virtualtech.eur.nsroot.net/). Tickets the local customer team are unable to resolve are escalated to EMEA Backup Systems Administrators team. This team will attempt to resolve all such escalated issues. All contacts are listed in Appendix B.
1.8. Timeframes: EMEA Backup Systems Administrators follows below defined timeframes based on Issue severity for response and attempts to follow for resolution. Issue severity is defined in terms of Virtual Tech system as per Severity Level Assessment Matrix

1.8.1. Severity 1
Response time 1 hour, Resolution time as soon as possible

1.8.2. Severity 2
Response time 2 business hours, Resolution time 8 business hours

1.8.3. Severity 3
Response time 4 business hours, Resolution time 16 business hours

1.8.4. Severity 4 (Moves & Changes)
Response time 3 business days, Resolution time 40 business hours

1.9. Process. The major processes performed by EMEA Backup Systems Administrators are Change Management, Problem management, Infrastructure installation, Resource management, Daily Controls checks, and Information Security, Controls and Compliance. The EMEA Backup Systems Administrators team provides weekday onsite support for regional Backup Infrastructure. Its primary function is the ownership and responsibility of the Backup infrastructure in EMEA, which includes this is not an exhaustive list, are as follows:

1.9.1. Managing the devices ensuring that they are available and operational 
1.9.2. Performing daily checks on the devices, consisting of the following: Checking the event logs for any errors. Check for Legato Networker backup failures and  Replistor failures.  Checking is to be performed working days only.
1.9.3. Daily MIS reporting on Backup status 

1.9.4. Tape management (including and excluding tapes into rotation)
1.9.5.  Legato Replistor performance management and and failure analyses leading to escalation according to regional management procedure. 
1.9.6. Manage any support cases with the vendors (Sun and EMC) ensuring satisfactory problem resolution.

1.9.7. Identify and manage any failed Backup infrastructure hardware. This will involve correctly identifying the failed hardware and raising the necessary VT tickets to the local support groups for replacement
1.9.8. Maintain and troubleshoot Legato services by means of remote access or using ILO interface. List of Backup infrastructure servers and ILO IP addresses is provided in Appendix A to this document
1.9.9. Restoring CFI (client file indexes) from backup

1.9.10. Restoring Data from backup based on VT request
1.9.11. Wintel support (OS installation, patching, VTM setup, Anti-virus protection, troubleshooting, Legato software installation, support and on-going maintenance) is performed by EMEA Backup Systems Administrators team in conjunction with London Wintel Support team 

1.9.12. Privileged OS password is kept and maintained according to Citigroup policies and procedures by EMEA Backup Systems Administrators team in conjunction with London Wintel Support team.
1.9.13. Ensuring full production status for the devices (Monitoring, TAS etc)

1.9.14. Adding servers into backup pool. Removing servers from backup pool. 

1.9.15. New Legato servers, when added, will be also maintained according to the same support agreement
1.9.16. Manage archive tape creation for decommissioned servers

1.9.17. Other applicable processes described in PCM documentation:  

              BACKUP - Mmgt  Process Control Manual version from 15-Nov-2006 or later
              Backups Russia BAU v1.3 or later



	2. Russia SA’s Backup Systems Responsibilities: 

	The local SA’s will be responsible for performing the following tasks:

2.1. Hardware support (racking, stacking, cabling, hardware maintenance)

2.2. Define backup strategy for each server.

2.3. Communicate with Business users regarding data backup and restoration. Forward restore requests to EMEA Backup Team.

2.4. Troubleshoot Legato services on local servers in accordance with EMEA backup Team recommendations
2.5. Keep tapes in safe and maintain safe inventory.
2.6. Library Tape management is the responsibility of EMEA Distributed backups. Data Owners are responsible for requesting backup and retention period.

2.7. If Vendor's require access in the event of an issue EMEA Backup Systems Administrators will require the support of local SA’s to ensure resolution.

2.8. Provide onsite support in case of any hardware or power maintenance. Power down and power on backup infrastructure boxes in accordance with EMEA backup Team recommendations
2.9. Inform EMEA Backup Team in advance about forthcoming power maintenance events.




	APPENDIX A: ILO IP Address list

	Server Name
IP address
ILO IP address
VKOCTISANS0001

169.190.110.93

169.190.109.25

VKOCTISANS0002

169.190.126.29

169.190.124.251

VKOCTISASN0001

169.190.110.94

169.190.109.26

VKOCTISASN0002

169.190.110.95

169.190.109.27

VKOCTISASN0003

169.190.110.96

169.190.109.54

VKOCTISASN0004

169.190.110.97

169.190.109.55

VKOCTISASN0005

169.190.110.98

169.190.109.56

VKOCTISASN0006

169.190.110.99

169.190.109.57

VKOCTISASN0007

169.190.126.30

169.190.124.252

VKOCTISASN0008

169.190.126.31

169.190.124.253

VKOCTISASN0009

169.190.126.32

169.190.124.254

VKOCTISASN0010

169.190.126.33

169.190.124.249

VKOCTISASN0011

169.190.126.34

169.190.124.248

VKOCTISASN0012

169.190.126.35

169.190.124.247




	APPENDIX B: Support Team contacts and escalation charts
London EMEA Backup Systems Administrators 

The group hotline is +44 2075001266 (Citigroup internal extension number 51266 )

Virtual Tech queue is UK Infrastructure Backups Support

The email distribution list is *GT EMEA TI Backup Systems Administrators

On site support hours of 8am - 6pm (UK Time)
EMEA Backup Systems Administrators are is available 7 x 24 x 365 days of the year via the Command centre callout on phone number +44 20 7986 2020

EMEA SAN Management Group (ESMG) 
The group hotline is +44 20 7500 9686 (Citigroup internal extension number 5-9686)

The email distribution list is *GT EMEA TI Distributed Storage Mgmt

Russia SA Team

The group hotline is +7-495-589-2923
Virtual Tech queue is Russia Server Group

The email distribution list is *GT RU Server Group

INFOMAN approver groups are CNRUSERA, CURUCABA

On site support hours 08am – 8pm (MSK) Monday – Friday. 
The group hotline is to be used during off-hours
Russia SA Team Escalation chart
First contact 

Server Support On Call engineer

+7-495-589-2923

*GT RU Server group

Escalation (Level I)

Server Operations group Head

Igor Shamshin

+7-495-642-7557 work

+7-916-993-7258 mobile

Igor.Shamshin@citigroup.com

Escalation (Level II)

Server department Head

Alexey Loginov

+7-495-642-7552 work

+7-985-760-5049 mobile
Alexey.Loginov@citigroup.com

Escalation (Level III)

CTI Russia Head

Kirill Drematch

+7-495-642-7555 work
+7-985-764-5642 mobile
Kirill.Drematch@citigroup.com




	APPENDIX C: Attached documents

	PCM / BACKUP - Mmgt  Process Control Manual version from 15-Nov-2006
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1. 
Introduction


This guide details the procedures and workflow for BAU related activities to the production backup’s environment in Russia.


1.1
Audience


Windows administrators and end users of the backup environment in Russia.


2.
London Backups BAU Team


The team is located on the 24th Floor, in Citigroup Centre 2 in Canary Wharf, and is lead by Juliet McMullen (juliet.mcmullen@citigroup.com) and also consists of the following personnel:


		Name

		Email

		SOEID



		Pierre Hymas

		pierre.hymas@citigroup.com

		ph55347



		Ceserian Karnan

		ceserian.karnan@citigroup.com

		ck91456



		David Hampson

		david.hampson@citigroup.com

		dh54246



		Gart Walters

		gart.walters@citigroup.com

		gw69877



		Mike Wilson

		mike2.wilson@citigroup.com

		mw69878





The group hotline is +44 2075001266 (Citigroup internal extension number 51266 )


The email distribution list is *GT UK Backup System Administrators.

3.
London Wintel Support Team


The team is located on the ADD INFORMATION HERE, and is lead by ADD INFORMATION HERE and also consists of the following personnel:


		Name

		Email

		SOEID



		

		

		



		

		

		



		

		

		





The group hotline is ADD INFORMATION HERE ( Citigroup internal extension number ADD INFORMATION HERE )


The email distribution list is ADD INFORMATION HERE


4.
London ETM Support Team


Gary Smith (gary.mark.smith@citigroup.com ) gs63244


Jane Pitt ( jane.pitt@citigroup.com ) jp84537


5.
London SAN Support Team


The team is located on the 24th Floor, in Citigroup Centre 2 in Canary Wharf, and is lead by Sal Ahmed (salauddin.ahmed@citigroup.com ) and also consists of the following personnel


		Name

		Email

		SOEID



		Dave Coles

		david.peter.coles@citigroup.com 

		dc91175



		Paul Haynes

		paul.haynes@citigroup.com

		ph47197



		Andy Johnstone

		andy.johnstone@citigroup.com

		aj97754



		Tim Robinson

		tim1.robinson@citigroup.com

		tr69152



		Sunil Sharma

		sunil1.sharma@citigroup.com

		ss39708



		Also located in EDC Meerbusch, Germany is:

		



		Thomas Weise

		Thomas.weise@citigroup.com

		tw00629





The group hotline is +44 2075009686 (Citigroup internal extension number 59686)

The email distribution list is *GT EMEA Distributed Storage Mgmt

6.
Russia SA Team


The team is located on the Mezzanine Floor, in Moscow City office at Krasnopresenenskaya Naberezhnaja, block B, and is lead by Alexey Loginov (Alexey.Loginov@citigroup.com) and also consists of the following personnel:


		Name

		Surname

		Email

		Office tel number



		Mikhail

		Shestakov

		mikhail.shestakov@citigroup.com

		+7(495)-7256788



		Alexey

		Loginov

		alexey.loginov@citigroup.com

		+7(495)-6427552



		Maxim

		Gorsky

		maxim.gorsky@citigroup.com

		+7(495)-6427583



		Mark 

		Emelianov

		mark.emelianov@citigroup.com

		+7(812)-7183680



		Sergey

		Tsvetkov

		sergey1.tsvetkov@citigroup.com

		+7(495)-7256701



		Igor

		Shamshin

		igor.shamshin@citigroup.com

		+7(495)-6427557



		Vladimir

		Dorogovtsev

		vladimir.dorogovtsev@citigroup.com

		+7(495)-6427582





The group hotline is +7-495-589-2923


The email distribution list is *Gt Ru Server Group


On site support is 08.00-20.00 (MSK) Monday – Friday. The group hotline is to be used during off-hours


7.
Wintel Support of Legato Servers


The following servers are configured as Legato servers for Russia Backup infrastructure:


VKOCTISANS0002,VKOCTISASN0007,VKOCTISASN0008,VKOCTISASN0009, VKOCTISASN0010,VKOCTISASN0011,VKOCTISASN0012,VKOCTISANS0001, VKOCTISASN0001,VKOCTISASN0002,VKOCTISASN0003,VKOCTISASN0004, VKOCTISASN0005,VKOCTISASN0006


The following support arrangements have been agreed:


Hardware support (racking, stacking, cabling, hardware maintenance) is performed by Russia SA Team.


Wintel support (OS installation, patching, VTM setup, Anti-virus protection, troubleshooting, Legato software installation, support and on-going maintenance) is performed by London Backups team in conjunction with London Wintel Support team.


Privileged OS password is kept and maintained according to Citigroup policies and procedures by London Backups team in conjunction with London Wintel Support team.


New Legato servers, when added, will be also maintained according to the same support agreement


8.
Legato Replistore Support


In the interim all Legato Replistore infrastructure is being managed and supported by London ETM Support Team. By October 20th, 2006 Legato Replistore support will be handed over to London SAN support team.

9.
Virtual Tech 


Virtual Tech (VT) is a problem management application but it is also used to request work.


The queue name for the Backups team is ‘UK Infrastructure Backups Support’.


Go to https://virtualtech.eur.nsroot.net/

VT requests are answered and restores started within four hours and requests made outside office hours are handled by the team on-call activation.


The document refers to the group email alias. This DL is currently *GT UK Backup System Administrators


The shared area for the team is a CIFS share provided by other support groups.  It is currently configured as \\ldnctinas001\gte_761_Backup although the location may change.


10.
MAC changes to backups


These normally require the backup request form to be completed and submitted with appropriate SMT/RMO approval emails. All forms and approvals to be attached to a Virtual Tech ticketed assigned to “UK Infrastructure Backups Support”. The workflow for these types of tasks would be as follows:


1. Raise a VT ticket to “UK Infrastructure Backups Support” briefly describing the MAC activity.



2. List all hostnames that the MAC activity relates to.



3. Where appropriate, upload and attach all supporting documentation to the VT ticket.


11.
Restore Requests


For each restore request, please raise a Virtual Tech ticket to “UK Infrastructure Backups Support”. The workflow for restore requests is as follows:



1. Raise a VT ticket to “UK Infrastructure Backups Support” stating that a restore is required and indicating if it is urgent.



2. Add the Hostname of the server that the data was backed up on, onto the ticket.



3. Add the Hostname of the server where the recovered data is to be put onto the ticket



4. Add the Restore date onto the ticket



5. Add the file/directory names of the data to be recovered onto the ticket.


Confirmation of the successful restore will be made on the VT ticket. The ticket will then be closed or reassigned to the requester.


It is best if all communications are carried out on the VT ticket. This provides a single source of information for all activities carried out and maintains consistency.


Once a restore has been completed. 


12.
General Questions and queries


Queries can be answered by emailing the backups group via the group distribution email:


*GT UK Backup System Administrators


Or by phoning the group hot-line on +44 2075001266


13.
Out of hours support


The London backups team provide support during office hour’s 08:00 to 18:00 GMT.


Out of hours support ( any time other than 08:00 – 18:00 GMT ) is provided by a member of the team who is on-call.


All out of hours support is handled via the London Command Centre and all access and communication to the backup team is via the London Command Centre. 


To speak to someone in the Backups team out of hours, please call the London Command centre on:


+44 208 986 2020


requesting that you need to speak to someone in the backups team.


They will call the on-call team member and conference you in.


14.
Reporting


All automated reporting is through perl scripts using standard Networker commands or the tool EMC Backup Advisor. The perl scripts run from the crontab of the legato user on all the backup servers.  All the scripts used are located in the home area of the legato user.


15.
Capacity

An email is sent from the legato account on the backup servers detailing the amount of data backed up by jukebox, pool and backup level. This achieves the following objectives:


1. Capacity reporting and forecasting


2. Load balancing between jukeboxes


Load balancing is done manually when required by monitoring the information presented in the email. The objective is to maintain an even distribution of media usage across all jukeboxes where possible so that all media remains in the jukeboxes for at least eight weeks. This greatly assists the business as data can then be retrieved promptly in most cases without operator intervention.

The data from the reports is entered into a spreadsheet located in the shared area.  There is a task to update the spreadsheet under id 70599.


This spreadsheet is used to predict and budget for overall backup growth within the organisation and to forecast tape media purchases.


16.
Client Web Site

A web page needs to be updated at least weekly by the Backups BAU team to enable all interested parties to verify that particular servers for which they are responsible have appropriate backups and that the data is retained for the correct time period, as described in section 3. This web page is created from the database and then manually edited. To create this web page, follow the steps below:


1. Open Access, in the Client_Data_Main window, select the Queries tab.


2. Highlight the “Active clients with pool” query and open it. Check the report.


3. Then, on the main window, pull down on File and select Save HTML.


4. Click Next


5. Select the Queries tab and check “Active clients with pool” then click Next


6. Click Next


7. Click Next


8. Select a temp folder to use as the publication folder. Click Next


9. Click Next


10. Click Finish


There should now be an HTML file in the nominated folder called “Active clients with pool”. This now needs to be changed with a text editor to make the retention information clearer. Then it needs to be saved and uploaded to the SATSUWEB web site. To do this, use an appropriate Windows text and/or HTML editor and make the following changes:


1. Change the TITLE and TABLE tag contents to “Legato clients: <date>”, where <date is the current date, for example: “Legato clients: 24th May 2004” and change the words machine to Server and Pool to Retention.


2. Check the rendered page for any errors and correct if required.


3. Save the file in ddmmyy.html format.


4. Go to the SATSUWEB web page and log in to the SA Home page.


5. Go to the document library page and click on Backups.


6. Edit the document “Active servers in Legato”, and submit the new document created above and increment the version number.  Click Submit Changes.


7. The document is now submitted but needs approval.  Go to the document library as in (5) above and click on the “Updates Pending” of the document just loaded.


8. Check the document and click Approve.


https://webfarm.europe.citigroup.net/satsuweb/document_library.jsp

17.
LCPM Resourcing Check

An LCPM resourcing check is performed monthly to evaluate Effective FTE (full time employees) required to track volume of work and FTEs required. The spreadsheets are stored in the Backups shared area in the Capacity Planning folder and are covered by Virtual Task ID 100715 (see section 7.1).


18.
Testing New Clients

After the client has been added to Networker it must be tested as detailed below:


1. Add the new client to the relevant test group in addition to its production group.

2. Run the following command to probe the client to test that communication between the server and the client is working and to obtain the IP addresses of any additional interfaces on the machine:  savegrp -p -v -c <host name> <test group>


3. Add the hostnames of any additional interfaces to the Aliases field so that the backup will work whichever interface is used.


4. Run an actual save to check the backup is configured properly and writes at an appropriate speed (monitored from the Networker GUI) of at lease 2MB/sec using: savegrp –I –c <host name> <test group>


5. If the test backup cannot be made to work or if the average backup speed over a ten minute period is less than about 2MB/sec then client cannot be added to a production savegroup. The SA who requested the addition is informed and the client is removed from the production and test group and put into the decommissioned group. A note is made in the database and in the appropriate ticketing system.


6. If the test backup runs successfully (it does not need to be left to complete once the speed has been tested), it is removed from the test group.


5.1.3
   Add New Client to Access Database

Add the relevant entry to the Access Database to reflect what has been configured in Networker and the relevant details from TAS. 


GTE_761_Backup on 'Ldncrpsf004:\Backups_Client_Database\Client_Data_Main.mdb

19.
Removing Clients

Requests to decommission servers are received as a VT tickets. Use the following procedure:


1. Move the client to the decommissioned group.


2. Update the database.


3. Update and close the relevant ticket.


20.
Renaming


Requests to rename servers are received as a VT tickets. Use the following procedure:


1. Check existing index is intact by running: nsrck –L6 <old client name>


2. Rename old client index directory to new name: mv <old client> <new client>


3. Get and note old client ID by running the appropriate mminfo command: mminfo –s <backup server> -q “client=<old client>,savetime><recent date>” –r clientid

4. Note the old client details (schedule, storage node & retention policy)


5. Create new client definition with the original clientid entered in the form and the old details.


6. Rename old name to new name in access database and put old name in previous name field.


21.
Client Failures

The stability and reliability of the Backups environment depends upon strict failure management.  Generally, no failing clients are removed from the backup system unless they are considered a risk to the environment as a whole, or if they has failed for ten consecutive days.  For clients that fall into this category, the details must be raised with SATS (UNIX) management.  If they are removed, this must be clearly stated in the relevant VT ticket and confirmed via email.


22.
Daily Report

Client failures are checked and reported every morning by manually compiling an email.  This is a procedure tracked using virtual task under the id 70456.  An automated Client Failure List is emailed to the group at regular intervals in the morning from the legato user on offbacka. This email is used as the basis for assessing the state of the backups from the previous night.  Note that it is a guide only and should always be examined in conjunction with the reports from the Networker application and inspection of the GUI windows.


Before a client failure declared, it is worth performing a number of the following basic checks. These will indicate whether it is worth attempting to re-run the backup for the client in question, in which case it would not need to be added to the Daily Failure Report if successful:


1. Check if the server is pingable


2. Check if Networker is running on the client


3. Check the savegroup completion report for the client or the Networker GUI and take any steps possible to rectify the problem on the backup server if applicable.


4. Check the daemon.log file for any other details or errors.


If the problem can be resolved with the above tests then the savegroup can be re-run as long as there is no “x” character in the savegroup name as these groups should not be re-run for operational reasons.


If the server has been renamed or decommissioned, the support team is requested to raise a VT ticket to the Backup BAU team to this effect or refer to an existing ticket.


The Client Failure List automated report also highlights any clients that are backed up but have not been recorded in the database. This should be rectified immediately by adding them to the database.  Conversely, if a client has been added to the database but not configured to back up it is listed as a failure.


If all the basic checks above do not resolve the failure for an individual client, then the following procedure must be followed.


1. Check for “stuck” savegroups where the backups are running but there are no client sessions visible.  Stop these groups and restart them if possible.


2. For the MS Exchange servers email exchange group with re-starts and over running MS Exchange backups


3. For each client that fails again, raise VT with short, clear summary, for example:


Backup failure: ukefsprsa02 (restart nsrexecd service)


Backup failure: ukfxuafox01 (check system date)


Backup failure: tcedlwebprod01 (unpingable)


4. Include client name and VT in failure report.


5. For servers that have failed for two consecutive days, highlight the server name in red.


6. Put client and VT number in the failures spreadsheet in shared area.


7. Email failure report to the group alias and bcc: *GT EU Backups Report and move to the public email folder when received.  Use previous emails as a template.


23.
Late failures


For overrunning backups, assess whether the backup is likely to complete before 1730.  If there is a chance that it will, leave the backup to run its course.  If the client will clearly not complete in the time remaining before 1730, kill the backup and raise a VT to the support group detailing the problem, see section 5.4.1 for this procedure.  This is usually but not always one or more of the following:


· Server disk capacity is too large.


· Network interface too slow or misconfigured.


· Server filesystem is faulty or too dense.


Over-running or hanging clients risk to the stability of the backup system as a whole and must be dealt with in a timely manner.  There is a virtual task that covers this check under id 70599.  This is assigned to the late shift.


24.
Data Recovery

24.1 Entitlements and permissions


The privileges to recover data to the original backup client are integrated within the Networker product for the native owners of the data as governed by the filesystem permissions on the host in question. The access to these is host-controlled and monitored by the relevant SATS teams and standard SOE autentication procedures. Some remote access privileges are required in order to configure cluster backups correctly, but these use the built in accounts for the clustered system and are again controlled by access procedures to the client machines. Thus the validity of restore activity 


The access to data backed up on another server by a user account to perform remote restores to a machine other than the original backup clent is controlled by the Networker application and administered by the Backups team.  Requests for remote restore permissions are raised to the Backup team using VT. The changes are recorded in a spreadsheet maintained in the shared area before being granted.  These privileges are then reviewed on a weekly basis and purged if they have been in place for more than four weeks without a request to extend.  The maximum period a single request can cover is six months.  There is a virtual task “Remote Restore Log Entitlement Review” to cover this activity under id 70637. In this way the validity of restore activity is ensured and controlled using entitlement review processes.


24.2 Client agent recovers


All data recovers from tape are carried out by the SATS staff or the data owners for the server in question, with the exception of NDMP recovers. In most cases, no intervention from the Backups team is required. The data owners and the server administrators must work together in order to ascertain the location of the data. The Backups BAU team do not record the type or nature of the data on any servers which are backed up, except at a very general level.


All servers, with the exception of Exchange servers and Filers, have a browse policy of eight weeks. The Backups team will endeavour to maintain all media online for this period as a minimum so no intervention by others is required to complete a restore. If data needs to be recovered for a period earlier than this, then the relevant SATS group will request via VT that the index information is retrieved for the period required. The nsrck -L7 command is used by the Backup Administrators to do this. If this does not work, or is not available, the scanner command is used. Note that only the scanner command can be used on Networker 5.x servers. Any further media required to complete the restore will be requested by the Backups team to the Media Operations team.
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1 Introduction

1.1 
Purpose of Document


This document contains procedures for the EMEA SAN Management Group (ESMG), which is part of EMEA Distributed Storage Management, within Regional Operations and Shared Services (ROSS).  


This document is regularly reviewed and updated when there have been changes within a policy or a new procedure has been inserted.


This document does not provide ‘how to…’ information or provide step-by-step instructions to execute specific technical tasks within the managed environment.  The SAN Management Guide provides information for the SAN environment. 


The object of this document is to provide a common set of functional and organizational responsibilities guidelines that can be used across the EMEA Storage Management Group.  


This and all other documents referred to or attached are classified as INTERNAL.


1.2 
EMEA SAN Management Group (ESMG) Overview


ESMG is responsible for the overall management of Citigroup’s distributed and Midrange SAN storage environment.  The group processes all SAN storage requests that are received via SAN storage request (SR) forms; and in conjunction with SAN Engineering and Integration obtains TI approvals for procurement of all SAN equipment.  ESMG also supports the following BAU activities: 


· Forecast and procure SAN storage and infrastructure for EMEA distributed Data Centres.  Review client CRW and CEP storage requests for accuracy and proper configurations.


· Review storage requests (SR forms) submitted by SA teams, verify standard configurations and work with Network Integration and Data Centre Site Management, teams to complete request for zoning and storage allocations.


· Provide On-Call technical support and second level troubleshooting for all SAN storage visibility issues in conjunction with SA’s, Data Centre Management, Network Integration and hardware vendors.  Manage escalation process to Engineering and vendor management as required.


· Work with Project Management on coordinating storage infrastructure and costs for major initiatives involving SAN storage.


· Work with various business units and SA teams to provide effective COB strategy and testing


ESMG is managed by Salauddin Ahmed (xt 5-6566, salauddin.ahmed@citigroup.com).


1.3 
Role and Client Base

ESMG supports all major business divisions: Consumer Banking, Corporate Investment Banking, CitiFinancial, GCIB, GTS, IBD, CitiCards and supports the storage needs of hundreds of business applications.  ESMG manages and maintains the implementation and support for storage in the following EMEA Data Centres:


· Riverdale Datacenter, Lewisham, London


· Citigroup Datacenter, Canary Wharf, London


· European Datacenter, Meerbusch, Germany


· IXE Datacenter, Düsseldorf, Germany


1.4 
Location & Contact Details


ESMG personnel are located primarily in the following locations:


· Citigroup Datacenter, Canary Wharf, London, UK

· European Datacenter, Meerbusch, Germany

· WRDC – Warsaw, Poland 

The following EMEA SAN Management Group personnel are located on Level 24, Citigroup Centre 2.


		Name

		Position

		Telephone



		Salauddin Ahmed

		EMEA SAN Management Manager

		Xt 5-6566



		David Coles

		EMEA SAN Management Group

		Xt 5-9855



		Paul Haynes

		EMEA SAN Management Group

		Xt 5-4972



		Andy Johnstone

		EMEA SAN Management Group

		Xt



		Tim Robinson

		EMEA SAN Management Group

		



		Shekhar Vyas

		EMEA SAN Management Group

		Xt 8-6908



		Bradley Witney

		EMEA SAN Management Group

		Xt 8 -7278





The following EMEA SAN Management Group personnel are located in Germany, Meerbusch,on Level 1, Meerbusch EDC

		Name

		Position

		Telephone



		Thomas Weise

		EMEA SAN Management Group

		Xt – 7734 - 523



		

		

		



		

		

		





The following EMEA SAN Management Group personnel are located in Poland, Warsaw, on Level 1, Goleszowska 6 DC


		Name

		Position

		Telephone



		Rafal Bogdanski

		EMEA SAN Management Group

		+48 22 690 1115






		Rafal Niesiobedzki

		EMEA SAN Management Group

		+48 22 690 1115






		

		

		





		Name

		Contact Method

		Details



		

		Group Line

		020 7500 9686 or xt. 5-9686



		

		Email

		*GT EMEA TI Distributed Storage Mgmt



		

		Intranet

		https://supportportal.emea.citigroup.net/showGroup.do?&groupId=11



		

		Virtual Tech 

		EU DSM



		

		OneInfo

		EUDSM



		

		ARTS

		SAN_Support





1.5 
Hours of Cover


Office hours - Monday to Friday - 7am-7pm


Saturday cover from 9am – 7pm


Outside of normal working hours (7pm-7am & weekends), critical escalations should be reported to the Citigroup Command Centre on telephone number 020 7986 2020 or x62020 and SAN Support personnel can then be called out.

1.6 
Reporting of Faults


All faults to be logged using Virtual Tech for UK and Poland and Infoman Problem Management queue for Germany.  The team aims to respond to faults in a timely manner.  However, it is not possible to pre-determine the expected resolution or completion time of a fault or request as all faults and requests vary in nature.


1.7 
Shared Group Data


There are a variety of sources of information maintained by the group.


These are as follows:


· G drive for group information. The G Drive {(cti_3085_strge on 'ldnctinas114' (G:)} will be the primary location for any specific documentation that an Analyst may require.


· Shared Public Folder location for support contact information, shared calendars, etc. Available to all members of the group 


\\Public Folders\All Public Folders\Europe\Technology\SATS\SAN

· X drive {Sats-g-drive on 'gtesamba.eur.nsroot.net' (X:)} for ESMG related documentation.

· Intranet website  https://supportportal.emea.citigroup.net/showGroup.do?&groupId=11

1.8 
Useful Websites


· The UK Operations website can be located within the following URL:


http://cgti-web.emea.citicorp.com/UKOperations/ukoperationshome.asp

·  Global Distributed Storage Engineering (GDSE) provides product development and strategy for Citigroup standard data storage products.


 http://engineering.ti.citigroup.net/gdse/

· The Continuity of Business is located in LDRPS at the following URL: (This system is password protected). 




" 

http://ldrflp001.nj.ssmb.com/ldrpsweb/ldrps.asp





· Citigroup Systems and Tools Directory


http://www.citigroup.net/ti/systems_directory.htm#top

· Team Information:


\\gtesamba.eur.nsroot.net\Sats-g-drive\SAN\SAN Team Notes.doc

· EMS Usage Information:


\\gtesamba.eur.nsroot.net\Sats-g-drive\SAN\Post Mortems\Outages\EMS_Procs\

2 CITMP Introduction


2.1 
Introduction


The Citigroup Information Technology Management  (CITM) Policy outlines a common approach for addressing technology-related risk in Citigroup’s operating environments and helps promote process improvement within our team. Organisations must then refine their CITM Policy into standards applicable to their business areas and further broken down into day-to-day procedures, which are compliant with the CITM Policy.


A key requirement of CITMP is that all relevant staff are aware of the policy and follow the standards and processes in their day-to-day operating activity. 


2.2 
CITMP Levels


Level 1 Policies


The policy breaks down into a 10 key areas which are viewed as high-level corporate policies or Level 1 CITMP’s. You can view the CITMP Level 1 policies here http://www.citigroup.net/citmp/

Level 2 Standards


Each Business area will then use the Level 1 Policies to prepare standards applicable to their environment. These are then deemed CITMP Level 2 Technology Standards and encompass the 10 control areas mentioned within the Level 1 documents. You can view the CITMP Level 2s here http://www.citigroup.net/ti/compliance/citmp_level2.htm

Level 3 Procedures


The Level 2 standards apply across the business. Each group or team should ensure that they are compliant with the Level 2 standards. To this effect, Level 3 procedures are designed which encompass day-to-day activity for the group or team. These are functional Level 3 procedures and may extend across a number of groups. For example the Change Management Level 2 Standards give rise to a Regional Level 3 Change Management procedure, which is applicable to all groups and teams. 


2.3 
Review of Level 3s and RCSA


As part of our review of all procedures and policies and our compliance with Level 2 standards, RCSA must be completed each quarter. This is based on the Level 2 Standards and used to test our day-to-day procedures (Level 3s) against the Standards.


RCSA is a self-inspection test to verify that we controls are adequate, documented and followed within our Level 3 procedures. 


2.4 
RCSA Presentations


Two useful online presentations on the RCSA exercise are available online.


In case the source changes, please visit http://www.citigroup.net/ti/compliance/citmp.htm and use the menu system to locate pages referencing RCSA.


RCSA Overview: 


http://www.citigroup.net/ti/compliance/rcsa.htm

RCSA Training: 


http://www.citigroup.net/ti/compliance/rcsa_training.htm

Applicability


The CITM Policy requires organizations to establish and maintain documented processes.  Each organization must review the effectiveness of those processes on an annual basis and update them as necessary.


The following section contains statements and procedures in relation to CITM Policies for 2003.


		CITM Policy

		Applicability to EMEA NAS Infrastructure



		Information Security 

		Applicable



		Resource Management

		Applicable



		Problem Management 

		Applicable



		Change Management

		Applicable



		Outsourcing/Vendor management

		Applicable



		COB 

		Applicable



		Architecture

		Not Applicable



		Internet Management

		Not Applicable



		Project Management

		Not Applicable



		Software Management

		Not Applicable





The remainder of the document will be arranged under the relevant headings of the applicable CITM Policy.


3 Information Security


The purpose of this section is to define the procedures used by EMEA SAN Management Group, in line with corporate policy and requirements standards, defined in CITMP Level 1 and Level II documents related to information security.


Persons AFFECTED 


· EMC² support personnel

· This affects EMEA SAN Management Group (ESMG) and its team members.  Authorized business aligned System Administrators supporting Citigroup Technology Infrastructure with Standard Operating Environment (SOE)

Information Ownership and Systems Inventory


All documentation kept by ESMG is classified as Internal and stored on Network Appliance filers with RAID data protection in the filer and data replication to a secondary filer in a separate data center.


Documentation for can be found at  SATSUWEB Document Library

Documentation used by the ESMG includes:


· Symmetrix Cover Sheets - detailing information about each installed Symmetrix / DMX


· Scanned Servers - detailing each host’s SAN connectivity and Storage information


· PCMs - Level 3 procedures for tasks performed by ESMG

· Target_LUN breakdown sheets for each Symm - detailing each LUN in a Symm/DMX and its assignments


· Target_LUN Info sheet - detailing all Target/LUN assignments to each host as executed.


· SuperMap sheets for each SAN - detailing every Symm/DMX device, their mappings in the Symm/DMX, and host assignments


· SAN Remaining Capacity - detailing capacity remaining in each Symmetrix / DMX


Authentication


Access to the SAN Management workstations are controlled by the use of SOE Authentication and Users are required to Change passwords on a monthly basis.  SAN Management server `root` account access is gained using the SCSU command where a reason will be required explaining the necessity for privileged access.  The access itself and the reason are logged on a central server in line with SOE Unix server management practices.  


Access to the Connectrix Manager, is controlled by creating individual User ID’s for each user.  Users are therefore identified to the technology platform by a Unique User ID.


Procedure:

1. Login to SOE Control Workstation 


2. Login to Connectrix Manager with Administrator privileges 


3. Launch the Connectrix Manager Java Client.


4. Navigate the menu as Configure(Users.

5. Click on New and enter user ID.


There is a Monthly Virtual Task set up that, requests ALL Users to Change their passwords.  The ESMG Manager, or his deputy will normally send a reminder as the due date approaches and all team members must confirm by a return mail that the action has been carried out.  The Vendor (EMC²) will be asked to Change the Connectrix Manager ‘emcadmin’ account password every three months.  Citigroup staff will not know this password.


The user will be prompted via e-mail that his/her account needs to be reactivated if not used for a specified period.  If that time elapses, an ARTS/Infoman record will have to be created and approved by the ESMG in order to create/enable the account.


Privileged access for new team members is normally only granted after completion of a trial period.  The exact duration of the trial period will be assessed on an individual basis and be dependant on previous relevant experience with similar environments.  The decision to grant privileged access will be made by the ESMG-BAU Manager and any new accounts will be set up by the ESMG-BAU Manager or his appointed deputy.


Entitlements for all access are to be reviewed on a quarterly basis.  The review will be requested by the ESMG-BAU Manager and is to be a documented account of all access points and privileged users.


Change in Status:


The ESMG-BAU Manager will notify Security Administration within 24 hours of employees or External Provider no longer working for Citigroup.


Citigroup security notification of Change in status of employee


1. Once a Change in status is noted information security should be emailed at “XXXXXX” with the employees name and applicable SOE Id.  This notification should take place within 24 hours of the Change in status.  


2. Immediate disablement of Citi VPN or other dial up access should occur.  The employee’s SOE ID, Connectrix Manager Ids and other applicable system Ids should also be disabled immediately.


3. Within 7 days ESMG BAU Manager will verify that the following ids have been disabled. 


A. SOE id


B. Unix id and NIS+ related entries (NetGroups, etc..)


C. Infoman id


D. ARTS id


E. CITI-VPN / WWDS access


F. Tarantella access (if applicable)


G. Connectrix Manager Access


H. Any applicable ids on systems/applications that do not use SOE ids.


I. E-Workflow id


J. GEDI


K. Employee Directory


Static Passwords


Static passwords will never be shared, made known to others or written down.  Users are asked not to share account information and are to use only the accounts that they are assigned.  Never be displayed on the screen in clear text (with the exception of one time use password resets).  The account login process for Connectrix Manager does not display passwords in clear text.

Added Features


The scsudo tool has been employed to control access to SYMAPI commands.  Two scsudo groups break users into either SAN-BAU or SAN Integration groups with appropriate access applied to each of these groups.  BAU access will continue as with the Version 1.0 environment, without the need for explicit `root` access. Integration access will be restricted to non-intrusive `list` or `show` type commands.


Since SOE implementation of scsudo is not workable for day-to-day support, the BAU scsu’s as root to run the symcli commands.


PowerBroker is currently being rolled out – which will then eliminate the need for Users to run as ‘root’ (as per MARS # 0120EMEA) in order to administer EMC² SYMCLI commands.


Vendor Dial in Access


As per MARS item 1515EMEA the following procedure for Vendor Remote Access has been implemented:

1. When the vendor receives an alert from the device, the vendor will call the Command Centre. 


2. The control desk will open a ticket and create an entry in the log that would include date, time, name of the vendor person, name of the Command Centre person, and ticket number.


3. The control desk will then provide the vendor with the password generated by the Safeword card.


4. If the vendor cannot connect to the device using the WWDS method, they will call control desk and notify them of the problem.


5. The control desk will open a ticket for the WWDS access issue.


6. The vendor will dispatch a support person to the site to work on the issue.


7. Vendor will call the control desk upon completion of work. 


8. Command Centre will update the previously created log entry with date, time of when vendor completed the work


For full details of VRA Procedures – see attachment below:
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The customer’s need for support at all times requires that EMC² service personnel access the customer’s service processor after properly authenticating themselves as a logical member of EMC²’s support network, even if at a remote location.  With SymmIP, the service personnel, if remote, would begin by establishing a separate encrypted session for remote access to EMC².  The VPN tunnel uses a 3DES algorithm (168 bit) and the IPSec protocol for connection to EMC².  Critical to the added security is a mandated distributed firewall that is running continuously on the remote PC and is necessary to make a VPN connection to EMC².  


Most EMC² diagnostics are conducted using the EMC² proprietary application known as SymmRemote.  SymmRemote is a software facility that is custom-made by EMC² to remotely run diagnostics and troubleshooting routines on the Symmetrix service processor.  The SymmIP implementation (in contrast to other SymmRemote modes described below) is a layered application running over IP after the encrypted tunnel is established.  The IP network that is in place in this SymmIP scenario is based on an EMC² network address, not an address on the customer’s trusted network.   


SymmRemote provides its own proprietary encryption algorithm with a 40-bit key length.  It is not commercially available anywhere and the encryption have unique attributes that add to its strength.  This SymmRemote encryption runs end-to-end from the EMC²-authorized person initiating the call to the customer site-based service processor.  The encrypted session runs from the EMC² Remote Support Network to the service processor.


Therefore, vendors are allowed to dial in, only if the Service Processor on the Symmetrix, Connectrix and/or Clariion dials home with an issue.


A Weekly report is generated by the vendor (EMC²) and forwarded to the ESMG-BAU Management team, detailing each logged case and status.  ESMG team will then reconcile that report with internal VT tickets.


An overall Quarterly report is also produced by the vendor detailing the number of hardware and software failures or issues that has occurred during that period.


Maker / Checker Reconciliation


1. Obtain a listing of Changes executed during the week or previous weekend as per ‘Weekend Work Plan’.

2. Review the Change and the equipment/software affected.  


3. Login to the applicable server/SAN environment and review the affected components.  


4. Verify that the environment is consistent with the Change reflected in the Weekend Work Plan.


5. If audit logs are available, such as those used for Connectrix Manager, verify the logged Changes are consistent with the Change documented in the Change record / Weekend Worksheet.

6. Any Changes not implemented as documented should be documented and saved in  \\gtesamba.eur.nsroot.net\Sats-g-drive\SAN\SMT\Compliance_Evidence\Checker_Exceptions\.  The information needed will include the applicable Change number, the environment or SAN affected, when the Change was scheduled vs executed and what part of the Change was not consistent with what was documented in the Change record.


7. A copy of the documentation should be sent to the ESMG-BAU Manager for review and follow-up.


8. The ESMG-BAU Manager will review and take applicable action.


9. Depending on what applicable action is required the results will either be noted in the results document or at a minimum note that the applicable parties were followed up with.


Entitlement Review


The ESMG-BAU Manager or his deputy will execute this procedure on a Monthly basis.


1. Connectrix Manager Logon to SOE access server at each site.


2. Launch the Connectrix Manager Java Client.


3. Navigate the menu as Configure(Users.

4. Capture the screen-shot as evidence of this entitlement review to the EMEA Share folder: “\\gtesamba.eur.nsroot.net\Sats-g-drive\SAN\SMT\Compliance_Evidence\Entitlement_Review”


5. Compare approved ID / Entitlement listing for Connectrix Manager with actual defined User IDs.


6. Review Entitlements for applicability to job function based on the approved ID / Entitlement listing.


7. Reconcile any / all discrepancies and escalate all discrepancies to management as necessary and ensure all discrepancies are followed up and documented as appropriate.  Any / all exceptions must be approved by management and documented in the approved ID / Entitlement list.


8. File evidence of entitlement review as “EMEA – Distributed Storage Mgmt Entitlement Review – Connectrix Manager – Fabricname – yyyy-mm-dd.doc” under the EMEA Share folder:  \\gtesamba.eur.nsroot.net\Sats-g-drive\SAN\SMT\Compliance_Evidence\Entitlement_Review\

File evidence of entitlement review as “EMEA – Distributed Storage Mgmt Entitlement Review – Unix – hostname – yyyy-mm-dd.doc” under the EMEA Share folder: 


\\gtesamba.eur.nsroot.net\Sats-g-drive\SAN\SMT\Compliance_Evidence\Entitlement_Review\

Encryption


The following statement has been approved for Info Sec Process TRAMs, key control 4.3:


CTI SAN Infrastructure is class "C" and encryption is not required for information rated lower than Highly Confidential.   EMEA Distributed SAN Management only provides the storage facilities; the content of this information is unknown to ESMG.  Encryption is the responsibility of the business or user who is transmitting or storing the Highly Confidential or Higher Rated information.


Security Incident Detection and Response


Business management in conjunction with Compliance, Information Security, Corporate Security and any other relevant security functions, will develop, document and ensure compliance with the Citigroup Information Security Office (CISO) Security Incident Response Team (SIRT) process.


Security Incident Response (SIRT) Procedure 


1. Upon detection of a possible incident the below noted information should be captured in an email and sent to the SATS BISO.  Upon submission of the information a follow up call should be placed to the BISO to ensure they know the issue is awaiting their review.


A. Examples of Incidents:


I. Loss of confidentiality


II. Destruction of data


III. Loss of system integrity, system degradation or denial of service


IV. Loss of data integrity


V. Unauthorized use of corporate resources


VI. Fraud


VII. Other intrusions


2. Upon receipt of a SIRT incident the SATS BISO will review the incident, evaluate the impact and determine the appropriate course of action. 


Summary of information that should be supplied:


1. Date of incident


2. Incident location (including country)


3. Business(s) affected


4. Company


5. Summary of incident – Who, What, Where, When and How…Be as specific as possible


6. Explanation of how incident was detected.


Audit Trail Review


Logs and Audit trails are reviewed on a weekly basis by the ICU team.  The logs are auto generated by an application called eTrust (by Computer Associates). This item has been put in place as per MARS item 0120EMEA.

See draft copy of Audit Log Review procedure, by the ICU team.
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Segregation of Duties


Separation of Duties: System and Security Administrator Configuration 6.4.2  


Systems Administration for the SAN Management workstations are carried out by the SATS – ISA team and Security Administration functions (for example, adding/deleting users, Changes to entitlements/ passwords) are carried out by a dedicated SATS Account Management team. 


Users to the SAN Management Unix Workstations are required to log into a SOE Unix server on a private network before logging into the SAN administration tools.


Semi-annually, a review of entitlement is carried out under the Enhanced Entitlement Reporting System (EERS) as per the Information Security section of the CITMP and these Standards.  The review assesses the adequacy of these practices and procedures based on Changes in their processes, technology, business responsibilities, the sensitivity of customer or corporate information and the risks that may threaten this information.  Subsequently is signed off by the Departmental Manager.


Server Security, Configuration and Threat Management


· All SAN servers conform to SOE and SSM standards.  ESMG are part of the SATS group and adopt all controls and compliance standards as mandated by that group.


· Connectrix Manager services are located behind a secure firewall where access is only granted to the SAN Management servers.  Data centre procedures & security ensure that the Service processors themselves & all the physical hardware are secure.


· All four management workstations are built to the same standards & configured identically.  All monitoring, reporting & provisioning tools whether written in house or vendor supplied are installed on the production & warm standby box’s.


New Starter Training Process


When a new person joins the EMEA SAN Management Group, they will be expected to undergo an initial training and orientation process before they commence any work on servers or systems.  This will involve reviewing all relevant process material, such as this PCM, LDPRS, EUR Operational standards etc, and also having various procedures demonstrated.  

Similarly for any leavers from the group these elevated rights should be removed prior to the member starting in their new role, of if the person is leaving the company then his account should be disabled within 24 hours of the leaving and then subsequently all rights removed.  Additionally the passwords on any privileged accounts should be changed.


Any change in ESMG member’s rights needs to be pre approved by ESMG Manager.


4 Resource Management 


The purpose of this section is to define and implement procedures for businesses to request storage on the Storage Area Network (SAN).  These procedures apply to the SOE Distributed Computing SAN environment.  The ESMG-BAU and SAN Integration team follow these procedures in accordance with the requirements set forth in the SOE Resource Management PCM.


The SAN Integration team are responsible for procuring and coordinating the installation and configuration of SAN hardware with Data Centre Site Management (DCSM), ESMG-BAU Management and EMC² (the vendor) in accordance with Global Distributed Storage Engineering’s (GDSE) best practices guidelines.  Future data growth requests are received from either the SA teams for existing businesses and/or from the Project Office.


Definition of Procedure Terms


· CEP – the purpose of a capital expenditure proposal (CEP) is to ensure that capital expenditures and other long-term commitments are properly evaluated, reviewed and approved.

· TAS – Technology Asset System  - https://tas.ny.ssmb.com/tas/lois_main/LOIS_Home.asp

· ICE NetCool – Network Monitoring System

· P2P – Procure to Pay (P2P) is a Citigroup global initiative, which utilizes Oracle’s financial applications to leverage the power of a single integrated database with common data standards and core processes. This tool empowers employees at their desktops, enabling them to requisition goods, services, or create larger Service Purchase Orders (PO’s), as well as pay bills online via a Web browser.


Managing Critical Resources


Available Core and Edge ports


The Switch Port Utilisation Spreadsheet can be found in “\\gtesamba.eur.nsroot.net\Sats-g-drive\SAN\Golden_config_docs\Switch_Zone_info_CGC_RDC.xls- which provides a detailed record of port utilization, availability and planned usage for the London Datacentre and for Meerbusch see  \\gtesamba.eur.nsroot.net\Sats-g-drive\SAN\Golden_config_docs\MEERBUSCH Switch_Zone_info_EDC_IXE.xls. 


All new requests for SAN connectivity are initially reviewed to ensure that their connectivity & storage has been forecast, it is then reviewed against this spreadsheet prior to confirmation that the request can be processed - at which time the requirement must be entered onto the spreadsheet in pink.  No servers can be connected to the SAN without first confirming availability of edge ports.  Long term capacity planning is critical to ensuring continued availability to meet demand and the process is detailed below.


The SAN forecasting and zoning process consists of 4 parts:


·
Estimation


·
Tracking and Updating


·
Port Allocation & De-allocation


·
Zoning   & De-Zoning


Estimation Process – Collate the SAN requests received over the last 2-3 months and enter into an access database.  This process assist ESMG-BAU team in their CEP submitted on a quarterly basis to expand the SAN capacity and also gives a rough estimate of the workload on a quarterly basis.  Prior to submitting the CEP for forecasted storage, a percentage is added to this for BAU growth.


Tracking and Updating Process – To update the SAN requests with planned dates from expected dates. Track the number of zoning requests scheduled per weekend and give ESMG a rough estimate of their workload and enable smoothing of their workload over the quarter


Port Allocation Process – To track the port allocation. Once the ports are allocated, this estimates the zoning scheduled.


Zoning Process – To track the zoning requests.


Available storage


In the SAN environment there are a number of dynamic spreadsheets that detail free and used storage & also provides an entitlement review comparing assigned storage to what we think is assigned.


This information is obtained daily from the Symmetrix/DMX (VCMDB) and imported into an MS-Access worksheet.  It details free and assigned storage across the Symmetrix/DMX.  A separate Database provides an entitlement review containing a static view comparison to a Live/Dynamic comparison.  


The Storage Utilisation Spreadsheet can be found in  “\\gtesamba.eur.nsroot.net\Sats-g-drive\SAN\Golden_config_docs\Static sheets\ and provides a detailed record of storage utilization and availability.  Planned usage is detailed in a forecasting database. All new requests for SAN storage must be reviewed against this database prior to confirmation that the request can be processed - at which time the requirement must be entered onto another spreadsheet in pink.  


ESMG-BAU Team


· Processes all SAN storage requests that are received via the SAN storage request  (SR) forms. 


· Enters information into forecasting database & allocates a unique SR#, which is returned to the requestor.


· Maintains and updates database for weekly reporting for Free and Used storage and also for forecasting and CEP’s


· Provides and maintains SAN storage configuration files for all supported businesses.


SAN Integration


· Recommends SAN design and data center location based on storage requirements to the Application Infrastructure Support Group and the SA teams.


· Submits requests and obtains TI approval for all SAN equipment.


· Provides level two support for SAN related issues.


SA Teams

· Submit SAN storage business requirements for new storage allocation for new servers


· CRW or equivalent process is carried out for new project/host storage connectivity.


· For existing servers Submit SAN Storage Request forms (SATSUWEB Document Library) for additional storage allocation to the ESMG-BAU Management team on behalf of the businesses.


· Submit data forecasts and new equipment purchase requests to the ESMG-BAU Team on behalf of the businesses.


· Perform data migrations to the SAN storage.


· Configure SAN storage devices onto servers using the configuration files provided by the ESMG-BAU team.


Data Centre Site Management (DCSM)


· Designates cabinet locations, elevations and power specifications for the SAN storage arrays and fabric switches in the data centers.


· Completes fibre cable installation from trunks to SAN fabric switches.


· Provides level one support for fibre cable issues.


· Purchasing


· Submits approved purchase orders to the vendor(s).


· Provides PO numbers to the SAN Integration and BAU teams, upon request.


EMC²  (Vendor)


· Delivers equipment to the sites and provides ongoing technical support.


· Installs and configures SAN equipment under the supervision of the SAN Engineering / Integration, SAN-BAU and DCSM Teams.

Infoman


DCSM or SAN Integration team creates Infoman records in order for the group and vendor(s) to gain access to the data centers.  The Infoman System is a web-based system  (http://infoman.citigroup.net/that provides a centralized database of system and network Changes and events.

ESMG Storage Provisioning Process 

For a detailed description of the Forecasting Process, please refer to the following document:


\\gtesamba.eur.nsroot.net\Sats-g-drive\SAN\SANForecastingProcessv0.2.doc

Capacity Planning and Forecasting


Additional storage requirements and current utilization should be reviewed regularly in Weekly Capacity Planning spreadsheets and bi-weekly meetings with the Businesses and Project Managers.  Capacity utilization reports are made available to Operations, Application Development and/or Business units to enable their resource tuning and cost management initiatives.

Forecasts are based on requirements gathered from completed storage request forms from the Project managers.  This allows the ESMG-BAU Management team to project requirements for a minimum of three months in advance.  The environment should aim for a target 85% utilization of each storage class and any projected allocation over this amount should trigger a build-out process.


One CEP is to be placed per Quarter for all projected storage requirements.  Any requirements not in the projection will be allocated storage in the coming quarter only after projected requirements are met.


Long term capacity planning is critical to ensuring continued availability to meet demand and the process is detailed below for the various streams involved.  Forecasting databases are as follows:


For London:   \\gtesamba.eur.nsroot.net\Sats-g-drive\SAN\SAN forcasting databases\London\SAN-Info.mdb  (password is ‘sanadmin’)


For Meerbusch:    \\gtesamba.eur.nsroot.net\Sats-g-drive\SAN\SAN forcasting databases\Meerbusch\Germany SAN-Info.mdb  (password is ‘sanadmin’)


Annual Budget Process


As of this update the annual ESMG budget process is managed by the Regional Storage and Backup Manager – Gary Battersby.  

An annual forecast must be prepared at the start of Q3 for input into the budget process. The specific mechanics of the process will be communicated by Project Office at the start of the budget season, but always centre around the use of the Triage tool (http://triage.ny.ssmb.com).  The annual forecast will be split into two categories – Infrastructure driven projects and Customer driven projects. 


Forecast growth is classed as a Customer driven project and must be based on trend analysis and known projects.  Infrastructure driven projects would include proposals to update old technology or introduce new architectures, e.g. Technology Refresh projects or initiatives. 


Throughout the budget year the entries created in Triage should be reviewed for continual accuracy with specific focus on `deploy by` dates and partial draw down.


Business Planning


During the annual budget cycle, business units must communicate with the TI units to determine:


· Expected volume Changes


· Expected Changes in usage patterns


· Capital requirements


· Hardware requirements


· Software requirements


· Development initiatives

Funding and Budget 


Planned hardware and software upgrades that require business funding must be agreed upon and budgeted for in accordance with established Financial Control procedures. This does not include maintenance upgrades with no financial impact, executed in a maintenance window.

Asset Management


Inventory of the Hardware can be found on  https://ti.emea.citigroup.net/datacentre/SiteMgmt/DCInventories.asp

At least annually and in accordance with Security, Licensing and Compliance reviews, the asset data must be reconciled to a physical inventory and reviewed for hardware/software obsolescence and also reviewed to identify potential security vulnerabilities.  


Capacity Metrics


The following metrics must be submitted on a weekly basis:


· Trouble tickets – Severity 1 - opened in report week


· Trouble tickets – Severity 2 and below - opened in report week


· ARTS tickets opened in report week


· ARTS tickets closed in report week


· ARTS tickets carried over from report week


· Changes implemented in the report week


· Changes backed out in the report week


Product specific metrics:


· Configured SAN storage


· Allocated SAN storage


· Number of attached clients


These metrics are forwarded  (by end of day on Monday) to “*GT EU GMRS Metrics” by the ESMG-BAU Manager or a nominated deputy for inclusion in the Global Weekly Metrics Report.


Performance Management


Any performance degradation impacting the overall service should be reported by the ESMG-BAU Manager through the standard problem management process.  Standard severity rating will be 2, however if the problem is chronic the severity may be upgraded.  Overall system performance is measured by the relevant Systems Administration groups, problems suspected to be associated with the SAN are escalated to the ESMG-BAU Management team (through Virtual Tech) where they are investigated using appropriate EMC² tools (Symstat).  Symstat provides a command line interface to monitor the Symmetrix DMX performance.  It will highlight any problems with Symmetrix cache management, Fibre channel Utilisation and disk performance.  


There are also a number of scripts in place that run at regular daily intervals to capture historical ‘general’ performance data on the SAN infrastructure.  This can be interrogated if hosts or storage array’s are reporting performance degradation.


Performance metrics must be reviewed proactively, on an as-required basis, and analyzed for anomalies.  Anomalies identified are investigated and problem determination performed.


Following recent installation of ECC into our environment we can now also use Work Load Analyser (WLA) for monitoring and analyzing performance issues for SAN attached servers / hosts.


These anomalies will be reported using the CITMP Problem Management Standards.  Tuning actions, where possible, are to be implemented to prevent or minimize the impact of a re-occurrence and to insure that the affected application and/or system components are performing as expected.  Where additional resources are required the Capacity Planning process must be invoked.


Performance Metrics Availability:


Performance metrics are available to Operations, Application Development and/or Business units, should they require it, in order to enable resource tuning and cost management initiatives.  Once better tools and applications are available by the ESMG-BAU Management team, metrics will be widely available on the ESMG-BAU Management Home Page - SAN Management Homepage 

5 Problem Management


The purpose of this section is to define the procedures used by EMEA Storage Management, Distributed SAN Management team, policy for Problem Management has been developed as a standard to plan, coordinate, monitor, track, approve and communicate problems affecting Citigroup’s production environment.

The Problem Management Level III PCM serves as the core for the SAN Problem Management process by setting standards and implementing procedures to meet the CITMP Level II Problem Management policies.  

The goal of the EMEA Storage Management Storage Area Network (SAN) Problem Management PCM is to ensure the integrity and reliability of the production environment, to manage, schedule, communicate, measure and coordinate problem management activity, and to provide management with information to identify opportunities for continuous improvement.


Persons AFFECTED 


The EMEA Storage Management (ESMG) Problem Management PCM applies to all areas managed by ESMG, which includes all operational systems, and applications in the Distributed and Midrange systems environment.  


These procedures apply to SAN Management, Systems Administration, and any other entities maintaining (by permission) any EMEA SAN Data Center.


Responsibilities (Major Areas Of Responsibility)

· EMEA SAN Management Group (ESMG) - Level one support


· Escalates problems to the SAN Integration team or vendor(s) (EMC², McData) depending on the nature of the issue or problem/s.


· Serves as an interface between the SAs, vendor(s) and the SAN Integration team.

· SAN Integration Team - Level two support


· Analyzes errors logs and messages, in tandem with the SAs and ESMG Management Team, to isolate problems.


· Collaborates with ESMG and the SA teams to take corrective actions based on problem fault isolation.


· Data Centre Site Management (DCSM) - Level two support

· Dimensions and replaces fibre from servers, switches, EMC² Symmetrix and/or Clariion frames.


· Troubleshoots fibre connectivity issues on the Storage Area Network. (SAN)


· SUN Hardware Engineers (SUN – on site Support Engineers) - Level two support and for replacing defective UNIX server hardware components.


· Hardware Infrastructure Services (On-site vendor) also responsible for replacing defective WINTEL server hardware components. 


· System Administrators - Initiators of problem management process


· Initiate the problem management process by opening Virtual Tech tickets.


· Responsible for the integrity of the data that resides on the EMC² Symmetrix and Centera frames.  


· Engage ESMG for level one support.


· EMEA SAN Engineering – provides level three support, additional troubleshooting resources. Provides modifications to SAN SOE design based on historical trend analysis.


· Vendor(s) (EMC², McData) – provide level Four Support, solutions for long-term fixes.


· Interface with EMEA SAN Engineering and recommend code enhancing for future applications support.

Problem Determination


Much of problem resolution is associated with individual knowledge, experience and skill with the technology.  However the following basic steps should be in mind when first tackling a problem to ensure that the appropriate standard steps are taking, simplifying problem handover across the team:


1. Ensure that a Trouble Ticket has been raised for the issue (record the ticket number). When raising tickets with vendors record the vendor ticket number. 


2. Promptly update tickets when new information becomes available.


3. Collect as much information as you can about the symptoms, duration and extent of a problem when first contacted. 


4. Explore the extent of the problem. Have similar problems been reported in a similar timeframe.


5. If appropriate (depending on severity level), raise an EMS (Executive Monitoring System). Quoting relevant cross-references to VTECH and Vendor tickets.


6. For Connectivity issues review generated e-mails and Connectrix Manager to understand if the fault has been identified by the environment


7. For Hardware issues, check with EMC² immediately to understand if they are logging any dial home events.


8. Escalate the issue to the ESMG Manager and EMEA Regional Storage and Backup Manager if necessary (usually severity one issues).


Problem Identification


There will also be occasions when the ESMG team is required to refer a problem or issue to the Vendor for problem analysis and resolution.  Calls are made to the EMC² Call Centre on +44 (0) 870 6000 300.  Whilst raising the call the, the ESMG team member will need to supply EMC² with a Site ID (EMC² site ID can be found in Volume spread sheet), followed by a detailed description of what the issue/problem is.  EMC² will assign the case a specific priority, depending on the nature and severity (see EMC² Escalation for further information) of the situation and also supply the Citigroup with a case reference number.


It should be noted that only VTECH will be used to accept problem tickets to the ESMG team.  Under no circumstances should the ARTS system be used for Problem Management.  


Generally the SA’s initiate the problem management process by reporting problems to ESMG group Line +44(0)20 7500 9686 from Monday to Friday 7am to 7pm and beyond these hours, the SA’s report problem to the Command Centre, who in turn will call the ESMG Support team on the call out number  ESMG Call Out Homepage

Problem Severity


In addition to identifying the problem a problem owner must assign a severity level. As a high level guide the severity ratings are as follows:


Severity 1 – All outages to a critical service affecting end business users


Example:


SAN loss of connectivity incident impacting one or more production hosts


Severity 2 – Any degradation of service impacting, or with the potential to impact, end business users


Example:


SRDF links unavailable


SAN switch GBIC failure leaving a host with a single point of failure


Severity 3 – A low impact incident 


Examples:


Failure of a multiple redundant component such as disk drives, ISL etc


Any other problems that do not have an impact on the provision of service.


A more detailed definition of appropriate severity definitions are detailed in the document CTI Problem Management Process which can be found in the Change / Problem Management  (go to Processes link) document.


Severity may need to be adjusted during the lifetime of the problem. If for any reason you feel that the severity attached to a problem is no longer appropriate (for example the impact has become more significant) then you should contact the ESMG-BAU Manager immediately to discuss and agree a new severity.


In addition the severity of all ongoing problems will be reviewed during the weekly review process (see below).


Problem Tracking and Co-ordination


All team members should actively monitor their Vtech (https://virtualtech.eur.nsroot.net/virtualtech/defaultnt.asp)  queues throughout the day to ensure that new problems are picked up and managed promptly.


The ESMG-BAU Manager will review the Trouble Ticket Spreadsheets every morning to ensure that no tickets remain open for an undue length of time.  


If a trouble ticket should be reassigned to another group because they are more appropriate to the resolution or your part in the problem resolution is complete, you should attempt to call the group to which the ticket is being reassigned and the ticket then should be reassigned immediately.  If the team does not agree to accept the ticket then escalate to the ESMG-BAU Manager and/or the relevant assignment group team leader to resolve.


Problem Escalation


All severity 2 or above problems should be escalated to the ESMG-BAU Manager (or nominated deputy) at the time of the occurrence. The Manager (or deputy) will review and decide whether to escalate further in accordance with the Change / Problem Management  (go to Processes link) document.


All severity 1 problems should also be immediately escalated to the Western Europe Regional Command Centre on +44 (0)20 7986 2020.  The Command Centre will open a conference bridge to co-ordinate information flow throughout the problem duration and also open an EMS record to inform the user population and initiate the escalation process.


If there is any suspicion that the problem has been caused by, or is of itself, a security risk then the EISS team should be engaged by the ESMG-BAU Manager.


In addition to internal escalation the problem owner should immediately log the fault with EMC² and obtain a call reference number to be entered into the problem management record.  The EMC² Service Account Manager should be contacted and informed of the ticket reference.  The SAM will then take control of the call internally and ensure a resource is assigned immediately.


EMC² Service Account Manager (SAM) – Graham Rodell  
+44 (0) 7920 594 708

EMC² Call Centre   +44 (0) 870 6000 300


For EMC² issues there is an established Escalation agreement (EMC² Escalation) that should be followed giving details of the expected escalation path etc.


The SAN team Support Rota contains out of hours contact and escalation details for individual team members for the current quarter. The Command Centre uses these rotas – All Changes to the rotas are made by ESMG and checked and updated by the ESMG manager on a weekly basis. See SAN Call Out Homepage. 


Every member of ESMG keeps a list of outside hours contact information at home should he/she need to contact colleagues out of hours.  A copy is maintained and circulated by the ESMG-BAU Manager.


The rota is updated on a quarterly basis and consists of a list of primary and secondary contacts grouped on a week-by-week basis. The on-call week swaps over at 9:00am on Monday morning.


Problem Closeout


Once a ticket has been resolved a problem the ticket must be closed immediately.  The Trouble Ticket Management software requires certain key fields to be completed, one of which is the problem resolution. Ensure that sufficient detail is entered in this field to allow the problem record to be used as a reference in future similar event and to support an independent review in the following weeks problem review.


Once you have closed out the problem record in Trouble Ticket systems and Trouble Ticket spreadsheet(s) the ESMG-BAU Manager will ensure that all details are reviewed on a weekly basis.  It may not always be possible to completely resolve a problem, either the symptoms have disappeared or a temporary `band aid` fixed has been applied until a more permanent solution is available. In these circumstances the final state should be recorded in the spreadsheet as `resolved` and not `closed`.


Problem Review and Post Mortem


A weekly process exists to ensure all problems opened in the previous week receive a review to understand root cause, identify chronic problems and proactively identify degradation in overall service quality.  The review takes place either as part of the team meeting or by the ESMG-BAU Manager as part of the weekly reporting process and makes use of the SAN Trouble Ticket Spreadsheets to act as a formal record.  Any team member opening or dealing with a problem ticket in the previous week should therefore ensure the details of the problem, problem category, open/close times, resolution, etc., are accurately recorded within the ticket structure and that the details have been transferred to the spreadsheet in advance of the Monday morning review.



The review is normally carried out by the ESMG-BAU Manager or nominated deputy and should examine the following:


· All tickets opened or closed during the previous week to identify problem trends.  The root cause field should be completed and pro-active measures agreed at the onset of a trend.


· All tickets opened or closed during the previous week to understand problem duration.  The TI Problem Management Process defines SLA targets for resolution of problems at each severity. The review should identify any tickets that were not resolved within the SLA and understand issues surrounding resolution time.  An action plan may drawn up if necessary.


· All ongoing tickets. Any tickets carried over from the previous week should be examined to ensure all possible efforts are being made to close.


· All `resolved`, but not `closed` tickets to understand opportunities for a more permanent fix.


All severity 1 problems must be followed up with a post mortem and EMS record. The Command Centre on notification of the problem will have created an EMS record and the record number should be obtained from them.  EMS can be accessed through EMS Mystic Portal using single sign-on.  Each team member should also be familiar with the process to raise an EMS ticket.


The post mortem should take the form of a word document and provide:


· Management overview of symptoms and impact


· Problem timeline and detailed symptoms


· Resolution 


· Lessons learned and remediation actions


Post mortems should be issued to the “*gt na post mortem” exchange email list and a copy archived in the exchange public folder “//Europe/Technology/Distributed Storage Management/Service Issues and Post Mortems”  


Event Monitoring


All SAN servers must implement the current standard SOE monitoring practices with event monitoring managed by Datacenter Operations where 24*7*365 fault escalation is available. The Operations team will follow the standard callout rota (SAN Call Out Homepage

) for ESMG.


The corporate trouble ticketing system is Virtual Tech (Vtech). Trouble tickets will be entered into the trouble ticketing system appropriate at the time of ticket entry.


Datacenter Operations will raise a trouble ticket for all alerts raised on Netcool.  Each ticket must be followed up and resolved as appropriate. Any alerts considered inappropriate and candidates for downgrading/removal should be discussed with the team leader.


For the SAN environment each SAN attached server should implement the Path availability script relevant to that platform (e.g. VMS, Solaris etc.).   The script is part of the latest SOE build stack & executes every 15 minutes.  If it discovers any path problems it will first try to recover the path.  If this fails then a mail will be sent to a preconfigured mail address for further investigation and get escalated to Datacentre 24x7 Operations team to escalate.  This monitoring will eventually be available across all platforms utilising Powerpath functionality.  At present scripts for OpenVMS, AIX, HP-UX and Solaris are run.  Wintel SA’s are in the process of rolling out customized scripts for event monitoring tool for their specific platform.


There are also scripts that run on the SAN management workstations that poll the Symmetrix for internal alerts which trigger dial home’s.  These are escalated to the Command Centre who will either raise a Vtech ticket to the the ESMG team or call out depending on the criticality of the alert.  The package PRsanmtr is installed on all the SAN Management Servers and contains a number of scripts that make use of the symstat command to monitor the performance of the Symmetrix frames.   See SAN Management Server Build in SATSUWEB Document Library and then heading UK Hardware Information section.


EMC² monitor the SAN fabric and storage remotely via dial-home functionality on each of the SAN components. The dial home should be checked weekly and results formally recorded via the weekly EMC²/BAU meeting.


On receipt of a dial home alert EMC² will perform initial analysis. If escalation to Citigroup is required they will call Datacenter Operations and ask for a trouble ticket to be raised against the eu-dsm assignment group triggering the SAN on-call support callout process. If the issue requires EMC² to physically visit the hardware for drive replacement etc the same process will be followed and the SAN on-call support will be asked to confirm the action before the Datacenter team authorize the access request.


The EMC² Escalation

 document details expected EMC²/Citigroup interaction and the escalation mechanism.


Destruction of Failed Media.


All failed hard drives must remain on-site once removed from the SYMM or Clariion. This is because Citigroup owns the data contained on the drives and EMC² have not got a destruction mechanism setup where the drives can be destroyed to Citigroup standards. All Drives replaced at both sites will be locked in a cupboard at the site where they have been replaced.


In CGC the ESMG-BAU team keep the failed drives locked in secure cabinets.  In RDC the front desk security team have details of the secure storage area.


A full inventory of all failed disks should be maintained, capturing both EMC² case ref and internal Citigroup VT numbers and serial numbers of each disk.


Refer to the following document for further information   \\gtesamba.eur.nsroot.net\Sats-g-drive\SAN\EMC² parts delivery and removal.doc

Knowledge Base


Several knowledge bases exist to assist in resolution of faults and these should be consulted if root cause is not immediately identified.


EMC² Powerlink Web Site - contact Support Account Manager if you do not have a login


http://gdse.ny.ssmb.com/
- Global Distributed Storage Engineering documentation site


In addition to the above web based resources the following are our Technical Account Managers:


EMC²

Alan Davison
+44 (0)7711 684 473


6 Change Management


The EMEA Storage Management Group Policy for Change Management has been developed as a standard to plan, coordinate, monitor, track, approve and communicate Changes affecting Citigroup’s production environment.


The EMEA Change Management Level III PCM serves as the core for the SAN Change control process by setting standards and implementing procedures to meet the CITMP Level II Change Management Policies.  


The goal of the EMEA Storage Management Storage Area Network (SAN) Change Management PCM is to ensure the integrity and reliability of the production environment, to manage, schedule, communicate, measure and coordinate Change activity, and to provide management with information to identify opportunities for continuous improvement.


The EMEA Storage Management (ESMG) Change Management PCM includes all operational systems, and applications in the distributed systems environment.  

These procedures apply to SAN Management, Systems Administration, and any other entities maintaining (by permission) any EMEA SAN Data Center.


INFOMAN - is an Intranet application used by EMEA SAN personnel in order to track both past and future events.  EMEA SAN Management Team use INFOMAN to document Changes that may need to be done during the nightly process or on the weekend.   http://infoman.citigroup.net/

ARTS – Action Request Tracking System, is used for minor Changes to the system that has no effect - https://webfarm.europe.citigroup.net/arts/

The Citigroup EMEA Storage Management group adopts the EMEA Change process as specified in the CTI Western Europe Corporate, Consumer, CIB Systems & Regional Networks Change Control Process & Procedures document. All members of the ESMG team will be familiar with its content.


All the Change documents can be found at CTI-Web EMEA Home Page and the forward calendar on 

https://ti.emea.citigroup.net/custservices/Processes/Changemgmt/MajorEuroChanges.asp.   


Also for Review of next seven days changes by department see http://infoman.citigroup.net/new_report_index_21.html

Testing and Design Verification


Prior to submission of any Change, the Change should be assessed for risk. Many Changes will be based on established processes using well understood technology - zoning, adding a Network Storage Node, etc and these Changes can be submitted without a testing and design verification phase.  However some Changes will naturally be a first time implementation of new technology such as a different hardware configuration or new software release and evidence must be available to demonstrate that these Changes have undergone testing and verification prior to production implementation. 


Testing and verification should consist of a trial of the Change in a test environment during which pre-agreed test cases will be applied and the process and results documented.  For the SAN environment this test phase will most usually be carried out by the US Storage Engineering team (GDSE – Global Distributed Storage Engineering) and documented in an SOE release document before being `certified` for deployment.  Only certified SAN Changes should be implemented. 


For the testing will be carried out jointly between the ESMG team and UK Distributed Storage Engineering.  All testing should again be documented and the results assessed before the Change is certified for implementation in the production environment. 


Planning a Change


Pre Change Planning and Certification


All steps and information necessary for every Change must be fully documented before the Change takes place. This includes each action to be taken, configuration Change details (parameters etc), contact and escalation details (for each party involved in the Change), back out plan, etc. This must all be clearly documented before the ESMG team leader (or nominated deputy) will give approval for the Change. 


For example, for SAN zoning work all details of Host WWN -> Symmetrix FA, switch/port numbers, required volumes must be fully documented prior to the zoning time.


All Changes to the SAN environment must be discussed and approved by the ESMG team leader (or nominated deputy) before being entered into the Change system.


Post Change Planning


A post Change checkout should occur after each Change has been implemented.  The checkout should ensure that the Change implements only what was covered under the Change, that the Change is `behaving` correctly, that no down stream systems have been impacted etc. A plan for the post Change checkout is required when submitting the Change request and should be documented in the Change record. On occasion it may be necessary for other teams to perform a checkout after you have implemented a Change and these requirements should be discussed and agreed with the ESMG team leader and the teams indicated. Any requirements for third party checkout should also be clearly documented and should include the agreed interaction (i.e. contact details, checkout time, signoff etc).


Scheduling Changes


All SAN Changes must take place during the weekly `green zone` - after 2pm on a Saturday with completion before 6pm on the Sunday. Any Change submitted that has any potential to cause disruption to the overall service must be discussed and scheduled with SAN attached server owners prior to the Change submission.  This requirement is specifically relevant to the VMS environment where loss of a single path even for a brief period will cause path failover on the SAN attached server.


We have also recently had the go ahead from the Business and SA community, to perform Weekly SAN Zoning work, after 6pm on Wednesday’s.


Standard Change Submission and Approval 


All Changes must be submitted using the corporate standard OneInfo Change management process The ESMG team OneInfo group is EUDSM.  All Changes should follow the standard template and all details required by the template must be fully documented before the Change can be submitted.  The Change Management process requires a team peer review to take place once you have submitted the Change and you should notify a team member and review the Change details with them before the team Leader approves the Change using the EUDSMM approval group. 

A strict timeline exists for all Change submissions. Go to Change Management home Website to view types of Changes that can be raised and under what time period you are required to raise and have approved, etc., (Link : OneInfo).  Failure to meet the timeline will result in your Change being rejected and rescheduled for submission the following week.


‘Below the Line’ Changes


Emergency Change Submission and Approval 


Emergency Changes will only be carried out when it is not possible to implement a Change within the normal Change window as defined by the Change process. Reasons for carrying out emergency Changes are :


· To resolve issues with failed production component.


· To resolve issues with components that are likely to fail causing disruption to the production environment.


The process for gaining approval to carry out emergency Changes is :


1. Enter a ticket in the trouble ticketing system outlining the issue that requires resolution.


2. Enter the Change details into the Infoman system referring to the trouble ticket number. Specify the Change type as “emergency”.


3. Copies of all approved emergency Change approvals will be stored (in the Changes folder) for later audit by TI management.


Post Change review


Any Change not implemented according to the pre and post Change planning, whether the Change was abandoned, partially completed, delayed or backed out must be fully documented as Post Implementation Review. Additionally you should perform this review on some `large scale` or infrequent Changes such as SAN fabric reconfigurations where there are likely to be a number of opportunities for improvement or Change. These reviews should be discussed with the team leader and retained as a knowledge base for reference when planning future similar Changes.


Failed Changes will be documented and reviewed by the ESMG team to ensure that future Changes are not similarly impacted.


Disk Reuse Policy


When a server is decommissioned the SAN attached Luns are returned back to the ESMG-BAU Management team, who can then return the disks to the free pool and re-use for other servers.  


Relevant platform SA’s have their own processes to deal with the purging of the data before releasing back to the ESMG team.  For example the Solaris team purge their disks by booting the server to single user mode and then use dd command to make the current contents of the disks unreadable.  See ‘Server Decommission Procedures’ Solaris - Server Decommissioning Procedures for further info.  


For Wintel, when a server is decommissioned, i.e. the business have signed off that it is no longer required and a final backup (if required) is taken the data drives are erased by running the Hard disk Erase Utility SPAC then doing a HP SMARTStart system erase.  For OpenVMS and HP-UX, they also have their own processes and procedures that they adhere to.


7 Vendor Management


Software Management


For all SAN components certification and direction on Global deployment of firmware and software is managed by Global Distributed Storage Engineering (GDSE) and communicated through the formal weekly Global Storage Management meeting and also via the http://GDSE.ny.ssmb.com website/ 


Local representation for this group is through SAN Infrastructure Engineering.  However, it is important that the local ESMG proactively engages with GDSE to fully understand and assess the benefits and potential bug fixes against issues they are seeing in their environment owing to slightly varying global focus and visibility of problems.  In essence the BAU team is in a position to influence the roadmap and should ensure their issues are tabled and understood.


GDSE commits to a regular release schedule, also published on their website, but generally limited to two releases per product in any given year.


All software upgrades must take place under the standard Change management process and be agreed by the ESMG Manager prior to the change being raised.  All SAN-BAU upgrades must have been through the GDSE certification process and relevant SOE documentation should be reviewed with UK Engineering prior to implementation.


All of the licenses are bundled with the $/GB purchase cost of the hardware and therefore not required to update or pay separately.  License Keys for the software used is kept with the ESMG Manager


Vendor Maintenance Contracts


It is the responsibility of the ESMG Manager to ensure that vendor maintenance contracts remain current and that requests for renewal are managed in a timely manner. 


It is not the responsibility of the ESMG to negotiate the contracts and the local Procurement team (for example David Bell) should be engaged to negotiate on our behalf.  They will, however, require input on the quality of service received by the vendor and ESMG should be prepared to act in an advisory capacity.   


See attached the current Contracts that are in force.


\\gtesamba.eur.nsroot.net\Sats-g-drive\SAN\Citigroup Master Software License and Support Agreement Dec 2004.pdf

\\gtesamba.eur.nsroot.net\Sats-g-drive\SAN\Citigroup Master Purchase and Maintenance Agreement Dec 2004.pdf

8 Continuity of Business (COB)


Overview


The SAN environment is in use at both of Citigroup’s core London Data Centres and there is no concept of primary or secondary within the SAN infrastructure.  For this reason issues associated with maintaining inactive, cold-standby environments such as ensuring sufficient capacity, version management and testing are not applicable.


For the SAN environment COB applies only to the mode of service offered to applications. In normal use production servers would have storage available for read/write at the primary site with SRDF ensuring synchronous replication of the data to a second set of offline (to the COB server) disks at the secondary site. Storage Management COB activities for the SAN would be limited to breaking that logical link and enabling the secondary disks for read/write using a `failover` or `split` command.


Partial invocation


Failover or split of individual servers disks should only be performed when the requestor can refer to a specific Trouble Ticket number or when a pre-agreed work request has been lodged with the ESMG Management team.


For details on how to perform an individual server failover refer to the SAN Management Guide.


Full invocation


Full invocation should only be performed when formally requested by the ESMG Manager (through a trouble ticket) or through the Business Continuity team co-ordinator when a formal invocation of the Citigroup COB plan has been declared and the call tree is in operation.


Naming Conventions


There is a hierarchy in delivery of service to the client business.  In London, SAN capacity is delivered to the SA group who support the server in question.  Each server is inventoried in TAS and includes a record of the application(s) hosted on the server and the storage allocated to it.  At the next level down, for the SAN an inventory is maintained for all allocation to individual servers.  Thus, the client of the SAN is the SA group responsible for supporting the server.  They in turn provide a complete service to their end customers.  There is no specific requirement for a SAN inventory that maps through both of these levels.


When planning COB tests the ESMG team will work with the SA groups responsible for each of the servers to which storage is allocated for a specific frame.  Those SA groups in turn will work with their client businesses to arrange down-time.  Chargeback to the business is achieved by joining the SAN inventory (storage allocated and server name) and TAS data (server name and hosted application ID) on the server name to generate the full report.


COB Testing


The ESMG takes part in the Annual Business Continuity Data Centre COB test.


All servers are required to undergo a failover test before being handed off to production support teams.


Living Disaster Recovery Plan


The Living Disaster Recovery Plan (LDRPS) is a web-based tool that details all logistical aspects of COB invocation from the point of view of the ESMG team.  It does not include details on how to perform specific activities, but it does detail COB desk locations, call tree details, key roles, interface to the business etc.  A single LDRPS document exists for the entire SATS group, which ESMG-BAU is part of.


ESMG may be asked to Failover individual applications to meet application level COB requirements.  This process is managed from the eusan-mgt1/2/3/4 servers and is documented in the ESMG Management Guide.


See LDRPS document for further information.   \\gtesamba.eur.nsroot.net\Sats-g-drive\SAN\SATS_UNIX_COB_PLAN.pdf

Annual COB Testing


The SAN environment is a “live-live” configuration and any specific COB test is meaningless as the environment is regularly managed from both CGC and RDC management platforms RDC based storage is accessed daily by applications during normal running.  However a part of every SAN attached applications individual COB test will check SRDF Failover of their disk groups as an integral part of the COB test.


9 Replistor – Monitoring and Troubleshooting


Overview


Replistor is an entry-level file replication product for small branch offices where Data capacity will not warrant a local NAS filer. (Approx. less than 1TB)


The ESMG team will be responsible for maintaining the replication of data stored on Russian branch servers (source) to their corresponding Replistor Bridgehead servers (target). The bridgehead servers are subject to a regular backup policy. Replistor is installed on both the source and target servers with a license required for each.


Support Requirement


Support requirement for Replistor will in the main cover the following items


Monitoring the Replistor Bridgehead and server logs


Un-blocking locked servers / communication links


Stopping and starting Replistor at both source and target


Re-synchronization of Data following link loss or a Replistor stop


The clearing of Data Directories


Reporting unresolved issues


Although no formal request for evidence has been received a daily check sheet has been created and can be found at  \\gtesamba\sats-g-drive\SAN\RepliStor\Daily_Checks\


Documentation containing server lists, troubleshooting hints and tips and installation guide can be found at  \\gtesamba\sats-g-drive\SAN\RepliStor\

Latest documentation can be downloaded from:


http://euwintel.eur.nsroot.net/Software/RepliStor.html

Replistor telephone support details can be located at:


http://www.legato.com/support/contact/index.htm

Escalation contacts


Andy Johnstone EUDSM - 02075007242


John Lee Wintel Engineering - 02075002772


Vladimir Dorogovtsev - RUS 095/725-1000

10

Contracting and Outsourcing


EMEA SAN Infrastructure are not directly involved in the management of Contracting or Outsourcing negotiations.


11

Architecture


EMEA SAN Infrastructure adheres to architecture and infrastructure standards principally defined by Global Distributed Storage Engineering. Details of their standards can be found on their intranet site. (http://gdse.ny.ssmb.com/

12

Internet Management


EMEA SAN Infrastructure does not host any external facing web services.  The EMEA SAN Infrastructure intranet site is registered with the CWHI 


13

Project Management


EMEA SAN Infrastructure does not have any responsibilities with regard to Project Management.


14

Software Management


EMEA SAN Infrastructure does not have any responsibilities with regard to Software Management or for the deployment of wraps as requested by the business or other support or development groups.
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1
General description


 Scope



SAN & BACKUP group allocate or remove storage on request.  The group is required to ensure that access is segregated.  This review process reconciles port allocation on the  switch against Arts tickets raise by users.



2
Document Revision History


This document will be reviewed annually with the appropriate system/app owners and the revision history will be updated accordingly.



			Version


			Date


			Compiled/Updated by


			Description 





			1.0


			15th March 2006


			Sandra Lord


			Draft by ICU





			1.1


			11th April


			Sandra Lord


			Amendments to log transfer method





			1.2


			11th April


			Salauddin Ahmed


			Updated contact names on section 5.3  - ICU Reconciliation









			1.3


			21 May 2007


			Sandra Lord


			Change log collector to reflect eAudit








4 General Requirements, standards



The reviewers perform activity reviews and access reviews as per standard in the Regional Security Administration level III procedure.  



5 
Process



5.1. Process 



SAN logs will be generated daily on EMEA e_Audit tool.  The logs will be checked against the spreadsheet of work done by the SAN group, which shows which servers are allocated storage and the relevant arts ticket numbers to check.



5.2 Example logs
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5.3. Reconciliation actions



A reviewer will be designated to complete the log review/reconciliation process.



· The reviewer will review the logs for the systems starting from the beginning of each log and working through to end.



· The reviewer will check the events against the worksheet sent to ICU every week.



· The reviewer will check any server names on Zones added or removed against the ARTS tickets listed for the same on the worksheet.



· The reviewer will check for Manual Inlines Command messages on the storage logs.



· Any Zones added or removed that are not flagged on the worksheet should be chased with the SAN group (*GT EMEA Distributed Storage Management).  If no response within 1 week, then escalate to SAN BAU Manager (salauddin.ahmed@citigroup.com)



· Any tickets that do not correspond to the server name listed on the worksheet and the logs, should be chased with the SAN-BAU Manager  (salauddin.ahmed@citigroup.com). If no response within 1 week, then escalate to the EMEA Regional Storage and Backup Manager (gary.battersby@citigroup.com). 



· The reviewer will maintain a check sheet listing all queries and escalations.  This may be sent to the SAN group for RCSA purposes on request.
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1.0 PURPOSE 



This procedure establishes guidelines for allowing access from EMC into their devices located in the London (CGC and RDC) and Dusseldorf (Meerbusch and IXE) Datacentres.  


The procedure begins either with a request from EMC to be able to carry out a preventative maintenance check (Health check) or with a notification to EMC of an event on their hardware; the procedure ends with issuing a token number to the affected Data Centre.  



The fault management of EMC sourced hardware and software has been outsourced to the vendor. Currently a modem connected to the “service processor” dials out to vendor support centre to report on its current state including alerts for any faults. The vendors can then dial-in through the same modem for troubleshooting. This type of remote access allows the vendor to maintain a tight service level agreement.



The Symmetrix  Service Processor exists solely for vendor purposes. Citigroup SAN Management Team does not use the service processor for Storage Management tasks. There is currently no TCP/IP connectivity to this service processor but in order for the vendor access to migrate to WWDS TCPIP connections will be installed.  Third parties have 24x7 dial-in access to the service processors that have complete control over the Symmetrix storage arrays that house critical business data from multiple businesses.



The Connectrix switch service processors (CSP) are used by both the vendor and Citigroup SAN Management Team who use the service processor for switch and SAN Management tasks. There is currently firewalled TCP/IP connectivity to these service processors so that secure one-way access can be achieved by BAU staff. Third parties have 24x7 dial-in access to the CSP that have complete control over the Switches that house critical business data from multiple businesses.



There may also be situations whereby the vendor will require access to the Service Processors in order to perform a Change, as opposed to a Problem Fix, in these circumstances the Vendor will provide a case number and Internal Citigroup Change number.



Although business data cannot be accessed through the service processor, unauthorised use of this remote access facility could be used to disrupt services that can cause prolonged outage for multiple servers.



2.0 Revision history



			Date


			Rev. No.


			Change


			Ref. Section(s)





			15/02/06


			1.0


			New Procedure Drafted


			Not Applicable





			01/03/06


			1.1


			Agreed to include Command Centre for out-of hours support only and SAN-BAU to cover office hours coverage.


			





			09/03/06


			1.2


			Amendments made 


			





			15/05/07


			1.5


			Amendments made following discussion with Command Centre.


			





			24/05/07


			1.6a


			Amendments to include Section 7.2 (Severity 1 &2 issues)


			Sec 7.2





			30/05/07





			1.7


			Updates made following issues encountered by Command Centre team


			








3.0 Persons affected 


3.1 Citigroup EMEA (London and Warsaw) Command Centres


3.2 London Command Centre Shift Managers or nominated Deputies


3.3 EMEA SAN-BAU Team


4.0 Policy



4.1 it is the policy of the london command centre to generate a token number from the safeword wwds card and issue to emc to allow access to dial into their devices for troubleshooting and diagnosis and/or repair for out-of-hours.  DURING OFFICE HOURS THIS RESPONSIBILITY IS WITH THE emea SAN Management TEAM.


5.0 definitions


5.1 London Shift Manager or nominated deputies  – 7x24 Supervisors for the London Command Centre


5.2 Distributed Operators  - responsible for Distributed and Midrange platforms (Unix, Wintel and OpenVMS)


5.3 EMC – Vendor responsible for EMC devices in EMEA.  


5.4 EMC Call Centre – Central point of contact for Vendor (EMC).  Contact number - +44 (0)870 6000 300.  All communications, from Vendor and Citigroup, to go through this channel.


5.5 EMEA -SAN-BAU – EMEA SAN Management Team (*GT EMEA TI Distributed Storage Mgmt) Responsible for the support and management of the SAN infrastructure for London and Meerbusch.


5.6 INFOMAN – Change Management system used for this procedure. 


5.7 Virtual Tech (VT) – Problem Management system used for this procedure.


5.8 Office Hours – Monday to Friday, excluding UK Bank Holidays and Public Holidays.  From 07:00 – 18:00hrs (GMT). 


5.9 Out-of-Hours – Those hours not covered in section 5.8



5.10 Nominated Deputy – those person/s selected by Shift Manager and SAN Manager to issue token pin to Vendor.


6.0 Responsibilities 



6.1 It is the responsibility of the Distributed Operators and Shift Managers (or nominated Deputies) to ensure that all EMC related problems are documented in a VT and/or INFOMAN ticket, during out-of-hour’s support.  


In-house centralised monitoring that generates an alert to the Command Centre front-end monitors, will incur the creation of a VT ticket, which will be escalated and assigned to the SAN support team regardless of the time of day.


6.2 It is the responsibility of the London Shift Manager (or nominated Deputies) to issue the token number for dial in access for out-of-hours support.


6.3 It is the responsibility of EMEA SAN Management Team, to issue the token number for dial-in access during office hour’s support.


6.4 EMC will contact the EMEA SAN Management Team directly during office hours, whilst calling the Command Centre for out of hour’s escalation.


7.0 Procedures 



7.1 The following steps will take place whenever EMC needs to dial into one of the EMC frames within the London Data Centre and need to be followed by both Command Centre and SAN Management Team.


7.1.1 EMC will receive an alert from one of the EMC Storage Frames or Switch Directors that has “phoned home”.


7.1.1.1 EMC Lab/PSE or Customer Engineer (CE) will call the London Command Centre on +44(0) 207 986 2020 (and chose option 3) out-of-office hours and EMEA SAN Management Team on +44(0) 207 500 9686 during normal UK office hours.


7.1.1.2 EMC Call centre will request a “token” number (which consist of Safeword card ID and single user password) for dial-in access from the Shift Manager/SAN Administrator.



7.1.1.3 The Command Centre Operator/SAN Administrator will ensure a VT ticket is present or created concerning the event. 


7.1.1.4 The Operator/Administrator will input the following information in the VT Ticket and place the ticket into the SAN Management VT queue – EU DSM or for Germany, into the Infoman queue (EUDSM).


7.1.1.4.1 Request the name of the EMC Representative requiring access.


7.1.1.4.1.1 Document the EMC Case number, known by EMC as the SR (Service Request) number.


7.1.1.4.1.2 Document Serial Number of affected hardware units.


7.1.1.4.1.3 Which site the affected unit is located at and in some cases, exact floor/tile location.


7.1.1.4.1.4 The London Command Centre/SAN Team will then advise EMC they will be called back shortly with the dial up credentials and then call back EMC on +44(0)870 6000 300. 


7.1.1.5 EMC Lab / PSE will request a “token” number (Which consist of Safeword card ID and single user password) for dial-in access from the Shift Manager/SAN Administrator.


7.1.1.6 The Command Centre Operator will notify the Shift Manager (or his nominated Deputy) of the issue and provide the Shift Manager with the VT number and the Engineers contact details.  A SAN Administrator performs this role during business hours. 


7.1.1.7 The Shift Manager (or nominated Deputy) / SAN Administrator will acquire the appropriate Safeword Card and provide the EMC Engineer or EMC Call Centre with Safeword Card ID. 


7.1.1.7.1 Command Centre Safeword Cards are located in the safe, SAN Administration Safeword Cards are located in the Decru Safe managed by the Storage Management team  – any of the cards labeled “EMC” will work.


7.1.1.8 The Shift Manager/SAN Administrator will generate the Safeword  “Single user password” and issue to the EMC Engineer.


7.1.1.8.1 Give the EMC Engineer the card UserID number (ex. AB7860)


7.1.1.8.2 Hit the “ON” button on the Safeword card


7.1.1.8.3 Enter the PIN number of the card


7.1.1.8.4 Enter the card host number


7.1.1.8.5 Give the EMC Engineer the token number displayed


7.1.1.9 The Shift Manager/SAN Administrator will then record in the VT ticket that the EMC Call Centre received the access on the London Management Activity Log and also record the Safeword Card number and pin in the VT ticket.   


7.1.1.10 When EMC concludes their dial in activities, they will notify the Command Centre and/or SAN Management Team and the VT ticket will then be updated by the SAN Administrator, with the ticket residing within the EMEA SAN Management Team (VT - EU DSM or Infoman EUDSM) queue.


7.1.2 If a hardware repair is required based upon EMC’s diagnosis



7.1.2.1 EMC will contact the Command Centre/SAN Administrator responsible for the hardware at the affected location.



7.1.2.2 The normal process of accessing the affected Datacentre will be followed to allow EMC onto their site for hardware repairs.



7.2 Escalating issues with WWDS cards



7.2.1 Problems with the WWDS cards should be escalated in the following manner


7.2.1.1 Non-emergency situations 


7.2.1.1.1 Call the SAN Team on +44(0)20 7500 9686 and detailing card # and Account Holder Name.


7.2.1.2 Emergency situations contact:


7.2.1.2.1 Call  WCCC on +001 (212) 809 3691


7.2.1.2.2 Send an email to: mailto:wwds.registrar@imcnam.ssmb.com


7.3 Enabling of Dial-In access in the event of a Citigroup Severity 1 or Severity 2 Issue



7.3.1 In the event of an Emergency Severity ONE or Severity TWO issue EMC have been granted privileges to enable ‘dial-in’ access to Storage Arrays and Connectrix Switches for London and Meerbusch – however, this shall be noted in Citigroup/EMC Case records at time of need and then subsequently dial-in disabled once issue has been resolved.


7.3.1.1.1 To enable dial-in for Storage Arrays – EMC will logon to Symmetrix or DMX concerned as per VRA Procedures and then re-enable dial-in remotely via login screen.


7.3.1.1.2 To enable dial-in for Connectrix Switches  – EMC will need to come on-site and then login to Connectrix Service Processor to re-enable remote dial-in.


7.3.1.1.3 Once issue has been resolved or the initial Severity has been lowered – then EMC will then disable dial-in for both Storage and Switch Entities.


ALL RIGHTS RESERVED.  Not for disclosure outside of Citigroup and/or its subsidiaries without express prior written authorization.  Copyright 2006 Citigroup.  INTERNAL.
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Appendix






1 Purpose and Scope of this Document 


This document defines the CITMP Level III control processes for the Citigroup EMEA Storage Management Group who are responsible for the SAN (as of December 2005) environments in London, Meerbusch and Warsaw. 


The Level III processes outlined in this document are derived from the Global Level II documents:


CITMP Process standards – Resource Management Version 2, dated April 28, 2003


CITMP Process standards – Change Management Version 2.0, dated April 28, 2003


CITMP Process standards – Problem Management Version 2.0 dated June 30, 2003


Citigroup Information Security Standards, Version 3.20, dated April 30, 2003


Contingency of Business processes are discussed in the COB section of this document (see contents).


This document does not provide ‘how to…’ information or provide step-by-step instructions to execute specific technical tasks within the managed environment.  The SAN Management Guide provides information for the SAN environment and the latest version of this document can be found on the SAN Management Homepage 


The object of this document is to provide a common set of functional and organizational responsibilities guidelines that can be used across the EMEA Storage Management Group.  


2 Information Security


The purpose of this section is to define the procedures used by EMEA Storage Management, SAN Management team, in line with corporate policy and requirements standards, defined in CITMP Level 1 and Level II documents related to information security.


See Information Ownership declarations included in Appendix C


Policies and Standards


Copies of the relevant policies and standards may be found at the following locations:


· Citigroup Information Technology Management Policy (CITMP): http://www.citigroup.net/citmp/

· Citigroup Information Security Standards: http://www.citigroup.net/ciso/doc/standards.doc

Citigroup TI Information Security Standards Level II: http://www.citigroup.net/ti/compliance/citmp_level2.htm

· 


Persons AFFECTED 


· EMC² support personnel

· This affects SAN Management Team (SMT) and its team members.  Authorized business aligned System Administrators supporting Citigroup Technology Infrastructure with Standard Operating Environment (SOE)

Information Ownership and Systems Inventory


See Information Ownership declarations included in Appendix C


All documentation kept by SMT is classified as Internal and stored on Network Appliance filers with RAID data protection in the filer and data replication to a secondary filer in a separate data center.


Documentation for can be found at  SATSUWEB Document Library

Documentation used by the SMT includes:


· Symmetrix Cover Sheets - detailing information about each installed Symmetrix / DMX


· Scanned Servers - detailing each host’s SAN connectivity and Storage information


· PCMs - Level 3 procedures for tasks performed by SMT


· Target_LUN breakdown sheets for each Symm - detailing each LUN in a Symm/DMX and its assignments


· Target_LUN Info sheet - detailing all Target/LUN assignments to each host as executed.


· SuperMap sheets for each SAN - detailing every Symm/DMX device, their mappings in the Symm/DMX, and host assignments


· SAN Remaining Capacity - detailing capacity remaining in each Symmetrix / DMX


Authentication


Access to the SAN Management workstations are controlled by the use of SOE Authentication and Users are required to Change passwords on a monthly basis.  SAN Management server `root` account access is gained using the SCSU command where a reason will be required explaining the necessity for privileged access.  The access itself and the reason are logged on a central server in line with SOE Unix server management practices.  For generic UNIX account management information please refer to the SATS Level 3 CITMP – section 12.1 document.  (include link)

Access to the Connectrix Manager, is controlled by creating individual User ID’s for each user.  Users are therefore identified to the technology platform by a:Unique User ID.


Procedure:

1. Login to SOE Control Workstation 


2. Login to Connectrix Manager with Administrator privileges 


3. Launch the Connectrix Manager Java Client.


4. Navigate the menu as Configure(Users.

5. Click on New and enter user ID.


There is a Monthly Virtual Task set up that, requests ALL Users to Change their passwords.  The SAN-BAU Manager, or his deputy will normally send a reminder as the due date approaches and all team members must confirm by a return mail that the action has been carried out.  The Vendor (EMC²) will be asked to Change the Connectrix Manager ‘emcadmin’ account password every three months.  Citigroup staff will not know this password.


An example of a reminder note:


=================


Connectrix Manager User,


As a Connectrix Manager user for “xxxxx” SAN, compliance regulations require you to Change your password monthly.  If you are an Administrative user, you must login and Change your password.  If you have Read or Operator access, contact the Distributed Storage Management On-call person who has Administrative access and will Change your password.  All passwords must be at least 6 characters in length and contain alphanumeric characters.  Please execute this Change by “dd/mm/yyyy.”


Thank You!


==================


The user will be prompted via e-mail that his/her account needs to be reactivated if not used for a specified period.  If that time elapses, an ARTS/Infoman record will have to be created and approved by the SMT in order to create/enable the account.


Privileged access for new team members is normally only granted after completion of a trial period.  The exact duration of the trial period will be assessed on an individual basis and be dependant on previous relevant experience with similar environments.  The decision to grant privileged access will be made by the SAN-BAU Manager and any new accounts will be set up by the SAN-BAU Manager or his appointed deputy.


Entitlements for all access are to be reviewed on a quarterly basis.  The review will be requested by the SAN-BAU Manager and is to be a documented account of all access points and privileged users.


Change in Status:


The SAN-BAU Manager will notify Security Administration within 24 hours of employees or External Provider no longer working for Citigroup.


Citigroup security notification of Change in status of employee


1. Once a Change in status is noted information security should be emailed at “XXXXXX” with the employees name and applicable SOE Id.  This notification should take place within 24 hours of the Change in status.  


2. Immediate disablement of Citi VPN or other dial up access should occur.  The employee’s SOE ID, Connectrix Manager Ids and other applicable system Ids should also be disabled immediately.


3. Within 7 days SAN BAU Manager will verify that the following ids have been disabled. 


A. SOE id


B. Unix id and NIS+ related entries (NetGroups, etc..)


C. Infoman id


D. ARTS id


E. CITI-VPN / WWDS access


F. Tarantella access (if applicable)


G. Connectrix Manager Access


H. Any applicable ids on systems/applications that do not use SOE ids.


I. E-Workflow id


J. GEDI


K. Employee Directory


4. All results should be documented and kept by the SAN-BAU Manager for a period of 1 year.


Static Passwords


Static passwords will never be shared, made known to others or written down.  Users are asked not to share account information and are to use only the accounts that they are assigned.  Never be displayed on the screen in clear text (with the exception of one time use password resets).  The account login process for Connectrix Manager does not display passwords in clear text.

Recent Added Features


The scsudo tool has been employed to control access to SYMAPI commands.  Two scsudo groups break users into either SAN-BAU or SAN Integration groups with appropriate access applied to each of these groups.  BAU access will continue as with the Version 1.0 environment, without the need for explicit `root` access. Integration access will be restricted to non-intrusive `list` or `show` type commands.


Since SOE implementation of scsudo is not workable for day-to-day support, the BAU scsu’s as root to run the symcli commands.


Vendor Dial in Access


Current Procedures 


The remote support capability assumes that the Citigroup and EMC work to maximize EMC’s ability to anticipate potential problems and respond to prevent or correct issues.  The best method for that to occur is for the EMC systems to be configured to dial home, which alerts EMC Global Service’s PSE Lab (Product Support Engineering) for the appropriate authorized EMC personnel to connect back to the EMC system for further troubleshooting and resolution.  Configuring the EMC products to allow in-bound dial also enables EMC to proactively dial in to the EMC products, working to avoid problems by gathering needed diagnostic data or to attend to identified issues.  This is applicable for both the Symmetrix and Clariion storage arrays.


Most EMC diagnostics are conducted using the EMC proprietary application known as SymmRemote.  SymmRemote is a software facility that is custom-made by EMC to remotely run diagnostics and troubleshooting routines on the Symmetrix service processor.  The SymmIP implementation (in contrast to other SymmRemote modes described below) is a layered application running over IP after the encrypted tunnel is established.  The IP network that is in place in this SymmIP scenario is based on an EMC network address, not an address on the customer’s trusted network.   


SymmRemote provides its own proprietary encryption algorithm with a 40-bit key length.  It is not commercially available anywhere and the encryption have unique attributes that add to its strength.  This SymmRemote encryption runs end-to-end from the EMC-authorized person initiating the call to the customer site-based service processor.  The encrypted session runs from the EMC Remote Support Network to the service processor.


MARS item # 2348 and CAP 2052 in US addresses the deficiency in controlling the remote dial in access of vendors and the project plan addresses in more detail, all the steps that require to achieve the vendor access standardization across all data centers.  


Therefore, vendors are allowed to dial in, only if the Service Processor on the Symmetrix, Connectrix and/or Clariion dials home with an issue.


Vendors will then call Citigroup, Operations, quoting the EMC Case ref., as well as stating briefly what the issue is/are.  Citigroup Operations will then raise relevant trouble ticket via a VT and notify the SAN-BAU Management team, who in turn will agree or disagree for the vendor to dial-in or come on-site for diagnostic checks and investigations.


A Weekly report is generated by the vendor (EMC) and forwarded to the SAN-BAU Management team, detailing each logged case and status.  SAN team will then reconcile that report with internal VT tickets.


An overall Quarterly report is also produced by the vendor detailing the number of hardware and software failures or issues that has occurred during that period.


Future Procedures


The customer’s need for support at all times requires that EMC service personnel access the customer’s service processor after properly authenticating themselves as a logical member of EMC’s support network, even if at a remote location.  With SymmIP, the service personnel, if remote, would begin by establishing a separate encrypted session for remote access to EMC.  The EMC employee would first authenticate using two-factor authentication (something you have, and something you know) (SecurID from RSA Security) to gain access, and then authenticate again for their support role.  The VPN tunnel uses a 3DES algorithm (168 bit) and the IPSec protocol for connection to EMC.  Critical to the added security is a mandated distributed firewall that is running continuously on the remote PC and is necessary to make a VPN connection to EMC.  


The distributed firewall rules are centrally managed by EMC at all times, as is PC virus protection.  It is over a secured connection that the appropriate personnel may then initiate the call to a customer site.  If the EMC service personnel were at a different location than the customer, then an outbound VPN connection to EMC would be made to allow the dial-in connection directly to the Symmetrix service processor for support.  An alternative to off-campus EMC employee VPN tunnels is remote dial-in PPP connections to EMC, again using SecureID. 


Maker / Checker Reconciliation


1. Obtain a listing of Changes executed the previous week.  


2. Review the Change and the equipment/software affected.  


3. Login to the applicable server/SAN environment and review the affected components.  


4. Verify that the environment is consistent with the Change reflected in the Change record.


5. If audit logs are available, such as those used for Connectrix Manager, verify the logged Changes are consistent with the Change documented in the Change record.


6. Any Changes not implemented as documented should be documented and saved in  \\gtesamba.eur.nsroot.net\Sats-g-drive\SAN\SMT\Compliance_Evidence\Checker_Exceptions\.  The information needed will include the applicable Change number, the environment or SAN affected, when the Change was scheduled vs executed and what part of the Change was not consistent with what was documented in the Change record.


7. A copy of the documentation should be sent to the SAN-BAU Manager for review and follow-up.


8. The SAN-BAU Manager will review and take applicable action.


9. Depending on what applicable action is required the results will either be noted in the results document or at a minimum note that the applicable parties were followed up with.


Entitlement Review


The SAN-BAU Manager, or his deputy will execute this procedure on a Monthly basis.


1. Connectrix Manager Logon to SOE access server at each site.


2. Launch the Connectrix Manager Java Client.


3. Navigate the menu as Configure(Users.

4. Capture the screen-shot as evidence of this entitlement review to the EMEA Share folder: “\\gtesamba.eur.nsroot.net\Sats-g-drive\SAN\SMT\Compliance_Evidence\Entitlement_Review”


5. Compare approved ID / Entitlement listing for Connectrix Manager with actual defined User IDs.


6. Review Entitlements for applicability to job function based on the approved ID / Entitlement listing.


7. Reconcile any / all discrepancies and escalate all discrepancies to management as necessary and ensure all discrepancies are followed up and documented as appropriate.  Any / all exceptions must be approved by management and documented in the approved ID / Entitlement list.


8. File evidence of entitlement review as “EMEA – Distributed Storage Mgmt Entitlement Review – Connectrix Manager – Fabricname – yyyy-mm-dd.doc” under the EMEA Share folder:  \\gtesamba.eur.nsroot.net\Sats-g-drive\SAN\SMT\Compliance_Evidence\Entitlement_Review\

9. SOE Access Server(s) (Unix – RDC and CGC)


10. Logon to SOE access server at each site.


11. Execute Entitlement capture command “nisgrep 'storage' netgroup.org_dir”

12. Capture the command output file as evidence of this entitlement review to the EMEA Share folder: \\gtesamba.eur.nsroot.net\Sats-g-drive\SAN\SMT\Compliance_Evidence\Entitlement_Review\.

13. Compare approved ID / Entitlement listing for SOE Access Server with actual defined UIDs.


14. Review Entitlements for applicability to job function based on the approved ID / Entitlement listing.


15. Reconcile any / all discrepancies and escalate all discrepancies to Management as necessary and ensure all discrepancies are followed up and documented as appropriate.  Any / all exceptions must be approved by management and documented in the approved ID / Entitlement list.


File evidence of entitlement review as “EMEA – Distributed Storage Mgmt Entitlement Review – Unix – hostname – yyyy-mm-dd.doc” under the EMEA Share folder: 


\\gtesamba.eur.nsroot.net\Sats-g-drive\SAN\SMT\Compliance_Evidence\Entitlement_Review\

Encryption


The following statement has been approved for Info Sec Process TRAMs, key control 4.3:


CTI SAN Infrastructure is class "C" and encryption is not required for information rated lower than Highly Confidential.   EMEA Distributed SAN Management only provides the storage facilities; the content of this information is unknown to EMEA SMT.  Encryption is the responsibility of the business or user who is transmitting or storing the Highly Confidential or Higher Rated information.


Security Incident Detection and Response


Business management in conjunction with Compliance, Information Security, Corporate Security and any other relevant security functions, will develop, document and ensure compliance with the Citigroup Information Security Office (CISO) Security Incident Response Team (SIRT) process.


Security Incident Response (SIRT) Procedure 


1. Upon detection of a possible incident the below noted information should be captured in an email and sent to the SATS BISO.  Upon submission of the information a follow up call should be placed to the BISO to ensure they know the issue is awaiting their review.


A. Examples of Incidents:


I. Loss of confidentiality


II. Destruction of data


III. Loss of system integrity, system degradation or denial of service


IV. Loss of data integrity


V. Unauthorized use of corporate resources


VI. Fraud


VII. Other intrusions


2. Upon receipt of a SIRT incident the SATS BISO will review the incident, evaluate the impact and determine the appropriate course of action. 


Summary of information that should be supplied:


1. Date of incident


2. Incident location (including country)


3. Business(s) affected


4. Company


5. Summary of incident – Who, What, Where, When and How…Be as specific as possible


6. Explanation of how incident was detected.


Audit Trail Review


Audit trails are reviewed on a weekly basis and any suspicious activity sis acted upon immediately.  The review process must be segregated to ensure the reviewers do not review their own activity.  Currently the SAN-BAU Manager, together with members of the SAN Integration team is reviewing the logs until a dedicated team is established.  MARS item # 2617 raised in order to get a dedicated team set up for Independent Log reviews.


Connectrix Manager Audit Log Review Procedure


1. Sign into Connectrix Manager.


2. Select “Logs” then “Audit Logs”.


3. Review audit log for any unauthorized activity


4. Select “Logs” then “Session Logs”.


5. Review session activity for any unauthorized or otherwise suspicious user activity.


6. Repeat procedure for all Connectrix Manager environments.


7. Follow up on any unauthorized/suspicious activity.


8. Document all results and save in


       “\\xxxxxx\EMEA_Storage_Mngmt\SMT\Compliance_Evidence\AuditLog_Review\”.  


Segregation of Duties


Separation of Duties: System and Security Administrator Configuration 6.4.2  


Systems Administration for the SAN Management workstations are carried out by the SATS – ISA team and Security Administration functions (for example, adding/deleting users, Changes to entitlements/ passwords) are carried out by a dedicated SATS Account Management team. 


Users to the SAN Management Unix Workstations are required to log into a SOE Unix server on a private network before logging into the SAN administration tools.


Semi-annually, a review of entitlement is carried out under the Enhanced Entitlement Reporting System (EERS) as per the Information Security section of the CITMP and these Standards.  The review assesses the adequacy of these practices and procedures based on Changes in their processes, technology, business responsibilities, the sensitivity of customer or corporate information and the risks that may threaten this information.  Subsequently is signed off by the Departmental Manager.


Server Security, Configuration and Threat Management


· All SAN servers conform to SOE and SSM standards. The SAN team are part of the SATS group and adopt all controls and compliance standards as mandated by that group.


· Connectrix Manager services are located behind a secure firewall where access is only granted to the SAN Management servers.  Data centre procedures & security ensure that the Service processors themselves & all the physical hardware are secure.


· All four management workstations are built to the same standards & configured identically.  All monitoring, reporting & provisioning tools whether written in house or vendor supplied are installed on the production & warm standby box’s.


3 Resource Management 


The purpose of this section is to define and implement procedures for businesses to request storage on the Storage Area Network (SAN).  These procedures apply to the SOE Distributed Computing Storage Area Network (SAN) environment.  The SAN-BAU and Integration team follow these procedures in accordance with the requirements set forth in the SOE Resource Management PCM.


The SAN Integration team are responsible for procuring and coordinating the installation and configuration of SAN hardware with Data Centre Site Management (DCSM), SAN-BAU Management and EMC² (the vendor) in accordance with Global Distributed Storage Engineering’s (GDSE) best practices guidelines.  Future data growth requests are received from either the SA teams for existing businesses and/or from the Project Office.


Definition Of Procedure Terms


· CEP – the purpose of a capital expenditure proposal (cep) is to ensure that capital expenditures and other long-term commitments are properly evaluated, reviewed and approved.

· TAS – Technology Asset System  - https://tas.ny.ssmb.com/tas/lois_main/LOIS_Home.asp

· ICE NetCool – Network Monitoring System

· P2P – Procure to Pay (P2P) is a Citigroup global initiative, which utilizes Oracle’s financial applications to leverage the power of a single integrated database with common data standards and core processes. This tool empowers employees at their desktops, enabling them to requisition goods, services, or create larger Service Purchase Orders (PO’s), as well as pay bills online via a Web browser.


· MTE – Major Technical Expenditure  https://silcweb.eur.nsroot.net/default.asp  The major technology expenditure process applied to purchases greater than $15k


Managing Critical Resources


Available Core and Edge ports


The Switch Port Utilisation Spreadsheet can be found in “\\gtesamba.eur.nsroot.net\Sats-g-drive\SAN\Golden_config_docs\Switch_Zone_info_CGC_RDC.xls- which provides a detailed record of port utilization, availability and planned usage for the London Datacentre and for Meerbusch see  \\gtesamba.eur.nsroot.net\Sats-g-drive\SAN\Golden_config_docs\MEERBUSCH Switch_Zone_info_EDC_IXE.xls. 


All new requests for SAN connectivity are initially reviewed to ensure that their connectivity & storage has been forecast, it is then reviewed against this spreadsheet prior to confirmation that the request can be processed - at which time the requirement must be entered onto the spreadsheet in pink.  No servers can be connected to the SAN without first confirming availability of edge ports.  Long term capacity planning is critical to ensuring continued availability to meet demand and the process is detailed below.


The SAN forecasting and zoning process consists of 4 parts:


·
Estimation


·
Tracking and Updating


·
Port Allocation & De-allocation


·
Zoning   & de-zoning


Estimation Process – Collate the SAN requests received over the last 2-3 months and enter into an access database.  This process assist SAN-BAU team in their MTE submitted on a quarterly basis to expand the SAN capacity and also gives a rough estimate of the workload on a quarterly basis.  Prior to submitting the MTE for forecasted storage, a percentage is added to this for BAU growth.


Tracking and Updating Process – To update the SAN requests with planned dates from expected dates. Track the number of zoning requests scheduled per weekend and give SAN management a rough estimate of their workload and enable smoothing of their workload over the quarter


Port Allocation Process – To track the port allocation. Once the ports are allocated, this estimates the zoning scheduled.


Zoning Process – To track the zoning requests.


Available storage


In the SAN environment there are a number of dynamic spreadsheets that detail free and used storage & also provides an entitlement review comparing assigned storage to what we think is assigned.


This information is obtained daily from the Symmetrix/DMX (VCMDB) and imported into an MS-Access worksheet.  It details free and assigned storage across the Symmetrix/DMX.  A separate Database provides an entitlement review containing a static view comparison to a Live/Dynamic comparison.  


The Storage Utilisation Spreadsheet can be found in  “\\gtesamba.eur.nsroot.net\Sats-g-drive\SAN\Golden_config_docs\Static sheets\ and provides a detailed record of storage utilization and availability.  Planned usage is detailed in a forecasting database. All new requests for SAN storage must be reviewed against this database prior to confirmation that the request can be processed - at which time the requirement must be entered onto another spreadsheet in pink.  


SAN-BAU Management Team


· Processes all SAN storage requests that are received via the TAS storage queue and the SAN storage request forms. 


· Enters information into forecasting database & allocates a unique SR#, which is returned to the requestor.


· Maintains and updates database for weekly reporting for Free and Used storage and also for forecasting and MTE’s


· Provides and maintains SAN storage configuration files for all supported businesses.


SAN Integration


· Recommends SAN design and data center location based on storage requirements to the Application Infrastructure Support Group and the SA teams.


· Submits requests and obtains TI approval for all SAN equipment.


· Provides level two support for SAN related issues.


SA Teams

· Submit SAN storage business requirements for new storage allocation via the Technology Asset System (TAS) – for new servers


· CRW or equivalent process is carried out for new project/host storage connectivity.


· For existing servers Submit SAN Storage Request forms (SATSUWEB Document Library) for additional storage allocation to the SAN-BAU Management team on behalf of the businesses.


· Submit data forecasts and new equipment purchase requests to the SAN-BAU Team on behalf of the businesses.


· Perform data migrations to the SAN storage.


· Configure SAN storage devices onto servers using the configuration files provided by the SAN-BAU team.


Data Centre Site Management (DCSM)


· Designates cabinet locations, elevations and power specifications for the SAN storage arrays and fabric switches in the data centers.


· Completes fiber cable installation from trunks to SAN fabric switches.


· Provides level one support for fiber cable issues.


· Purchasing


· Submits approved purchase orders to the vendor(s).


· Provides PO numbers to the SAN Integration and BAU teams, upon request.


EMC²  (Vendor)


· Delivers equipment to the sites and provides ongoing technical support.


· Installs and configures SAN equipment under the supervision of the SAN Engineering, SAN-BAU and DCSM


Infoman


DCSM or SAN Integration team creates Infoman records in order for the group and vendor(s) to gain access to the data centers. The Infoman System is a web-based system  (http://infoman.citigroup.net/that provides a centralized database of system and network Changes and events.

SAN Storage Provisioning Process 

For a detailed description of the Forecasting Process, please refer to the following document:


\\gtesamba.eur.nsroot.net\Sats-g-drive\SAN\SANForecastingProcessv0.2.doc

Capacity Planning and Forecasting


Additional storage requirements and current utilization should be reviewed regularly in Weekly Capacity Planning spreadsheets and bi-weekly meetings with the Businesses and Project Managers.  Capacity utilization reports are made available to Operations, Application Development and/or Business units to enable their resource tuning and cost management initiatives.

Forecasts are based on requirements gathered from completed storage request forms from the Project managers.  This allows the SAN-BAU Management team to project requirements for a minimum of three months in advance.  The environment should aim for a target 85% utilization of each storage class and any projected allocation over this amount should trigger a build-out process.


One MTE is to be placed per Quarter for all projected storage requirements.  Any requirements not in the projection will be allocated storage in the coming quarter only after projected requirements are met.


Long term capacity planning is critical to ensuring continued availability to meet demand and the process is detailed below for the various streams involved.  Forecasting databases are as follows:


For London:   \\gtesamba.eur.nsroot.net\Sats-g-drive\SAN\SAN forcasting databases\London\SAN-Info.mdb  (password is ‘sanadmin’)


For Meerbusch:    \\gtesamba.eur.nsroot.net\Sats-g-drive\SAN\SAN forcasting databases\Meerbusch\Germany SAN-Info.mdb  (password is ‘sanadmin’)


Annual Budget Process


As of this update the annual SAN budget process is managed by the Infrastructure Engineering team.


An annual forecast must be prepared at the start of Q3 for input into the budget process. The specific mechanics of the process will be communicated by Project Office at the start of the budget season, but always centre around the use of the Triage tool (http://triage.ny.ssmb.com).  The annual forecast will be split into two categories – Infrastructure driven projects and Customer driven projects. 


Forecast growth is classed as a Customer driven project and must be based on trend analysis and known projects.  Infrastructure driven projects would include proposals to update old technology or introduce new architectures, e.g. Technology Refresh projects or initiatives. 


Throughout the budget year the entries created in Triage should be reviewed for continual accuracy with specific focus on `deploy by` dates and partial draw down.


Business Planning


During the annual budget cycle, business units must communicate with the TI units to determine:


· Expected volume Changes


· Expected Changes in usage patterns


· Capital requirements


· Hardware requirements


· Software requirements


· Development initiatives

Funding and Budget 


Planned hardware and software upgrades that require business funding must be agreed upon and budgeted for in accordance with established Financial Control procedures. This does not include maintenance upgrades with no financial impact, executed in a maintenance window.

Asset Management


Inventory of the Hardware can be found on  https://ti.emea.citigroup.net/datacentre/SiteMgmt/DCInventories.asp

At least annually and in accordance with Security, Licensing and Compliance reviews, the asset data must be reconciled to a physical inventory and reviewed for hardware/software obsolescence and also reviewed to identify potential security vulnerabilities.  


Capacity Metrics


The following metrics must be submitted on a weekly basis:


· Trouble tickets – Severity 1 - opened in report week


· Trouble tickets – Severity 2 and below - opened in report week


· ARTS tickets opened in report week


· ARTS tickets closed in report week


· ARTS tickets carried over from report week


· Changes implemented in the report week


· Changes backed out in the report week


Product specific metrics:


· Configured SAN storage


· Allocated SAN storage


· Number of attached clients


These metrics are forwarded  (by end of day on Monday) to “*GT EU GMRS Metrics” by the SAN-BAU Manager or a nominated deputy for inclusion in the Global Weekly Metrics Report.


Performance Management


Any performance degradation impacting the overall service should be reported by the SAN-BAU Manager through the standard problem management process.  Standard severity rating will be 2, however if the problem is chronic the severity may be upgraded.  Overall system performance is measured by the relevant Systems Administration groups, problems suspected to be associated with the SAN are escalated to the SAN-BAU Management team (through Virtual Tech) where they are investigated using appropriate EMC² tools (Symstat).  Symstat provides a command line interface to monitor the Symmetrix DMX performance.  It will highlight any problems with Symmetrix cache management, Fibre channel Utilisation and disk performance.  


There are also a number of scripts in place that run at regular daily intervals to capture historical ‘general’ performance data on the SAN infrastructure.  This can be interrogated if hosts or storage array’s are reporting performance degradation.


Performance metrics must be reviewed proactively, on an as-required basis, and analyzed for anomalies.  Anomalies identified are investigated and problem determination performed.


These anomalies will be reported using the CITMP Problem Management Standards.  Tuning actions, where possible, are to be implemented to prevent or minimize the impact of a re-occurrence and to insure that the affected application and/or system components are performing as expected.  Where additional resources are required the Capacity Planning process must be invoked.


Performance Metrics Availability:


Performance metrics are available to Operations, Application Development and/or Business units, should they require it, in order to enable resource tuning and cost management initiatives.  Once better tools and applications are available by the SAN-BAU Management team, metrics will be widely available on the SAN-BAU Management Home Page - SAN Management Homepage 


4 Problem Management


The purpose of this section is to define the procedures used by EMEA Storage Management, Distributed SAN Management team, policy for Problem Management has been developed as a standard to plan, coordinate, monitor, track, approve and communicate problems affecting Citigroup’s production environment.

The Problem Management Level III PCM serves as the core for the SAN Problem Management process by setting standards and implementing procedures to meet the CITMP Level II Problem Management policies.  

The goal of the EMEA Storage Management Storage Area Network (SAN) Problem Management PCM is to ensure the integrity and reliability of the production environment, to manage, schedule, communicate, measure and coordinate problem management activity, and to provide management with information to identify opportunities for continuous improvement.


Copies of the relevant policies and standards may be found at the following locations:


Citigroup Information Technology Management Policy (CITMP):


 http://www.citigroup.net/citmp

Citigroup TI Level II CITMP Process Standards Problem Management


http://www.citigroup.net/ti/compliance/citmp_level2.htm

Persons AFFECTED (WHO USES THE PROCEDURE)


The EMEA Storage Management (SAN) Problem Management PCM applies to all areas managed by EMEA SMT, which includes all operational systems, and applications in the distributed systems environment.  


These procedures apply to SAN Management, Systems Administration, and any other entities maintaining (by permission) any EMEA SAN Data Center.


Responsibilities (Major Areas Of Responsibility)

· EMEA SAN Management Team (SMT) - Level one support


· Escalates problems to the SAN Integration team or vendor(s) (EMC², McData) depending on the nature of the issue or problem/s.


· Serves as an interface between the SAs, vendor(s) and the SAN Integration team.

· SAN Integration Team - Level two support


· Analyzes errors logs and messages, in tandem with the SAs and SAN Management Team, to isolate problems.


· Collaborates with SMT and the SA teams to take corrective actions based on problem fault isolation.


· Data Centre Site Management (DCSM) - Level two support

· Dimensions and replaces fiber from servers, switches, EMC² Symmetrix and/or Clariion frames.


· Troubleshoots fiber connectivity issues on the Storage Area Network. (SAN)


· SUN Hardware Engineers (SUN – on site Support Engineers) - Level two support and for replacing defective UNIX server hardware components.


· Hardware Infrastructure Services  (On-site vendor) also responsible for replacing defective WIN2K server hardware components. 


· System Administrators - Initiators of problem management process


· Initiate the problem management process by opening Virtual Tech tickets.


· Responsible for the integrity of the data that resides on the EMC² Symmetrix and Clariion frames.  


· Engage SMT for level one support.


· EMEA SAN Engineering – provides level three support, additional troubleshooting resources. Provides modifications to SAN SOE design based on historical trend analysis.


· Vendor(s) (EMC², McData) – provide level Four Support, solutions for long-term fixes.


· Interface with EMEA SAN Engineering and recommend code enhancing for future applications support.

Problem Determination


Much of problem resolution is associated with individual knowledge, experience and skill with the technology.  However the following basic steps should be in mind when first tackling a problem to ensure that the appropriate standard steps are taking, simplifying problem handover across the team:


1. Ensure that a Trouble Ticket has been raised for the issue (record the ticket number). When raising tickets with vendors record the vendor ticket number. 


2. Promptly update tickets when new information becomes available.


3. Collect as much information as you can about the symptoms, duration and extent of a problem when first contacted. 


4. Explore the extent of the problem. Have similar problems been reported in a similar timeframe.


5. If appropriate (depending on severity level), raise an EMS (Executive Monitoring System  see Appendix 2). Quoting relevant cross-references to VTECH and Vendor tickets.


6. For Connectivity issues review generated e-mails and Connectrix Manager to understand if the fault has been identified by the environment


7. For Hardware issues, check with EMC² immediately to understand if they are logging any dial home events.


8. Escalate the issue to the SAN-BAU Manager and SATS Manager if necessary (usually severity one issues).


Problem Identification


There will also be occasions when the SAN team is required to refer a problem or issue to the Vendor for problem analysis and resolution.  Calls are made to the EMC Call Centre on +44 (0) 870 6000 300.  Whilst raising the call the, the SAN team member will need to supply EMC with a Site ID (EMC site ID can be found in Volume spread sheet), followed by a detailed description of what the issue/problem is.  EMC will assign the case a specific priority, depending on the nature and severity (see EMC Escalation for further information) of the situation and also supply the Citigroup with a case reference number.


It should be noted that only VTECH will be used to accept problem tickets to the SAN team.  Under no circumstances should the ARTS system be used for Problem Management.  


Generally the SA’s initiate the problem management process by reporting problems to the SAN-BAU Management team.  Group Line 020 7500 9686 from Monday to Friday 7am to 7pm and beyond these hours, the SA’s report problem to the Command Centre, who in turn will call the SAN Support team on the call out number  SAN Call Out Homepage

Problem Severity


In addition to identifying the problem a problem owner must assign a severity level. As a high level guide the severity ratings are as follows:


Severity 1 – All outages to a critical service affecting end business users


Example:


SAN loss of connectivity incident impacting one or more production hosts


Severity 2 – Any degradation of service impacting, or with the potential to impact, end business users


Example:


SRDF links unavailable


SAN switch GBIC failure leaving a host with a single point of failure


Severity 3 – A low impact incident 


Examples:


Failure of a multiple redundant component such as tape drives, ISL etc


Any other problems that do not have an impact on the provision of service.


A more detailed definition of appropriate severity definitions are detailed in the document CTI Problem Management Process which can be found in the Change / Problem Management  (go to Processes link) document.


Severity may need to be adjusted during the lifetime of the problem. If for any reason you feel that the severity attached to a problem is no longer appropriate (for example the impact has become more significant) then you should contact the SAN-BAU Manager immediately to discuss and agree a new severity.


In addition the severity of all ongoing problems will be reviewed during the weekly review process (see below).


Problem Tracking and Co-ordination


All team members should actively monitor their Vtech (https://virtualtech.eur.nsroot.net/virtualtech/defaultnt.asp)  queues throughout the day to ensure that new problems are picked up and managed promptly.


The SAN-BAU Manager will review the Trouble Ticket Spreadsheets every morning to ensure that no tickets remain open for an undue length of time.  


If a trouble ticket should be reassigned to another group because they are more appropriate to the resolution or your part in the problem resolution is complete, you should attempt to call the group to which the ticket is being reassigned and the ticket then should be reassigned immediately.  If the team does not agree to accept the ticket then escalate to the SAN-BAU Manager and/or the relevant assignment group team leader to resolve.


Problem Escalation


All severity 2 or above problems should be escalated to the SAN-BAU Manager (or nominated deputy) at the time of the occurrence. The Manager (or deputy) will review and decide whether to escalate further in accordance with the Change / Problem Management  (go to Processes link) document.


All severity 1 problems should also be immediately escalated to the Western Europe Regional Command Centre on +44 (0)20 7986 2020.  The Command Centre will open a conference bridge to co-ordinate information flow throughout the problem duration and also open an EMS (see Appendix 2 for further information on EMS) record to inform the user population and initiate the escalation process.


If there is any suspicion that the problem has been caused by, or is of itself, a security risk then the EISS team should be engaged by the SAN-BAU Manager.


In addition to internal escalation the problem owner should immediately log the fault with EMC² and obtain a call reference number to be entered into the problem management record.  The EMC² Support Account Manager should be contacted and informed of the ticket reference.  The SAM will then take control of the call internally and ensure a resource is assigned immediately.


EMC² Support Account Manager (SAM) – Paul Belcher  
+44 (0) 7730 781 388


EMC² Call Centre   +44 (0) 870 6000 300


For EMC² issues there is an established Escalation agreement (EMC Escalation) that should be followed giving details of the expected escalation path etc.


The SAN team support rota contains out of hours contact and escalation details for individual team members for the current quarter. The Command Centre uses these rotas – All Changes to the rotas are performed automatically.  See SAN Call Out Homepage. 


Every member of the SAN team keeps a list of outside hours contact information at home should he/she need to contact colleagues out of hours.  A copy of this list can be found in Appendix 2 of this document.  A more recent copy is maintained and circulated by the SAN-BAU Manager.


The rota is updated on a quarterly basis and consists of a list of primary and secondary contacts grouped on a week-by-week basis. The on-call week swaps over at 9:00am on Monday morning.


The rota should be produced in HTML format and list primary and secondary contact details for each contact.


On completion the rota should be approved by the SAN-BAU Manager and then submitted to the London, Operations e-mail address.


Problem Closeout


Once a ticket has been resolved a problem the ticket must be closed immediately.  The Trouble Ticket Management software requires certain key fields to be completed, one of which is the problem resolution. Ensure that sufficient detail is entered in this field to allow the problem record to be used as a reference in future similar events and to support an independent review in the following weeks problem review.


Once you have closed out the problem record in Trouble Ticket systems and Trouble Ticket spreadsheet(s) the SAN-BAU Manager will ensure that all details are reviewed on a weekly basis.  It may not always be possible to completely resolve a problem, either the symptoms have disappeared or a temporary `band aid` fixed has been applied until a more permanent solution is available. In these circumstances the final state should be recorded in the spreadsheet as `resolved` and not `closed`.


Problem Review and Post Mortem


A weekly process exists to ensure all problems opened in the previous week receive a review to understand root cause, identify chronic problems and proactively identify degradation in overall service quality.  The review takes place either as part of the team meeting or by the SAN-BAU Manager as part of the weekly reporting process and makes use of the SAN Trouble Ticket Spreadsheets to act as a formal record.  Any team member opening or dealing with a problem ticket in the previous week should therefore ensure the details of the problem, problem category, open/close times, resolution etc are accurately recorded within the ticket structure and that the details have been transferred to the spreadsheet in advance of the Monday morning review.



The review is normally carried out by the SAN-BAU Manager or nominated deputy and should examine the following:


· All tickets opened or closed during the previous week to identify problem trends.  The root cause field should be completed and pro-active measures agreed at the onset of a trend.


· All tickets opened or closed during the previous week to understand problem duration.  The TI Problem Management Process defines SLA targets for resolution of problems at each severity. The review should identify any tickets that were not resolved within the SLA and understand issues surrounding resolution time.  An action plan may drawn up if necessary.


· All ongoing tickets. Any tickets carried over from the previous week should be examined to ensure all possible efforts are being made to close.


· All `resolved`, but not `closed` tickets to understand opportunities for a more permanent fix.


All severity 1 problems must be followed up with a post mortem and EMS record. The Command Centre on notification of the problem will have created an EMS record and the record number should be obtained from them.  EMS can be accessed through EMS Mystic Portal using single sign-on.  Each team member should also be familiar with the process to raise an EMS ticket.


EMS Usage Information is attached in Appendix B.


The post mortem should take the form of a word document and provide:


· Management overview of symptoms and impact


· Problem timeline and detailed symptoms


· Resolution 


· Lessons learned and remediation actions


Post mortems should be issued to the “*gt na post mortem” exchange email list and a copy archived in the exchange public folder “//Europe/Technology/Distributed Storage Management/Service Issues and Post Mortems”  


Event Monitoring


All SAN servers must implement the current standard SOE monitoring practices with event monitoring managed by Datacenter Operations where 24*7*365 fault escalation is available. The Operations team will follow the standard callout rota (SAN Call Out Homepage

) for SAN.


The corporate trouble ticketing system is Virtual Tech (Vtech). Trouble tickets will be entered into the trouble ticketing system appropriate at the time of ticket entry.


Datacenter Operations will raise a trouble ticket for all alerts raised on Netcool.  Each ticket must be followed up and resolved as appropriate. Any alerts considered inappropriate and candidates for downgrading/removal should be discussed with the team leader.


For the SAN environment each SAN attached server should implement the Path availability script relevant to that platform (e.g. VMS, Solaris etc.).   The script is part of the latest SOE build stack & executes every 15 minutes.  If it discovers any path problems it will first try to recover the path.  If this fails then a mail will be sent to a preconfigured mail address for further investigation and get escalated to Datacentre 24x7 Operations team to escalate.  This monitoring will eventually be available across all platforms utilising Powerpath functionality.  At present scripts for OpenVMS, AIX, HP-UX and Solaris are run.  Wintel SA’s are in the process of rolling out customized scripts for event monitoring tool for their specific platform.


There are also scripts that run on the SAN management workstations that poll the Symmetrix for internal alerts which trigger dial home’s.  These are escalated to the Command Centre who will either raise a Vtech ticket to the the SAN team or call out depending on the criticality of the alert.  The package PRsanmtr is installed on all the SAN Management Servers and contains a number of scripts that make use of the symstat command to monitor the performance of the Symmetrix frames.   See SAN Management Server Build in SATSUWEB Document Library and then heading UK Hardware Information section.


EMC monitor the SAN fabric and storage remotely via dial-home functionality on each of the SAN components. The dial home should be checked weekly and results formally recorded via the weekly EMC/BAU meeting.


On receipt of a dial home alert EMC will perform initial analysis. If escalation to Citigroup is required they will call Datacenter Operations and ask for a trouble ticket to be raised against the eu-dsm assignment group triggering the SAN on-call support callout process. If the issue requires EMC to physically visit the hardware for drive replacement etc the same process will be followed and the SAN on-call support will be asked to confirm the action before the Datacenter team authorize the access request.


The EMC Escalation

 document details expected EMC/Citigroup interaction and the escalation mechanism.


Destruction Of Failed Media.


All failed hard drives must remain on-site once removed from the SYMM or Clariion. This is because Citigroup owns the data contained on the drives and EMC have not got a destruction mechanism setup where the drives can be destroyed to Citigroup standards. All Drives replaced at both sites will be locked in a cupboard at the site where they have been replaced.


In CGC the SAN-BAU team keep the failed drives locked in secure cabinets.  In RDC the front desk security team have details of the secure storage area.


A full inventory of all failed disks should be maintained, capturing both EMC case ref and internal Citigroup VT numbers and serial numbers of each disk.


Refer to the following document for further information   \\gtesamba.eur.nsroot.net\Sats-g-drive\SAN\EMC parts delivery and removal.doc

Knowledge Base


Several knowledge bases exist to assist in resolution of faults and these should be consulted if root cause is not immediately identified.


EMC Powerlink Web Site - contact Support Account Manager if you do not have a login


http://gdse.ny.ssmb.com/
- Global Distributed Storage Engineering documentation site


In addition to the above web based resources the following are our Technical Account Managers:


EMC

Alan Davison
+44 (0)7711 684 473


5 Change Management


The EMEA Storage Management Group Policy for Change Management has been developed as a standard to plan, coordinate, monitor, track, approve and communicate Changes affecting Citigroup’s production environment.


The EMEA Change Management Level III PCM serves as the core for the SAN Change control process by setting standards and implementing procedures to meet the CITMP Level II Change Management Policies.  


The goal of the EMEA Storage Management Storage Area Network (SAN) Change Management PCM is to ensure the integrity and reliability of the production environment, to manage, schedule, communicate, measure and coordinate Change activity, and to provide management with information to identify opportunities for continuous improvement.


Copies of the relevant policies and standards may be found at the following locations:


· Citigroup Information Technology Management Policy (CITMP):


 http://www.citigroup.net/citmp

· Citigroup TI Level II CITMP Process Standards Change Management


http://www.citigroup.net/ti/citmp/level2.htm

The EMEA Storage Management (SAN) Change Management PCM includes all operational systems, and applications in the distributed systems environment.  

These procedures apply to SAN Management, Systems Administration, and any other entities maintaining (by permission) any EMEA SAN Data Center.


INFOMAN - is an Intranet application used by EMEA SAN personnel in order to track both past and future events.  EMEA SAN Management Team use INFOMAN to document Changes that may need to be done during the nightly process or on the weekend.   http://infoman.citigroup.net/

ARTS – Action Request Tracking System, is used for minor Changes to the system that has no effect - https://webfarm.europe.citigroup.net/arts/

The Citigroup EMEA Storage Management group adopts the EMEA Change process as specified in the CTI Western Europe Corporate, Consumer, CIB Systems & Regional Networks Change Control Process & Procedures document. All members of the SAN team will be familiar with its content.


All the Change documents can be found at CTI-Web EMEA Home Page and the forward calendar on 

https://ti.emea.citigroup.net/custservices/Processes/Changemgmt/MajorEuroChanges.asp.   


Also for Review of next seven days changes by department see http://infoman.citigroup.net/new_report_index_21.html

Testing and Design Verification


Prior to submission of any Change, the Change should be assessed for risk. Many Changes will be based on established processes using well understood technology - zoning, adding a Network Storage Node etc and these Changes can be submitted without a testing and design verification phase.  However some Changes will naturally be a first time implementation of new technology such as a different hardware configuration or new software release and evidence must be available to demonstrate that these Changes have undergone testing and verification prior to production implementation. 


Testing and verification should consist of a trial of the Change in a test environment during which pre-agreed test cases will be applied and the process and results documented.  For the SAN environment this test phase will most usually be carried out by the US Storage Engineering team (GDSE – Global Distributed Storage Engineering) and documented in an SOE release document before being `certified` for deployment.  Only certified SAN Changes should be implemented. 


For the testing will be carried out jointly between the SAN team and UK Distributed Storage Engineering.  All testing should again be documented and the results assessed before the Change is certified for implementation in the production environment. 


Planning a Change


Pre Change Planning and Certification


All steps and information necessary for every Change must be fully documented before the Change takes place. This includes each action to be taken, configuration Change details (parameters etc), contact and escalation details (for each party involved in the Change), back out plan etc. This must all be clearly documented before the SAN team leader (or nominated deputy) will give approval for the Change. 


For example, for SAN zoning work all details of Host WWN -> Symmetrix FA, switch/port numbers, required volumes, contact details for host SA’s etc must be fully documented prior to the zoning time.


All Changes to the Backup or SAN environment must be discussed and approved by the SAN team leader (or nominated deputy) before being entered into the Change system.


All Changes will be subject to review by the Change management committee and SAN will need to attend the weekly Change meeting to represent any Changes that are subject to approval by that committee.


Post Change Planning


A post Change checkout should occur after each Change has been implemented.  The checkout should ensure that the Change implements only what was covered under the Change, that the Change is `behaving` correctly, that no down stream systems have been impacted etc. A plan for the post Change checkout is required when submitting the Change request and should be documented in the Change record. On occasion it may be necessary for other teams to perform a checkout after you have implemented a Change and these requirements should be discussed and agreed with the SAN team leader and the teams indicated. Any requirements for third party checkout should also be clearly documented and should include the agreed interaction (i.e. contact details, checkout time, signoff etc).


Scheduling Changes


All SAN Changes must take place during the weekly `green zone` - after 2pm on a Saturday with completion before 6pm on the Sunday. Any Change submitted that has any potential to cause disruption to the overall service must be discussed and scheduled with SAN attached server owners prior to the Change submission.  This requirement is specifically relevant to the VMS environment where loss of a single path even for a brief period will cause path failover on the SAN attached server.


Standard Change Submission and Approval 


All Changes must be submitted using the corporate standard OneInfo Change management process The SAN team OneInfo group is EUDSM. All Changes should follow the standard template and all details required by the template must be fully documented before the Change can be submitted. The Change Management process requires a team peer review to take place once you have submitted the Change and you should notify a team member and review the Change details with them before the team member approves the Change using the EUDSMM approval group.  Whilst


A strict timeline exists for all Change submissions. Go to Change Management home Website to view types of Changes that can be raised and under what time period you are required to raise and have approved, etc., (Link : OneInfo).  Failure to meet the timeline will result in your Change being rejected and rescheduled for submission the following week.


Emergency Change Submission and Approval 


Emergency Changes will only be carried out when it is not possible to implement a Change within the normal Change window as defined by the Change process. Reasons for carrying out emergency Changes are :


· To resolve issues with failed production component.


· To resolve issues with components that are likely to fail causing disruption to the production environment.


The process for gaining approval to carry out emergency Changes is :


1. Enter a ticket in the trouble ticketing system outlining the issue that requires resolution.


2. Enter the Change details into the Infoman system referring to the trouble ticket number. Specify the Change type as “emergency”.


3. Copies of all approved emergency Change approvals will be stored (in the Changes folder) for later audit by TI management.


Post Change review


Any Change not implemented according to the pre and post Change planning, whether the Change was abandoned, partially completed, delayed or backed out must be fully documented as Post Implementation Review. Additionally you should perform this review on some `large scale` or infrequent Changes such as SAN fabric reconfigurations where there are likely to be a number of opportunities for improvement or Change. These reviews should be discussed with the team leader and retained as a knowledge base for reference when planning future similar Changes.


Failed Changes will be documented and reviewed by the SAN team to ensure that future Changes are not similarly impacted.


Disk Reuse Policy


When a server is decommissioned the SAN attached luns are returned back to the SAN-BAU Management team, who can then return the disks to the free pool and re-use for other servers.  


Relevant platform SA’s have their own processes to deal with the purging of the data before releasing back to the SAN team.  For example the Solaris team purge their disks by booting the server to single user mode and then use dd command to make the current contents of the disks unreadable.  See ‘Server Decommission Procedures’ Solaris - Server Decommissioning Procedures for further info.  


For Wintel, when a server is decommissioned, i.e. the business have signed off that it is no longer required and a final backup (if required) is taken the data drives are erased by running the Hard disk Erase Utility SPAC then doing a HP SMARTStart system erase.  For OpenVMS and HP-UX, they also have their own processes and procedures that they adhere to.


6 Vendor Management


Software Management


For all SAN components certification and direction on Global deployment of firmware and software is managed by Global Distributed Storage Engineering (GDSE) and communicated through the formal weekly Global Storage Management meeting and also via the http://GDSE.ny.ssmb.com website/ 


Local representation for this group is through SAN Infrastructure Engineering.  However, it is important that the local SAN-BAU Management team proactively engages with GDSE to fully understand and assess the benefits and potential bug fixes against issues they are seeing in their environment owing to slightly varying global focus and visibility of problems.  In essence the BAU team are in a position to influence the roadmap and should ensure their issues are tabled and understood.


GDSE commits to a regular release schedule, also published on their website, but generally limited to two releases per product in any given year.


All software upgrades must take place under the standard Change management process and be agreed by the SAN-BAU Manager prior to the change being raised.  All SAN upgrades must have been through the GDSE certification process and relevant SOE documentation should be reviewed with UK Engineering prior to implementation.


All of the licenses are bundled with the $/GB purchase cost of the hardware and therefore not required to update or pay separately.  License Keys for the software used is kept with the SAN-BAU Manager


Vendor Maintenance Contracts


It is the responsibility of the SAN-BAU Manager to ensure that vendor maintenance contracts remain current and that requests for renewal are managed in a timely manner. 


It is not the responsibility of the SAN-BAU team to negotiate the contracts and the local Procurement team (for example David Bell) should be engaged to negotiate on our behalf.  They will, however, require input on the quality of service received by the vendor and the SAN-BAU team should be prepared to act in an advisory capacity.   


See attached the current Contracts that are in force.


\\gtesamba.eur.nsroot.net\Sats-g-drive\SAN\Citigroup Master Software License and Support Agreement Dec 2004.pdf

\\gtesamba.eur.nsroot.net\Sats-g-drive\SAN\Citigroup Master Purchase and Maintenance Agreement Dec 2004.pdf

7 Continuity of Business (COB)


Overview


The SAN environment is in use at both of Citigroup’s core London Data Centres and there is no concept of primary or secondary within the SAN infrastructure.  For this reason issues associated with maintaining inactive, cold-standby environments such as ensuring sufficient capacity, version management and testing are not applicable.


For the SAN environment COB applies only to the mode of service offered to applications. In normal use production servers would have storage available for read/write at the primary site with SRDF ensuring synchronous replication of the data to a second set of offline (to the COB server) disks at the secondary site. Storage Management COB activities for the SAN would be limited to breaking that logical link and enabling the secondary disks for read/write using a `failover` or `split` command.


Partial invocation


Failover or split of individual servers disks should only be performed when the requestor can refer to a specific Trouble Ticket number or when a pre-agreed work request has been lodged with the SAN Management team.


For details on how to perform an individual server failover refer to the SAN Management Guide.


Full invocation


Full invocation should only be performed when formally requested by the SAN team manager (through a trouble ticket) or through the Business Continuity team co-ordinator when a formal invocation of the Citigroup COB plan has been declared and the call tree is in operation.


Naming Conventions


There is a hierarchy in delivery of service to the client business.  In London, SAN capacity is delivered to the SA group who support the server in question.  Each server is inventoried in TAS and includes a record of the application(s) hosted on the server and the storage allocated to it.  At the next level down, for the SAN an inventory is maintained for all allocation to individual servers.  Thus, the client of the SAN is the SA group responsible for supporting the server.  They in turn provide a complete service to their end customers.  There is no specific requirement for a SAN inventory that maps through both of these levels.


When planning COB tests the SAN team will work with the SA groups responsible for each of the servers to which storage is allocated for a specific frame.  Those SA groups in turn will work with their client businesses to arrange down-time.  Chargeback to the business is achieved by joining the SAN inventory (storage allocated and server name) and TAS data (server name and hosted application ID) on the server name to generate the full report.


COB Testing


The SAN-BAU Management team takes part in the Annual Business Continuity Data Centre COB test.


All servers are required to undergo a failover test before being handed off to production support teams.


Living Disaster Recovery Plan


The Living Disaster Recovery Plan (LDRPS) is a web-based tool that details all logistical aspects of COB invocation from the point of view of the SAN team.  It does not include details on how to perform specific activities, but it does detail COB desk locations, call tree details, key roles, interface to the business etc.  A single LDRPS document exists for the entire SATS group, which SAN-BAU is part of.


SAN-BAU may be asked to Failover individual applications to meet application level COB requirements.  This process is managed from the eusan-mgt1/2/3/4 servers and is documented in the SAN Management Guide.


See LDRPS document for further information.   \\gtesamba.eur.nsroot.net\Sats-g-drive\SAN\SATS_UNIX_COB_PLAN.pdf

Annual COB Testing


The SAN environment is a “live-live” configuration and any specific COB test is meaningless as the environment is regularly managed from both CGC and RDC management platforms RDC based storage is accessed daily by applications during normal running.  However a part of every SAN attached applications individual COB test will check SRDF Failover of their disk groups as an integral part of the COB test.


8 Replistor –  Monitoring and Troubleshooting


Overview


Replistor is an entry-level file replication product for small branch offices where Data capacity will not warrant a local NAS filer. (Approx. less than 1TB)


The SAN team will be responsible for maintaining the replication of data stored on Russian branch servers (source) to their corresponding Replistor Bridgehead servers (target). The bridgehead servers are subject to a regular backup policy. Replistor is installed on both the source and target servers with a license required for each.


Support Requirement


Support requirement for Replistor will in the main cover the following items


Monitoring the Replistor Bridgehead and server logs


Un-blocking locked servers / communication links


Stopping and starting Replistor at both source and target


Re-synchronization of Data following link loss or a Replistor stop


The clearing of Data Directories


Reporting unresolved issues


Although no formal request for evidence has been received a daily check sheet has been created and can be found at  \\gtesamba\sats-g-drive\SAN\RepliStor\Daily_Checks\


Documentation containing server lists, troubleshooting hints and tips and installation guide can be found at  \\gtesamba\sats-g-drive\SAN\RepliStor\

Latest documentation can be downloaded from:


http://euwintel.eur.nsroot.net/Software/RepliStor.html

Replistor telephone support details can be located at:


http://www.legato.com/support/contact/index.htm

Escalation contacts


Andy Johnstone EUDSM - 02075007242


John Lee Wintel Engineering - 02075002772


Vladimir Dorogovtsev - RUS 095/725-1000
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SAN-BAU Management Team:



Located on floor 24, Citigroup Centre



Salauddin Ahmed (+44(0) 20 7500 6566) (SAN-BAU Manager)



David Coles (+44 (0) 20 7500 9855)



Paul Haynes (+44 (0) 20 7500 4972)



Andy Johnstone   (+44 (0) 20 7500 9686)



Tim Robinson



Sunil Sharma



Shekar Veyas


Group Line:  (+44 (0) 20 7500 9686)


EMC Support Account Manager:


Paul Belcher  (+44 (0) 7730 781 388)
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Team Information:


\\gtesamba.eur.nsroot.net\Sats-g-drive\SAN\SAN Team Notes.doc

EMS Usage Information:


\\gtesamba.eur.nsroot.net\Sats-g-drive\SAN\Post Mortems\Outages\EMS_Procs\

d
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Problem Severity Definition
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Each production problem must be assigned one of four severity levels – 


1 (Critical)


2 (High) 


3 (Medium) 


4 (Low) 


The following table summarizes the definitions for three of the four severity levels. 


		

		Severity 1

		Severity 2

		Severity 3



		Definitions: Guidelines:


Chronic definition:


2 occurrences in 1 - 9 days


3 occurrences in 10 - 59 days


4 occurrences in 60 - 180 days

		All outages to a business and/or site affecting critical service for external and/or internal clients which results in negative client perception, monetary impact, potential loss of opportunity, or a substantial risk to Citigroup reputation. 


· Vulnerabilities


· Major system, network, application, voice, etc. failures


· Data Corruption


· 100% customer facing devices unavailable


· Degradation of time critical services


· Single branch that is isolated from the infrastructure.


Outage Reporting is Mandatory

		Any degradation of service to a business and/or site affecting external and/or internal clients or a failure in technology infrastructure diversity/redundancy.  If degraded service or diversity/redundancy is not resolved to a standard it could lead to monetary loss or a substantial risk of Citigroup reputation. 


· Recurring/chronic degradation of service or diversity/redundancy must be classified as Severity 1. 


· Major system failures where seamless fail-over exists


· Degradation of non-time critical services


· Degradation of Customer facing devices/applications services


Outage Reporting is Optional

		A low impact incident affecting a single user, multiple users or a development system.


· Single Customer outage


Outage Reporting is not required
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Information Ownership Declarations
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		Information System:

		Distributed and Midrange Storage Area Network






		Owner:

		Distributed SAN Management






		Criticality:

		Critical






		Information classification:

		Internal






		Key data:

		Document:<host lun/vol ….> SOE


Document: <Host port switch..> SOE


Document: Build documentation


Document: Procedures Manual


Configuration: Red Zone zone set


Configuration: Blue Zone zone set


Configuration: Volume logix lun mask database on each Symmextrix






		Infrastructure Classification target:

		`C`



		Associated server names:

		Eusan-mgt1/3 – CGC2 – Level 3


Eusan-mgt2/4 – RDC Level 1



		Other hardware components:


(or we can attach xls )?

		Symm1 – CGC1 TR1/2 


Symm1R – RDC Level 1


Symm2 – CGC1 TR1/2


Symm2R – RDC Level 1


Symm3 – CGC1 TR1/2


Symm3R – RDC Level 1


Symm4 – CGC 2


Symm4R – RDC 1


Symm5 – CGC2


Symm5R -  RDC 1


Symm6 – CGC 2


Symm6R – RDC 1


Symm7 – CGC 2


Symm7R – RDC 1


Symm8 – CGC 2


Symm8R – RDC 1


Symm9 – CGC 2


Symm9 – RDC 4


Symm10 – CGC 2


Symm10R – RDC 4


Symm11 – CGC 2


Symm11R – RDC 4


Symm12 – CGC 2


Symm12R – RDC 4


Symm13 – CGC 2


Symm13R– RDC 4


Symm14R – RDC


CX1C (Clariion) – CGC 2


CX1R (Clarrion) – RDC 1


Switch 1 – CGC1 TR1/2


Switch 2 – CGC1 TR1/2


Switch 3 – CGC1 TR1/2


Switch 4 – CGC1 TR1/2


Switch 5 – CGC1 TR1/2


Switch 6 – CGC1 TR1/2


Switch 7


Switch 8


Switch 9 – CGC 2 


Switch 10 – CGC 2


Switch 11 – CGC 2


Switch 12 – CGC 2


Switch 13 – CGC 2


Switch 14 – CGC 2


Switch 15 – CGC 2


Switch 16 – CGC 2


Switch 1R – RDC Level 1


Switch 2R – RDC Level 1


Switch 3R – RDC Level 1


Switch 4R – RDC Level 1


Switch 5R – RDC Level 1


Switch 6R – RDC Level 1


Switch 7R – RDC Level 4


Switch 8R – RDC Level 4


Switch 9R – RDC Level 4


Switch 10R – RDC Level 4


Switch 11R – RDC Level 4


Switch 12R – RDC Level 4


Switch 13R – RDC Level 4


Switch 14R – RDC Level 4


Switch 15R – RDC Level 4


Switch 16R – RDC Level 4
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