[image: image3.wmf]1998
_____________________________________________________________________________________


CTI Bahrain Backup Procedure

Bahrain

Reviewed on November – 2006
Technology Infrastructure

Internal Document

Copyright ©2006 by Citigroup, 

All rights reserved. This document, including any writings, drawings, notes, or verbal representations made or shown in the course of this communication are confidential and proprietary to Citigroup,, Citicorp North America Inc. or other Citicorp legal vehicle. No part of the materials included in this communication should be: a) reproduced; b) published in any form by any means, electronic or mechanical, including photocopy or information storage or retrieval system; or c) disclosed to third parties, without the express written authorization of Citigroup.

	Document Identification Information

	Document Name:
	CTI Bahrain Backup Procedure

	Version:
	1.02

	Created By:
	K V Suresh

	Date Published:
	May 2006

	Security Classification:
	Internal


Sign-Off (Citigroup)

	Department
	Designation
	Name
	Signature
	Date

	CTI
	Control & Compliance Officer
	Kiran Sudha
	
	

	CTI
	Operation manager
	Ridha Aseeri
	
[image: image1.emf]SignOff


	

	CTI
	Country Head
	Yousif Ghuloom


	
	


Table of Contents

41. Introduction


42. Scope


53. Backup System Configuration


54. Designated Backup Creators


65. Backup Locations


66. Backup Window


67. Backup Media Handling


78. Backup Frequency


89. Backup Log Review


810. Media Controls


811. Media Labels


912. Media Inventory


913. Media Storage


914. Media Transfer


1015. Media Destruction


1116. User requested File restoration procedure


1117  Voice Recorder Restore Request


1218. Monthly Test Restoration


1219. Annual Full Restoration


1220. Voice recorder


1221. Voice Recorder Backup


1322. Voice Recorder Restore Request


23. AVAYA ...…………………………………………………………………………………...13

1324. Quarterly Review


1325. Annual Review




1. Introduction
Backups are the single most important task in the successful and smooth operation of any automated, computing environment.  The importance of adequate and proper backup policy cannot be over emphasized.  This is the only way to salvage information in case of disasters - incidental or malicious. Usage and administration of proper backups can ensure that you are able to backtrack your way through to some reasonable extent, and not have to start from scratch.

Continuity of business and integrity of data are issues even more fundamental to a bank’s operations. Any disruption in service to customers or loss of data can cause significant financial loss to the customers and to the Bank.

Backups that contain confidential data must be encrypted, externally labeled and secured in a locked location.

TI Bahrain is responsible for managing all technology infrastructures comprising of Servers, Desktops, Networks and Voice, including the backup and recovery of systems and data supported by TI.

2. Scope

This document covers the backup procedure for data, applications, database records, and executable programs on Servers and the secure handling and transfer of all backup media including Servers, Avaya and Voice Recorders. 

3. Backup System Configuration

Details of the backup system configuration are listed below.

Al Seef (Main Office)

1. Application: – Legato Networker version 7.3.1

2. Tape Library: – Storage Tech L20

3. Tape Media: - LT02
  

4. Server Hardware: - Compaq DL 580
5. Server operating System: - Windows 2000 SP 4

Ali (COB Site)

1. Application: – Legato Networker version 7.3.1

2. Tape Library: – Storage Tech L20

3. Tape Media: - LT02
  

4. Server Hardware: - Compaq ML 570
5. Server operating System: - Windows 2000 SP 4

4. Designated Backup Creators

Backup creation is centrally controlled and managed by the designated Backup Operators using a dual-controlled functional ID.  They are responsible for creating and scheduling jobs for backup creation at all designated backup locations.  The backup jobs are created under dual-control by the designated Backup Operators according to the approved backup schedule.  No other persons are authorized to create backup jobs except the designated Backup Operators as per attached designation memo.
5. Backup Locations

Backups are created using backup system located in Server room, 3rd Floor Seef Branch.

Access to the equipment rooms is restricted to authorized personnel using access control cards.  The list of authorized personnel are reviewed and approved by the TI head on a semi-annual basis and are posted outside the equipment rooms.  Persons not listed in the authorized list can enter the equipment room only upon approval by the TI Head.  They must be accompanied by authorized personnel at all times and must log the time of entry, exit and reason for visiting the equipment room in the Visitor’s Log Book inside the equipment room. TI Controls and Compliance will review the logbook on a quarterly basis.

No other locations are authorized for the creation of backups other than the above secure locations. The TI Head on a quarterly basis reviews the location list.

6. Backup Window

Backup jobs are scheduled to run between 7:00 PM and 6:00 AM. 

7. Backup Media Handling

The designated Tape Librarians will be responsible for handling the backup media.  The Librarians will load the backup media from the dual controlled fireproof box into tape library as per the backup creation schedule. Tape library is place in Locked Cabinet in the server room keys for the Tape library cabinet is kept in dual controlled Telkey box located in Print shop. Each librarian will be holding individual key for the dual locked Telky box. Tape Librarians will unload the media from the library and place them in the Metal Box and take it to offsite in secured Vehicle as mentioned in Media transfer.

8. Backup Frequency
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1 WSBHNDM CTI full > C:  ALL WEEKFirst Day Of Month 2.5 GB 10

2 BSBHSFB002 CTI FULL > C: D: E:  ALL WEEKFirst Day Of Month 36 GB 5

3 BTBHSFB003 CTI FULL > C: D: E:  ALL WEEKFirst Day Of Month 27.6 GB 5

4 PBHCONTROLD CTI D: and E: C:\batchesALL WEEKFirst Day Of Month 59.5 GB 10

5 SEECMESA005 CTI C: and D:\data\MSSQL\backupALL WEEKFirst Day Of Month 250 GB 1

6 SEECMESA006 CTI

D:\data\MSSQL\Back

up / D:\sqlaudit\ / 

C:\logs\ / C:\batches 

folders

ALL WEEKFirst Day Of Month 46 GB

1

6 SEECMESA007 CTI FULL > C: D: E:  ALL WEEKFirst Day Of Month 58 GB 2

7 SEECMESA009 CTI FULL > C: D: E:  ALL WEEKFirst Day Of Month 40 GB 1

8 SEECMESA041 CTI FULL > C: D: ALL WEEKFirst Day Of Month 92 GB 10

9 SEECMESA061 CTI D:\db_backup c:\batches d:\sqlauditALL WEEKFirst Day Of Month 92 GB 6

System State

D:\dbbackup  D:\SQLaudit

d:\edealer  d:\ftproot

D:\data\data_srv\\dbag

roup\mssql\logs

D:\daily logs\

11 SEECMESF001 CTI FULL > C: and D: ALL WEEKFirst Day Of Month 164 GB 5

D:\dat_NRIInfo\ 9 GB

D:\Data_usr 411 GB

D:\Data_dpt 262 GB About 986+ GB 

D:\Data_shr  D:\control-d 125 GB + 150total space backed up

c:\logs  c:\batches 1 MB

D:\data_Shr\ecom_dbackup 22 GB Full All Month

13 SEECMESW002 CTI D:\  -  C:\logs  -  c:\batALL WEEKFirst Day Of Month 120 GB

10

14 SEECMESW045 CTI FULL > C: and D: ALL WEEKFirst Day Of Month 10 GB 7

System State

D:\inetpub

D:\Ftproot

D:\Daily Log

C:\winnt\system32\logfiles

System State

D:\dbbackup

D:\Ftproot

D:\inetpub

D:\SQLaudit

D:\edealer

C:\winnt\system32\logfiles

System State

D:\dbbackup

D:\Ftproot

D:\Mmonline

D:\Projects

D:\Releases

D:\Releases-old

D:\Vss

18 SEECMESB001 CTI FULL > C: ALL WEEKFirst Day Of Month 15 GB 10

19 SEECMESA001 CTI FULL > C: and D: ALL WEEKFirst Day Of Month 66 GB 10

20 UATBSV002 CTI FULL ALL WEEKFirst Day Of Month 9 GB 10

21 UATBTM003 CTI FULL ALL WEEKFirst Day Of Month 9 GB 10

About Total Data 2059.7 GB

Priority is from 1 to 10 ( 1 more - less 10 )
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12.1 GB

First Day Of Month

First Day Of Month

ALL WEEK

ALL WEEK

12

10 SEECMESD052 CTI

FULL ALL MONTH

FULL ALL MONTH

CTI SEECMESF002

SEECMESW051 CTI FULL ALL MONTH

SEECMESW052 CTI FULL ALL MONTH

19 GB

16

FULL ALL MONTH 56 GB 17 SEECMESW053 CTI FULL ALL MONTH

56 GB

15


9. Backup Log Review

The Backup Operators will review all backup logs on a daily basis and confirm that all backup jobs completed successfully. Backup Operators will then prepare the Daily Backup Job Report summarizing the result of the backup jobs and submit it TI Operation 

Supervisor for verification and approval

In the event of backup failure, the Backup Operator will raise a Virtual Tech ticket and assign the ticket to the System Administrators for investigation and remediation.  The System Administrators will then diagnose and fix the problem. Once the problem has been resolved, the backup job will be re-run as required based on the criticality of the data.  Non-critical data will be backed up in the next backup cycle.

All backup logs will be saved in a folder on the server and will be backed-up as part of the regular backup cycle and retained for a period of one month. Sysadmin’s will upload 

the daily log file to the Virtual Tech site as apart of Virtual DCFC on weekly basis.

10. Media Controls

Electronic transportable media (ETM) containing confidential or higher information are required to be encrypted as per the CTI Safe Media program in compliance with the ETM policy.

As a compensating control, TI Bahrain has implemented the “Session Password” security feature to secure all backup sessions along with the default Legato Networker encryption. The backup session password secures access to the data by preventing the restoration of the backup catalog and data stored on the media to another server other than the original server where the backup media was created. The media can only be accessed and restored to another server by entering the original media protection password. The backup session password is held by designated System Administrator under dual control as per the CTI Bahrain Designation List, which details all compensating controls implemented in compliance with the ETM policy. One set of password will be kept with ICU and another set will be kept in Manama Teller Safe Walnut.
11. Media Labels

It is the responsibility CTI Staff to ensure that tape cartridges are labeled correctly and uniquely so that the tapes will be cycled correctly.  Tapes are labeled on the outside of the protective case to permit quick and easy identification.

All tapes are clearly labeled with

· Bar-coded Label Number for daily and Weekly tapes.

· Name of the Application/ Server name, BOD/EOD, Month day and year (for tapes backed up with NT Backup (old tapes only)

· For Voice recorder Medias serial number and the period of the backup data.
· Media Retention period for weekly & daily Backup Medias.
12.  Media Inventory

It is the responsibility of CTI Staff to maintain off-site/on-site tape inventory. This inventory should be reviewed semi annually. Ensure report or inventory should have following fields:

· On & Off-site Inventory of all tapes

· Location of tapes

· Server Name

· Description of contents

13.  Media Storage

All tapes must be kept in a secure fireproof location. The storage location must adequately protect the tapes from potential damage from natural or environmental hazards such as fire or flood.  At a minimum, the tapes should be stored in a fireproof cabinet under dual control.

Access to the media storage space must be restricted only to authorize personnel. The list of the authorize personnel allowed to access the locations will be maintained and posted outside of the storage area. The authorized list will be reviewed and approved by the TI Head semi-annually. 

A Tape Handover/Takeover Media Log will be maintained and updated each time a tape is placed into or removed from the secure media storage. The log will be retained for a period of one year.

14.  Media Transfer

TI operation staff prepares the CTI Bahrain Daily Tape Librarian Run sheet, updates inventory in Media Inventory Tracking (MIT) system and hands over to Librarian after duly signed by Librarians and the Operation Manager.

CTI designated Tape Librarians withdraw the Tape media from the Tape Library, Tape Library is placed in a single locked Rack, keys for the rack is be kept in the dual controlled Telkey box located in Print shop, keys for the Telkey box should be under Tape Librarians custody. After removing the Media from the Tape library with the help of TI operation staff and place the media in a sealed envelope on behalf of Tape Librarians by TI operation Staff. The sealed envelope containing the Media will be handed over to Librarians along with the CTI Bahrain Daily Tape Librarian Run sheet duly signed by Librarians and Operation Manager. The envelope containing the tapes will be placed in a dual controlled Metal box, keys for the Metal case will be obtained from the Telkey box and will be placed back in the Telkey box after placing the sealed envelope containing the media and locking the box, then Tape Librarians will move the tapes to Offsite using secure transport provided by Group 4 (Third Party Transporter) with a log of date, time, Group4 Tag ID and personnel involved in the transport. 

After unloading the locked metal box containing the media from the secured vehicle in offsite, Tape Librarians will move the box to the Tape Archive room using Access card.

Librarians will then open the dual controlled fire proof Cabinet with their own individual keys to access the keys for the Metal box located in the Dual controlled Cabinet.

After obtaining the keys from the cabinet, Metal box will be opened and the sealed envelope containing the media will be placed accordingly in the fireproof cabinet, withdraw requested Media for the next backup/restore according to the run sheet. Before locking the fireproof cabinet, Tape Librarians will also ensure the two Keys of the Metal case has been placed back in the Fire proof dual controlled Cabinet after placing the requested Media and locking the Metal box.

On reaching Citibank Seef branch in Secured vehicle, Metal box will be unloaded and the Media will be deposited in to the Tape Library located in Server room by the Tape Librarians with the help of TI operation staff. Keys will be obtained from the Telkey box located in Print Shop to open the Metal box and to access the Tape library. After depositing the Media to the Tape Library, which has been removed from the sealed envelope and verified by TI Operation staff, rack keys and the Metal Box keys will be placed back to the Telkey box and the keys for the Telkey box will be remain with 

Tape Librarians.

If there is an obvious evidence of tampered sealed envelope identified by the TI operation staff, the incident will be reported immediately to Bahrain TI head. The CTI Head and BISO will log reported incidents as per the SIRT process that can be found on http://www.citigroup.net/ti/informationsecurity/programoffice/sirt/index.htm.

Backup media set should only be transferred from the Offsite to the branch on a written request from CTI/Department Head with desired approvals/signoffs. The responsibility of returning the backup media set lies equally with the librarian and the person/unit taking the backup media set from the library. 

All records, including transfer logs and receipts, will be filed and retained for a period of one year.

15.  Media Destruction

All backup media scheduled for destruction including faulty media, expired media based on defined media retention period. Media retention period is mentioned on all daily and weekly back up tapes, monthly and yearly backup media will retain for 15 years from the date of backup performed and will be destroyed accordingly, old media that have been replaced with new media as per media replacement schedule will be handled and destroyed in a secure manner.  All media will be treated as if it contains confidential and restricted information, even though the media may contain data with various classifications – Public, Internal, Confidential and Restricted.

The Tape Librarian will prepare a list of backup media to be destroyed and indicate the justification for destruction.  The Librarian will submit the destruction list to the TI Head who will review the list and provide his approval to proceed.  Once approved, two TI staff will Degauss the media using a Type II Degaussing machine and hand over the to CBS for physical destruction. CBS will do the below steps along with a TI staff. 

1) Forcibly crush or break the media case/cartridge

2) Shred tapes using a shredding machine.

3) Break or cut floppy diskettes, CDs, and DVDs into small pieces.

After the media have been securely destroyed, CRS will issue a Destruction Certificate to the TI as confirmation of the secure destruction of the media. The destruction certificate will be retained for a period of one year.

16.  User requested File restoration procedure 

1. The requestor must sign the Data Request Form.

2. The requestor’s Head Of Department must then authorize the request.

3. The completed form must be handed to the CTI Staff.

4. CTI Staff then preparer’s tape request Form and hand it over to Tape librarian

5. The tape librarians will recall the tape from the respective SAFE & hand this over to the Requested person to effect the restore.

6. After the successful restoration by the authorized persons, the tape must be handed over to the tape librarian and Tape Librarian will place the tapes in

Offsite Library.

17.  Voice Recorder Restore Request

1. The recall tape form must be filled out indicating that the tape is being re-called for a restore.

2. The requestor must sign the form.

3. The requestor’s Head of Department must then authorize the request.

4. The completed form must be handed to the tape librarians.

5. A copy of the form must be filed in the Tape Backup log located in the off-site storage and another copy must be filed in onsite. 

6. The tape librarians will recall the tape from the respective SAFE & hand this over to the authorized person to effect the restore.
7. After the successful restoration by the authorized persons, the tape must be handed over to the tape librarian and Tape Librarian will place the tapes in

     Offsite Library.
18.  Monthly Test Restoration

The System Administrator will perform a test restoration on a monthly basis to verify backup media readability.  The Operators will restore a folder and its files in a temporary area using the current cycle tapes and verify successful data recovery.  Upon completion, the Operators will delete the restored folder and files in the temporary area. 

System Administrator will upload the Restoration Log and other pertinent records to Virtual DCFC on monthly basis.

19.  Annual Full Restoration

On an annual basis, the Backup Operators will perform a full restoration as part of the annual COB test.  The Operators will restore systems and data as per the detailed recovery procedures documented in the TI COB Plan.  The exercise will be performed in coordination with the designated business users who will confirm successful system and data recovery in accordance with the Bahrain COB Plan.

20.  Voice recorder
In Bahrain we have one type of Voice recorders available 

1. MYNA Voice using Iomega 35GB drive.

 The centralized voice logger is kept in Comms room located in 3rd Floor Seef Branch, to comply with safe media transfer, end to end dual control is implemented for transferring the encrypted media. 
21.  Voice Recorder Backup

Backup for voice recorder are for two types of data, Mysql Database (Users database i.e. Call information, user accounts) and Voice calls (audio files). Database Mysql is backed using on daily/Monthly basis.

These are sent to offsite once the backup cartridge is full. On daily basis CTI Staff will monitor the status of the backup Media. Once the first Backup cartridge is full it will sends alarm to the console machine and switches the second backup Cartridge automatically. With the help of TI personal two tape librarians will enter the Comms room with the Safe key of the recorders to eject the Media (with out unlocking the safe lock media’s will not be ejected or loaded). Safe keys are kept in Telkey box located in print shop, which is dual controlled, after removing the media from the recorder the new media will be loaded and the old media will be transferred to offsite along with the server backup tapes. 
22.  Voice Recorder Restore Request

a) The recall tape form must be filled out indicating that the tape is being recalled for a restore.
b) The requestor must sign the form.
c) The requestor’s Head of Department must then authorize the request.
d) The completed form must be handed to the tape librarians.
e) A copy of the form must be filed in the Tape Backup log located in the off-site storage and another copy must be filed in onsite. 
f) The tape librarians will recall the tape from the respective SAFE & hand this over to the authorized person to effect the restore.
g) After the successful restoration by the authorized persons, the tape must be handed over to the tape librarian and Tape Librarian will place the tapes in Offsite Library

23.  AVAYA
In Bahrain we have one model of PBX Equipments used (Avaya). Avaya is used in Manama Branch and in Seef Branch. On Monthly basis the Voice administrator will back up the Configuration of Voice Mail and System settings.

In Avaya system configurations are backed up in Flash Card. Avaya Voice mailbox settings are backed up in CD RW, all these medias will be send to offsite after placing in a sealed envelope along with the other media. The same media will be recalled for the next monthly backup cycle. Media retention period is three years, which is marked on the media.
24.  Quarterly Review
The TI Country Head will review the following on a quarterly basis to ensure continued compliance with bank policies including the ETM policy.

Quarterly Review

· ETM Procedures and compensating controls

· Media Inventory Records

25.  Annual Review
This Backup Procedure document will be reviewed and updated by the Operation Head at least once a year.
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Servers Backup Schedule

		

						Legato Backup Schedule

				No		Server		Department		Back Up Type		Incremental		Month Back		Total GB		Comments		Priority

				1		WSBHNDM		CTI		full > C:		ALL WEEK		First Day Of Month		2.5 GB				10

				2		BSBHSFB002		CTI		FULL > C: D: E:		ALL WEEK		First Day Of Month		36 GB				5

				3		BTBHSFB003		CTI		FULL > C: D: E:		ALL WEEK		First Day Of Month		27.6 GB				5

				4		PBHCONTROLD		CTI		D: and E: C:\batches		ALL WEEK		First Day Of Month		59.5 GB				10

				5		SEECMESA005		CTI		C: and D:\data\MSSQL\backup		ALL WEEK		First Day Of Month		250 GB				1

				6		SEECMESA006		CTI		D:\data\MSSQL\Backup / D:\sqlaudit\ / C:\logs\ / C:\batches folders		ALL WEEK		First Day Of Month		46 GB				1

				6		SEECMESA007		CTI		FULL > C: D: E:		ALL WEEK		First Day Of Month		58 GB				2

				7		SEECMESA009		CTI		FULL > C: D: E:		ALL WEEK		First Day Of Month		40 GB				1

				8		SEECMESA041		CTI		FULL > C: D:		ALL WEEK		First Day Of Month		92 GB				10

				9		SEECMESA061		CTI		D:\db_backup c:\batches d:\sqlaudit		ALL WEEK		First Day Of Month		92 GB				6

				10		SEECMESD052		CTI		System State		ALL WEEK		First Day Of Month		12.1 GB				5

										D:\dbbackup  D:\SQLaudit

										d:\edealer  d:\ftproot

										D:\data\data_srv\\dbagroup\mssql\logs

										D:\daily logs\

				11		SEECMESF001		CTI		FULL > C: and D:		ALL WEEK		First Day Of Month		164 GB				5

				12		SEECMESF002		CTI		D:\dat_NRIInfo\		ALL WEEK		First Day Of Month		9 GB				3

										D:\Data_usr						411 GB

										D:\Data_dpt						262 GB		About 986+ GB

										D:\Data_shr  D:\control-d						125 GB + 150		total space backed up

										c:\logs  c:\batches						1 MB

										D:\data_Shr\ecom_dbackup						22 GB		Full All Month

				13		SEECMESW002		CTI		D:\  -  C:\logs  -  c:\bat		ALL WEEK		First Day Of Month		120 GB				10

				14		SEECMESW045		CTI		FULL > C: and D:		ALL WEEK		First Day Of Month		10 GB				7

				15		SEECMESW051		CTI		System State		FULL ALL MONTH		FULL ALL MONTH		19 GB

										D:\inetpub

										D:\Ftproot

										D:\Daily Log

										C:\winnt\system32\logfiles

				16		SEECMESW052		CTI		System State		FULL ALL MONTH		FULL ALL MONTH		56 GB

										D:\dbbackup

										D:\Ftproot

										D:\inetpub

										D:\SQLaudit

										D:\edealer

										C:\winnt\system32\logfiles

				17		SEECMESW053		CTI		System State		FULL ALL MONTH		FULL ALL MONTH		56 GB

										D:\dbbackup

										D:\Ftproot

										D:\Mmonline

										D:\Projects

										D:\Releases

										D:\Releases-old

										D:\Vss

				18		SEECMESB001		CTI		FULL > C:		ALL WEEK		First Day Of Month		15 GB				10

				19		SEECMESA001		CTI		FULL > C: and D:		ALL WEEK		First Day Of Month		66 GB				10

				20		UATBSV002		CTI		FULL		ALL WEEK		First Day Of Month		9 GB				10

				21		UATBTM003		CTI		FULL		ALL WEEK		First Day Of Month		9 GB				10

														About Total Data		2059.7 GB

								Priority is from 1 to 10 ( 1 more - less 10 )





Monthly Tapes Schedule

		

				Monthly Tapes Schedule

				Day of Month		Tape Required		Comments

				1		401 - 402 - 403 - 404

				2		405 - 406 - 407 - 408

				3		409 - 410 - 411 - 412

				4		413 - 414 - 415 - 416

				5		417 - 418 - 419 - 420

				6		421 - 422 - 423 - 424

				7		425 - 426 - 427 - 428

				8		429 - 430 - 431 - 432

				9		433 - 434 - 435 - 436

				10		437 - 438 - 439 - 440

				11		441 - 442 - 443 - 444

				12		445 - 446 - 447 - 448

				13		449 - 450 - 451 - 452

				14		453 - 454 - 455 - 456

				15		457 - 458 - 459 - 460

				16		461 - 462 - 463 - 464

				17		465 - 466 - 467 - 468

				18		469 - 470 - 471 - 472

				19		473 - 474 - 475 - 476

				20		477 - 478 - 479 - 480

				21		481 - 482 - 483 - 484

				22		485 - 486 - 487 - 488

				23		489 - 490 - 491 - 492

				24		493 - 494 - 495 - 496

				25		497 - 498 - 499 - 500

				26		501 - 502 - 503 - 504

				27		505 - 506 - 507 - 508

				28		509 - 510 - 511 - 512		For FEB EOM, ADD 4 new tapes

				29		513 - 514 - 516 - 517		For FEB EOM, ADD 4 new tapes

				30		518 - 519 - 520 - 521		If Month End use 4 new tapes

				31		522 - 523 - 524 - 525		If Month End use 4 new tapes / If EOM is 30, the tapes will not be used untill next month
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