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Introduction

Backups are the single most important task in the successful and smooth operation of any automated, computing environment.  The importance of adequate and proper backup policy cannot be over emphasized.  This is the only way to salvage information in case of disasters - incidental or malicious. Usage and administration of proper backups can ensure that you are able to backtrack your way through to some reasonable extent, and not have to start from scratch.

Continuity of business and integrity of data are issues even more fundamental to a bank’s operations. Any disruption in service to customers or loss of data can cause significant financial loss to the customers and to the Bank.

1 Scope

This document covers the backup process & procedures for the backups of data, applications, database records, and executable programs on Servers. TI staff should follow these process & procedures for taking backup of servers under their responsibility and operation.

2 Backup Procedure 

Backups are performed on TI managed servers.  The preferred method of backup is to use tape media/DLTs wherever appropriate

Every working end of day (i.e. Monday to Friday) TI will load the appropriate tape on the tape drives. Backups are performed at night preferably from 2000 hrs till 0500 hrs. 

The backup should be taken on defined frequency on regular basis for the applications, database records, executable programs stored on application server as well as users’ data and information stored on a fileserver.

According to the Citibank standards the network is redundant and critical data files are not stored on the workstations local hard disks. On a need basis some critical configuration files for some high-risk workstations (Citidocs) are backed up in the branch by copying them on a network server share. If needed a separate tape backup is needed for the files copied on the network server share then it is done and the backup tape is marked accordingly and kept as long as needed. The files copied on the network server share are also backed up as part of the regular backups of the server used.

The Citidocs workstation keeps important data on their local hard drives. This data is backed up by manually copying the data directories (c:\citidocs\BGBSHIST, c:\citidocs\BGBSSAVE, c:\citidocs\BtchScan, c:\citidocs\Local and c:\citidocs\CitiScan.mdb) from the Citidocs workstation to the servers shared directory (\\sofcmesa005\CitidocsBackups). This copy is done manually on each 1st working day of the week. Besides the separated backup per week, the Citidocs backup is performed every day with the rest of the information on the server.

After the files from the workstations are transferred to the Server, depending on the week - odd or even, manually a full backup of sofcmesa005 server’s D:\CitidocsBackups directory is done on the Odd/Even Week Tape backup respectively.

Legato 7.3 backup utility is used for all servers. Through this utility we can perform immediate, scheduled, or fully automated backups of File Servers, the SQL backup of the databases is performed through database dump files generated on weekly basis. 

As per data/network mgmt standards, backup utility should cater for backup of those files as well which are open while the backup is in progress, by reverting back to these files. Backups are taken during off hours when all data entry is completed.

3 Encryption

Legato 7.3 supports encryption that has been switched ON for all serves. In case of stolen or lost tapes the content on the tape should be considered unrecoverable without the Legato 7.3 encryption key stored within the application.
4 Backed up Folders & Schedule Period

	Tape ID
	Tape Contents

	SOFCMESA004 - MON
	Full C:, D:, system state

	SOFCMESA005 – MON
	Full C:, D:, system state

	SOFCMESA001 - MON
	Dull C:, D:\data, apps, home, system state

	SOFCMESA002 - MON
	Dull C:, D:\data, apps, home, system state

	SOFCMESA004 - TUE 
	Full C:, D:, system state

	SOFCMESA005 – TUE
	Full C:, D:, system state

	SOFCMESA001 - TUE
	Dull C:, D:\data, apps, home, system state

	SOFCMESA002 - TUE
	Dull C:, D:\data, apps, home, system state

	SOFCMESA004 - WED 
	Full C:, D:, system state

	SOFCMESA005 – WED
	Full C:, D:, system state

	SOFCMESA001 - WED
	Dull C:, D:\data, apps, home, system state

	SOFCMESA002 - WED
	Dull C:, D:\data, apps, home, system state

	SOFCMESA004 - THU 
	Full C:, D:, system state

	SOFCMESA005 – THU
	Full C:, D:, system state

	SOFCMESA001 - THU
	Dull C:, D:\data, apps, home, system state

	SOFCMESA002 - THU
	Dull C:, D:\data, apps, home, system state

	SOFCMESA004 – FRI
	Full C:, D:, system state

	SOFCMESA005 – FRI
	Full C:, D:, system state

	SOFCMESA001 - FRI
	Dull C:, D:\data, apps, home, system state

	SOFCMESA002 - FRI
	Dull C:, D:\data, apps, home, system state

	SOFCMESA004 – Monthly backup 
	Full C:, D:, system state

	SOFCMESA005 – Monthly backup 
	Full C:, D:, system state

	SOFCMESA001 - Monthly backup 
	Full C:, D:, system state

	SOFCMESA002 - Monthly backup 
	Full C:, D:, system state

	SOFTLIB_MONTHLY
	Softlib from SOFCMESA002

	FLEX EOD_MONTHLY
	Flex Reports from SOFCMESA001

	Citidocs Backup 
	ODD/EVEN week


Retention Period

Once the backup frequency periods are determined, the retention period on the backups are the next most important things. What do we do with these backups?  How long do we keep them?  The retention period for Tape backups is defined as follows:

Daily Backup

EOD backup kept for the next one week i.e. 7 Days (recycled)

Monthly Backup
EOM backup kept for the next one year (recycled) 

Yearly Backup

EOY backup kept for the next ten years

Backup logs would be retained for 30 – 60 days 

Dump logs would be retained for 30 days  

5 Labeling on backup Tapes

It is the responsibility of TI to ensure that tape cartridges are labeled correctly and uniquely so that the tapes will be cycled correctly.  Tapes are labeled to permit quick and easy identification.

All tapes are clearly labeled with

· Date of first use,

· The file server name(s)

· Volume(s),  (Optional)

· The Type/Unit of backup that the tape contains, and (Optional)
· The day the backup was performed.

6 Inventory of backup Tapes

It is responsibility of General Service to maintain off-site/on-site tape inventory. This inventory should be reviewed semi annually. Ensure report or inventory should have following fields:

· On & Off-site Inventory of all tapes/DLTs

· Location of tapes/DLTs

· Server Name

7 Media Transfer Control

The administration and control of the backup media set is also very important. It should be carefully monitored and regulated so that   proper backups are locatable and accessible.   


TI staff should hand over and receive the tapes/media to the designated Citigroup staff for transportation and make corresponding entries in the tape library movement log. Backup tapes should always be carried under dual custody to and from the offsite. Both the delivering and the receiving parties should dually sign it off. Tape/Cartridges are transit under dual custody via Numeric & Key lock brief case. Only authorized personals have access to use briefcase. All media must be placed in a dual combination lock i.e. (numeric key pad & physical key) to ensure Media has not been altered, duplicated, or compromised during transportation.  

If an emergency restoration of data is needed, than backup media should only be transferred from the library to the branch on a written request (Tape Restore Request Form, see appendix - C) with desired approvals/signoffs. The responsibility of returning the backup media set lies equally with the librarian and TI. 

8 Tape Storage Security

All tapes must be kept in a secure, locked location.  This location must adequately protect the tapes from potential damage from natural or environmental hazards such as fire or flood.  The tapes should be stored, at a minimum, in a fireproof cabinet.

Only authorized personnel are to be given access to the media storage space. Access to the library must be under dual control. A list of personnel authorized to access the locations should be maintained.

Each time a tape is placed into or removed from the safe, an entry must be made in the tape library movement log.

9 Tape/Backup Review

Every day, it is the responsibility of TI to check Server Backup Logs to verify that backups have been completed successfully. If the backup is unsuccessful, the problem should be diagnosed as soon as possible.  Once the problem has been resolved, the data that was not backed up should be reviewed with respect to its type and priority. Depending on its criticality of data, the data will either be backed up immediately or will wait for the next backup

The ICU should review the tape library movement log to verify that all backups have been made and sent to the librarian for storage. 

10 Tape Readability Test 

To verify the readability of tape/DLTs backups, tests must be performed on monthly basis.

The verification process will involve the readability from tape of the following:

· A file

· A directory

The Readability Test Form should be filed and retained for one year. (See Appendix – B)

11 Maintaining Tapes

DLT Tapes are used for all the backups done by TI. As per the manufacturer specification for the DLT tapes, the tape proposed life from different manufacturers (HP, Compaq and Quantum) is:

· 500,00 - 1,000,000 Head passes or 100 full backups.

· 20 - 30 years shelf life at 20 °C and 40% Humidity.

Based on the above, the tapes will be used for either 100 times or 5 years, whichever earlier.

For longer life recorded or unrecorded cartridges, store cartridges in a clean environment with these conditions:

· Do not drop or bang the cartridge. This can displace the tape reader, making the cartridge unusable and possibly damaging the drive.

· Keep the cartridge out of direct sunlight and away from heaters and other heat resources.

· Store tape cartridges in a temperature between 10°C & 40°C. For longer cartridge life, always store the cartridge in its plastic container and in room environment conditions (22°C ± 4 °C)

· If the tape cartridge has been exposed to heat or cold extremes, stabilize the cartridge at room temperature for the same amount of time it was exposed, but not to exceed 34 hours.

· Do not place cartridge near electromagnetic interface source such as terminals, motors, and video or X-ray equipment. Data on the tape could be altered.

· Store tape cartridges in a dust-free environment where the relative humidity is between 20% and 80%, For longer cartridge life, store the cartridge at 40 ± 20% relative humidity)

· Do not adhere label to a cartridge anywhere except in the slide in slot.

· Store media vertically

· Ensure that media and drives are kept clean.

· Secure and control access to data and media.

Cleaning Tapes can be used only for 20 insertions, after this, they will not clean the tape heads nor extinguish the cleaning light.

12 Procedures to discard/Degauss and Replace Tapes

Backup tapes may contain more than one class of information simultaneously. Even if they were capable of being scanned visually to learn the nature of their contents, the volume of information contained prevents the exercise of informed judgment and discrimination as to which items might be confidential or not. The best practice, then, is to treat tapes as if they in fact do contain restricted information.

When they are nearing the end of their useful life tapes should be destroyed and disposed of in the following manner:

· The tape should be shredded or wholly or partially disposed and cut up.

· The case should be forcibly crushed or broken.

Destruction should be done by the evidenced of two personnel and Destruction Certificate should be filled. See Appendix - D
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_1181484683.doc
Tape Restore Request Form

Please give the completed form to TI 




To
: Tape Librarian


From 
:


Please, arrange for the following Tapes :


_____________________________________________________________________


_____________________________________________________________________


_____________________________________________________________________


_____________________________________________________________________


To be :


· Added to the Tape Library


· Deleted from the Tape Library


· Returned to the Tape Library


· Removed for Use




· Released to the DC


Date Required :


Reason :


_____________________________________________________________________


_____________________________________________________________________


_____________________________________________________________________


Requested by  :   ___________    
______________   
________


Authorized by :    ___________    
______________   
________



          
       Print


Signature
   
Date


SCOO :               ___________    
______________   
________



           
       Print

Signature
           Date


____________________________________________________________


Librarian 


Signature :
_______________
  Date : ______________



_1211186059.xls
Sheet1

		Backup Tape Media Library at TI, Bulgaria

		Sr.No.		Tape ID

		1		SOFCMESA001-MON

		2		SOFCMESA002-MON

		3		SOFCMESA004-MON

		4		SOFCMESA005-MON

		5		SOFCMESA001-TUE

		6		SOFCMESA002-TUE

		7		SOFCMESA004-TUE

		8		SOFCMESA005-TUE

		9		SOFCMESA001-WED

		10		SOFCMESA002-WED

		11		SOFCMESA004-WED

		12		SOFCMESA005-WED

		13		SOFCMESA001-THU

		14		SOFCMESA002-THU

		15		SOFCMESA004-THU

		16		SOFCMESA005-THU

		17		SOFCMESA001-WEEKLY

		18		SOFCMESA002-WEEKLY

		19		SOFCMESA004-WEEKLY

		20		SOFCMESA005-WEEKLY

		21		SOFCMESA001 - Monthly backup

		22		SOFCMESA002 - Monthly backup

		23		SOFCMESA004 - Monthly backup

		24		SOFCMESA005 - Monthly backup

		25		SOFTLIB_MONTHLY

		26		FLEX_EOD_MONTHLY

		27		Citidocs Backup Odd Week

		28		Citidocs Backup Even Week
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_1211186208/Tape Library Movement Log.doc
PRODUCT: TECHNOLOGY PROCEDURE

                                                                       CITIBANK N.A. Sofia Branch

SECTION:   NETWORK BACKUP/RESTORE PROCEDURE



  Tape Library Movement Log


Week beginning:


		

		Before backup/Restore


From Librarian / To DC

		After backup/Restore


From DC/ To Librarian

		After trans to Off-site Library From Lib Onsite / To Offsite



		Tape

		Date


Time

		

		DC


Init

		Date


Time

		

		LIB


Init

		

		LIB Init 1      LIB Init2
                   



		SOFCMESA004 – MON 

		

		

		

		

		

		

		

		



		SOFCMESA005 – MON

		

		

		

		

		

		

		

		



		SOFCMESA001– MON

		

		

		

		

		

		

		

		



		SOFCMESA002– MON

		

		

		

		

		

		

		

		



		SOFCMESA004 - TUE 

		

		

		

		

		

		

		

		



		SOFCMESA005 – TUE

		

		

		

		

		

		

		

		



		SOFCMESA001– TUE

		

		

		

		

		

		

		

		



		SOFCMESA002– TUE

		

		

		

		

		

		

		

		



		SOFCMESA004 – WED 

		

		

		

		

		

		

		

		



		SOFCMESA005 – WED

		

		

		

		

		

		

		

		



		SOFCMESA001– WED

		

		

		

		

		

		

		

		



		SOFCMESA002– WED

		

		

		

		

		

		

		

		



		SOFCMESA004 – THU 

		

		

		

		

		

		

		

		



		SOFCMESA005 – THU

		

		

		

		

		

		

		

		



		SOFCMESA001– THU

		

		

		

		

		

		

		

		



		SOFCMESA002– THU

		

		

		

		

		

		

		

		



		SOFCMESA004 – FRI

		

		

		

		

		

		

		

		



		SOFCMESA005 – FRI

		

		

		

		

		

		

		

		



		SOFCMESA001– FRI

		

		

		

		

		

		

		

		



		SOFCMESA002– FRI

		

		

		

		

		

		

		

		



		SOFCMESA004 – Monthly backup 

		

		

		

		

		

		

		

		



		SOFCMESA005 – Monthly backup 

		

		

		

		

		

		

		

		



		SOFCMESA001– Monthly backup 

		

		

		

		

		

		

		

		



		SOFCMESA002– Monthly backup 

		

		

		

		

		

		

		

		



		SOFTLIB_MONTHLY

		

		

		

		

		

		

		

		



		FLEX EOD_ MONTHLY

		

		

		

		

		

		

		

		



		Citidocs Backup 


ODD  /   EVEN week

		

		

		

		

		

		

		

		





Reviewed By : ________________



Date : __________
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_1181465025.doc
Tape Readability Test Form



Date of readability Test:    ____/____/____

Backup Tape Name:

_______________________________________


Server Name:


_______________________________________


Volume or Drive Letter: 
_______________________________________


		Directory

		Additional Sub Directories

		Name of file

		Size

		Date

		Time



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		





Additional Comments or information:




_____________________



_________________


Test performed by Name & Sign



Reviewed by Name & Sign



_1134467409.doc
Tape Destruction Certificate


Cartridge Names: 


1) ____________________________________________________


2) ____________________________________________________


3) ____________________________________________________


4) ____________________________________________________


Date Of Destruction: ________________________________________


Reason: ________________________________________________________________________  
                                 


________________________________________________________________________



________________________________________________________________________



This is to confirm that the above-mentioned media has been destructed in the presences of the under signed staff.


1st Person Name: _______________________        Sign-Off/Date: ________________


2nd Person Name: ______________________        Sign-Off/Date: _________________


Reviewed By Name / Sign-Off / Date: _______________________________________



