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Scope: 

The following procedures should take place to ensure safe transportation for TI electronic media (backup tapes and Voice DVD & DAT media) being transferred to/from the offsite location at Dokki Branch- COB location in compliance with the “Electronic Media Transfer” ETM Policy & its best practice guidelines. 

=========================================================================

Procedures:

· ARCserve v.11 is used as data backup software solution. Media encryption is achieved through DECRU equipment that achieve the data encryption as per ISTG encryption requirements. 

· Voice wav files are backup on DVD media using MynaVoice which supports AES 256 Encryption.
· Encrypted backup tapes (GCB/GCIB) and Voice media (GCIB) are being stored in dual custody fireproof cabinets located at offsite location in Dokki Branch & Dokki CoB location 6th floor for the applied retention periods required by business and described in TI backup process.
· GCB AIT tapes – TI copy- are not encrypted as using Nice recorder product, thus stored onsite as agreed with business with retention period of one year.

· GCIB DVD media are stored in offsite location of Dokki branch and retained for 6 years.

· Encrypted tapes/DVD movement to/from the offsite location is handled by CBS designated employee.

During the backup tapes/voice media movement between sites (to/from the offsite location), the following roles are followed in compliance with the “Electronic Media Transfer” ETM policy guide lines:

1- Media are being transported from each business (GCB-GCIB) in a special dual custody sealed container (right / left password combination & key). A transition log detailing the transactions of tapes being sent/received is maintained in each location (4 Ahmed Pasha (CIB), Cairo Center (GCG), Dokki Branch (Offsite location).This is the mechanism to verify and register tapes that are sent / received in sync.  In addition, fire proof cabinet inventory is updated regularly by CBS media transfer designated employee and also being reviewed by Technology Control Unit independent reviewer randomly on quarterly basis. 

2- Sealed container movement to/ from offsite locations is being performed by CBS designated employee using Citibank owned vehicles. 

3- Media are to be stored at dual custody fireproof cabinets located CairoCenter onsite (voice tapes) CIB CoB offsite location (GCG/CIB data backup media & CIB voice DVDs).


4- Dual custody designations for the sealed container and the fireproof:

· Steal Containers:


· Key: (main) TI backup administrators & Dokki branch custodians.
· Password Combination:  CBS ETM representative.


· TI fireproof cabinet  (located in Dokki Branch & Dokki COB location- 6th floor):


· Key: CBS ETM Representative.
· Password Combination: Dokki Branch Designated
Approvals:

	Omar Lotfi 
	
	Ahemd Effat
	Ayman Hafez

	Technology Infrastructure Head
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	CBS Head

	
	
	
	

	
	
	
	


	Yasser Hossam ElDin
	
	Wael Mandour

	Wintel  Support  –   Team leader
	
	Voice & Network Support – Team leader

	
	
	

	
	
	


	Nevine  Girgis 
	
	Omnia Mostafa

	Egypt CIB BISO
	
	Egypt GCG BISO

	
	
	

	
	
	


	Cheikh N'Diaye 
	
	Yasser El Mahmoudy

	CIB SCOO
	
	GCG O&T Head

	
	
	
	
	


Designators Signatures 
==============================

Onsite locations


	Yasser Hossam ElDin (main)
	4 AP Custodians
	
	Steel Container Key (copy1)

	Ashraf Alfred (bkup)
	
	
	

	
Hazem Ahmed (main)
	 Cairo Center Custodians
	
	Steel Container Key (copy2)

	M. Abdelrahman (bkup)
	
	
	


Offsite Location


	Amr Adel Abdel Monem (Cash Officer) 
	Dokki Branch Custodian
	
	Dokki Branch TI proof Cabinet Password combination + ETM Steel box key

	Yara Adel 

(PBA)
	Dokki Branch Custodian
	
	Dokki Branch TI proof Cabinet Password combination + ETM Steel box key


Transportation 


	Hamdy Mandour (main)
	CBS
	
	Steel Container Combination Password  + Dokki Branch proof Cabinet key

	Sherif Saad ElDin (main)
	CBS
	
	


