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3 General description

3.1 Scope

The scope of this document is to give detailed instructions for TI Server Support team members.

Primarily the target audiences are TI Server Support team members, have the responsibility in the execution of server tape backups.

3.2 Purpose

The purpose of this document is to have a written process note so that following one of the above mentioned tasks can be completed without error. This document will have the manual which will help in training the TI Server Support team to complete server tape backup process.

4 Backup hardware

Backup hardware has to be Citigroup compliant. Due to the different purchase dates of backup hardware, there are many types of backup hardware and backup media in Citibank ZRt. The following backup media types are used:

· ULTRIUM LTO 1

· ULTRIUM LTO 2

· ULTRIUM LTO 3

· SDLT-1

· DLT IV

When purchasing new backup hardware the current Citigroup standards have to be followed 

5 Backup software

The list of currently used backup software in Citibank ZRt. is the following:

· Legato NetWorker

When purchasing new backup software the current Citigroup standards have to be followed. 

6 Servers to backup

Data stored on any production servers has to be backed up to tape. The list of production servers can be found in Server Inventory in the following location:

G:\Technology\server\patching\server_inventory.xls

7 Backup method requirements

When configuring backup jobs the following rules have to be applied.

· Data has to be backed up to backup tapes on a daily basis. The daily tapes are in 4 weekly rotations. Monthly backups have to be removed from the cycle, they must not be overwritten. End of month tapes are stored until they retention period ends. Retention periods are specified in Record Retention Sheet.

· In the Legato backup system, all the tapes are in the SL500, and the SL500COB library. The tapes automatically overwritten, after the retention period expired. Only the month-end backups have to remove from the library. The tapes are encrypted by DECRU.

· A full backup has to be made on Fridays, differential backups has to be set for Mondays to Thursdays.

· Backup jobs have to be scheduled to start at 23:00. If necessary start time can vary depending on specific requirements. All backup jobs have to be scheduled to finish before 07:00 AM on the next working day.

8 Database backup

All production databases are backed up regularly. The list of production SQL and ORACLE servers and databases can be found in Server Inventory in the following location:

G:\Technology\server\patching\server_inventory.xls

Each database backup jobs send Exchange mail *em hu cibtech dbadmins mailing list.

Cibtech Dbadmin team has to check if all the jobs were successful. It also has to be reconciled that all production databases were backed up. In case of any problems identified, a problem ticket has to be opened in Virtual Tech and tracked there until resolution.

SQL and ORACLE database dumps have to be created daily. Generally daily full backups have to be created during outside of business hours for every database where server capacity makes it possible.

Where server disk capacity is not suitable for this, Transaction Log backups have to be created. In every case full SQL and ORACLE dumps always have to be created during the weekend starting on Friday night.

Transaction log is backed up with a high frequency (every 15-30-60 minutes, depending on application needs) for every database with a large amount of data changed daily, so these databases can be restored to a certain point of time in case of a server crash. In most cases database dumps are backed up on tape with Legato software. In a few instances, where hardware availability and file backup method makes it possible, SQL  and ORACLE Full databases or transaction logs have to be backed up directly to tape. The method is similar to the usual SQL  and ORACLE dump creation highlighted above, the only exception is the media, which is the tape media in this case. No extra dump file backup is required after this method, as SQL and ORACLE dump to tape is created via SQL  or ORACLE server directly to tape.

Further configuration details can be found in all SQL or ORACLE Server configuration documents.

9 Backup completion check

Checking backup completion on a daily basis is the responsibility of TI Server Support team. A checklist called Backup Completion Checklist must be filled on a daily basis to identify each backup problem. Backup Completion Checklist can be found in the following location:

G:\Technology\Doc\BackupChecklists\BackupInventoryYYYYMMDD.xls
where YYYY indicates current year, MM is the current month and DD is the current day.

The backup logs are available in the Budcmesa140 backup server.

budcmesa140\d\Legato\nsr\logs directory.

In case of any problems identified during the backup completion review, a problem ticket has to be opened in Virtual Tech and tracked there until resolution. Each backup related problem must be resolved on the same day when the problem is identified.

In case it is recognized during the daily check that a server backup job did not completed for any reasons, the backup job has to be restarted as soon as possible, even during working hours to minimize the impact of a faulty backup job.

10 Tape replacement

All tapes in the daily cycle have to be replaced annually. This is the responsibility of EDP operator to ask for new tapes annually. It is included in details in EDP operator responsibilities section of this procedure.

All tapes removed from the daily cycle – and not containing end of month data - have to be discarded according to media handling procedure of CRS department.

 Only the month-end tapes have to remove from the library.

11 Tape integrity checking

Sample test restores have to be run quarterly to ensure data integrity. It is the responsibility of TI Server Support team to run test restores. In case of any problems identified during the restore, a ticket has to be opened in Virtual Tech and tracked there until resolution. As a solution, the next successful backup has to be stored as month end.

Once the test restore completed, restored data has to be deleted from the test restore area.

The restore log has to be printed, signed by the restoring people and filed as a proof of completion of this item.

Checklist for tape integrity checking can be found in:

G:\Technology\Doc\BackupChecklists\TapeReadabilityChecklistYYYYMMDD.xls
where YYYY indicates current year, MM is the current month and DD is the current day.

12 Tape labeling

Both tape and tape storage box labels have to contain the following information:

· All of the legato tapes have a barcode. The legato discover the tapes by this barcode. Only the removed month-end tapes have to label manually.

13 Responsibilities

13.1 TI EDP team responsibilities

· Check physical state of cartridges when receiving it from CRS department.

· Ensure that media is not physically damaged.

· Ensure that new media is requested and used in the cycle at least once annually. CRS department has to be requested to deliver new tapes annually for all daily cycle media. This is required to minimize media failures.

13.2 TI Server Support team responsibilities

· Check if previous day’s backup job completed successfully.

· Investigate and resolve any problems or failures either recognized by TI Server Support team. A problem ticket has to be opened for errors in Virtual Tech and must be tracked there until resolution.

· Replace the removed month-end tapes.

· Remove the month-end tapes from the legato backup process.

· Set up the backup on the new servers.

14 Offsite locations

To assure continuity of business in case of disaster or equipment failure, which may destroy partly, or totally our computer database, all the backups are cloned, so the full backup can be found both of the sides.

It is the responsibility of CRS department to transfer the tapes to offsite location. Their responsibilities are detailed in Tape Handling Procedure.

15 Problem escalation

Every error identified during the execution of this procedure has to be reported for investigation. A problem ticket has to be opened in Virtual Tech and tracked there until resolution.

TI Server Support team escalates the issues according to the valid escalation process. The way of escalation depends on the case (can be TI Server Support Manager, TI Head, BISO, relevant supervisors).
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