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1.1  Overview

This document is the procedure to be followed for data backup in Citibank Kuwait. Backup will be taken for different types of data saved on the servers and that includes:
· Users Files.
· Applications Databases. Currently no databases are installed.
· Wraps and configuration files.
1.2  Legato NW installation procedure

Installation files are located saved in the following folder: \\kwicmesf001\d$\data\data_tmp\download\Legato_Networker 

Process to install Legato Networker or client:
1. Verify that the target computer satisfies the requirements.

2. Log on with administrator privileges to the target computer.

3. Double-click the setup.exe file.
4. In the Welcome to NetWorker and NetWorker Management Console Installation page, select Install NetWorker.

5. In the Welcome to NetWorker Update dialog box, click Next.

6. In the NetWorker Server Selection page, select the NetWorker servers that can perform backups and directed recoveries for this client:

7. To add the NetWorker server type the name of the server in the Enter a server name text box and click Add.
8. To browse for available NetWorker servers, click Update List. You can select a NetWorker server from the Available Servers list.
9. To add or remove NetWorker servers (kwicmesa999) from the Available Servers list to the Selected Servers list, use the arrow buttons.
10. Click Finish when the installation is complete.

1.3  Kuwait Servers overview
Citibank Kuwait has the following servers:-

	Server Type
	Server Name
	OS
	Data Type
	Files and Directories

	File server
	Kwicmesf001
	Win2K
	Users and Departments files
	Drive d:\

	Application server
	Kwicmesa001
	Win2K
	Wraps distribution server
	Drive d:\

	Backup Server
	Kwicmesa999
	Win2K
	No Data
	NA

	Database server
	Kwicmesd001
	Win2K
	No Data
	NA

	Database server
	Kwicmesd002
	Win2K
	No Data
	NA

	Database server
	Kwicmesd003
	Win2K
	No Data
	NA

	Database server
	Kwicmesd004
	Win2K
	No Data
	NA


1.4  Backup Infrastructure
Following represent the components that if forming the backup infrastructure for Kuwait branch:
· Server hosting Networker: kwicmesa999 

· Server model: Proliant DL380 G4

· Operating System: Windows 2000 SP4.

· Software: Legato NetWorker server 7.3.2

· Library: Storagetek with 2 drives, 10 slots each drive.

· Tapes: Ultrium 3, 400GB uncompressed, 800GB compressed.

1.5  Scheduled Backup’s Elements

Schedules, Groups, Clients’ Resource, and Policies are the elements which have to be configured when scheduling a backup:-

· Schedules: Provide the ability to specify the day of the week or date during the month when the backup occurs. The type of backup, such as full, incremental, or levels 1-9 are also specified in the schedule. 

Backup Levels 1-9: Backs up files that have changed since the last backup with a lower-numbered backup level. For example: 
· Level 1 backup backs up all files that have changed since the most recent full backup (considered a level zero). 
· A level 3 backup backs up all files that have changed since the most recent backup of level 2, level 1, or full backup. For example, if the most recent backup was at level full, then a level 3 backup backs up all files that changed since the full backup. However, if the most recent backup was at level 2, then level 3 backup backs up only those files changed since the level 2 backup. 
· A level 9 backs up all the files that have changed since the most recent backup of any level except level 9. 

Note: The NetWorker software ignores any incremental-level backups when determining what files should be backed up.
· Groups: (backup groups) specify the time of day when a backup occurs. 
· Client resource: A client is both a physical computer with NetWorker client    software installed on it and a NetWorker resource that specifies a set of files and directories to be included in a scheduled backup. A Client resource also specifies information about the backup, such as the backup schedule, the backup group, browse policies, and retention policies.
· Policies: Browse and Retention policies control the growth of the client file index and the media database, and how long data remains available for recovery. 
The browse policy determines how long files are maintained in the client's file index on the NetWorker server. During the period of the browse policy, users can browse backed-up data from the NetWorker client computer, and select individual files or entire file systems for recovery. After the browse policy for a file is exceeded, the entry for that file is deleted. 

The retention policy determines how long save set entries are maintained in the NetWorker server's media database. During the period of the retention policy, an entry for a save set cannot be accidentally overwritten. 
1.6  Labeling criteria
· Labeling is a combination between bar code and label template.

· Automatic label using bar code. CTG00n (n: 1,2,3…)
· Label Template: Servername_Frequency&Type_Tape number
· Example: sa001_mf_001  CTG001
1.7  Backup Schedule and tape inventory
	Server Name
	Backup Type
	Frequency
	Retention
	Pool Name
	Location
	Expiry date

	All servers
	Full
	Annual
	Every 15 Years
	kwicmesxxxx_YYYY
	Ahmed Tower
	

	kwicmesa001
	Full
	Every 3 months
	12 months
	sa001_m_001

sa001_m_002

sa001_m_003

sa001_m_004
	Ahmed Tower
	

	kwicmesa001
	Full
	Weekly
	14 Days
	sa001_w_001

sa001_w_002
	Ahmed Tower
	

	kwicmesf001
	Full
	Monthly
	12 months
	sf001_m_001

sf001_m_002

sf001_m_003

sf001_m_004
	Ahmed Tower
	

	kwicmesf001
	Incremental
	Weekly
	28 days
	sf001_w1_001

sf001_w1_002

sf001_w1_003
sf001_w1_004

sf001_w1_005

sf001_w2_001

sf001_w2_002

sf001_w2_003

sf001_w2_004

sf001_w2_005

sf001_w3_001

sf001_w3_002

sf001_w3_003

sf001_w3_004

sf001_w3_005

sf001_w4_001

sf001_w4_002

sf001_w4_003

sf001_w4_004

sf001_w4_005

sf001_w5_001

sf001_w5_002

sf001_w5_003

sf001_w5_004

sf001_w5_005
	Ahmed Tower
	


· Backup starting time: Everyday at 18:00 Kuwait time.
· Expected size of Data:  200GB for file server, and 100GB for application server.

· Backup duration: 7 hours for the above amount of data.
1.8  Tapes management

Currently the data backed up can be fit in one tape or 400GB without compression and 800GB with compression.
· Operating Environment:
The environmental conditions for cartridge use are:
Temperature: 50( to 113( F, 10(  to 45( C, relative humidity: 10% to 80%.
· Storage Environment:
Short term storage: Tempreture 61( to 90( F, 16( TO 35( C, relative humidity 20% to 80%.
Archive storage: Temperature 61( to 77( F, 16(  to 25( , relative humidity 20% to 50 %.
· Replacing tapes:
Tapes will have a one year of life time from the date of labeling and must be replaced before the expiry date.
· Securing tapes:

Tapes will be stored in a secured place (the vault). In order to load the tapes to the backup library according to the backup schedule; a dual access is required by 2 designated backup operators.
As a compensating control, Legato NW has the encryption method to protect the data stored on the tapes from any unauthorized access (see Encryption in section 8).

· Tapes usage summary:

	Server Name
	Total Number of tapes
	Description

	Kwicmesa001
	7
	Annual, every3 months and weekly.

	Kwicmesf001
	30
	Annual, every 3 months and daily.

	Unused tapes
	8
	

	Total
	55
	


1.9  Encryption

Encryption is implemented with Application Specific Modules (ASMs).
There are 2 encryption methods:-

· aes ASM (UNIX and Windows only) 
· pw2 ASM (Windows and NetWare hosts only) 

1.9.1  aes ASM
· The aes ASM provides 256-bit data encryption. Backup data is encrypted based on a user defined pass phrase. If no pass phrase is specified, data is encrypted with a default pass phrase. 

· Setting the AES pass phrase for a NetWorker server:
1. From the Administration window, click Configuration. 

2. Select the server name. 

3. From the File menu, select Properties. 

4. Click the Configuration tab and enter a pass phrase in the * Datazone pass phrase attribute. 

5. Click OK. 

* A Datazone is a single NetWorker server and its client computers 
· Apply AES data encryption to clients in the datazone 

1. Create a global directive that includes the aes ASM. For example, to encrypt all backup data in a folder, the aes ASM would be written as: 

2. Apply the global directive to individual clients by using the Directive attribute of the Client resource.
1.9.2  pw2 ASM (Windows and NetWare hosts only) 

· Encryption with the pw2 ASM is available for Windows and NetWare clients only. 
· The PW2 encryption feature encrypts selected data items so that the data can be recovered with the password. 

· To apply encryption with the pw2 ASM: 

1. Ensure that the NetWorker User program's password feature is enabled.

2. Create a local or global *directive that includes the pw2 ASM. 
3. Apply the directive to the client save set. 

· Directives are special instructions that control how the NetWorker server processes files and directories during backup and recovery.
1.10  Data Backup
1. Start the NW management console:
a. In the internet explorer address field type: http://kwicmesa999:9000  [image: image1.png]=18l x|
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b. Click on “Start” to start NWMC. [image: image2.png]NetWorker Management Console - http://KWICMESAQ99.eur.nsroot.net:a001
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c. Right click on “Netwroker” and select “Launch Application”. [image: image3.png]kwicmesa999 - NetWorker Administration - adm
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d. Define backup elements “client resource”, “groups”, “schedule”, “policies” and “media pools”. 
1.11  Data Recovery (Restoration)

a. Start NW user program
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b. Select recover from operation menu.
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c. From “Select the client you want to recover from:” highlight Kwicmesa999 and click OK.
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d. From “select the destination client you want to recover to:” select the client server.

[image: image7.png]Networker User
Bl Coerston Tres View Optins Window belp

Brccorer eI

2 kwicmesad99.eurnsrootnet ltem Name. | Size | Date Modified

O [#] WKWICMESAQ0TDS O =] cata_adm ] 4/16/2005 7:22 AM
8] WKWICMESFO01DS O [s] date_dev 4/16/2005 7:22 AM
O [#] apps 01 ) data_grp 10/09/2006 4:34 PM
0= apps_pub 01 [#] data_pub 10/19/2006 1:43 PM

[ =] data_tmp 10/26/2006 3:32 AM

[1/8] RECYCLER [slhome 107102008 11:43 AM

[Server: knicmesa393 [ From kicmesa399. to knicmesf001 eur.ns |Browse Tirme: 10-30-06 £:425 ter(s) disslaved: 6





e. A windows with backed up files will open, select the files you want to recover and click on the START button.
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f. From the above window you can redirect the recovered files to a specific destination or to the original location.

1.12  Vendor & Support team details
\\softwaresupport.emc.com
Lee Bodell  LCNA LCNS

Senior Staff Enterprise Support Engineer 

Phone:  +44 (0) 208 758 6425 
Mobile:  +44 (0) 7919 165 013

Email:    bodell_lee@emc.com [image: image9.png]



