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1 Backup Information’s & Server names / IP’s

Backup Server:

LOSCMESF002
-
169.162.50.25

Storage Node:

LOSCMESF003
-
169.162.50.23

LOSCMESF021
-
169.162.51.11

LOSCMESF024
-
169.162.51.190

LOSCMESF025
-
169.162.52.25

LOSCMESF026
-
169.162.51.200

LOSCMESF027
-
169.162.52.125

Evening Activities

1. Every night Monday to Friday at 20:00 IST need to Label Tape
2. Labeling Procedure:
	Server Name
	Daily Backup Label
	Monthly Backup Label

	LOSCMESF002
	Day_DD_03
	EOM_MM_03

	LOSCMESF003
	Day_DD_04
	EOM_MM_04

	LOSCMESF021
	Day_DD_021
	EOM_MM_021

	LOSCMESF024
	Day_DD_024
	EOM_MM_024

	LOSCMESF025
	Day_DD_025
	EOM_MM_025

	LOSCMESF026
	Day_DD_026
	EOM_MM_026

	LOSCMESF027
	Day_DD_027
	EOM_MM_027


Where DD mentions the DAY of the week and MM month. 

That is for Monday DD=01 and for Feb MM=02


Daily Backup -
Monday to Friday
-
01 to 05

                 
E.g. 

Day_01_03 for LOSCMESF002 on Monday
Day_05_021 for LOSCMESF021 on Friday


Monthly Backup -
January to November
-
01 to 11

                 
E.g. 

EOM_06_03 for LOSCMESF002 on June
EOM_11_021 for LOSCMESF021 on November

Note: All Monthly backup scheduled on Month end or a day before incase of holiday and December month will taken as End Of Year (EOY_YY_03 and EOY_YY_021) backup.

Go to top
1.1 Server Names & IP’s

	SI
	SERVER
	IP ADDRESS
	OS
	BACKUP DETAILS

	1
	LOSCMESF002
	169.162.50.25
	Win2k
	Backup Console

	2
	LOSCMESF003
	169.162.50.23
	Win2k
	Storage Node

	3
	LOSCMESF021
	169.162.51.11
	Win2k
	Storage Node

	4
	LOSCMESF024
	169.162.51.190
	Win2k
	Storage Node

	5
	LOSCMESF025
	169.162.52.25
	Win2k
	Storage Node

	6
	LOSCMESF026
	169.162.51.200
	Win2k
	Storage Node

	7
	LOSCMESF027
	169.162.52.125
	Win2k
	Storage Node


1.2 Backup Log Paths:

LOSCMESF002
-- C:\PROGRAM FILES\LEGATO\NSR\LOG\

1.3 Backup Path

	LOSCMESA
	System state, system files, system DB, C:\, D:\, E:\

	LOSCMESA001
	ALL


	LOSCMESA002
	

	LOSCMESA003
	

	LOSCMESA004DR
	

	LOSCMESF002
	System state, system files, system DB,

C:\, D:\apps, D:\Data\data_grp\, D:\data\data_pub\,

D:\Program Files\, D:\nigapps,

D:\serverseup, d:\xfersrv,

D:\Data\home\branchops, D:\data\home\CITISERVICE,

D:\data\home\clearing, D:\data\home\csis, D:\Data\home\GIS,

D:\data\home\ICU, D:\Data\home\SUNDRIES, D:\Data\home\TCU,

D:\Data\home\TRADE

	LOSCMESF003
	SYSTEM STATE:\; SYSTEM FILES:\; SYSTEM DB:\

C:\; D:\apps; D:\Data\data_grp\; D:\data\Data_pub\

D:\program files\

D:\Data\home\CAD\; D:\Data\home\CandT\; D:\Data\home\CBG\

D:\Data\home\CBU\; D:\Data\home\CCI\; D:\Data\home\CCO\

D:\Data\home\CFG\; D:\Data\home\CMG\; D:\Data\home\COMPLIANCE\

D:\Data\home\ENERGY\; D:\Data\home\FI\; D:\Data\home\FINANCE\

D:\Data\home\FT\; D:\Data\home\HR\; D:\Data\home\IRM\

D:\Data\home\LEGAL\; D:\Data\home\PSI\; D:\Data\home\RAD\

D:\Data\home\SCOO\; D:\Data\home\TI\; D:\Data\home\TRADEFIN\

D:\Data\home\TREASURY\; D:\Data\home\TROPS\

	LOSCMESF021
	SYSTEM STATE:\; SYSTEM FILES:\; SYSTEM DB:\

C:\; D:\apps; D:\Data\data_grp\;

D:\data\Data_pub\; D:\Data\home\

	LOSCMESF024
	

	LOSCMESF025
	

	LOSCMESF026
	

	LOSCMESF027
	


Go to top
1.4 Backup Schedule

	Sl.No
	Server Console
	Backup Group Name
	Device Group Configuration
	Schedule 
	Start Time
 (IST – 4Hr 30 mts)

	
	
	
	
	Incremental
	Full
	

	1
	LOSCMESF002
	Branch Backup
	
	Mon - Thu
	Fri
	06:00 PM

	2
	
	Daily Backup
	
	Mon - Thu
	Fri
	08:00 PM


2 Backup Monitoring Procedure

2.1 Tape Mounting

1. Connect to Loscmesf002 server using your APAC credentials through Terminal.
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2. Go to Start ( Programs ( Legato Networker ( Networker Administrator
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3. Click Devices button in Media Management.
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4.Device Configuration
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5.Right Click and go to Operations
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6.Click Unmount if tape mounted
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7.Then Mount to Ensure Previous Day tape has loaded on that drive
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8.Then click label to erase and mount tape for the backup 
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9.Label the tape according to server
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Check Manual Recycle for Monday, Friday and Monthly Backup Tape Volume

Make sure Mount after labeling option is checked.

2.2 Monitor Backup

1.Go to Monitor on the Main window and ensure tape has loaded with proper label
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2.Explore Groups from Main Window to View Backup Jobs

· If the group icon shows as green, then the backup schedule got completed successfully

· If the group icon shows as red, then the backup schedule got completed with Failed status

· If the group icon shows as yellow, then the backup schedule is running
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3.Right click and click Details to view backup job status like

· Successful
- Backup completed Jobs

· Incomplete
-In Progress

· Unsuccessful
-Backup Failed Job
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4.Monitoring Windows

Device

· Server and Tape Label details

Sessions

· Current Session Window

Messages (Demon Log)

· Current Activity Window
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2.3  Un-Mounting

After backup is completed go to Device Operation and Un-mount the tape.

3 Error Identification

     Contact Wintel EMEA support on such errors

1.No Tape Inserted on The Device
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2.Legato Service Not Started
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3.New Tape Loaded on the Drive and Proceed with default label
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4.Tape Drive Not Connect Properly to the server
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5.Server RTO Show Polling fail error-here is LOSCMESF021
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4 Copy Backup Log

Need to run once the backup has completed. Run a batch file located on C:\4clm\logcopy.cmd.This will dump the backup log to a common location for TCU to review.

5 Retention Period

Once the backup frequency periods are determined, the retention period on the backups are the next most important things. What do we do with these backups?  How long do we keep them?  The retention period for Tape backups is defined as follows:

Daily Backup

EOD backup kept for the next one week i.e. 7 Days (recycled).

Weekly Backup
EOW backup kept for the next two weeks i.e. 14 Days (recycled).

Monthly Backup
EOM backup kept for 10 years.

Yearly Backup

EOY backup kept for 10 years.

Backup logs would be retained for 30 – 60 days on a centralized and secure location and will be backed up with EOM data. 

6 Restoration Procedure

EMEA support will confirm the Restoration procedure, until then this will be done by Wintel EMEA support 

7 Status mail

Operations team has to send a status mail to client as well as TCU copying wintel SA team also, TCU will also review and send status mail to clients.
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If there is any problem on backup need to sent a backup status mail stating the problem like


[image: image20.wmf]Backup Status - 21-Oct-2005.msg


8 Operations Total responsibility

 OPS will do backup monitoring process on the mentioned servers and escalate the problems to Wintel EMEA Team/concerned client personnel as per escalation details.

9 Escalation

Problem escalation should go to NT SE Immediately and client escalation would be done as per SE teams confirmation.

	Contact Personal Mail ID
	Office
	Mobile

	Adedayo, Adeyemi  
	+234-1-4613060 ext. 1222
	+2348032558691

	Salami, Adewale
	+234-1-4613060 ext. 1267
	

	Ogunnowo, Olusegun
	+234-1-4613060 ext. 1269
	+234-803 300 7814

	Ukpe, Isong
	+234 1 4613060-74 ext. 1220
	234 803 301 8929



	OYEBO,FATAYE

	+234 805 275 2723
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_1213007974/ Backup Status -19-June-2006.msg
 Backup Status -19-June-2006

		From

		*GT IN TISS WINTEL EMEA SUPPORT

		To

		*GT CEEMEA Nigeria SA

		Cc

		*GT IN TISS TCU WINTEL CHENNAI; *GT IN TISS WINTEL EMEA SUPPORT

		Recipients

		gtceemea.nigeriasa@imceu.eu.ssmb.com; GTINTISSTCUWINTELCHENNAI@imcap.ap.ssmb.com; GTINTISSWINTELEMEASUPPORT@imcap.ap.ssmb.com









Hi, 








Kindly find the Nigeria backup status








Daily Backup            ---     Completed 




Branch Backup           ---     Completed











Thanks & Regards,




S.Srinivas




TISS WINTEL EMEA SUPPORT




CITOS, Chennai India




91-44-43925062






  












_1213008003/Backup Status - 21-Oct-2005.msg
Backup Status - 21-Oct-2005

		From

		*GT IN TISS WINTEL EMEA SUPPORT

		To
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Hi,








Please find the backup status 








Daily Backup    - Failed




Added LOSCMESA004DR in the daily backup group.




Loscmesf002 failed due to d:\data\home\Ti Davi folder which is moved from this location.








Branch Backup 




-------------




LOSCMESF021             - RTO.(Failed due to server shutdown)




LOSCMESF024             - Running




LOSCMESF025             - Completed




LOSCMESF026             - Completed




LOSCMESF027             - Completed

















Thanks & Regards,




K.Krishnamoorthy




TISS WINTEL EMEA SUPPORT




CITOS, Chennai India




91-44-52286035




91-44-52286337
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