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2 Introduction

2.1 Purpose
This document contains procedures related to backups and restores of the data on the servers administered Servers Administration Team, which is a part of Central Servers Administration Team, within Poland TI.  

This document is regularly reviewed and updated when there have been changes within a policy or a new procedure has been inserted.

This and all other documents referred to or attached are classified as INTERNAL.

2.2 Scope

Central Servers Administration Team (CSAT) is responsible for backup and restores of the data on the number of  “classes” of the servers/systems, which are listed in the table below.  For each “class” of the servers different backup systems are used or different rules apply. 

	System/server class: 
	Backup system:

	Windows-based file servers in Warsaw HO and remote branches
	Legato Replistor + Veritas NetBackup Enterprise

	Windows-based GCB application servers in Warsaw HQ
	Veritas NetBackup Enterprise

	Network Appliance filers 
	Veritas NetBackup DataCenter


Each class will be discussed later in next chapters.

2.3 Goal

The goal of doing backups is:

· Data protection against loss caused by user error (accidental deletion of single files or directories).

· Data protection in case of disaster, hardware failure etc.

· Data archiving for audit purpose or other future needs.

Veritas NetBackup infrastructure

2.4 General Information
There are two independent NetBackup installations: one for Windows-based file servers in Warsaw HQ, file servers in remote branches and GCB application servers (including a number of GCB application servers managed by WRDC), second for NetApp filers. The details for both installations are presented below.

2.5 Windows-based file servers and GCB application servers.

The data stored on Windows-based file servers and some of GCB application servers in Warsaw HQ is backed-up using Veritas NetBackup Enterprise 5.1.

There are no direct backups from production file servers. The data from file servers (both HQ and remote branches) is replicated over WAN to DR servers using Legato Replistor software. DR servers are clients to Veritas NetBackup. 
Warsaw HQ file servers are configured with one-to-one relation (dedicated DR server for each production server). Remote branches file servers are configured with many-to-one relation (one target DR server for many production servers).The list of source-target assignments for remote branches servers is presented below.
The data from GCB application servers is backed-up directly from production servers over the LAN.

The configuration details are presented in attached diagrams.

Details:

Software version:
Veritas NetBackup Enterprise, v. 5.1 MP5
Master server: 

WSWCMESA018

Media servers:

WSWCMESA019

SAN Media servers: 
WSWCMESF006DR, WSWCMESF007DR, WSWCMESF008DR, WSWCMESF009DR, WSWCMESF010DR, WSWCMESF011DR, WSWCMESF012DR, WSWCMESF400DR, WSWCMESF401DR, WSWCMESF402DR, WSWCMESF403DR,
Backup devices:
StorageTek L700, 216 slots and 10 LTO2 drives.

Physical connections diagram:

[image: image1.emf]NetBackup_Nov2006 _phys.vsd


Logical connections diagram:

[image: image2.emf]NetBackup_Nov2006 _logic.vsd


Clients:

	Client Name
	Backup scope
	Size
	Schedule
	Retention
	NB Policy Name

	RepliStor target servers for Warsaw HQ file  servers :
	
	
	
	

	WSWCMESF006DR
	D:\

E:\

System State
	820 GB

820 GB
	Mon–Thu: Diff Incr

Fri: Full
	Daily and weekly: 2 weeks

Monthly: 10 years
	006D_Daily

006E_Daily

	WSWCMESF007DR
	D:\

E:\

System State
	820 GB

820 GB
	Mon–Thu: Diff Incr

Fri: Full
	Daily and weekly: 2 weeks

Monthly: 10 years
	007D_Daily

007E_Daily

	WSWCMESF008DR
	D:\

E:\

System State
	820 GB

820 GB
	Mon–Thu: Diff Incr

Fri: Full
	Daily and weekly: 2 weeks

Monthly: 10 years
	008GH_Daily

008DE_Daily

	WSWCMESF009DR
	D:\Home

E:\Home

System State
	820 GB

820 GB
	Mon–Thu: Diff Incr

Fri: Full
	Daily and weekly: 2 weeks

Monthly: 10 years
	009D_Daily

009E_Daily

	WSWCMESF010DR
	D:\Home

E:\Home

System State
	820 GB

820 GB
	Mon–Thu: Diff Incr

Fri: Full
	Daily and weekly: 2 weeks

Monthly: 10 years
	010D_Daily

010E_Daily

	WSWCMESF011DR
	D:\

E:\

System State
	820 GB

820 GB
	Mon–Thu: Diff Incr

Fri: Full
	Daily and weekly: 2 weeks

Monthly: 10 years
	010D_Daily

010E_Daily

	WSWCMESF012DR
	D:\

E:\Home

System State
	820 GB

820 GB
	Mon–Thu: Diff Incr

Fri: Full
	Daily and weekly: 2 weeks

Monthly: 10 years
	012D_Daily

012E_Daily

	RepliStor target servers for remote branches file servers:
	
	
	
	

	WSWCMESF400DR
	D:\

E:\

System State
	1,63 TB

1,63 TB
	Mon–Thu: Diff Incr

Fri: Full
	Daily and weekly: 2 weeks

Monthly: 10 years
	400D_Daily
400E_Daily



	WSWCMESF401DR
	D:\

System State
	1,63 TB
	Mon–Thu: Diff Incr

Fri: Full
	Daily and weekly: 2 weeks

Monthly: 10 years
	401D_Daily



	WSWCMESF402DR
	D:\

System State
	838 GB
	Mon–Thu: Diff Incr

Fri: Full
	Daily and weekly: 2 weeks

Monthly: 10 years
	402D_Daily



	WSWCMESF403DR
	D:\

System State
	838 GB
	Mon–Thu: Diff Incr

Fri: Full
	Daily and weekly: 2 weeks

Monthly: 10 years
	403D_Daily



	GCB application  servers:
	
	
	
	

	WSWCMESD227
	D:\

System State
	70 GB
	Mon–Fri: Full
	Daily: 2 weeks

Monthly: 1 month
	LSD_227_Daily

	WSWCMESA222
	System State

D:\APPL

D:\INTV
	1 GB
	Mon: Full
	Weekly: 1 month
	RBT_222_Weekly

	WSWCMESA222DR
	System State

D:\APPL

D:\INTV
	1 GB
	Mon: Full
	Weekly: 1 month
	RBT_222DR_Weekly

	WSWCMESA223
	System State

D:\APPL

D:\INTV
	1 GB
	Mon: Full
	Weekly: 1 month
	RBT_223_Weekly

	WSWCMESA224
	System State

D:\APPL

D:\INTV
	1 GB
	Mon: Full
	Weekly: 1 month
	RBT_224_Weekly

	WSWCMESA225
	System State

D:\APPL

D:\INTV
	1 GB
	Mon: Full
	Weekly: 1 month
	RBT_225_Weekly

	GCB application  servers  managed by WRDC:
	
	
	
	

	WSWCMESA014
	D:\

System State
	15 GB
	Mon–Fri: Full
	Daily: 2 weeks

	Magic_014

	WSWCMESD207DR
	D:\backup
System State
	32 GB
	Mon–Fri: Full
	Daily: 2 weeks
Monthly: 1 month
	RBT_207DR_Daily

	WSWCMESD207
	D:\backup

System State
	8 GB
	Mon–Fri: Full
	Daily: 2 weeks
Monthly: 1 month
	RBT_207_Daily

	WSWCMESD215
	C:\

D:\backup

D:\FlexLM8.3c

D:\GCTI

System State
	25 GB
	Mon–Fri: Full
	Daily: 2 weeks
Monthly: 1 month
	RBT_215_Daily

	WSWCMESD217
	C:\WINNT

D:\GCTI

D:\backup

System State
	6 GB
	Mon–Fri: Full
	Daily: 1 week

Monthly: 1 month
	RBT_217_Daily

	WSWCMESD226
	D:\data\data_srv\dbagroup\mssql\BACKUP
System State
	20 GB
	Mon–Fri: Full
	Daily: 2 weeks
Monthly: 1 month
	LSD_226_Daily

	TI Voice Servers:
	
	
	
	

	WSWCMESA050
	D:\Nice_cls_backup\DB_Backup

System State
	70 GB
	Mon: Full
	Monthly: 1 month
	SA050_Weekly


Below is the list of remote branch servers covered by central backup process and their assignment to central backup servers.

Target server: WSWCMESF400DR
Source servers:

BYDCMESF001

BYSCMESF001

BYTCMESF001
CZECMESF001

ELBCMESF001

GDNCMESF001

GDNCMESF003
GDYCMESF001
GLWCMESF001
INOCMESF001
JASCMESF001
JELCMESF001

KCECMESF003

KCECMESF208

KCECMESF215

KRACMESF001

KRACMESF003

LZOCMESF001

MLCCMESF001

OBRCMESF001

OLSCMESF011

OSPCMESF001

OWICMESF001

PCECMESF001

PILCMESF001

POZCMESF003

RADCMESF001

RYBCMESF001

RZECMESF001

SOSCMESF001

SWICMESF001
SZZCMESF001

SZZCMESF003

TARCMESF001

TORCMESF001

TPOCMESF001

TYCCMESF001

UNOCMESF001

WLOCMESF001

WSWCMESF031

WSWCMESF071

WSWCMESF103

WSWCMESF104

WSWCMESF218

WSWCMESF219

ZIECMESF001

Target server: WSWCMESF401DR
Source servers:

GWICMESF001

KCECMESF001
KIECMESF001
KONCMESF001

KSZCMESF001

LODCMESF001

LUBCMESF001

OLECMESF001

POKCMESF001

POZCMESF001

WROCMESF001

Target server: WSWCMESF402DR
Source servers:

OLSCMESF001

OLSCMESF002

Target server: WSWCMESF403DR
Source servers:

OLSCMESF003
2.6 NB on Network Appliance filers.

Tape-based backup on DR filers is required for archive purposes only. NetApp filers’ native features SnapShot and SnapMirror ensure data availability for DR and user-requested restores.

Monthly backups are taken from mirrored data on DR filers in order to not disrupt operations on production filers. The backups are initiated manually.

Software version:
Veritas NetBackup DataCenter, v. 4.5

Master server: 

WSWCMESA008

Media servers: 

WSWCMESA008

Backup devices:
StorageTek L20, 20 slots and two SDLT 320 drives.

Clients:

	Client Name
	Backup Scope
	Size
	Schedule
	Retention
	Schedule

	WSWCMESF003
	WSW001V01dr

WSW001V02dr

WSW001V03dr
	620 GB

620 GB

478 GB
	Monthly: Full
	Monthly: 10 years
	F003_P01_snapshot

	WSWCMESF004
	WSW002V01dr

WSW002V02dr

WSW002V03dr
	620 GB

620 GB

478 GB
	Monthly: Full
	Monthly: 10 years
	F004_P01_snapshot


2.7 NetBackup installation and configuration.
2.7.1 NetBackup media server installation and configuration

In order to set-up NetBackup-based backup on new server connected to FC infrastructure, do the following:

· Connect the server to be backed-up to FC infrastructure.

· Install Emulex HBA card in the server.

· Connect the fibers between HBA card and FC switch in the L700 library

· Install Emulex HBA drivers. When prompted, select “No Power-Path”, and “Point-to-Point”.

· Restart the server.

· Install NetBackup SAN Media Server on the server to be backed-up:

· Run Launch.exe from NetBackup 5.1 installation CD

· Select NetBackup Installation

· Select Install Server Software, click OK.

· Accept licence text, select “Install to this computer only”, click Next.

· Select “Install to this computer only”, click Next.

· Enter license key for SAN Media Server, click Next.

· Select “Custom”, click Next.

· Uncheck “VERITAS Snapshot Provider”, click Next, Next, Next

· Enter “Master Server Name”: wswcmesa018, click Next, Install.

· Add additional license keys (for Shared Storage Option and Library-Based Tape Option) when prompted.

· If prompted, accept system restart with “Yes”.

· Install Maintenance Pack 5 for NetBackup Server:

· Run Setup.exe from NetBackup MP5 installation directory
· Click OK on following screens. The installation is straightforward and there is no need to select any options.

· If prompted, accept system restart with “Yes”.

· Install Veritas Tape Drivers:

· Run Setup.exe from Veritas Tape Drivers installation directory.

· Click OK on following screens. The installation is straightforward and there is no need to select any options.

· Configure new storage unit on NetBackup Master Server:

· Run NetBackup administration console on the master server or remotely.

· Run Configure Storage Devices Wizard

· In “Device Hosts” window click Add and add hostname of new server

· Click Next on following screens.

· When the wizard finishes, new storage unit will be created for new server.

2.7.2 NetBackup client installation and configuration

In order to set-up NetBackup-based backup on new server not connected to FC Infrastructure (backup over LAN), do the following:

· Install NetBackup client on the server to be backed-up:

· Run Launch.exe from NetBackup installation CD

· Select NetBackup Installation

· Select Start NetBackup Client Installation, click OK.

· Accept licence text, select “Install to this computer only”, click Next.

· Select “Install to this computer only”, click Next.

· Select “Custom”, click Next.

· Uncheck “VERITAS Snapshot Provider” and “NetBackup Documentation”, click Next, Next, Next

· Enter “Master Server Name”: wswcmesa018, click Next, Install.

· Accept system restart with “Yes”.

· After restart confirm installation with „Finish”. NOTE: In some cases installation does not require the restart.
· Install Maintenance Pack 5 for NetBackup:

· Run Setup.exe from NetBackup MP5 installation directory

· Click OK on following screens. The installation is straightforward and there is no need to select any options.

· If prompted, accept system restart with “Yes”.

2.7.3 NetBackup policies configuration

· Configure backup policy on the master server:

· Run NetBackup administration console on the master server or remotely.

· Expand the tree on the left side to “NetBackup Management”, “Policies”

· Right-click “Policies” end select “New Policy” or, alternatively, right-click one of existing policies and select “Copy to New Policy…”

· Enter new policy name, click OK.

· In “Add New Policy” window, “Attributes” tab select appropriate storage unit. For servers connected to FC infrastructure select appropriate storage unit created upon media server software installation. For servers not connected to FC infrastructure (backup over LAN) select “wswcmesa018-hcart2-robot-tld-1”

· On “Schedule” tab click “New” and define backup schedule as appropriate for the server.

· On “Clients” tab click “New” and enter client (server) name.

· On “Backup Selection” tab enter the list of drives and directories to be backed-up as appropriate for the server.

· Click OK.

2.7.4 NetBackup catalog backup.

NetBackup stores all information about backups in its internal database called “catalog”. The catalog is spread across all master and media servers. It is imperative that the catalog is regularly backed-up. Otherwise restoration of the data in case of disaster will not be possible.

· The catalog for NetBackup on Windows-based file servers and GCB application servers (on WSWCMESA018 and other media servers) is backed-up to dedicated tapes after each session of scheduled backup jobs. The backup is taken on dedicated standalone tape drive connected to WSWCMESA019 server, located at Goleszowska, COMMS A, marked as “Catalog”. The catalog backup job is special kind of job defined in NetBackup. There is dedicated set of seven tapes for catalog backup, marked CAT001 Mon – CAT001 Fri, CAT001 – EOM1 and CAT001 EOM2. 
The daily instruction for Weekly Backup Operator is as follows:

· When all backup jobs are finished verify that the catalog backup is also finished and successful. This may be done by checking the mail sent automatically by NetBackup or by checking the backup job status in “Activity Monitor” in NetBackup Administration Console.

· Remove the tape, which have been used for catalog backup from “Catalog” tape drive. 

· Place the tape, which has marking corresponding to the current weekday in “Catalog” tape drive (on Monday use the tape marked CAT001 – Mon etc.)

· Every first day of the month exchange labels between current tape and EOM1 or EOM2 tape. EOM1 tape should be used after “odd” months (Jan, Mar, May, Jul, Sep, Nov). EOM2 tape should be used after “even” months (Feb, Apr, Jun, Aug, Oct, Dec). This way the catalog backups will be available for last week and for two most recent ends of the month.

· The tape removed from the drive should be stored in the safe in SA Team room. 

· The catalog backup for NetBackup on Network Appliance filers (on WSWCMESA008) is initiated manually. There is dedicated set of two tapes for catalog backup marked CAT001 and CAT002. 

The instruction for Weekly Backup Operator is as follows:

· When monthly backup job is finished place appropriate tape in the L20 library. CAT001 should be used after “odd” months (Jan, Mar, May, Jul, Sep, Nov). CAT002 should be used after “even” months (Feb, Apr, Jun, Aug, Oct, Dec).

· In NetBackup Administration Console right-click “Catalog” and select “Configure NetBackup Catalog Backup”. Enter appropriate media ID (CAT001 or CAT002) in “Media ID:” field, confirm OK.

· Right-click “Catalog” and select “Backup NetBackup Catalog”, confirm OK.

· Wait until catalog backup is finished. The job may be monitored in “Activity Monitor”.

Weekly Backup Operator

Every Monday one of SA Team members is assigned as a Weekly Backup Operator (WBO). WBO is responsible for all backup and restore operations and tape handling in Goleszowska and Senatorska buildings. 

In case WBO is absent, CSAT manager assigns other SA Team member as a WBO for the time of absence.
3 Tapes Management

In any point of time the tapes for Wintel servers and NetApp filers may be in one of the following locations:

· G1 - the fireproof safe in SA Team room at Goleszowska,

· A1,A2 - the fireproof safes in archive (-1.068) room at Goleszowska,

· S1 - the fireproof safe in CGTI server room at Senatorska,

· L40 - tape library in CGTI server room at Senatorska,

· L700 - tape library in CGTI server room at Senatorska,

· L20 - tape library in “CGTI server room” at Senatorska,

All daily-circulating tapes for Wintel servers are stored in L700 library. EOM tapes are stored in S1 safe.
There are no daily-circulating tapes for NetApp filers. Only EOM backups are taken and all tapes used become archival EOM tapes and stored in S1 safe.

The daily instruction for WBO is as follows:

· In the morning check the status of the backups.
· Check the list of tapes in L700 library. Check the number of empty tapes, which should be big enough for next overnight backup. Empty tapes can by identified by “Time assigned” parameter in “Media” list within NetBackup Administration Console. For empty tapes “Time assigned” parameter is blank. All tapes, which have “Time assigned” set, contain valid backup images.
· If there are no enough empty tapes in L700 library, add new tapes to the library. If there are no enough free slots in the library, move latest EOM tapes from library to S1 safe.

· If tapes were added or removed from/to library, activate “Inventory robot” function in NetBackup Administration console and verify the results. 

· Remove the tape, which has been used for previous overnight backup (GCBSenBackups pool) from standalone tape drive connected to WSWCMESA019 server at Goleszowska and place it in G1 safe.
WBO needs to take additional steps for end-of-month backups. End-of-month backup is full backup taken during the last weekend of the month or first weekend of next month, whichever is closer to the last day of the month. 

For Wintel servers:

· On Monday morning after EOM weekend identify all tapes used for the backup. 

· Change the description of the tape in NetBackup Administration Console. The default description is “Added by NetBackup”, it should be changed to “EOM_Month_Year” (for example “EOM_Oct_2006”).

For NetApp filers:

· On the first working day of the month rename the “nightly” snapshot taken at noon on the last day of the month to “EOM_backup”. Raise VT ticket for that.
· Fill all slots of the tape library L20 with new, empty tapes.

· Using NetBackup Administration Console on wswcmesa008 master server activate “Inventory robot” function and verify the results. If any errors occurred, run “Inventory robot” again.
· Verify configuration of backup policies and start them manually.

· When backup jobs are finished, which may take two days, all SA Team members are notified with mail.

· Remove all tapes from L20 library and place them in S1 safe. 

4 Tapes Transportation

In normal situation there should be no need to transport tapes between locations, because all backups are taken in different location than production data resides. If one-time transport is required, it should be arranged with strict accordance to ETM policies.
5 Tapes Readability Test

Tape readability tests are performed on monthly basis. 

· Take randomly selected tape from the safe.
· Identify, using NetBackup Administration Console, what server backup is stored on the tape and what is the date of that backup.
· Place the tape in the library and restore randomly selected file to any temporary location.
· Verify that restored file is readable.
· Delete restored file.
· Remove the tape from the library and place it back in the safe.
· Prepare the “Tapes Readability Test Results Memo” with the information about: 

· Tape ID

· Server name

· Backup date

· Full path to the restored file and the file name.

· Test results.

· Sign the memo and give to SATeam manager for approval.

If any regular, user-requested file restore is performed in the last month, it is assumed that tape readability test was successfully performed and no additional activity is required. The Virtual Request ticket and restore information entry in NetBackup logs are test evidence in this case.

6 Tapes Destruction

All backup tapes, which are identified as unreadable, mechanically damaged or passed its retention level, should be destroyed. This is done in cooperation with Warsaw Regional Data Centre. The tapes to be destroyed are collected and periodically delivered to WRDC. The delivery protocol is prepared and signed by both parties. Then the tapes are destroyed according to WRDC internal procedures.

7 Tapes Inventory Verification

Tapes inventory is verified semi-annually.

· Prepare the printout of the media list from both installations on Veritas NetBackup.
· Obtain the results of previous tape inventory verification.
· Check the contents of all safes at Goleszowska and Senatorska and compare to NetBackup database and previous Tape Inventory Verification results.
· If the tapes are stored in sealed containers or sealed safes and the seal was not broken since the previous verification then Tape Inventory Verification may be omitted for this container/safe and previous results considered current.
· Investigate all discrepancies between actual contents of the safes and the results of previous check and NetBackup inventory (if any).
· Prepare the report and present it to SA Team manager for verification and approval.
Reporting

Each backup system has its own reporting facility, which is used to check the status of overnight backups. Backup status should be checked and reported in “Morning Check Report” every morning by SA Team member who works on the morning shift. 

Additionally, to ensure that the data replicated with Legato RepliStor from remote branch servers to central backup server is complete and consistent, the replication process needs to be monitored.

The details how to check and report backup status for each backup system are described below.

7.1 NB on Windows-based file servers and GCB application servers.

· Check the report file “NetBackup_yyyy_mmm_dd.rtf” located at G:\!TestPoranny\Backup. The report file is created when “G:\!TestPoranny\backup_test.cmd” is run by SA on morning shift. The file contains the information about status of last backup on each server and NetBackup catalog backup.

· Alternatively, check the contents of your mailbox. NetBackup Master Server sends a mail to *EM PL TI DCSA group at backup job end. The mail contains backup job details and its final status.

· Alternatively: Open NetBackup Administration Console. The status of backup jobs may be checked in “Activity Monitor” window.

· Status 0 means that the backup has been successfully completed. No further action required.

· Status 1 means that some files has not been backed-up. The list of files skipped can be found in job details in NB Administration Console. Usually they are PST files left open by users.

· Other statuses indicate some problems. Using NB Administration Console identify the reason of the problem and take appropriate corrective action.

· Note backup statuses in G:\!TestPoranny\Backup\!BackupSummary.xls
7.2 NB on Network Appliance filers.

· To check the status of monthly backup open NetBackup Administration Console. The status of most recent backup jobs may be checked in “Activity Monitor” window.

· Status 0 means that the backup has been successfully completed. No further action required.

· Other statuses indicate some problems. Using NB Administration Console identify the reason of the problem and take appropriate corrective action.

· To check the status of older monthly backups run “Client Backups” report in “NetBackup Management->Reports”.

Restores

SA Team members perform data restores upon Virtual Request raised by user and approved by user’s manager.  

The details how to restore the data on each backup system are described below.

7.3 NB on Windows-based file servers and GCB application servers.

· Open “Backup, Archive and Restore” program. It may be run on any NetBackup Client server or workstation.

· Select “File>Specify NetBackup Machines and Policy Type”  

· On “Servers” tab select WSWCMESA018 and click “Make Current”.

· On “Source Clients” tab select the server, from which the data will be restored and click “Make Current”. If the server is not on the list, enter the name in “New Client Name” field and click “Add”.

· On “Destination Clients” tab select the server, to which the data will be restored and click “Make Current” (usually it is the same server as source server). If the server is not on the list, enter the name in “New Client Name” field and click “Add”.

· Confirm with OK.

· The list of the backups for the selected client will appear. Select appropriate date as per request. Browse the tree down to the required directory. Mark files and directories to be restored.

· Select “Actions>Start Restore of Marked Files”

· In “Restore Marked Files” window specify the destination of restored files (original or different location) and restore options. Click “Start Restore”.

· When the restore is initiated, a message appears. When “Yes” is selected in message window, Restore status window opens. In “Progress” field note the list of tapes required for the restore. If the tapes are not present in the library, the restore process waits for them.

· If required tapes are not present in the library open NetBackup Administrative console. In “Activity Monitor” right-click active restore task and select “Suspend job”.

· Send the mail to WBO with the list of the tapes required for restore and wait until they are placed in the library.

· When the tapes are in the library, right-click restore task in “Activity Monitor” and select “Resume job”.

· When the restore is completed, verify the results in job details. Close “Backup, Archive and Restore” program.

· Notify WBO that the tapes may be removed from the library.

· For the very old EOM backups stored in archive (A1, A2 safes) the restore should be done using standalone tape drive connected to WSWCMESA019 server.

7.4 NB on Network Appliance filers.

· Open “Backup, Archive and Restore” program on WSWCMESA008 server.

· Select “File>Specify NetBackup Machines and Policy Type”  

· On “Servers” tab verify that WSWCMESA008 is marked CURRENT. If not select it and click “Make Current”.

· On “Source Clients” tab select the DR filer, from which the data will be restored and click “Make Current”. If the server is not on the list, enter the name in “New Client Name” field and click “Add”.

· On “Destination Clients” tab select the server, to which the data will be restored (usually production filer) and click “Make Current”. If the server is not on the list, enter the name in “New Client Name” field and click “Add”.

· Confirm with OK.

· The list of the backups for the selected client will appear. Select appropriate date as per request. Browse the tree down to the required directory. Mark files and directories to be restored.

· Select “Actions>Start Restore of Marked Files”

· In “Restore Marked Files” window specify the destination of restored files. Different location has to be selected, because original location (DR filer volumes) is not writeable. Click “Start Restore”.

· When the restore is initiated, a message appears. When “Yes” is selected in message window, Restore status window opens. In “Progress” field note the list of tapes required for the restore. Usually the tapes are not present in the library and the restore process waits for them.

· Open NetBackup Administrative console. In “Activity Monitor” right-click active restore task and select “Suspend job”.

· Send the mail to WBO with the list of the tapes required for restore and wait until they are placed in the library.

· When the tapes are in the library, right-click restore task in “Activity Monitor” and select “Resume job”.

· When the restore is completed, verify the results in job details. Close “Backup, Archive and Restore” program.

· Notify WBO that the tapes may be removed from the library.
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