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1 Introduction

This guide details the core tasks and procedures for maintaining the Distributed Backups Infrastructure within Citigroup in London. The document constitutes the level III CITMP manual.

1.1 Audience

Backup System Administrators and TI management in London.

1.2 Scope

Sufficient technical expertise with MS Windows, UNIX and the Networker product from Legato are assumed within this guide, and commands are not detailed here except for more specialised areas. The build and engineering documents can also be referenced for detailed hardware design, if available.  For new starters, it guide should be used in conjunction with system walk-throughs by established team members, or the team leader.
1.3 References

Three principle workload and trouble ticketing systems are currently in use, and this manual refers to them as follows:

VT
Virtual Tech.  This is a problem management application but it is also used to request work.

The queue name for the Backups team is UK Infrastructure Backups Support.

Go to https://virtualtech.eur.nsroot.net/
Virtual Task
This is a task scheduler and is part of Virtual Tech.  This queue name is the same as that for Virtual Tech.

For change management, the Infoman system is used.  There is a web interface to this with full instructions at:  http://infoman.citigroup.net/
Backup information for users and System Administrators is located on the SATS (UNIX) web site at the following location: https://webfarm.europe.citigroup.net/satsuweb/ 

The document refers to the group email alias. This DL is currently *GT UK Backup System Administrators
The shared area for the team is a CIFS share provided by other support groups.  It is currently configured as \\ldnctinas001\gte_761_Backup although the location may change.

2 Overview

The Distributed Backup Infrastructure in London uses the Networker software from Legato. The server hardware is implemented on SPARC servers running Solaris 8 from Sun Microsystems. The storage hardware is StorageTEK L series jukeboxes. All SOE systems for which there is a Networker client agent can use the infrastructure for backups, with the exception of Network Appliance hardware, which uses a Networker implementation of the NDMP protocol.

The Backup Infrastructure is installed at the two main data centre sites: Riverdale Data Centre (RDC) and Citigroup Centre (CGC). These two sites are configured as individual Networker zones. The Backup Infrastructure at RDC performs backups for production systems at the main production site at CGC. The infrastructure at CGC backs up servers at RDC, largely development and UAT servers. This arrangement provides offsite backups, which are then available in the event of a COB invocation - although individual COB arrangements cannot depend on the Backup Infrastructure in order to implement COB.  Also, this cross site backup policy is only appropriate for production servers.  In the event of the loss of a data centre building, the remaining backup server will act as the COB backup infrastructure for surviving and replacement production servers.  The Backups team will add any new servers to the backups as and when requested by the supporting SA groups as these servers come online.

Citigroup also has a substantial Network Appliance installation, and the DR servers for all productions filers are located at RDC.  These servers attach directly to the tape Backup infrastructure at RDC which carries all backup data for the filers exclusively.
All media for both backup locations is stored at RDC initially before being shipped to a third party storage facility, which is monitored by Media Operations group. The responsibility for importing and exporting media from all jukeboxes is the Backups team. All problems with the Distributed Backups Infrastructure are owned and managed by this team.

The Media Operations team in RDC physically handle and transport all media, including loading tape cartridges into the jukeboxes at both sites as directed by the Backups team. The responsibility of keeping the jukeboxes supplied with the correct media and directing the Media Operations team to load the correct media is entirely the responsibility of this team. To this end, all cartridge label conventions must be appropriate for the media pools required, as these labels are the only reference used by Media Operations.

2.1 Riverdale Data Centre

The main production data centre installation is Citigroup Centre in Canary Wharf. The backup infrastructure location for this is the Riverdale Data Centre (RDC) at Lewisham. The RDC comprises eight L700 jukeboxes each with LTO1 tape drives. The number of drives per jukebox varies. Two of the jukeboxes are used exclusively for NDMP backups, and the remaining six are used for backing up distributed systems located in CGC, see section 3.1. There are two Networker servers at RDC, one called offbacka which runs version 6.1.4 for distributed systems, and one called nasbackv1, which is clustered, and runs version 7.1.3.  The server nasbackv1 controls the NDMP backups.

2.2 Citigroup Centre

The Backup Infrastructure located at Citigroup Centre is used to backup the distributed systems located at RDC, mainly development and UAT machines. There is a single Networker 6.1.x server at CGC called olibackc which controls three storage nodes, each of which has an L700 attached, complete with LTO1 tape drives. All tapes ejected from the CGC jukeboxes are stored at RDC. The Media Operations team generally make one visit per day to CGC from RDC in order to carry out media requests from the Backups BAU team, so it is important that they receive media requests for CGC in the morning.  These is a virtual task to manage this, id or identity number 70598.

The Networker 5 legacy servers are also located at CGC. The old production server was esus, which was replaced by offbacka. The old development/UAT server was gaia, which has been replaced by olibackc. All remaining media for restores for clients backed up by these servers is in DLT4 format, and the L1000 jukeboxes are located in the same cabinet as the servers.  These jukeboxes are normally kept empty of media.

3 Media

All current media used is LTO1 and 2 format. The media is purchased pre-labelled by the vendor with the labels corresponding to the media pools used, as detailed below.  The supply of media is monitored on a weekly basis and any purchases for media need to be arranged six weeks in advance by management.  New media is held by the vendor until drawn upon by Citigroup as required. There is a virtual task for this under id 94552.
Currently, six retention policies are used. These retention policies are implemented by using separate pools within Networker and this is currently subject to review. Note that, in some cases, different retention periods have the same pools and also not all pools are used at both sites. When the retention period for a particular tape has expired, that tape is either overwritten or destroyed. The destruction of any media is the responsibility of the Media Operations group. The Backups team will advise them by raising a VT detailing which tapes need to be destroyed. The retention periods and pools are as follows:

shorterm


eight week retention, the label prefix is LS or CS
NearLine 


three year retention, the label prefix is LN and CN

nas3y



NetApp only pool for three year retention, label prefix NA

sun3y



NetApp only LTO2 pool for three year retention, label prefix N3

sun14y


NetApp only LTO2 pool for fourteen year retention label prefix NE

7YearArchive 

normally 7 year retention, the label prefix is L7 or C7

14year


label prefix is LE or CL
Exchange14day 

two week retention, the label prefix is CE
etuk



This media is shipped to the U.S, the label prefix is ET
esuk



This media is shipped to the U.S, the label prefix is ES
Generally, RDC media is prefixed with L (for Lewisham) and CGC media is prefixed C. The different pools are generally used as follows:

etuk 



MS Exchange server backups which hold emails of users who trade on





US exchanges.  These backups usually run on a Thursday

esuk 



Same as etuk.  These backups usually run on a Sunday.

It is the responsibility of the application owners and individual server administrators to advise the Backups team of the data retention requirements for particular servers. The retention period for all servers is published on a publicly viewable web page (see section 4.3).

Media management of all jukeboxes can be done using the appropriate Networker commands. Alternatively, there are some perl scripts installed on all the servers which simplify this process. All scripts are owned by the user legato and are installed within the home area of these servers. These scripts are executable by users who can log onto the storage nodes and have UNIX group 14 membership. The scripts are called import_tapes.plx and eject_oldest_tapes.plx and need the appropriate arguments. These scripts enable the media supplies in the jukeboxes to be maintained at the appropriate levels. The media levels required are sufficient for two nights backups per jukebox and a minimum level of empty cells.

An automated email is sent out twice a day at 0900 and 1500 from the legato account on the Networker servers. This email is sent to the group alias and details both the available tapes per media pool and the free cells per jukebox. From this information, tapes are ejected as appropriate and requests are sent to the media operations group at *GT_UK_Media Ops asking for tapes to be loaded with the appropriate labels for the pools required.

3.1 RDC Infrastructure

The jukeboxes used at RDC and their corresponding pools are as follows:

	offbackb
	14year, 7YearArchive and shorterm

	offbackh
	14year, 7YearArchive and shorterm

	rjb02
	14year, 7YearArchive, NearLine and shorterm

	offbackj
	14year and shorterm

	offbackk
	14year and shorterm

	offbacke
	nas3y, sun3y, sun14y

	offbackl
	nas3y, sun3y, sun14y


The server offbackg is the storage node for offbacka itself, so all indexes are directed to this jukebox. Note that no indexes should be saved for any savegroups in the shorterm pool. Tapes for the shorterm pool are maintained in the jukebox offbackg but this is just for error protection; they are not used for backing up data. Any data written to this pool is usually discarded after the fault has been corrected.  Because the server offbackg writes all index data, jukebox failures for this server are far more critical than others and should be treated as such when prioritising work.

3.2 CGC infrastructure

The jukeboxes used at CGC and their corresponding pools are as follows:

	cjb01
	7YearArchive, NearLine and shorterm

	olibackd
	7YearArchive, NearLine and shorterm

	cjb03
	14year, 7YearArchive, NearLine, shorterm, etuk and esuk


Media management for CGC is the same as for RDC and is also controlled by the same virtual task.  Media for the etuk and esuk pools is treated differently however, as there is a requirement to ship these tapes to the US once a week. Every Wednesday, the tapes written in the previous seven days to these pools are ejected and collected by the Media Operations team. In addition to this, an email detailing the location of individual servers on the tapes is generated by running the script mail_us_manifest.plx on the server olibackc. The collection and despatching of the media is handled by the Media Operations group.  There is a virtual task for this under id 70632.

4 Reporting

All automated reporting is through perl scripts using standard Networker commands. They are run from the crontab of the legato user on all the backup servers.  All the scripts used are located in the home area of the legato user.

4.1 Capacity

An email is sent from the legato account on the backup servers detailing the amount of data backed up by jukebox, pool and backup level. This achieves the following objectives:

1. Capacity reporting and forecasting

2. Load balancing between jukeboxes

Load balancing is done manually when required by monitoring the information presented in the email. The objective is to maintain an even distribution of media usage across all jukeboxes where possible so that all media remains in the jukeboxes for at least eight weeks. This greatly assists the business as data can then be retrieved promptly in most cases without operator intervention.
The data from the reports is entered into a spreadsheet located in the shared area.  There is a task to update the spreadsheet under id 70599.

This spreadsheet is used to predict and budget for overall backup growth within the organisation and to forecast tape media purchases.

4.2 Failures

Failure reporting depends upon the contents of the database of clients maintained by the Backups BAU team. This database is the main reference used for checking the status of all servers backed up by Networker in London. See section 5 for more operational details.

The automated backup failure report is generated by a perl script which is run from the crontab of the legato user. The script is called check_overnights.plx and is located on offbacka. The report lists client backup failures across all Networker zones in London and inconsistencies between the database records and the clients configured in the Networker application.  In order to make the database information available for the reporting script to reference, follow the procedure below:

1. Map the samba share \\offbacka\legato to the local Q: drive.

2. Open Access, in the Client_Data_Main window, select the Queries tab.

3. Highlight the all_active query and open it.

4. On the main window, pull down on File and select “Save As/Export”.

5. Save the report as type text file in the Q: drive but do not tick the “Save Formatted” box.

6. Overwrite the existing file if prompted.

7. Click the Export button and then select the Delimited button.

8. Click Next and then select the space delimiter with none as the text qualifier.

Section 5.4 details the procedure for informing TI generally of backup failures.

4.3 Client Web Site

A web page needs to be updated at least weekly by the Backups BAU team to enable all interested parties to verify that particular servers for which they are responsible have appropriate backups and that the data is retained for the correct time period, as described in section 3. This web page is created from the database and then manually edited. To create this web page, follow the steps below:

1. Open Access, in the Client_Data_Main window, select the Queries tab.

2. Highlight the “Active clients with pool” query and open it. Check the report.

3. Then, on the main window, pull down on File and select Save HTML.

4. Click Next

5. Select the Queries tab and check “Active clients with pool” then click Next

6. Click Next

7. Click Next

8. Select a temp folder to use as the publication folder. Click Next

9. Click Next

10. Click Finish

There should now be an HTML file in the nominated folder called “Active clients with pool”. This now needs to be changed with a text editor to make the retention information clearer. Then it needs to be saved and uploaded to the SATSUWEB web site. To do this, use an appropriate Windows text and/or HTML editor and make the following changes:

1. Change the TITLE and TABLE tag contents to “Legato clients: <date>”, where <date is the current date, for example: “Legato clients: 24th May 2004” and change the words machine to Server and Pool to Retention.

2. Check the rendered page for any errors and correct if required.

3. Save the file in ddmmyy.html format.

4. Go to the SATSUWEB web page and log in to the SA Home page.

5. Go to the document library page and click on Backups.

6. Edit the document “Active servers in Legato”, and submit the new document created above and increment the version number.  Click Submit Changes.

7. The document is now submitted but needs approval.  Go to the document library as in (5) above and click on the “Updates Pending” of the document just loaded.

8. Check the document and click Approve.

https://webfarm.europe.citigroup.net/satsuweb/document_library.jsp 

4.4
LCPM Resourcing Check
An LCPM resourcing check is performed monthly to evaluate Effective FTE (full time employees) required to track volume of work and FTEs required. The spreadsheets are stored in the Backups shared area in the Capacity Planning folder and are covered by Virtual Task ID 100715 (see section 7.1).

5 Client Operations

Networker clients are recorded in an Access database maintained by the Backups team. Any relevant changes to client configurations must be accurately reflected there. The database can be found within the group share, or elsewhere depending on the progress of other work on reporting.  Consult other team members or the team leader if required.

Information is entered into the database using the forms provided. All fields are required except the schedule information. Some early client entries do not contain some data, as they pre-dated the use of the database.

5.1 Adding

5.1.1 Creating Clients

Requests to back up servers or change retention periods are received in the form of a VT tickets. There must also be a completed backup request form received from the data owners.  All parties must ensure the form is completed correctly and has approval from the appropriate SMT or nominated deputy, if applicable.  Information and contact details are given in the form itself, which is located on the SATS (UNIX) web site. The VtTis received with the Backups Request Form and all approval emails attached. This VT number is logged in the Backups access database when the request is carried out for traceability. The procedure to add them to the backups schedule is then carried out as follows:
Make sure the server is pingable (if not update and close VT, tell them to reopen once server is pingable).

Make sure server is in TAS: http://tas.ny.ssmb.com/tas/system_info/search/global_search.asp 
(if if not update and close VT, tell them to reopen once server is in TAS).

Make sure NW client on server is contactable (rpcinfo -t <host> 390113 from the backup server) (if if not update and close VT, tell them to reopen once client software is configured properly).
Check in TAS where the server is located. Production clients at CGC are added to offbacka Networker server, production clients at RDC are added to olibackc. Any servers not located in these datacentres must not be backed up.
Add the client in Networker GUI. offbacka if server is in CGC, olibackc if server is in RDC (from TAS).Configure name/schedule/browsepolicy/retentionpolicy/dirctive/group/saveset/storagenode as appropriate. Choose one of the schedules in the form “w4d4 Sat” (unless otherwise specified in form). All backups are governed using the integrated scheduler within the Networker application.  This allows for one full backup every twenty eight days, with a differential backup on the intervening seventh day, and incrementals for all other days.  All servers backed up by Networker currently back up every day. Then set the browse policy to 8 weeks. Set the retention policy as requested by the data owner on the form.

Add the client to a group which is in the correct pool. The naming conventions of all savegroups should reflect the start time and which pool they are in.  Select the appropriate start time, depending on the estimated size of the server and any user or technical requirements.
Set the Save Set as All unless the client is a cluster or specific save sets are requested.
Set the Storage Node using the following table:

	offbackb
	offbackb-215 or offbackb-216
	shorterm(LS) 7YearArchive(L7) and 14Years(LE)

	offbackh
	offbackh only
	shorterm(LS) 7YearArchive(L7) and 14Years(LE)

	offbackf
	offbackf-215 or offbackf-216
	All (but avoid as used primarily for indexes)

	offbackg
	offbackg-215 or offbackg-216
	All (but avoid as used primarily for indexes)

	offbackj
	offbackj-215 or offbackj-216
	shorterm(LS)  and 14year(LE)

	offbackk
	offbackk-214 or offbackk-215
	shorterm(LS)  and 14year(LE)

	olibackp
	olibackp-144 or olibackp-145
	shorterm(CS) 3 years(CN) 7YearArchive(C7)

	olibackd
	olibackd-144 or olibackd-145
	shorterm(CS) 3 years(CN) 7YearArchive(C7)

	olibacko
	olibacko-26 or olibacko-27
	All plus US Exchange


5.1.2 Testing New Clients

After the client has been added to Networker it must be tested as detailed below:

1. Add the new client to the relevant test group in addition to its production group.
2. Run the following command to probe the client to test that communication between the server and the client is working and to obtain the IP addresses of any additional interfaces on the machine:  savegrp -p -v -c <host name> <test group>

3. Add the hostnames of any additional interfaces to the Aliases field so that the backup will work whichever interface is used.

4. Run an actual save to check the backup is configured properly and writes at an appropriate speed (monitored from the Networker GUI) of at lease 2MB/sec using: savegrp –I –c <host name> <test group>

5. If the test backup cannot be made to work or if the average backup speed over a ten minute period is less than about 2MB/sec then client cannot be added to a production savegroup. The SA who requested the addition is informed and the client is removed from the production and test group and put into the decommissioned group. A note is made in the database and in the appropriate ticketing system.

6. If the test backup runs successfully (it does not need to be left to complete once the speed has been tested), it is removed from the test group.

5.1.3
   Add New Client to Access Database
Add the relevant entry to the Access Database to reflect what has been configured in Networker and the relevant details from TAS. 

GTE_761_Backup on 'Ldncrpsf004:\Backups_Client_Database\Client_Data_Main.mdb
5.2 Removing Clients

Requests to decommission servers are received as a VT tickets. Use the following procedure:

1. Move the client to the decommissioned group.

2. Update the database.

3. Update and close the relevant ticket.

5.3 Renaming

Requests to rename servers are received as a VT tickets. Use the following procedure:

1. Check existing index is intact by running: nsrck –L6 <old client name>

2. Rename old client index directory to new name: mv <old client> <new client>

3. Get and note old client ID by running the appropriate mminfo command: mminfo –s <backup server> -q “client=<old client>,savetime><recent date>” –r clientid
4. Note the old client details (schedule, storage node & retention policy)

5. Create new client definition with the original clientid entered in the form and the old details.

6. Rename old name to new name in access database and put old name in previous name field.

5.4 Client Failures

The stability and reliability of the Backups environment depends upon strict failure management.  Generally, no failing clients are removed from the backup system unless they are considered a risk to the environment as a whole, or if they has failed for ten consecutive days.  For clients that fall into this category, the details must be raised with SATS (UNIX) management.  If they are removed, this must be clearly stated in the relevant VT ticket and confirmed via email.

5.4.1 Daily Report

Client failures are checked and reported every morning by manually compiling an email.  This is a procedure tracked using virtual task under the id 70456.  An automated Client Failure List is emailed to the group at regular intervals in the morning from the legato user on offbacka. This email is used as the basis for assessing the state of the backups from the previous night.  Note that it is a guide only and should always be examined in conjunction with the reports from the Networker application and inspection of the GUI windows.

Before a client failure declared, it is worth performing a number of the following basic checks. These will indicate whether it is worth attempting to re-run the backup for the client in question, in which case it would not need to be added to the Daily Failure Report if successful:

1. Check if the server is pingable

2. Check if Networker is running on the client

3. Check the savegroup completion report for the client or the Networker GUI and take any steps possible to rectify the problem on the backup server if applicable.

4. Check the daemon.log file for any other details or errors.

If the problem can be resolved with the above tests then the savegroup can be re-run as long as there is no “x” character in the savegroup name as these groups should not be re-run for operational reasons.

If the server has been renamed or decommissioned, the support team is requested to raise a VT ticket to the Backup BAU team to this effect or refer to an existing ticket.

The Client Failure List automated report also highlights any clients that are backed up but have not been recorded in the database. This should be rectified immediately by adding them to the database.  Conversely, if a client has been added to the database but not configured to back up it is listed as a failure.

If all the basic checks above do not resolve the failure for an individual client, then the following procedure must be followed.

1. Check for “stuck” savegroups where the backups are running but there are no client sessions visible.  Stop these groups and restart them if possible.

2. For the MS Exchange servers email exchange group with re-starts and over running MS Exchange backups

3. For each client that fails again, raise VT with short, clear summary, for example:

Backup failure: ukefsprsa02 (restart nsrexecd service)

Backup failure: ukfxuafox01 (check system date)

Backup failure: tcedlwebprod01 (unpingable)

4. Include client name and VT in failure report.

5. For servers that have failed for two consecutive days, highlight the server name in red.

6. Put client and VT number in the failures spreadsheet in shared area.

7. Email failure report to the group alias and bcc: *GT EU Backups Report and move to the public email folder when received.  Use previous emails as a template.

5.4.2 Late failures

For overrunning backups, assess whether the backup is likely to complete before 1730.  If there is a chance that it will, leave the backup to run its course.  If the client will clearly not complete in the time remaining before 1730, kill the backup and raise a VT to the support group detailing the problem, see section 5.4.1 for this procedure.  This is usually but not always one or more of the following:

· Server disk capacity is too large.

· Network interface too slow or misconfigured.

· Server filesystem is faulty or too dense.

Over-running or hanging clients risk to the stability of the backup system as a whole and must be dealt with in a timely manner.  There is a virtual task that covers this check under id 70599.  This is assigned to the late shift.

5.5 Data Recovery

5.5.1 Entitlements and permissions

The privileges to recover data to the original backup client are integrated within the Networker product for the native owners of the data as governed by the filesystem permissions on the host in question. The access to these is host-controlled and monitored by the relevant SATS teams and standard SOE autentication procedures. Some remote access privileges are required in order to configure cluster backups correctly, but these use the built in accounts for the clustered system and are again controlled by access procedures to the client machines. Thus the validity of restore activity 

The access to data backed up on another server by a user account to perform remote restores to a machine other than the original backup clent is controlled by the Networker application and administered by the Backups team.  Requests for remote restore permissions are raised to the Backup team using VT. The changes are recorded in a spreadsheet maintained in the shared area before being granted.  These privileges are then reviewed on a weekly basis and purged if they have been in place for more than four weeks without a request to extend.  The maximum period a single request can cover is six months.  There is a virtual task “Remote Restore Log Entitlement Review” to cover this activity under id 70637. In this way the validity of restore activity is ensured and controlled using entitlement review processes.

5.5.2 Client agent recovers

All data recovers from tape are carried out by the SATS staff or the data owners for the server in question, with the exception of NDMP recovers. In most cases, no intervention from the Backups team is required. The data owners and the server administrators must work together in order to ascertain the location of the data. The Backups BAU team do not record the type or nature of the data on any servers which are backed up, except at a very general level.

All servers, with the exception of Exchange servers and Filers, have a browse policy of eight weeks. The Backups team will endeavour to maintain all media online for this period as a minimum so no intervention by others is required to complete a restore. If data needs to be recovered for a period earlier than this, then the relevant SATS group will request via VT that the index information is retrieved for the period required. The nsrck -L7 command is used by the Backup Administrators to do this. If this does not work, or is not available, the scanner command is used. Note that only the scanner command can be used on Networker 5.x servers. Any further media required to complete the restore will be requested by the Backups team to the Media Operations team.

5.5.3 NDMP data recovers

Data recovers from the Network Appliance filers must be done by the Backup Team and are requested through VT. The requests are received from the user’s support team. They must provide the qtree the data resides on and the location of the data within plus the date.

The user base often request .pst file recovers. Each filer backs up .pst files once a week in a 24 hour period from 1200 hours on a nominated day, so the following table must be referenced when recovering this type of file:

	ldnctinas004dr / ldnctinas006dr
	Monday

	nasldn01dr / ldnctinas007dr
	Tuesday

	nasldn02dr / ldnctinas008dr
	Wednesday

	nasldn03dr / ldnctinas009dr
	Thursday

	ldnctinas005dr
	Friday


The relationship between the customer path and the backup path can be found on the web site of the relevant SA team that support the filers.

Data can be recovered using the interactive recover program or the nsrndmp_recover command. It is important to bear in mind that the filers backed up are read only, so all data must be recovered to the production filers.

Example:

% scsudo root nsrndmp_recover -c nasldn02dr –s offbacka –S 123456789  –m ldnctinas020::/vol/ldnv01/eurqt02/ /vol/ldn10v01dr/crpq26/.snapshot/hourly.0/data_grp/

Note the –m argument. When using the interactive recover program, the same syntax must be used to relocate the data. If the data cannot be written to the original production location, then a single qtree can be used to recover data and enable the user to select the required information. The qtree location is as follows:

ldnctinas020::/vo/ldnv01/eurqt02

When the data has been recovered, its location must be verified with the NAS team.  If this is confirmed, then they require a VT ticket instructing them to make the appropriate share available.

It is important that the customer retrieve their files in a timely fashion due to the space limitation for recovers. The customer must inform the Backups team to say they have picked up their data so that the VT ticket can be closed. Then inform the NAS team to delete the recovered data.

5.6 Data Retention

5.6.1 Retention Period Reconciliation Checks

It is very important that the correct retention period is applied to servers backed up on the Networker infrastructure so that it complies with regulatory requirements. There is a perceived need to ensure that what is held in the Networker configuration can be correlated with traceable requests from the business. To this end, the following procedure is in place and is covered by Virtual Task 70599 “Resolve late failures and over running backups and perform Reconciliation Check for any Retention Changes”:

A request for a new server backup or change in retention period to an existing server backup is received from the business via their system administration team with the correct approvals attached (see section 5.1.1). The retention period is added or modified as appropriate in the Legato Networker configuration. This is also recorded with the VT number of the request in the backups access database by the backups team. Every day, the Backups Report script runs and checks the retention period for all registered backup clients and emails output to the backups team detailing:

1. ALL changes to retention periods in the Legato configuration, if any, that have been made (i.e new client additions and changes to retention period of existing client definitions) since the last time the script was run on the preceding day.

2. Any inconsistencies between the retention period in effect in the Legato configuration and the access database.

The backups team are then required to review any changes that there have been by confirming that the retention period applied is that which was requested and approved in the Backups Request Form. They would also be able to resolve any inconsistencies between the configuration and the access database due to manual error by going back to the original form in the VT request and adjusting as appropriate to ensure that the retention period requested is in force.

These requirements are applied under virtual task 70599 line items: 

Resolve any Duplicates; Unknown Clients; Retention and Saveset Inconsistencies 

Perform Reconciliation Check for any Retention Changes check server in access and confirm VT with form and approvals
6 General maintenance

Many known error conditions within the Backup environment are captured by the standard monitoring tools within Citigroup. In the event of fatal hardware or software failures on the servers, console access is available from /home/sa/admin/bin/console <server> on the gtecompute machines. This is done via safeword authentication in accordance with corporate procedures.  For less serious problems, daily inspection of the application GUIs, savegroup emails and sift emails are required, supported by tests where applicable.  There is a virtual task for this under id 70590 which is completed daily, see section 6.5.

6.1 Hardware Problems

6.1.1 Disk Management

ODS (Solaris Disksuite) is used across the backup servers and storage node for disk management on the internal disks (and Veritas Volume Manager on the external disks on the Networker servers). Normal recovery and maintenance commands should be used as appropriate.

6.1.2 T3 Disk Arrays

The Networker server offbacka has a Sun StorEdge T3 Disk Trays pair attached, master and slave.  These devices have out of band maintenance and are managed over an independent network interface.  The device name to telnet to is olibackc-t3.  Indexes are written to these disk units where they are browseable for 8 weeks. This metadata would be far too large if indexes were kept for any longer, so they are purged.  Indexes are available for recover from tape for all backups except those to the shorterm pool.  See section 5.5
The server offbacka has one T3 comprised of two RAID5 arrays u1 + u2:

u1d1-u1d8 uid9 standby = raid volume v0

u1d1-u1d8 uid9 standby = raid volume v1

At the time of version 0.8 of this document, the master and slave volumes are mirrored using VxVM.

Commonly used maintenance commands for the T3s are:

fru stat 

fru list

vol stat

vol list

vol mode

proc list

set

Please see the StorEdge T3 Disk Tray Administrator Guide for further details.

The disks are hot swappable, so if a disk fails a VT should be raised to London Sun Hardware asking them to swap out the failed disk.  This must be done in a timely manner, as this array holds critical Networker application media history.

6.1.3 Tape Drive Failures

Tape drive failures are monitored by both SIFT and the Networker application and appropriate emails are sent to the group alias. When Networker has a problem loading or unloading a tape from a drive, it will retry for a defined number of times and will then automatically disable the drive, put it in service mode and send an email notification. This can be due to either a problem with the tape or a problem with the drive itself. In order to resolve the problem, follow the process below:

1. Use Horizon Monitor (see section 6.1.4) to view the tape drive and ascertain whether there is a tape in the drive, make a note of the label if there is (append the tape label to the subject of the relevant notification email in the shared folder).

2. If there is a tape stuck in the drive, try and eject it using the following:

3. nsrjb -H -j <storage node> -s <networker server>, if this doesn't work:

4. log intio the storage node and try manually rewinding the drive, the try (3) again.  If this doesn’t work:

5. Ask the Media Ops to press the eject button on the drive, if this doesn't work:

6. Ask the Media Ops to press the eject button on the drive and hold for 15 seconds, if this doesn't work:

7. Ask the Media Ops to powercycle the drive and then run nsrjb -H -j <jukebox> -s <networker server>, if this doesn't work:

8. Raise a call to StorageTEK to fix.

9. If the tape is successfully ejected but is damaged or faulty in any way, raise a VT to the media Ops and ask them to transfer the label to a blank tape, add the new tape to the CAP.  They will the automatically destroy the faulty tape. The jukebox must then be re-inventoried and the tape re-labelled when convenient.

10. If the problem was resolved by removing the faulty tape, re-enable the drive and mount/unmount some tapes to check that the drive is functional again.

11. If there was no tape stuck in the drive and/or the drive still cannot mount/unmount tapes properly, it is likely to be a problem with the drive. In this case, disable the drive and raise a call to StorageTEK for an engineer to come in and replace the faulty drive.

6.1.4 Horizon Monitor

Each StorageTek L7000 Jukebox can be viewed with a java application called Horizon Monitor, licensed from StorageTek. This is accessed through a browser for individual jukeboxes in the format below:

http://offbackb-hm.eur.nsroot.net/

http://offbackdlt-hm.eur.nsroot.net/

It gives a very accurate view of what is actually going on in a jukebox and can be used for the following purposes:

1. To view alphabetically a list of all tapes in the jukebox

2. To verify that tapes are being loaded or unloaded to/from the CAP in response to the import_tapes or eject_oldest_tapes scripts and view any problem encountered

3. To view the status of the jukebox - tab in bottom left corner of main window indicates whether the jukebox is running, initializing etc. This can be useful to see if the door or CAP is open or some more serious problem which stops tapes being imported from the CAP.

4. To reset the jukebox from the Maintenance tab if the jukebox is not responding and the Media Ops are not available to go to the jukebox and do this.

6.2 Software Maintenance

6.2.1 Solaris Monitoring

All Networker servers are monitored using PINGER which generate emails to the group alias when the servers are unpingable.

6.2.2 Networker Monitoring

All Networker servers have the application log file monitored using a local SIFT configurations which will generate emails to the group alias when predetermined error messages are generated.  These include start up errors as well as operational warnings and error conditions.

6.2.3 Shutting down Networker

Due to the large size of the Networker installations in Citigroup, care must be take to shut down Networker correctly.  The procedure is slightly non-standard, but recommended by Legato support.  Use the following procedure:

1. Stop all savegroups

2. Eject all carts (if time allows)

3. Run: nsr_shutdown

4. Monitor the output, but Control-C before the count gets to zero

5. Wait five minutes

6. Run nsr_shutdown again

7. Repeat 3 to 6 until Networker is reported as down.

8. Check with ps to ensure that no other Networker related processes are running.

6.2.4 Starting Networker

Networker should be started using the start script provided.  The startup process must be watched carefully to ensure any signs of media database corruption are seen.  The media database self test can take up to five minutes.  Once the message “media database is open for business” is seen in the log file, the log no longer needs to be monitored visually.  It is important to understand that the media database can still come online if there is corruption, so any errors must be investigated immediately.

6.2.5 The Samba share on offbacka

The access database is regularly exported to a Samba share hosted on offbacka. The database export, in the form of space/comma separated text files, are used by various scripts in the legato home directory to generate reports.

The only serious problem encountered with the day-to-day running of this share occurs when the Wintel Infrastructure team decide to change their Active Directory/Domain controller. If the domain controller does change, PC soeids can no longer authenticate correctly to the samba share and the drive mapping of the share is lost from the client PC. Carry out the following steps, from a root session on offbacka:

1. Edit the smb.conf file, under the ‘Security Modes’ section, change the value of the password server entry to the hostname of the new windows domain controller. 

2. Stop and start the samba service.

3. Re-register offbacka as a samba server with the domain controller using the following command:

net join –U sd03933 MEMBER –S <new domain controller hostname>


You will be prompted for user sd03933 PC SOEID password. This may work with any backup team members’ soeid and password but has not been tested.

6.3 Procedures in Specific Jukebox Error Conditions

6.3.1 Faulty Robot Arm

Occasionally the robot arm in a jukebox will malfunction and be unable to read the tape barcodes properly, or be unable to move media within the jukebox. In this case, examine the arm and ensure it is not dirty.  It is recommended to blow on it firmly if in doubt. If it is still unable to read barcodes, or will not move properly, raise a call to the StorageTEK help desk quoting the serial number of the L700 and request a StorageTek engineer to come in and inspect it. If this cannot be done before that nights backups, it may be necessary to move all clients on this jukebox to another appropriate jukebox containing tapes in the same pool.

6.3.2 Jukebox Stops Responding

If the jukebox stops responding and I/O errors are reported and there is not a drive/tape stuck problem, reboot the storage node that controls the jukebox (note, due to a bug in the Networker software, it is important to wait until all nsrmmd processes have restarted before issuing any subsequent nsrjb commands or these will fail). If this does not resolve the problem, you will need to reset the jukebox in one of two ways:

1. Ask the Media Ops to reset the jukebox form the LCD control pad at the jukebox.

2. Reset from the Maintenance tab in Horizon Monitor.

6.4 Disasters

If the media database or the resource files are lost on a server, e.g. due to disk failure or corruption, all knowledge about backups, scheduling etc. will be lost. The bootstrap is a saveset that contains the information in the media database and resource files and is essential for recovering the server’s media database and resource files in a disaster recovery procedure, using the mmrecov command.

The bootstrap saveset is created twice a day when the backup server itself is backed up. Networker then automatically generates a notification to report the location of the bootstrap save set. These are sent daily to all members of *GT UK backup system administrators and are additionally filed in the Distributed Storage Management shared folder in a subdirectory called “Bootstraps”. There is one for each server and they contain all bootstrap savesets backed up, the volume where they are located and the saveset and location information necessary to do a bootstrap recovery.

The procedure is as follows:

1. Find the latest bootstrap email for the server where critical resource or media information has been lost and note the latest bootstrap SSID and the volume where it is located.

2. Confirm that Networker is running.

3. Mount the bootstrap volume in a drive device either automatically or by hand.

4. Run the following:  mmrecov <device> <SSID> and then follow prompts.
6.5 Maintenance Checks

6.5.1 Daily

The following daily checks must be done in order to ensure minor malfunctions and configuration problems do not affect the overall environment stability.  These checks are covered by virtual task id 70590 which refers to this document.

· Check all monitoring emails

· Check all Networker emails

· Check all drives on the Networker GUIs

· Check all instances of the Horizon monitor

· Take action where appropriate as detailed in preceding parts of section 6 and any additional experience gained.

6.5.2 Monthly

It is necessary to check the supply of media from the vendor on a monthly basis to ensure that backups can be maintained at all times.  In order to guarantee backups, six weeks of media supply must be maintained with Media Operations at all times, so blank media levels with the appropriate barcode ranges must be ordered from the supplier.  In addition to this, if there is less than three months of media in stock or in credit with the supplier then the purchase process must be started immediately.  This is covered by Virtual Task id 94552.

6.5.3 Quarterly

The firmware revisions for all tape drives and jukeboxes must be verified quarterly.  This is currently discussed as an agenda item at the vendor quarterly meetings and minuted.  Confirmation of revision levels or upgrades must be performed and any actions from the meeting  expedited.  This is covered by Virtual Task id 94549.

7 Checklists

7.1 Virtual Task Summary

	Task ID
	Frequency
	Description
	Assigned

	70456
	Daily
	Daily Report
	Early shift

	70590
	Daily
	Hardware Check
	Early shift

	70598
	Daily
	Media Requirement
	Middle shift

	70599
	Daily
	Over running backups & Reconciliation Check for any Retention Changes
	Late shift

	70632
	Weekly
	US Exchange Media
	Late shift

	70637
	Weekly
	Remote Restore Log Entitlement Review
	Middle shift

	71016
	Quarterly
	Networker entitlements
	SATS Controls

	94549
	Quarterly
	Firmware levels
	Middle shift

	94552
	Monthly
	Media Stock Levels
	Middle shift

	100715
	Monthly
	LCPM Check
	Team Leader
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1 Introduction



This guide details the core tasks and procedures for maintaining the Distributed Backups Infrastructure within Citigroup in London. The document constitutes the level III CITMP manual.



1.1 Audience



Backup System Administrators and TI management in London.



1.2 Scope



Sufficient technical expertise with MS Windows, UNIX and the Networker product from Legato are assumed within this guide, and commands are not detailed here except for more specialised areas. The build and engineering documents can also be referenced for detailed hardware design, if available.  For new starters, it guide should be used in conjunction with system walk-throughs by established team members, or the team leader.


1.3 References



Three principle workload and trouble ticketing systems are currently in use, and this manual refers to them as follows:



VT
Virtual Tech.  This is a problem management application but it is also used to request work.



The queue name for the Backups team is UK Infrastructure Backups Support.



Go to https://virtualtech.eur.nsroot.net/


Virtual Task
This is a task scheduler and is part of Virtual Tech.  This queue name is the same as that for Virtual Tech.



For change management, the Infoman system is used.  There is a web interface to this with full instructions at:  http://infoman.citigroup.net/


Backup information for users and System Administrators is located on the SATS (UNIX) web site at the following location: https://webfarm.europe.citigroup.net/satsuweb/ 



The document refers to the group email alias. This DL is currently *GT UK Backup System Administrators


The shared area for the team is a CIFS share provided by other support groups.  It is currently configured as \\ldnctinas001\gte_761_Backup although the location may change.



2 Overview



The Distributed Backup Infrastructure in London uses the Networker software from Legato. The server hardware is implemented on SPARC servers running Solaris 8 from Sun Microsystems. The storage hardware is StorageTEK L series jukeboxes. All SOE systems for which there is a Networker client agent can use the infrastructure for backups, with the exception of Network Appliance hardware, which uses a Networker implementation of the NDMP protocol.



The Backup Infrastructure is installed at the two main data centre sites: Riverdale Data Centre (RDC) and Citigroup Centre (CGC). These two sites are configured as individual Networker zones. The Backup Infrastructure at RDC performs backups for production systems at the main production site at CGC. The infrastructure at CGC backs up servers at RDC, largely development and UAT servers. This arrangement provides offsite backups, which are then available in the event of a COB invocation - although individual COB arrangements cannot depend on the Backup Infrastructure in order to implement COB.  Also, this cross site backup policy is only appropriate for production servers.  In the event of the loss of a data centre building, the remaining backup server will act as the COB backup infrastructure for surviving and replacement production servers.  The Backups team will add any new servers to the backups as and when requested by the supporting SA groups as these servers come online.



Citigroup also has a substantial Network Appliance installation, and the DR servers for all productions filers are located at RDC.  These servers attach directly to the tape Backup infrastructure at RDC which carries all backup data for the filers exclusively.


All media for both backup locations is stored at RDC initially before being shipped to a third party storage facility, which is monitored by Media Operations group. The responsibility for importing and exporting media from all jukeboxes is the Backups team. All problems with the Distributed Backups Infrastructure are owned and managed by this team.



The Media Operations team in RDC physically handle and transport all media, including loading tape cartridges into the jukeboxes at both sites as directed by the Backups team. The responsibility of keeping the jukeboxes supplied with the correct media and directing the Media Operations team to load the correct media is entirely the responsibility of this team. To this end, all cartridge label conventions must be appropriate for the media pools required, as these labels are the only reference used by Media Operations.



2.1 Riverdale Data Centre



The main production data centre installation is Citigroup Centre in Canary Wharf. The backup infrastructure location for this is the Riverdale Data Centre (RDC) at Lewisham. The RDC comprises eight L700 jukeboxes each with LTO1 tape drives. The number of drives per jukebox varies. Two of the jukeboxes are used exclusively for NDMP backups, and the remaining six are used for backing up distributed systems located in CGC, see section 3.1. There are two Networker servers at RDC, one called offbacka which runs version 6.1.4 for distributed systems, and one called nasbackv1, which is clustered, and runs version 7.1.3.  The server nasbackv1 controls the NDMP backups.



2.2 Citigroup Centre



The Backup Infrastructure located at Citigroup Centre is used to backup the distributed systems located at RDC, mainly development and UAT machines. There is a single Networker 6.1.x server at CGC called olibackc which controls three storage nodes, each of which has an L700 attached, complete with LTO1 tape drives. All tapes ejected from the CGC jukeboxes are stored at RDC. The Media Operations team generally make one visit per day to CGC from RDC in order to carry out media requests from the Backups BAU team, so it is important that they receive media requests for CGC in the morning.  These is a virtual task to manage this, id or identity number 70598.



The Networker 5 legacy servers are also located at CGC. The old production server was esus, which was replaced by offbacka. The old development/UAT server was gaia, which has been replaced by olibackc. All remaining media for restores for clients backed up by these servers is in DLT4 format, and the L1000 jukeboxes are located in the same cabinet as the servers.  These jukeboxes are normally kept empty of media.



3 Media



All current media used is LTO1 and 2 format. The media is purchased pre-labelled by the vendor with the labels corresponding to the media pools used, as detailed below.  The supply of media is monitored on a weekly basis and any purchases for media need to be arranged six weeks in advance by management.  New media is held by the vendor until drawn upon by Citigroup as required. There is a virtual task for this under id 94552.


Currently, six retention policies are used. These retention policies are implemented by using separate pools within Networker and this is currently subject to review. Note that, in some cases, different retention periods have the same pools and also not all pools are used at both sites. When the retention period for a particular tape has expired, that tape is either overwritten or destroyed. The destruction of any media is the responsibility of the Media Operations group. The Backups team will advise them by raising a VT detailing which tapes need to be destroyed. The retention periods and pools are as follows:



shorterm


eight week retention, the label prefix is LS or CS


NearLine 


three year retention, the label prefix is LN and CN



nas3y



NetApp only pool for three year retention, label prefix NA



sun3y



NetApp only LTO2 pool for three year retention, label prefix N3



sun14y


NetApp only LTO2 pool for fourteen year retention label prefix NE



7YearArchive 

normally 7 year retention, the label prefix is L7 or C7



14year


label prefix is LE or CL


Exchange14day 

two week retention, the label prefix is CE


etuk



This media is shipped to the U.S, the label prefix is ET


esuk



This media is shipped to the U.S, the label prefix is ES


Generally, RDC media is prefixed with L (for Lewisham) and CGC media is prefixed C. The different pools are generally used as follows:



etuk 



MS Exchange server backups which hold emails of users who trade on







US exchanges.  These backups usually run on a Thursday



esuk 



Same as etuk.  These backups usually run on a Sunday.



It is the responsibility of the application owners and individual server administrators to advise the Backups team of the data retention requirements for particular servers. The retention period for all servers is published on a publicly viewable web page (see section 4.3).



Media management of all jukeboxes can be done using the appropriate Networker commands. Alternatively, there are some perl scripts installed on all the servers which simplify this process. All scripts are owned by the user legato and are installed within the home area of these servers. These scripts are executable by users who can log onto the storage nodes and have UNIX group 14 membership. The scripts are called import_tapes.plx and eject_oldest_tapes.plx and need the appropriate arguments. These scripts enable the media supplies in the jukeboxes to be maintained at the appropriate levels. The media levels required are sufficient for two nights backups per jukebox and a minimum level of empty cells.



An automated email is sent out twice a day at 0900 and 1500 from the legato account on the Networker servers. This email is sent to the group alias and details both the available tapes per media pool and the free cells per jukebox. From this information, tapes are ejected as appropriate and requests are sent to the media operations group at *GT_UK_Media Ops asking for tapes to be loaded with the appropriate labels for the pools required.



3.1 RDC Infrastructure



The jukeboxes used at RDC and their corresponding pools are as follows:



			offbackb


			14year, 7YearArchive and shorterm





			offbackh


			14year, 7YearArchive and shorterm





			rjb02


			14year, 7YearArchive, NearLine and shorterm





			offbackj


			14year and shorterm





			offbackk


			14year and shorterm





			offbacke


			nas3y, sun3y, sun14y





			offbackl


			nas3y, sun3y, sun14y








The server offbackg is the storage node for offbacka itself, so all indexes are directed to this jukebox. Note that no indexes should be saved for any savegroups in the shorterm pool. Tapes for the shorterm pool are maintained in the jukebox offbackg but this is just for error protection; they are not used for backing up data. Any data written to this pool is usually discarded after the fault has been corrected.  Because the server offbackg writes all index data, jukebox failures for this server are far more critical than others and should be treated as such when prioritising work.



3.2 CGC infrastructure



The jukeboxes used at CGC and their corresponding pools are as follows:



			cjb01


			7YearArchive, NearLine and shorterm





			olibackd


			7YearArchive, NearLine and shorterm





			cjb03


			14year, 7YearArchive, NearLine, shorterm, etuk and esuk








Media management for CGC is the same as for RDC and is also controlled by the same virtual task.  Media for the etuk and esuk pools is treated differently however, as there is a requirement to ship these tapes to the US once a week. Every Wednesday, the tapes written in the previous seven days to these pools are ejected and collected by the Media Operations team. In addition to this, an email detailing the location of individual servers on the tapes is generated by running the script mail_us_manifest.plx on the server olibackc. The collection and despatching of the media is handled by the Media Operations group.  There is a virtual task for this under id 70632.



4 Reporting



All automated reporting is through perl scripts using standard Networker commands. They are run from the crontab of the legato user on all the backup servers.  All the scripts used are located in the home area of the legato user.



4.1 Capacity



An email is sent from the legato account on the backup servers detailing the amount of data backed up by jukebox, pool and backup level. This achieves the following objectives:



1. Capacity reporting and forecasting



2. Load balancing between jukeboxes



Load balancing is done manually when required by monitoring the information presented in the email. The objective is to maintain an even distribution of media usage across all jukeboxes where possible so that all media remains in the jukeboxes for at least eight weeks. This greatly assists the business as data can then be retrieved promptly in most cases without operator intervention.


The data from the reports is entered into a spreadsheet located in the shared area.  There is a task to update the spreadsheet under id 70599.



This spreadsheet is used to predict and budget for overall backup growth within the organisation and to forecast tape media purchases.



4.2 Failures



Failure reporting depends upon the contents of the database of clients maintained by the Backups BAU team. This database is the main reference used for checking the status of all servers backed up by Networker in London. See section 5 for more operational details.



The automated backup failure report is generated by a perl script which is run from the crontab of the legato user. The script is called check_overnights.plx and is located on offbacka. The report lists client backup failures across all Networker zones in London and inconsistencies between the database records and the clients configured in the Networker application.  In order to make the database information available for the reporting script to reference, follow the procedure below:



1. Map the samba share \\offbacka\legato to the local Q: drive.



2. Open Access, in the Client_Data_Main window, select the Queries tab.



3. Highlight the all_active query and open it.



4. On the main window, pull down on File and select “Save As/Export”.



5. Save the report as type text file in the Q: drive but do not tick the “Save Formatted” box.



6. Overwrite the existing file if prompted.



7. Click the Export button and then select the Delimited button.



8. Click Next and then select the space delimiter with none as the text qualifier.



Section 5.4 details the procedure for informing TI generally of backup failures.



4.3 Client Web Site



A web page needs to be updated at least weekly by the Backups BAU team to enable all interested parties to verify that particular servers for which they are responsible have appropriate backups and that the data is retained for the correct time period, as described in section 3. This web page is created from the database and then manually edited. To create this web page, follow the steps below:



1. Open Access, in the Client_Data_Main window, select the Queries tab.



2. Highlight the “Active clients with pool” query and open it. Check the report.



3. Then, on the main window, pull down on File and select Save HTML.



4. Click Next



5. Select the Queries tab and check “Active clients with pool” then click Next



6. Click Next



7. Click Next



8. Select a temp folder to use as the publication folder. Click Next



9. Click Next



10. Click Finish



There should now be an HTML file in the nominated folder called “Active clients with pool”. This now needs to be changed with a text editor to make the retention information clearer. Then it needs to be saved and uploaded to the SATSUWEB web site. To do this, use an appropriate Windows text and/or HTML editor and make the following changes:



1. Change the TITLE and TABLE tag contents to “Legato clients: <date>”, where <date is the current date, for example: “Legato clients: 24th May 2004” and change the words machine to Server and Pool to Retention.



2. Check the rendered page for any errors and correct if required.



3. Save the file in ddmmyy.html format.



4. Go to the SATSUWEB web page and log in to the SA Home page.



5. Go to the document library page and click on Backups.



6. Edit the document “Active servers in Legato”, and submit the new document created above and increment the version number.  Click Submit Changes.



7. The document is now submitted but needs approval.  Go to the document library as in (5) above and click on the “Updates Pending” of the document just loaded.



8. Check the document and click Approve.



https://webfarm.europe.citigroup.net/satsuweb/document_library.jsp 



4.4
LCPM Resourcing Check


An LCPM resourcing check is performed monthly to evaluate Effective FTE (full time employees) required to track volume of work and FTEs required. The spreadsheets are stored in the Backups shared area in the Capacity Planning folder and are covered by Virtual Task ID 100715 (see section 7.1).



5 Client Operations



Networker clients are recorded in an Access database maintained by the Backups team. Any relevant changes to client configurations must be accurately reflected there. The database can be found within the group share, or elsewhere depending on the progress of other work on reporting.  Consult other team members or the team leader if required.



Information is entered into the database using the forms provided. All fields are required except the schedule information. Some early client entries do not contain some data, as they pre-dated the use of the database.



5.1 Adding



5.1.1 Creating Clients



Requests to back up servers or change retention periods are received in the form of a VT tickets. There must also be a completed backup request form received from the data owners.  All parties must ensure the form is completed correctly and has approval from the appropriate SMT or nominated deputy, if applicable.  Information and contact details are given in the form itself, which is located on the SATS (UNIX) web site. The VtTis received with the Backups Request Form and all approval emails attached. This VT number is logged in the Backups access database when the request is carried out for traceability. The procedure to add them to the backups schedule is then carried out as follows:


Make sure the server is pingable (if not update and close VT, tell them to reopen once server is pingable).



Make sure server is in TAS: http://tas.ny.ssmb.com/tas/system_info/search/global_search.asp 


(if if not update and close VT, tell them to reopen once server is in TAS).



Make sure NW client on server is contactable (rpcinfo -t <host> 390113 from the backup server) (if if not update and close VT, tell them to reopen once client software is configured properly).


Check in TAS where the server is located. Production clients at CGC are added to offbacka Networker server, production clients at RDC are added to olibackc. Any servers not located in these datacentres must not be backed up.


Add the client in Networker GUI. offbacka if server is in CGC, olibackc if server is in RDC (from TAS).Configure name/schedule/browsepolicy/retentionpolicy/dirctive/group/saveset/storagenode as appropriate. Choose one of the schedules in the form “w4d4 Sat” (unless otherwise specified in form). All backups are governed using the integrated scheduler within the Networker application.  This allows for one full backup every twenty eight days, with a differential backup on the intervening seventh day, and incrementals for all other days.  All servers backed up by Networker currently back up every day. Then set the browse policy to 8 weeks. Set the retention policy as requested by the data owner on the form.



Add the client to a group which is in the correct pool. The naming conventions of all savegroups should reflect the start time and which pool they are in.  Select the appropriate start time, depending on the estimated size of the server and any user or technical requirements.


Set the Save Set as All unless the client is a cluster or specific save sets are requested.


Set the Storage Node using the following table:



			offbackb


			offbackb-215 or offbackb-216


			shorterm(LS) 7YearArchive(L7) and 14Years(LE)





			offbackh


			offbackh only


			shorterm(LS) 7YearArchive(L7) and 14Years(LE)





			offbackf


			offbackf-215 or offbackf-216


			All (but avoid as used primarily for indexes)





			offbackg


			offbackg-215 or offbackg-216


			All (but avoid as used primarily for indexes)





			offbackj


			offbackj-215 or offbackj-216


			shorterm(LS)  and 14year(LE)





			offbackk


			offbackk-214 or offbackk-215


			shorterm(LS)  and 14year(LE)





			olibackp


			olibackp-144 or olibackp-145


			shorterm(CS) 3 years(CN) 7YearArchive(C7)





			olibackd


			olibackd-144 or olibackd-145


			shorterm(CS) 3 years(CN) 7YearArchive(C7)





			olibacko


			olibacko-26 or olibacko-27


			All plus US Exchange








5.1.2 Testing New Clients



After the client has been added to Networker it must be tested as detailed below:



1. Add the new client to the relevant test group in addition to its production group.


2. Run the following command to probe the client to test that communication between the server and the client is working and to obtain the IP addresses of any additional interfaces on the machine:  savegrp -p -v -c <host name> <test group>



3. Add the hostnames of any additional interfaces to the Aliases field so that the backup will work whichever interface is used.



4. Run an actual save to check the backup is configured properly and writes at an appropriate speed (monitored from the Networker GUI) of at lease 2MB/sec using: savegrp –I –c <host name> <test group>



5. If the test backup cannot be made to work or if the average backup speed over a ten minute period is less than about 2MB/sec then client cannot be added to a production savegroup. The SA who requested the addition is informed and the client is removed from the production and test group and put into the decommissioned group. A note is made in the database and in the appropriate ticketing system.



6. If the test backup runs successfully (it does not need to be left to complete once the speed has been tested), it is removed from the test group.



5.1.3
   Add New Client to Access Database


Add the relevant entry to the Access Database to reflect what has been configured in Networker and the relevant details from TAS. 



GTE_761_Backup on 'Ldncrpsf004:\Backups_Client_Database\Client_Data_Main.mdb


5.2 Removing Clients



Requests to decommission servers are received as a VT tickets. Use the following procedure:



1. Move the client to the decommissioned group.



2. Update the database.



3. Update and close the relevant ticket.



5.3 Renaming



Requests to rename servers are received as a VT tickets. Use the following procedure:



1. Check existing index is intact by running: nsrck –L6 <old client name>



2. Rename old client index directory to new name: mv <old client> <new client>



3. Get and note old client ID by running the appropriate mminfo command: mminfo –s <backup server> -q “client=<old client>,savetime><recent date>” –r clientid


4. Note the old client details (schedule, storage node & retention policy)



5. Create new client definition with the original clientid entered in the form and the old details.



6. Rename old name to new name in access database and put old name in previous name field.



5.4 Client Failures



The stability and reliability of the Backups environment depends upon strict failure management.  Generally, no failing clients are removed from the backup system unless they are considered a risk to the environment as a whole, or if they has failed for ten consecutive days.  For clients that fall into this category, the details must be raised with SATS (UNIX) management.  If they are removed, this must be clearly stated in the relevant VT ticket and confirmed via email.



5.4.1 Daily Report



Client failures are checked and reported every morning by manually compiling an email.  This is a procedure tracked using virtual task under the id 70456.  An automated Client Failure List is emailed to the group at regular intervals in the morning from the legato user on offbacka. This email is used as the basis for assessing the state of the backups from the previous night.  Note that it is a guide only and should always be examined in conjunction with the reports from the Networker application and inspection of the GUI windows.



Before a client failure declared, it is worth performing a number of the following basic checks. These will indicate whether it is worth attempting to re-run the backup for the client in question, in which case it would not need to be added to the Daily Failure Report if successful:



1. Check if the server is pingable



2. Check if Networker is running on the client



3. Check the savegroup completion report for the client or the Networker GUI and take any steps possible to rectify the problem on the backup server if applicable.



4. Check the daemon.log file for any other details or errors.



If the problem can be resolved with the above tests then the savegroup can be re-run as long as there is no “x” character in the savegroup name as these groups should not be re-run for operational reasons.



If the server has been renamed or decommissioned, the support team is requested to raise a VT ticket to the Backup BAU team to this effect or refer to an existing ticket.



The Client Failure List automated report also highlights any clients that are backed up but have not been recorded in the database. This should be rectified immediately by adding them to the database.  Conversely, if a client has been added to the database but not configured to back up it is listed as a failure.



If all the basic checks above do not resolve the failure for an individual client, then the following procedure must be followed.



1. Check for “stuck” savegroups where the backups are running but there are no client sessions visible.  Stop these groups and restart them if possible.



2. For the MS Exchange servers email exchange group with re-starts and over running MS Exchange backups



3. For each client that fails again, raise VT with short, clear summary, for example:



Backup failure: ukefsprsa02 (restart nsrexecd service)



Backup failure: ukfxuafox01 (check system date)



Backup failure: tcedlwebprod01 (unpingable)



4. Include client name and VT in failure report.



5. For servers that have failed for two consecutive days, highlight the server name in red.



6. Put client and VT number in the failures spreadsheet in shared area.



7. Email failure report to the group alias and bcc: *GT EU Backups Report and move to the public email folder when received.  Use previous emails as a template.



5.4.2 Late failures



For overrunning backups, assess whether the backup is likely to complete before 1730.  If there is a chance that it will, leave the backup to run its course.  If the client will clearly not complete in the time remaining before 1730, kill the backup and raise a VT to the support group detailing the problem, see section 5.4.1 for this procedure.  This is usually but not always one or more of the following:



· Server disk capacity is too large.



· Network interface too slow or misconfigured.



· Server filesystem is faulty or too dense.



Over-running or hanging clients risk to the stability of the backup system as a whole and must be dealt with in a timely manner.  There is a virtual task that covers this check under id 70599.  This is assigned to the late shift.



5.5 Data Recovery



5.5.1 Entitlements and permissions



The privileges to recover data to the original backup client are integrated within the Networker product for the native owners of the data as governed by the filesystem permissions on the host in question. The access to these is host-controlled and monitored by the relevant SATS teams and standard SOE autentication procedures. Some remote access privileges are required in order to configure cluster backups correctly, but these use the built in accounts for the clustered system and are again controlled by access procedures to the client machines. Thus the validity of restore activity 



The access to data backed up on another server by a user account to perform remote restores to a machine other than the original backup clent is controlled by the Networker application and administered by the Backups team.  Requests for remote restore permissions are raised to the Backup team using VT. The changes are recorded in a spreadsheet maintained in the shared area before being granted.  These privileges are then reviewed on a weekly basis and purged if they have been in place for more than four weeks without a request to extend.  The maximum period a single request can cover is six months.  There is a virtual task “Remote Restore Log Entitlement Review” to cover this activity under id 70637. In this way the validity of restore activity is ensured and controlled using entitlement review processes.



5.5.2 Client agent recovers



All data recovers from tape are carried out by the SATS staff or the data owners for the server in question, with the exception of NDMP recovers. In most cases, no intervention from the Backups team is required. The data owners and the server administrators must work together in order to ascertain the location of the data. The Backups BAU team do not record the type or nature of the data on any servers which are backed up, except at a very general level.



All servers, with the exception of Exchange servers and Filers, have a browse policy of eight weeks. The Backups team will endeavour to maintain all media online for this period as a minimum so no intervention by others is required to complete a restore. If data needs to be recovered for a period earlier than this, then the relevant SATS group will request via VT that the index information is retrieved for the period required. The nsrck -L7 command is used by the Backup Administrators to do this. If this does not work, or is not available, the scanner command is used. Note that only the scanner command can be used on Networker 5.x servers. Any further media required to complete the restore will be requested by the Backups team to the Media Operations team.



5.5.3 NDMP data recovers



Data recovers from the Network Appliance filers must be done by the Backup Team and are requested through VT. The requests are received from the user’s support team. They must provide the qtree the data resides on and the location of the data within plus the date.



The user base often request .pst file recovers. Each filer backs up .pst files once a week in a 24 hour period from 1200 hours on a nominated day, so the following table must be referenced when recovering this type of file:



			ldnctinas004dr / ldnctinas006dr


			Monday





			nasldn01dr / ldnctinas007dr


			Tuesday





			nasldn02dr / ldnctinas008dr


			Wednesday





			nasldn03dr / ldnctinas009dr


			Thursday





			ldnctinas005dr


			Friday








The relationship between the customer path and the backup path can be found on the web site of the relevant SA team that support the filers.



Data can be recovered using the interactive recover program or the nsrndmp_recover command. It is important to bear in mind that the filers backed up are read only, so all data must be recovered to the production filers.



Example:



% scsudo root nsrndmp_recover -c nasldn02dr –s offbacka –S 123456789  –m ldnctinas020::/vol/ldnv01/eurqt02/ /vol/ldn10v01dr/crpq26/.snapshot/hourly.0/data_grp/



Note the –m argument. When using the interactive recover program, the same syntax must be used to relocate the data. If the data cannot be written to the original production location, then a single qtree can be used to recover data and enable the user to select the required information. The qtree location is as follows:



ldnctinas020::/vo/ldnv01/eurqt02



When the data has been recovered, its location must be verified with the NAS team.  If this is confirmed, then they require a VT ticket instructing them to make the appropriate share available.



It is important that the customer retrieve their files in a timely fashion due to the space limitation for recovers. The customer must inform the Backups team to say they have picked up their data so that the VT ticket can be closed. Then inform the NAS team to delete the recovered data.



5.6 Data Retention



5.6.1 Retention Period Reconciliation Checks



It is very important that the correct retention period is applied to servers backed up on the Networker infrastructure so that it complies with regulatory requirements. There is a perceived need to ensure that what is held in the Networker configuration can be correlated with traceable requests from the business. To this end, the following procedure is in place and is covered by Virtual Task 70599 “Resolve late failures and over running backups and perform Reconciliation Check for any Retention Changes”:



A request for a new server backup or change in retention period to an existing server backup is received from the business via their system administration team with the correct approvals attached (see section 5.1.1). The retention period is added or modified as appropriate in the Legato Networker configuration. This is also recorded with the VT number of the request in the backups access database by the backups team. Every day, the Backups Report script runs and checks the retention period for all registered backup clients and emails output to the backups team detailing:



1. ALL changes to retention periods in the Legato configuration, if any, that have been made (i.e new client additions and changes to retention period of existing client definitions) since the last time the script was run on the preceding day.



2. Any inconsistencies between the retention period in effect in the Legato configuration and the access database.



The backups team are then required to review any changes that there have been by confirming that the retention period applied is that which was requested and approved in the Backups Request Form. They would also be able to resolve any inconsistencies between the configuration and the access database due to manual error by going back to the original form in the VT request and adjusting as appropriate to ensure that the retention period requested is in force.



These requirements are applied under virtual task 70599 line items: 



Resolve any Duplicates; Unknown Clients; Retention and Saveset Inconsistencies 



Perform Reconciliation Check for any Retention Changes check server in access and confirm VT with form and approvals


6 General maintenance



Many known error conditions within the Backup environment are captured by the standard monitoring tools within Citigroup. In the event of fatal hardware or software failures on the servers, console access is available from /home/sa/admin/bin/console <server> on the gtecompute machines. This is done via safeword authentication in accordance with corporate procedures.  For less serious problems, daily inspection of the application GUIs, savegroup emails and sift emails are required, supported by tests where applicable.  There is a virtual task for this under id 70590 which is completed daily, see section 6.5.



6.1 Hardware Problems



6.1.1 Disk Management



ODS (Solaris Disksuite) is used across the backup servers and storage node for disk management on the internal disks (and Veritas Volume Manager on the external disks on the Networker servers). Normal recovery and maintenance commands should be used as appropriate.



6.1.2 T3 Disk Arrays



The Networker server offbacka has a Sun StorEdge T3 Disk Trays pair attached, master and slave.  These devices have out of band maintenance and are managed over an independent network interface.  The device name to telnet to is olibackc-t3.  Indexes are written to these disk units where they are browseable for 8 weeks. This metadata would be far too large if indexes were kept for any longer, so they are purged.  Indexes are available for recover from tape for all backups except those to the shorterm pool.  See section 5.5


The server offbacka has one T3 comprised of two RAID5 arrays u1 + u2:



u1d1-u1d8 uid9 standby = raid volume v0



u1d1-u1d8 uid9 standby = raid volume v1



At the time of version 0.8 of this document, the master and slave volumes are mirrored using VxVM.



Commonly used maintenance commands for the T3s are:



fru stat 



fru list



vol stat



vol list



vol mode



proc list



set



Please see the StorEdge T3 Disk Tray Administrator Guide for further details.



The disks are hot swappable, so if a disk fails a VT should be raised to London Sun Hardware asking them to swap out the failed disk.  This must be done in a timely manner, as this array holds critical Networker application media history.



6.1.3 Tape Drive Failures



Tape drive failures are monitored by both SIFT and the Networker application and appropriate emails are sent to the group alias. When Networker has a problem loading or unloading a tape from a drive, it will retry for a defined number of times and will then automatically disable the drive, put it in service mode and send an email notification. This can be due to either a problem with the tape or a problem with the drive itself. In order to resolve the problem, follow the process below:



1. Use Horizon Monitor (see section 6.1.4) to view the tape drive and ascertain whether there is a tape in the drive, make a note of the label if there is (append the tape label to the subject of the relevant notification email in the shared folder).



2. If there is a tape stuck in the drive, try and eject it using the following:



3. nsrjb -H -j <storage node> -s <networker server>, if this doesn't work:



4. log intio the storage node and try manually rewinding the drive, the try (3) again.  If this doesn’t work:



5. Ask the Media Ops to press the eject button on the drive, if this doesn't work:



6. Ask the Media Ops to press the eject button on the drive and hold for 15 seconds, if this doesn't work:



7. Ask the Media Ops to powercycle the drive and then run nsrjb -H -j <jukebox> -s <networker server>, if this doesn't work:



8. Raise a call to StorageTEK to fix.



9. If the tape is successfully ejected but is damaged or faulty in any way, raise a VT to the media Ops and ask them to transfer the label to a blank tape, add the new tape to the CAP.  They will the automatically destroy the faulty tape. The jukebox must then be re-inventoried and the tape re-labelled when convenient.



10. If the problem was resolved by removing the faulty tape, re-enable the drive and mount/unmount some tapes to check that the drive is functional again.



11. If there was no tape stuck in the drive and/or the drive still cannot mount/unmount tapes properly, it is likely to be a problem with the drive. In this case, disable the drive and raise a call to StorageTEK for an engineer to come in and replace the faulty drive.



6.1.4 Horizon Monitor



Each StorageTek L7000 Jukebox can be viewed with a java application called Horizon Monitor, licensed from StorageTek. This is accessed through a browser for individual jukeboxes in the format below:



http://offbackb-hm.eur.nsroot.net/



http://offbackdlt-hm.eur.nsroot.net/



It gives a very accurate view of what is actually going on in a jukebox and can be used for the following purposes:



1. To view alphabetically a list of all tapes in the jukebox



2. To verify that tapes are being loaded or unloaded to/from the CAP in response to the import_tapes or eject_oldest_tapes scripts and view any problem encountered



3. To view the status of the jukebox - tab in bottom left corner of main window indicates whether the jukebox is running, initializing etc. This can be useful to see if the door or CAP is open or some more serious problem which stops tapes being imported from the CAP.



4. To reset the jukebox from the Maintenance tab if the jukebox is not responding and the Media Ops are not available to go to the jukebox and do this.



6.2 Software Maintenance



6.2.1 Solaris Monitoring



All Networker servers are monitored using PINGER which generate emails to the group alias when the servers are unpingable.



6.2.2 Networker Monitoring



All Networker servers have the application log file monitored using a local SIFT configurations which will generate emails to the group alias when predetermined error messages are generated.  These include start up errors as well as operational warnings and error conditions.



6.2.3 Shutting down Networker



Due to the large size of the Networker installations in Citigroup, care must be take to shut down Networker correctly.  The procedure is slightly non-standard, but recommended by Legato support.  Use the following procedure:



1. Stop all savegroups



2. Eject all carts (if time allows)



3. Run: nsr_shutdown



4. Monitor the output, but Control-C before the count gets to zero



5. Wait five minutes



6. Run nsr_shutdown again



7. Repeat 3 to 6 until Networker is reported as down.



8. Check with ps to ensure that no other Networker related processes are running.



6.2.4 Starting Networker



Networker should be started using the start script provided.  The startup process must be watched carefully to ensure any signs of media database corruption are seen.  The media database self test can take up to five minutes.  Once the message “media database is open for business” is seen in the log file, the log no longer needs to be monitored visually.  It is important to understand that the media database can still come online if there is corruption, so any errors must be investigated immediately.



6.2.5 The Samba share on offbacka



The access database is regularly exported to a Samba share hosted on offbacka. The database export, in the form of space/comma separated text files, are used by various scripts in the legato home directory to generate reports.



The only serious problem encountered with the day-to-day running of this share occurs when the Wintel Infrastructure team decide to change their Active Directory/Domain controller. If the domain controller does change, PC soeids can no longer authenticate correctly to the samba share and the drive mapping of the share is lost from the client PC. Carry out the following steps, from a root session on offbacka:



1. Edit the smb.conf file, under the ‘Security Modes’ section, change the value of the password server entry to the hostname of the new windows domain controller. 



2. Stop and start the samba service.



3. Re-register offbacka as a samba server with the domain controller using the following command:



net join –U sd03933 MEMBER –S <new domain controller hostname>




You will be prompted for user sd03933 PC SOEID password. This may work with any backup team members’ soeid and password but has not been tested.



6.3 Procedures in Specific Jukebox Error Conditions



6.3.1 Faulty Robot Arm



Occasionally the robot arm in a jukebox will malfunction and be unable to read the tape barcodes properly, or be unable to move media within the jukebox. In this case, examine the arm and ensure it is not dirty.  It is recommended to blow on it firmly if in doubt. If it is still unable to read barcodes, or will not move properly, raise a call to the StorageTEK help desk quoting the serial number of the L700 and request a StorageTek engineer to come in and inspect it. If this cannot be done before that nights backups, it may be necessary to move all clients on this jukebox to another appropriate jukebox containing tapes in the same pool.



6.3.2 Jukebox Stops Responding



If the jukebox stops responding and I/O errors are reported and there is not a drive/tape stuck problem, reboot the storage node that controls the jukebox (note, due to a bug in the Networker software, it is important to wait until all nsrmmd processes have restarted before issuing any subsequent nsrjb commands or these will fail). If this does not resolve the problem, you will need to reset the jukebox in one of two ways:



1. Ask the Media Ops to reset the jukebox form the LCD control pad at the jukebox.



2. Reset from the Maintenance tab in Horizon Monitor.



6.4 Disasters



If the media database or the resource files are lost on a server, e.g. due to disk failure or corruption, all knowledge about backups, scheduling etc. will be lost. The bootstrap is a saveset that contains the information in the media database and resource files and is essential for recovering the server’s media database and resource files in a disaster recovery procedure, using the mmrecov command.



The bootstrap saveset is created twice a day when the backup server itself is backed up. Networker then automatically generates a notification to report the location of the bootstrap save set. These are sent daily to all members of *GT UK backup system administrators and are additionally filed in the Distributed Storage Management shared folder in a subdirectory called “Bootstraps”. There is one for each server and they contain all bootstrap savesets backed up, the volume where they are located and the saveset and location information necessary to do a bootstrap recovery.



The procedure is as follows:



1. Find the latest bootstrap email for the server where critical resource or media information has been lost and note the latest bootstrap SSID and the volume where it is located.



2. Confirm that Networker is running.



3. Mount the bootstrap volume in a drive device either automatically or by hand.



4. Run the following:  mmrecov <device> <SSID> and then follow prompts.


6.5 Maintenance Checks



6.5.1 Daily



The following daily checks must be done in order to ensure minor malfunctions and configuration problems do not affect the overall environment stability.  These checks are covered by virtual task id 70590 which refers to this document.



· Check all monitoring emails



· Check all Networker emails



· Check all drives on the Networker GUIs



· Check all instances of the Horizon monitor



· Take action where appropriate as detailed in preceding parts of section 6 and any additional experience gained.



6.5.2 Monthly



It is necessary to check the supply of media from the vendor on a monthly basis to ensure that backups can be maintained at all times.  In order to guarantee backups, six weeks of media supply must be maintained with Media Operations at all times, so blank media levels with the appropriate barcode ranges must be ordered from the supplier.  In addition to this, if there is less than three months of media in stock or in credit with the supplier then the purchase process must be started immediately.  This is covered by Virtual Task id 94552.



6.5.3 Quarterly



The firmware revisions for all tape drives and jukeboxes must be verified quarterly.  This is currently discussed as an agenda item at the vendor quarterly meetings and minuted.  Confirmation of revision levels or upgrades must be performed and any actions from the meeting  expedited.  This is covered by Virtual Task id 94549.



7 Checklists



7.1 Virtual Task Summary



			Task ID


			Frequency


			Description


			Assigned





			70456


			Daily


			Daily Report


			Early shift





			70590


			Daily


			Hardware Check


			Early shift





			70598


			Daily


			Media Requirement


			Middle shift





			70599


			Daily


			Over running backups & Reconciliation Check for any Retention Changes


			Late shift





			70632


			Weekly


			US Exchange Media


			Late shift





			70637


			Weekly


			Remote Restore Log Entitlement Review


			Middle shift





			71016


			Quarterly


			Networker entitlements


			SATS Controls





			94549


			Quarterly


			Firmware levels


			Middle shift





			94552


			Monthly


			Media Stock Levels


			Middle shift





			100715


			Monthly


			LCPM Check


			Team Leader
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