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1.
Introduction

Backups are the single most important task in the successful and smooth operation of any automated, computing environment.  The importance of adequate and proper backup policy cannot be over emphasized.  This is the only way to salvage information in case of disasters - incidental or malicious. Usage and administration of proper backups can ensure that you are able to backtrack your way through to some reasonable extent, and not have to start from scratch.

Continuity of business and integrity of data are issues even more fundamental to a bank’s operations. Any disruption in service to customers or loss of data can cause significant financial loss to the customers and to the Bank. 

Backups that contain restricted data must be encrypted, externally labeled to indicate the classification and description of the data and secured in a locked location.

1.1 TI Senegal

TI Senegal has overall management responsibility for all technology infrastructures, comprising Voice, LAN; Desktop functions and WANS in Dakar. TI Senegal provides all management functions and responsibilities of vendors for satisfying requirements of the businesses as well as Corporate and TI standards and policies. TI Senegal acts on behalf of the business for all technology related projects, initiatives.

2. Scope

This document covers the backup process & procedures for the backups of data, applications, database records, and executable programs on Servers. TI staff should follow these process & procedures for taking backup of servers under their responsibility and operation.

3. Server Backup Procedure 

The current method of backup is to use tape media/LTO wherever appropriate

Every working end of day (i.e. Monday to Friday) the TI operator will load the appropriate tape on the tape drive. Backups are performed at night preferably from 20H00 hrs till 06H00 hrs. According to Branch SLA with TISS, the TISS backup operator will perform the backup operation.

There are four basic guidelines depending on the kind of users/platform, which will determine the backup frequency requirements. These are:

1. Stand alone PC based systems

2. Regular Fileserver/LAN Based Systems

3. Pre-purge

4. Pre-upgrade

3.1 Standalone Based Systems
For security reasons, we have several systems running on their own stand alone LAN.

· Clearing system: Backup is performed daily on the tape drive of the UAP server

· Orbus: no backup is required as only a client is installed locally, the data being stored at custom’s Data Center.

· For Laptop/Notebook users data Citigroup recommends that all files are save on the user’s home drive of the file server. The server home drive is backed up daily as per regular schedule. It’s staff responsibility to put critical files that are stored on local drives onto their server home drive (I:)
3.2 Fileserver/LAN Based System

The backup should be taken on defined frequency on regular basis for the applications, database records, executable programs stored on application server as well as users data and information stored on a fileserver.

LEGATO utility is in use for taking Server Backups. Through LEGATO we can perform immediate, scheduled, or fully automated backups of File Servers.

3.3 Pre-Purge

As of now, there is no purge being performed  on the present servers / applications.

However the file server (DKRCMESF001) public area is cleaned periodically to avoid disk resource shortage. This area is just used for transit of documents intended for sharing and people should normally delete those they own.  TISS needs a monthly MIS report that will indicate disk utilization (PMD growth).
Other systems are not purged presently, to keep as much history online as possible. This is governed by the fact that we have no HDD storage restriction.
3.4 Pre-Upgrade

Whenever any hardware or software upgrade is done to the server, a FULL backup of the server will be done. This will consist of APPLICATION volume, DATA volume & SYSTEM REGISTRY. Pre-upgrade backups will be kept for a period of 1 week, subsequent to the successful upgrade & thereafter be overwritten, unless business or risk impact requires that we retain the backup for a longer period.
4. Sever Backup Frequency – Fileserver/LAN Based Systems

Backup Strategy

	Backup Strategy

	Senegal

	S.No
	Server Name
	IP address
	Backup status
	Backup Method
	Daily
	Retention period

	1
	Dkrcmesf001
	169.162.64.213
	Backup taken  thru Dkrcmesf001
	Legato
	D:\apps,D:\apps_pub,

D:\Batches,D:\Commands,

D:\Connectdirect,

D:\Data\home\,D:\Data\programfiles,
d:\dkrcmesf001,D;\home,D:\Msql2000,
D:\Ndmdata,D:\Patches,D:\Programfiles,
D:\Sql2000,D:\Sqldba,D;\Sql_audit,
D:\users,D:\LOGS
	Weekly

	2
	Dkrcmesf001
	169.162.64.213
	Backup taken  thru Dkrcmesf002
	Legato
	D:\data_app,D:\data_grp,D:\Data_tmp,D:\data_srv,
D:\Data_pub
	Weekly

	3
	Cdoxsen3
	169.162.64.111
	Backup taken  thru Dkrcmesf002
	Legato
	E:\Backup,E:\FS90-146
	Weekly

	4
	Dkrcmesa006
	169.162.64.116
	Backup taken  thru Dkrcmesf002
	Legato
	C,D
	Weekly

	 
	 
	 
	 
	 
	 
	 

	Backup Method
	 

	Daily
	For the above specified servers,Backup method is Full
	 


5.
Retention Period

Once the backup frequency periods are determined, the retention period on the backups are the next most important things. What do we do with these backups?  How long do we keep them?  The retention period for Tape backups is defined as follows:

 Daily Backup

EOD backup kept for the next one week i.e. 7 Days (recycled).

 Pre-purge backup
: TBD  (according to business and legal requirement)
Pre-release installation 5 Years

Backup logs would be retained for 60 days on a centralized and secure location and will be backed up with EOD data. 

6.      Voice backup

Voice recorder system (Call Recorder IP Archiving System), database (Archive.mdb) and recorded calls are installed on the Soe server: \\DKRCMESF001\Data_app\Vidicode.

Update is automatic every 1 hour under \\DKRCMESF001\Data_app\Vidicode\Cr archive\Archive in the subfolders (1…. 31). 

All the data are, therefore, saved to tape during the daily server backup 

No retention period as we have no HDD storage issue

7.  CCTV backup

CCTV backup is performed on a daily basis on DVD media by TI staff. Due to the size of images, 2 backup cycles are performed daily.

1. Morning backup: to cover the period from day –1 evening backup to morning backup time.

2. Evening backup: to cover the period from after morning backup to evening backup time.

Both backup media must be handed over to backup librarians in the morning. They must be moved to offsite immediately after.

Minimum retention period is 30 days.

8.
PABX backup

A full backup of the PABX configuration will be taken on optical media after every change. The label on the optical should contain the VT job ticket reference. The same will also be noted on the PABX event logbook where all jobs done by the local Siemens representative will be logged.

9. Labeling On Backup Media 

It is the responsibility of each location to ensure that backup media are labeled correctly and uniquely so that the media will be cycled correctly.  Tapes are labeled on the outside of the protective case to permit quick and easy identification.

All tapes are clearly labeled with

· The file server name(s) (where applicable)

· Volume(s),  (Optional)

· The day that the backup was performed.

If the tape container is not transparent, the container must be labeled the same as the tape.

Daily Backup

Server Name List/ OFF Site /Day of the week

10.
Inventory of offsite media

It is responsibility of Librarian/Site In-charge to maintain off-site/on-site tape inventory. This inventory should be reviewed semi annually. Ensure report or inventory should have following fields:

· On & Off-site Inventory of all tapes.

· Location of tapes.

· Server Name List.

11.
Tape / media Storage Security

All tapes must be kept in a secure, locked location.  This location must adequately protect the tapes from potential damage from natural or environmental hazards such as fire or flood.  The tapes should be stored, at a minimum, in a fireproof cabinet.

Only authorized personnel are to be given access to the media storage space. Access to the library must be under dual control. A list of personnel authorized to access the locations should be maintained and posted outside of this area.

Each time a tape is placed into or removed from the safe, an entry must be made in the Tape Handover/Takeover Media Log.

12.
Media Transfer Control  / ETM Process

The administration and control of the backup media set is also very important. It should be carefully monitored and regulated so that proper backups are locatable and accessible.   

Server Operators / TI staff should hand over the tapes/media to the tape librarian for transportation and make corresponding entries in the tape/media movement log. The tape librarian must be a Citigroup full employee. Both the delivering and the receiving parties should duly sign it off. 

Backup media set should only be transferred from the library/Offsite to the branch on a written request from TI / Department Head with desired approvals/signoffs. The responsibility of returning the backup media set lies equally with the librarian and the person /unit taking the backup media set from the library. 

The transfer of backup media or any other electronic transportable media (ETM) from main site to off site or vice versa is carried out by a Citigroup employee in a metal box with dual locks and using bank pool car. One TI person and the tape librarian own keys. However a set of keys should be kept in the offsite fireproof safe so that keys are not transported together with the backup media. Please refer to appendix E for detailed process.

Only TI staff are allowed to receive tapes / backup media from the librarian.

13.
Tape/Backup Review

Every day, TISS will send a backup activity report that TI must review same day, upon receipt. Automatic VT alarms are also sent by Virtual Tech to report any abnormality.  

Partial user data backups (due to user files being open / in-use) are also tracked in the daily backup report and the individual users are contacted with regards to shut down procedures when leaving. 

If the backup is unsuccessful, the problem should be diagnosed as soon as possible.  Once the problem has been resolved, the data that was not backed up should be reviewed with respect to its type and priority. Depending on its criticality of data, the data will either be backed up immediately or will wait for the next backup. This is tracked in the backup report.

The backup log file for the backup should be maintained for a month and is automatically purged by the Legato software.

The Reviewer should also review the backup media transfer log at the end of each month to verify that all monthly backups have been made and sent to the librarian for storage. Similarly, at the end of the year, they should review the backup log to ensure that end of year backups have been made for the systems under their control. 

14.
Tape / LTO’s Readability Test 

To verify the readability of LTO backups, tests must be performed quarterly.

The verification process will involve the readability from tape of the following:

· A file

· A directory

Test is performed by TISS who provides the report to local TI subsequently

The Readability test report should be filed and retained for one year.

See Appendix – B.

15.
Recovery and Restoration Process

15.1 File Server restore

To verify the validity of tape backups, tests must be performed at a minimum of once a year.

The verification process should be part of annual COB testing procedures.

The verification process will involve the recovery from tape of the following:

· A specific file

· A specific directory

· The operating system

· Users accounts

In the event that a user request is made to recover file(s) from tape, the user must submit the request with the appropriate signatures or approvals

Once the request has been made for a file recovery, the TI will retrieve the tape. The tape is stored off-site; a request to the off-site librarians is made to have the tape delivered by hand in a secure manner back to the site. The request should include a list of contacts that are authorized to sign for receipt of the tape. An appropriate entry must be made in the Tape Handover Media Log.  The TI Administrator will load the tape,  and send a VT to TISS to start the restore, and inform the user of the restored file name. The TI representative will then return the tape in the same manner that tapes are processed for off-site storage and make an appropriate entry in the Tape Handover Media Log.

The Backup Media Request form (See Appendix – C) should be filed and retained for one year.

For Recycling purposes the following procedure will apply:

1. The requester indicating that it is being recalled for Destruction/Replacement must fill out the recall tape form.

2. The authorized person requesting the tape/s must sign the form.

3. The request must then be authorized by the SCOO/TI Head 

4. The completed form must then be handed to the tape librarian.

5. A copy of the form must be filed in the Tape Backup log located in the respective SAFES & another copy must be sent to QA/ICU. 

6. The tape librarians will recall the tape from the off-site storage and hand this over to the authorized person to effect the destruction. A representative from QA/ICU must witness the destruction of the tapes.

In the event that a user request is made to recover file(s) from tape, the following procedure will apply.  

1. The recall tape form must be filled out indicating that the tape is being recalled for a restore.

2. The requestor must sign the form.

3. The requestor’s Head Of Department must then authorize the request.

4. The completed form must be handed to the tape librarians.

5. A copy of the form must be filed in the Tape Backup log located in the off-site storage and another copy must be sent to QA/ICU. 

6. The tape librarians will recall the tape from the respective SAFE & hand this over to the authorized person to effect the restore.

7. After the authorized persons have carried out the restoration successfully, the tape must be handed to the tape librarian for the next tape run.

For Restoration purposes involving business critical or transaction related data the following procedure will apply:

1. The recall tape form must be filled out indicating that the tape is being recalled for a restore.

2. The requestor must sign the form.

3. The request must then be authorized by the SCOO.

4. The completed form must be handed to the tape librarians.

5. The tape librarians will recall the tape from the respective SAFE & hand this over to the authorized person to effect the restore.

6. After the authorized persons have carried out the restoration successfully, the tape must be handed to the tape librarian to be logged back into the respective SAFE.

16.
Procedures to discard/Degauss and Replace Tapes

Backup tapes may contain more than one class of information simultaneously. Even if they were capable of being scanned visually to learn the nature of their contents, the volume of information contained prevents the exercise of informed judgment and discrimination as to which items might be confidential or not. The best practice, then, is to treat tapes as if they in fact do contain restricted information.

When they are nearing the end of their useful life, tapes should be destroyed and disposed of in the following manner:

· The tape should be shredded or wholly or partially disposed and cut up.

· The case should be forcibly crushed or broken.

· Safety precautions and procedures should be developed and followed when performing the above actions.
It is ensured that tapes/CDs/Floppies/LTO’s are destroyed, by cutting into small pieces.

Destruction should be done by the evidenced of two personnel and Destruction certificate should be filled for evidence. See Appendix – D.

Appendix

Appendix A - Daily Server Backup Log Sheet
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Appendix B - Tape Readability Test
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Appendix C - Tape Restore Request
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_1196867494/Re  backup readability for qiv 2005.msg
RE:  Backup readability for QIV 2005

		From

		*GT IN NT SUPPORT

		To

		Kane, Abdoul Kader

		Cc

		Hane, Sira; Fall, Macoumba; *GT CEEMEA TI Senegal Staff; Ravichandran, Usha; R, Ragothaman; *GT IN NT SUPPORT

		Recipients

		RECIPIENTS/CN=0000359093; RECIPIENTS/CN=1000022629; RECIPIENTS/CN=0000359165; RECIPIENTS/CN=TI.SENEGAL STAFF; RECIPIENTS/CN=1000232903; RECIPIENTS/CN=1000249654; RECIPIENTS/CN=GTINNTSUPPORT









Hi Kader,








We have completed backup readability test for this Quarter IV 2005.








Note: Log has been enclosed for your reference.








 <<networkr.log>> 




Thanks & Regards,




Ramkumar H











 -----Original Message-----




From:   Kane, Abdoul Kader  




Sent:   Wednesday, November 09, 2005 11:32 PM




To:     *GT IN NT SUPPORT




Cc:     Hane, Sira; Fall, Macoumba; *GT CEEMEA TI Senegal Staff; Ravichandran, Usha; R, Ragothaman




Subject:        RE:  Backup readability for QIV 2005








Ramkumar,








001's tape is currently loaded on 005dr and test of restoration is going on. Once you have restored some sample files, this can be considered as our quarterly test.






rgds,




Kader








 -----Original Message-----




From:   *GT IN NT SUPPORT  




Sent:   Wednesday, November 09, 2005 5:44 PM




To:     Kane, Abdoul Kader




Cc:     Hane, Sira; Fall, Macoumba; *GT CEEMEA TI Senegal Staff; Ravichandran, Usha; R, Ragothaman; *GT IN NT SUPPORT




Subject:         Backup readability for QIV 2005




Importance:     High








Hi Kader,








We have to perform backup readability test for this Quarter IV 2005, Hence kindly load the last month Full backup tape and confirm. 






Thanks & Regards,




Ramkumar H

















networkr.log

Start time: 11-09-05  9:44p

Recovering files of client 'dkrcmesf001.eur.nsroot.net' from server 'dkrcmesf005dr.eur.nsroot.net'.

Recovering files within D:\ into D:\recover\sf001

D:\recover\sf001\patches\NT4Must\

D:\recover\sf001\patches\Patches2K-NT4-TSE\Ms04-007.zip

D:\recover\sf001\patches\Patches2K-NT4-TSE\Patch_04-007.zip

D:\recover\sf001\patches\Patches2K-NT4-TSE\SQL Patch\

D:\recover\sf001\patches\Patches2K-NT4-TSE\

D:\recover\sf001\patches\Patches_2k\floplock\floplock.exe

D:\recover\sf001\patches\Patches_2k\floplock\instsrv.exe

D:\recover\sf001\patches\Patches_2k\floplock\srvany.exe

D:\recover\sf001\patches\Patches_2k\floplock\

D:\recover\sf001\patches\Patches_2k\MS03-026\Windows2000-KB823980-x86-ENU.exe

D:\recover\sf001\patches\Patches_2k\MS03-026\

D:\recover\sf001\patches\Patches_2k\MS03-029\NT 4\WindowsNT4Server-KB823803-x86-ENU.EXE

D:\recover\sf001\patches\Patches_2k\MS03-029\NT 4\

D:\recover\sf001\patches\Patches_2k\MS03-029\Nt 4 TSE\Q823803i.EXE

D:\recover\sf001\patches\Patches_2k\MS03-029\Nt 4 TSE\

D:\recover\sf001\patches\Patches_2k\MS03-029\

D:\recover\sf001\patches\Patches_2k\MS04-011\2000\

D:\recover\sf001\patches\Patches_2k\MS04-011\NT\a.exe

D:\recover\sf001\patches\Patches_2k\MS04-011\NT\WindowsNT4Server-KB835732-x86-ENU.EXE

D:\recover\sf001\patches\Patches_2k\MS04-011\NT\

D:\recover\sf001\patches\Patches_2k\MS04-011\Nt-Tse\WindowsNT4TerminalServer-KB835732-x86-ENU.EXE

D:\recover\sf001\patches\Patches_2k\MS04-011\Nt-Tse\

D:\recover\sf001\patches\Patches_2k\MS04-011\

D:\recover\sf001\patches\Patches_2k\Ms04-012\2000\Windows2000-KB828741-x86-ENU.EXE

D:\recover\sf001\patches\Patches_2k\Ms04-012\2000\

D:\recover\sf001\patches\Patches_2k\Ms04-012\NT\WindowsNT4Server-KB828741-x86-ENU.EXE

D:\recover\sf001\patches\Patches_2k\Ms04-012\NT\

D:\recover\sf001\patches\Patches_2k\Ms04-012\NT-Tse\WindowsNT4TerminalServer-KB828741-x86-ENU.EXE

D:\recover\sf001\patches\Patches_2k\Ms04-012\NT-Tse\

D:\recover\sf001\patches\Patches_2k\Ms04-012\

D:\recover\sf001\patches\Patches_2k\MS04-013\5.5SP2\Q837009.exe

D:\recover\sf001\patches\Patches_2k\MS04-013\5.5SP2\

D:\recover\sf001\patches\Patches_2k\MS04-013\6\Q837009.exe

D:\recover\sf001\patches\Patches_2k\MS04-013\6\

D:\recover\sf001\patches\Patches_2k\MS04-013\6 Sp1\OE6.0sp1-KB837009-x86-ENU.exe

D:\recover\sf001\patches\Patches_2k\MS04-013\6 Sp1\

D:\recover\sf001\patches\Patches_2k\MS04-013\

D:\recover\sf001\patches\Patches_2k\MS04-014\Jet40-KB837001-ENU-NT4.exe

D:\recover\sf001\patches\Patches_2k\MS04-014\Jet40-KB837001-ENU-TSE.exe

D:\recover\sf001\patches\Patches_2k\MS04-014\MS04-014-Windows2000-KB837001-x86-ENU.EXE

D:\recover\sf001\patches\Patches_2k\MS04-014\

D:\recover\sf001\patches\Patches_2k\MS04-019\W2K\Windows2000-KB842526-x86-ENU.EXE

D:\recover\sf001\patches\Patches_2k\MS04-019\W2K\

D:\recover\sf001\patches\Patches_2k\MS04-019\

D:\recover\sf001\patches\Patches_2k\MS04-020\NT 4\WindowsNT4Server-KB841872-x86-ENU.exe

D:\recover\sf001\patches\Patches_2k\MS04-020\NT 4\

D:\recover\sf001\patches\Patches_2k\MS04-020\NT 4 TSE\WindowsNT4TerminalServer-KB841872-x86-ENU.exe

D:\recover\sf001\patches\Patches_2k\MS04-020\NT 4 TSE\

D:\recover\sf001\patches\Patches_2k\MS04-020\W2K\Windows2000-KB841872-x86-ENU.EXE

D:\recover\sf001\patches\Patches_2k\MS04-020\W2K\

D:\recover\sf001\patches\Patches_2k\MS04-020\

D:\recover\sf001\patches\Patches_2k\MS04-022\W2K\Windows2000-KB841873-x86-ENU.EXE

D:\recover\sf001\patches\Patches_2k\MS04-022\W2K\

D:\recover\sf001\patches\Patches_2k\MS04-022\

D:\recover\sf001\patches\Patches_2k\MS04-023\W2K\Windows2000-KB840315-x86-ENU.EXE

D:\recover\sf001\patches\Patches_2k\MS04-023\W2K\

D:\recover\sf001\patches\Patches_2k\MS04-023\

D:\recover\sf001\patches\Patches_2k\MS04-024\NT 4\WindowsNT4Server-KB839645-x86-ENU.exe

D:\recover\sf001\patches\Patches_2k\MS04-024\NT 4\

D:\recover\sf001\patches\Patches_2k\MS04-024\NT 4 TSE\WindowsNT4TerminalServer-KB839645-x86-ENU.exe

D:\recover\sf001\patches\Patches_2k\MS04-024\NT 4 TSE\

D:\recover\sf001\patches\Patches_2k\MS04-024\W2K\Windows2000-KB839645-x86-ENU.EXE

D:\recover\sf001\patches\Patches_2k\MS04-024\W2K\

D:\recover\sf001\patches\Patches_2k\MS04-024\

D:\recover\sf001\patches\Patches_2k\MS04-038\IE5.01sp4-KB834707-Windows2000sp4-x86-ENU.exe

D:\recover\sf001\patches\Patches_2k\MS04-038\IE5.5sp2-KB834707-WindowsME-x86-ENU.exe

D:\recover\sf001\patches\Patches_2k\MS04-038\IE6.0sp1-KB834707-Windows-2000-XP-x86-ENU.exe

D:\recover\sf001\patches\Patches_2k\MS04-038\IE6.0sp1-KB834707-Windows-NT4sp6a-98-ME-x86-ENU.exe

D:\recover\sf001\patches\Patches_2k\MS04-038\

D:\recover\sf001\patches\Patches_2k\Netmon\disk1\bh.inf

D:\recover\sf001\patches\Patches_2k\Netmon\disk1\bh.in_

D:\recover\sf001\patches\Patches_2k\Netmon\disk1\bh.lyt

D:\recover\sf001\patches\Patches_2k\Netmon\disk1\bh.mst

D:\recover\sf001\patches\Patches_2k\Netmon\disk1\bhnetb.dl_

D:\recover\sf001\patches\Patches_2k\Netmon\disk1\default.adr

D:\recover\sf001\patches\Patches_2k\Netmon\disk1\default.cf

D:\recover\sf001\patches\Patches_2k\Netmon\disk1\default.df

D:\recover\sf001\patches\Patches_2k\Netmon\disk1\filter.dl_

D:\recover\sf001\patches\Patches_2k\Netmon\disk1\friendly.dll

D:\recover\sf001\patches\Patches_2k\Netmon\disk1\hexedit.dl_

D:\recover\sf001\patches\Patches_2k\Netmon\disk1\iniupd.dll

D:\recover\sf001\patches\Patches_2k\Netmon\disk1\mscomstf.dll
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Backup Media Request


Department :  _______________________________________            Extension : ______________

Requestors Full Name  : ______________________________             Signature : ______________

Department Head :___________________________________
Signature : ______________


SCOO APPROVAL: ___________________________________



Date Request Submitted:  _______________

Request Type: -


		1

		Restore

		  



		2

		Create

		



		3

		Destruction 

		



		4

		Other – Please Specify

		



		

		Action Or Information Required eg. System , disk, directory, files, programs, etc.


Brief Reason for the Request :




		





Note:   
Please tick appropriate Box 

This form will not be processed if the below exceptions exist:


1)
More than 1 block has been ticked.


2)
Corrections / over writing or cancellations

Request Serviced / Actioned By:-


Name                              : ____________________________________________________________


Signature                       : ____________________________________________________________


Date & Time Effected   : ____________________________________________________________


Brief Notes : 


Collected from Off-Site Safe By :-


Librarian # 1: ____________________________    Librarian # 2: ___________________________


Date
        :


Returned to Off-Site Safe By :-


Librarian # 1: ____________________________    Librarian # 2: ___________________________


Date
        :


December 2004 – Rev 1.0
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Tape Destruction Certificate


Cartridge Names: 


1) ____________________________________________________


2) ____________________________________________________


3) ____________________________________________________


4) ____________________________________________________


Date Of Destruction: ________________________________________


Reason: ________________________________________________________________________  
                                 


________________________________________________________________________



________________________________________________________________________



This is to confirm that the above-mentioned media has been destroyed in the presences of the under signed staff.


1st Person Name: _______________________        Sign-Off/Date: ________________


2nd Person Name: ______________________        Sign-Off/Date: _________________


Reviewed By Name / Sign-Off / Date: _______________________________________



