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1.
Introduction

Backups are an important task in the successful and smooth operation of any automated, computing environment. The importance of adequate and proper backup policies cannot be over emphasized. This is the only way to recover / salvage information in case of disasters – accidental, incidental or malicious. Usage and administration of proper backups can ensure that TI is able to recover data in the case of data loss (disk failure, accidental deletion / corruption).

Continuity of Business (COB) and integrity of data is issues core to bank’s operation and recovery in such an event. Any disruption in service to customers or loss of data can cause financial loss to the customers and to the Bank.

Backups (media) that contain restricted data must be encrypted (responsibility is entrusted to the application owner or data owner), externally labeled to indicate the classification and description of the data and secured in a locked location. All media that contain backup data are automatically classified as, up-to and including Confidential, which is the default minimum classification for all CTI tapes and media (backups).

TI South Africa

TI South Africa has overall management responsibility for all technology infrastructures, comprising Voice, LAN, desktop functions and WAN in Cape Town, Durban & Port Elizabeth. TI South Africa provides all management functions and responsibilities of vendors for satisfying requirements of the businesses as well as Corporate and TI standards and policies. TI South Africa acts on behalf of the business for all technology related projects and initiatives.

Scope

This document covers the backup process & procedures for the backups of data, applications, database records, and executable programs on Servers. It also covers voice recording and voice archive / backup procedures including PABX.

TI staff should follow these process & procedures for taking backup of servers under their responsibility and operation. Librarians are defined from both the Business and CTI areas maintained and controlled through in a separate memo. 

In addition to this document, electronic media that is transported is also recorded in Archer, which is the central repository for CTI to log all offsite media transfers. This document does not cover details pertaining to COB recovery or other CITMP and / or non-CITMP disciplines or general branch procedures in any detail.

2.
Backup Procedure 

Backups are performed on both TI and TISS managed servers and systems. The current method of backup is to use tape media wherever appropriate. Every close of business day, from Monday to Friday, the backup operator will load the appropriate tape on the tape cartridge. Backups are performed at night preferably (depending on system close-off or other scheduled activities) from 20:00 hrs till 05:00 hrs. Weekly full backups are initiated on a Friday evening at the same time, but typically run into and including Saturday (completing in the afternoon / evening). Full details pertaining to the off-site backups are registed in Archer. URL:  https://archer.ti.citigroup.net 

There are five basic guidelines depending on the kind of users/platform, which will determine the backup frequency requirements. The details are outlined in the backup schedule listed in this document. The different types of systems that require backup / archive activities are grouped as follows:

1) Standalone PC Based Systems

2) Fileserver/LAN Based Systems

3) Voice Recording Machines

4) Pre-purge (as / if required)

5) Pre-upgrade (as / if required)

The following diagram provides a conceptual view of the backup cycles and [image: image8.wmf]various off-site and onsite cycles / locations and transportation between sites:

Currently (as per Version 1.4 to 1.6) there is a migration plan from ARCSERVE backup software to LEGATO. The schedule of the migration is attached in APPENDIX G. Currently there are listed servers backed up using ARCSERVE and listed servers are backed up using LEGATO, the distinctions are also in APPENDIX G.

2.1 Standalone (Workstations & Laptops) PC Based Systems
For data stored on a standalone PC (e.g. documents/correspondence for interoffice and customer communication, spreadsheets and other work done using office automation packages etc.), it is recommended that the users do not keep their data locally, but to store all the data on the provided user’s home network drive (i.e. I:\) and it is the responsibility of the users to take periodic backup of their data (to a network, e.g. I:\ or group drive, G:\), if they are keeping it local to their system.

For Laptop/Notebook users, data that is saved local to their machine should be copied onto the file server (e.g. I:\ or Group drive, G:\) to ensure the data is backup to a network drive, which will then be backed to tape as per the file server backup schedule. 

2.2 Fileserver / LAN Based System

The backup is taken on a defined frequency for the applications, database records, executable programs stored on application server as well as users’ data and information stored on a fileserver.

ARCSERVE and Legato backup software is being used for Server Backups. Through ARCSERVE & Legato we can perform immediate, scheduled, or fully automated backups of File Servers as required. As stated these are completed daily and weekly to the defined schedule which is managed by TISS. 

TISS provide daily reports of the success of the backup schedule and will advise and log a VT for any issues they cannot solve operationally. In addition we have implemented Virtual Backup alerts which automatically raises a VT ticket for failed or unsuccessful backup jobs.Discrepancies are also noted if a backup is partially complete (for files found in an open state) in which case the next cycle will be checked for completeness. 

2.3 Voice Recording Machines & PABX Backup

Currently we have three voice recording machines in South Africa, Nice Avaya, Nice IPC, and SPESCOM Data Fusion. The basic backup processes for the Nice (Tape for Avaya and DVD for IPC) and SPESCOM systems mentioned above are same. On each machine two 24 GB DAT / or two 8 GB DVD’s drives are installed. Voice recording media is set as per the business classified records management classification (SAL120 for Avaya and TRN090 for IPC). 

1) The Nice IPC (Dealer) and AVAYA (Citiservice) loggers: are configured to automatically archive mirrored copies on TAPE 1/DVD1 and TAPE 2/DVD2 depending on the system. Automatic archiving to tape is done through the NICE software. For the NICE IPC (DVD), the TI designated backup operator does a manual daily archive. 

Automatically archived tapes are ejected from tape drives when tapes are full. These tapes are temporarily kept onsite in an access-controlled area. These are then sent to the fireproof safe at the COB site. The frequency of this activity is not fixed as defined by NICE operating procedures, but will vary depending on call volumes. Tapes / DVDs are stored as per records management retention classification and only tapes / DVDs (media) with a classification of restricted will be marked as such. All other media (i.e. confidential) is not marked but will be designated as being Confidential.

For the NICE IPC manual daily archive, the tape is manually ejected by the designated TI backup operator and sent to the off site METROFILE location.

2) Spescom recorders:  make a mirrored copy on TAPE 1 and TAPE 2 of the trunk conversations. Tapes are automatically ejected from tape drives when tapes are full. These tapes are temporarily kept onsite in an access-controlled area and then sent to the fireproof safe at the COB site. 

For both the NICE (Avaya & IPC) and SPESCON systems:

All voice recordings are made onto the HDD (Hard Disk Drive) of the servers. When tapes / DVD’s are full, the tapes are ejected by the system, all the data remains on the HDD. When new tapes are inserted, the system starts automatic archiving from the HDD to the two tapes / DVDs. Details of all voice backups are outlined in Voice Backup LOP (See Appendix F)

3) PABX backup (including Avaya extensions Flash Cards – A & B and voice mail on disk): is conducted weekly. Flash cards are cycled every week and voicemail is cycled monthly and is stored in an access controlled area on-site incase of local failures.

2.4 Pre-Purge

Whenever a purge is required of the file servers, a FULL backup must be done prior to the purge. This will consist of APPLICATION volume & DATA volume. Pre-purge backups will be kept based on the Record Management classification specified by the branch / business area. 

2.5 Pre-Upgrade

Whenever any hardware or software upgrade is done to the server, a FULL backup of the server will be done. This will consist of APPLICATION volume, DATA volume & SYSTEM REGISTRY.

Pre-upgrade backups will be kept for a period based on the standard weekly cycle (i.e. 1 week, subsequent to the successful upgrade & thereafter be overwritten, unless business and / or risk impact requires that we retain the backup for a longer period)
3.
Backup Frequency  – Fileserver / LAN Based / Stand-alone Systems

The attached list provides a copy of the listed servers scheduled for backup. Note that as part of the normal operations, as this is subject to change through systems, facilities and change control this list in maintained separately on an ongoing basis by TISS and TI Server Operations management. 

	Site
	Os
	Server Name
	Freq.
	Backup Data Information
	Backup Method
	Backup Logs Name
	Backup Location
	Backup Type
	Retention Period

	SANDTON
	
	CITIZAJHBAP05
	Daily
	D:\Reports, D:\RFax Extra, E:\backup, E:\Right Fax
	ARC Serve
	Arcserve generated log
	Metro File
	Differential
	7 Days

	SANDTON
	
	CITIZAJHBAP05
	Weekly
	D:\Reports, D:\RFax Extra, E:\backup, E:\Right Fax
	ARC Serve
	Arcserve generated log
	Metro File
	Full (Normal)
	3 Weeks

	SANDTON
	
	CITIZAJHBAP05
	Monthly
	D:\Reports, D:\RFax Extra, E:\backup, E:\Right Fax, And Registry Backup
	ARC Serve
	Arcserve generated log
	Metro File
	Full (Normal)
	10 Years

	SANDTON
	
	CITIZAJHBSF002
	Daily
	D:\
	ARC Serve
	Arcserve generated log
	Metro File
	Differential
	7 Days

	SANDTON
	
	CITIZAJHBSF002
	Weekly
	D:\
	ARC Serve
	Arcserve generated log
	Metro File
	Full (Normal)
	3 Weeks

	SANDTON
	
	CITIZAJHBSF002
	Monthly
	D:\, And Registry Backup
	ARC Serve
	Arcserve generated log
	Metro File
	Full (Normal)
	10 Years

	SANDTON
	
	JNBCMESF004
	Daily
	D:\Apps
	ARC Serve
	Arcserve generated log
	Metro File
	Differential
	7 Days

	SANDTON
	
	JNBCMESF004
	Weekly
	D:\Apps
	ARC Serve
	Arcserve generated log
	Metro File
	Full (Normal)
	3 Weeks

	SANDTON
	
	JNBCMESF004
	Monthly
	D:\Apps, And Registry Backup
	ARC Serve
	Arcserve generated log
	Metro File
	Full (Normal)
	10 Years

	SANDTON
	
	CDOXZA1
	Daily
	E:\
	ARC Serve
	Arcserve generated log
	Metro File
	Differential
	7 Days

	SANDTON
	
	CDOXZA1
	Weekly
	E:\
	ARC Serve
	Arcserve generated log
	Metro File
	Full (Normal)
	3 Weeks

	SANDTON
	
	CDOXZA1
	Monthly
	E:\, And Registry Backup
	ARC Serve
	Arcserve generated log
	Metro File
	Full (Normal)
	10 Years

	SANDTON
	
	CITIWEBSA
	Daily
	D:\Intranet-Production
	ARC Serve
	Arcserve generated log
	Metro File
	Differential
	7 Days

	SANDTON
	
	CITIWEBSA
	Weekly
	D:\Intranet-Production
	ARC Serve
	Arcserve generated log
	Metro File
	Full (Normal)
	3 Weeks

	SANDTON
	
	CITIWEBSA
	Monthly
	D:\Intranet-Production, And Registry Backup
	ARC Serve
	Arcserve generated log
	Metro File
	Full (Normal)
	10 Years

	SANDTON
	
	Citizajhbgw
	Daily
	C:\ProgramFiles\CitigroupNA

D:\Dump
	ARC Serve
	Arcserve generated log
	Metro File
	Differential
	7 Days

	SANDTON
	
	Citizajhbgw
	Weekly
	C:\ProgramFiles\CitigroupNA

D:\Dump
	ARC Serve
	Arcserve generated log
	Metro File
	Full (Normal)
	3 Weeks

	SANDTON
	
	Citizajhbgw
	Monthly
	C:\ProgramFiles\CitigroupNA

D:\Dump
	ARC Serve
	Arcserve generated log
	Metro File
	Full (Normal)
	10 Years

	SANDTON
	
	JNBCMESA003
	Daily
	D:\SQLBACK
	ARC Serve
	Arcserve generated log
	Metrofile
	Differential
	7 Days

	SANDTON
	
	JNBCMESA003
	Weekly
	D:\SQLBACK
	ARC Serve
	Arcserve generated log
	Metrofile
	Full
	3 Weeks

	SANDTON
	
	JNBCMESA003
	Monthly
	D:\SQLBACK
	ARC Serve
	Arcserve generated log
	
	Full
	10 Years

	SANDTON
	
	STT_SRV
	Daily
	D: (full drive backup)
	NT Backup (manual)
	NT generated log
	Metro File
	Full
	7 Days

	SANDTON
	
	STT_SRV
	Monthly
	D: (full drive backup)
	NT Backup (manual)
	NT generated log
	Metro File
	Full
	10 Years

	Cape Town
	
	CPTCMESF001
	Daily
	D
	ARC Serve
	Arcserve generated log
	Metrofile
	FULL
	7 Days

	Port Elizabeth
	
	PLZCMESF001
	Daily
	D:\
	ARC Serve
	Arcserve generated log
	Metrofile
	FULL
	7 Days

	DURBAN
	
	DURCMESF001
	Daily
	D:\
	ARC Serve
	Arcserve generated log
	MetroFile
	FULL
	7 Days

	NICE IPC Voice Logger
	
	Logger1 
	Manual Daily Archive
	All voice recordings
	Backup is provided as a feature of the NICE application
	NICE generated media library log
	MetroFile
	Full 

(Normal)
	90 Days

	NICE IPC Voice Logger
	
	Logger1 
	Automatic archiving
	All voice recordings
	Backup is provided as a feature of the NICE application
	NICE generated media library log
	COB Off Site premises
	Full 

(Normal)
	10Years

	NICE AVAYA
	
	Logger2
	Automatic archiving
	All Voice recordings
	Backup is provided as a feature of the NICE application
	NICE generated media library log
	COB Off site premises
	Full
	6 months

	SPESCOM Voice lloggers
	
	Citibank & Citibank1
	Monthly/Yearly
	All Voice Recordings
	 Backup is provided as a Spescom application
	Datafusion generated media library log
	COB Pff Site premises
	Full (Normal)
	10 Years


4.
Retention Period

The retention period for Tape backups is defined as follows with the guidelines being taken from the records retention requirements.

Daily Backup

EOD backup kept for the next one week i.e. 7 Days (recycled).

Weekly Backup
EOW backup kept for three [3] weeks (recycled).

Monthly Backup
EOM backup kept for 10 years (as per ISY160).

5.
Labeling Of Backup Tapes

We are using a tape library strategy for backup and the electronic labeling of the tapes are taken care of by the backup software. Physically tapes are labeled as follows: 

1) Daily Tapes: These are labeled with the days of the week. E.g. MONDAY, TUESDAY, etc.

2) Weekly Tapes: These are labeled as per the rotation, such as FRIDAY1, FRIDAY2 and FRIDAY3.

3) Monthly Tapes: These are labeled as per the month and the year, e.g.; EOM JULY 2004.

Note that tapes are classified as ISY160, and are noted as all being a minimum of Confidential as per records policy. Only restricted media will be so marked.

6.
Inventory of backup Tapes

It is responsibility of Librarian/Site In-charge to maintain off-site/on-site tape inventory. This inventory must be reviewed semi-annually. Ensure report or inventory should have following fields:

1) On & Off-site Inventory of all backup media.

2) Location of backup media.

Metrofile maintains the core off-site movement inventory of media in a maintained log. 

7.
Tape Storage Security

All tapes must be kept in a secure; TI access controlled or locked location. This location must adequately protect the tapes from potential damage from natural or environmental hazards such as fire or flood.  The tapes should be stored, at a minimum, in a fireproof cabinet if on-site for longer periods of time (i.e. for media being kept onsite thus not classified as Vital in the branch records management procedure).

Only authorized personnel are to be given access to the media storage area space. Access to the secure / library must be under dual control (specific cabinets). A list of personnel authorized to access the access-controlled locations should be maintained and posted outside of this area.

Each time a tape is placed into or removed from the secure cabinet, an entry must be made in the Tape / Media Cabinet Log.

8.
Media Transfer Control

The administration and control of the backup media set is also very important. It should be carefully monitored and regulated so that proper backups are locatable and accessible.

Server Operators / TI staff should hand over the tapes/media to the Metro File (Vendor) staff for transportation via secure locked box and make corresponding entries in the tape/media handover/takeover log. Both the delivering and the receiving parties should duly sign it off. Media transfer controls are also logged in Archer. 

Backup media set should only be transferred from the library / offsite to the branch on a written request / from Sever Operations Manager / Department Head with required approvals/signoffs. The responsibility of returning the backup media set lies equally with the librarian and the person/unit taking the backup media set from the library. 

Each site should have a designated list of TI personnel allowed to receive files/tapes from the librarian. See Appendix – E

The Metro File container serial number is to be used as the unique tracking number, which in turn cannot be used to detail the contents of the container. This unique serial number is maintained by the courier service. This unique number must be cross-referenced to the Citigroup Tape Movement Register in order to determine the contents of the container.

[image: image9.wmf]
The above shows an example of the additional controls in-place with regards to ETM for CTI media / tapes. These include a secure steel / sealed box with dual locks with, barcode with identification numbers only, break-open tags to show any tampering and the Metrofile log book controlling transfer and access. In addition to the above, loading bay access areas are under security surveillance. 

9.
Tape / Backup Review

Every day, it is the responsibility of the designated backup operator; in this case it is TISS, to complete the Server Backup Report on regular basis. Unsuccessful backups must be noted on the daily Server Backup Report. The report must clearly identify the directories and files that were not backed up. See Appendix – A.

In case there is a problem in backup, based on the criticality of the server, the backup operator should escalate it to DCM / CIBTech Head / TI head. 

The backup operators must review the Server backup logs and ensure that the backups were successful. A daily backup report is created and reviewed. Any critical errors are logged as a VT. Partial user data backups (due to user files being open / in-use) are also tracked in the daily backup report and the individual users are contacted with regards to shut down procedures when leaving. 

CTI have implemented VT backup alerts which automatically raise a problem ticket for any failed backup jobs on ARC serve / Legato.

If the backup is unsuccessful, the problem should be diagnosed and actioned as per Problem Management specifications / requirements and the VT closed. Once the problem has been resolved, the data that was not backed up should be reviewed with respect to its type and priority. Depending on its criticality of data, the data will either be backed up immediately or will wait for the next backup. This is tracked in the VT report / update.

The backup log file for the backup should be maintained for a month and is automatically purged by the ARC serve / Legato software.

The Sever OPS reviewer must also sample review the backup media transfer log at the end of each month to verify that monthly backups have been made and sent to the librarian for storage. Similarly, at the end of the quarter, they should review the backup log to ensure that end of year backups have been made for the systems under their control as part of the RCSA process. 

10.
Tape media Readability Test 

To verify the readability of Tape/AIT backups, random tests must be performed on monthly basis.

The verification process will involve the readability from tape of the following:

A file

A directory

A voice conversation 

The Readability Test Form should be filed and retained for one year. The Server Operations or a designated team within TI conducts the test; in this case it is TISS (Technology Infrastructure Support Services in Chennai, India. See Appendix – B).

11.
Recovery and Restoration Process

These details pertain to on-site recovery / restore processes:

Session Password

For each backup run, there is a session password input. This session password prevents access to the tape contents unless the password is known. The session password is under dual control.

Emergency access of the session password 

In the event that the session password 1st half & 2nd half password custodians are unavailable, the information security emergency password process must be followed. In summary this means getting authorization from the designated managers (usually CTI Head, CIBTech Head or SCOO) & having the passwords released from the safe controlled by operations control department.

11.1
File Server Restore / Media Checks

To verify the validity of tape backups, tests must be performed at a minimum of once a quarter on selected media restores. A full verification process will be part of annual COB testing procedures.

The verification process will involve the recovery from tape of the following:

A specific file

A specific directory

The operating system

Users accounts

In the event that a user request is made to recover file(s) from tape, the user must submit the request with the appropriate signatures or approvals (available fro CTI).

Once the request has been made for a file recovery, the TI will retrieve the tape. The tape is stored off-site, a request to the off-site librarian / Metro File (Vendor) is made to have the tape delivered by hand in a secure manner back to the site. The request should include a list of contacts that are authorized to sign for receipt of the tape. 

An appropriate entry must be made in the Metofile Media Log. The TI OPS / Sever Administrator will load the tape, perform the restore, and inform the user of the restored file name. The TI will then return the tape in the same manner that tapes are processed for off-site storage and make an appropriate entry in the Media Log.

The Backup Media Request form (See Appendix – C) should be filed and retained for one year.

For Recycling purposes the following procedure will apply:

The requester indicating that it is being recalled for Destruction/Replacement must fill out the recall tape form.

The authorized person requesting the tape/s must sign the form.

The SCOO/TI Head & QA/ICU must then authorize the request.

The completed form must then be handed to the tape librarian.

A copy of the form must be filed in the Tape Backup log located in the respective cabinets & another copy must be sent to QA/ICU. 

The tape librarians will recall the tape from the off-site storage and hand this over to the authorized person to effect the destruction. A representative from QA/ICU must witness the destruction of the tapes.

In the event that a user request is made to recover file(s) from tape, the following procedure will apply.  

The recall tape form must be filled out indicating that the tape is being recalled for a restore.

The requestor must sign the form.

The requestor’s Head Of Department must then authorize the request.

The completed form must be handed to the tape librarians.

A copy of the form must be filed in the Tape Backup log located in the off-site storage and another copy must be sent to QA/ICU. 

The tape librarians will recall the tape from the respective cabinet & hand this over to the authorized person to effect the restore.

After the authorized persons have carried out the restoration successfully, the tape must be handed to the tape librarian for the next tape run.

For Restoration purposes involving business critical or transaction related data the following procedure will apply:

The recall tape form must be filled out indicating that the tape is being recalled for a restore.

The requestor must sign the form.

The request must then be authorized by the SCOO.

The completed form must be handed to the tape librarians.

The tape librarians will recall the tape from the respective cabinet & hand this over to    the authorized person to effect the restore.

After the authorized persons have carried out the restoration successfully, the tape must be handed to the tape librarian to be logged back into the respective cabinet.

11.2
 Voice Recording Restore Request

The recall tape form must be filled out indicating that the tape is being recalled for a restore.

The requestor must sign the form.

The requestor’s Head Of Department must then authorize the request.

The completed form must be handed to the tape librarians.

A copy of the form must be filed in the Tape Backup log located in the off-site storage and another copy must be sent to QA/ICU. 

The tape librarians will recall the tape from the respective cabinet & hand this over to the authorized person to effect the restore.
After the authorized persons have carried out the restoration successfully, the tape must be handed to the tape librarian for the next tape run.
12.
Procedures to Discard / Degauss and Replace Tapes

Backup tapes may contain more than one class of information simultaneously. Even if they were capable of being scanned visually to learn the nature of their contents, the volume of information contained prevents the exercise of informed judgment and discrimination as to which items might be confidential or not. The best practice, then, is to treat tapes as if they in fact do contain restricted information.

When they are nearing the end of their useful life, tapes should be destroyed and disposed of in the following manner:

The tape should be shredded or wholly or partially disposed and cut up.

The case should be forcibly crushed or broken.

Safety precautions and procedures should be developed and followed when performing the above actions.
It is ensured that tapes/CDs/Floppies/Tapes are destroyed, by cutting into small pieces. Destruction should be done by the evidenced of two personnel and Destruction certificate should be filled for evidence. See Appendix – D.

13 
Backup Strategy Review

The backup strategy must be reviewed at a frequency of once a month or when new servers are introduced into the production environment through change management.
Appendix

1.1 Appendix A - Daily Server Backup Log Sheet
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1.2 Appendix B - Tape Readability Test
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1.3 Appendix C - Tape Restore Request
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1.4 Appendix D - Tape Destruction Certificate
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1.5 Appendix E - Librarian Request Form
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1.6 Appendix G – LEGATO Migration plan

[image: image10.png]



























































































� EMBED Word.Document.8 \s ���








Citigroup Technology Infrastructure South Africa



Page 17
Backup Procedures - Internal
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–

not practical as cycles different)

Manual Daily

Batched for COB

6 months 

–
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Tape Readability Test Form

Please give the completed form to your System Administrator 




Date of readability Test:    ____/____/____

Backup Tape Name:

_______________________________________


Server Name:


_______________________________________


Volume or Drive Letter: 
_______________________________________


		Directory

		Additional Sub Directories

		Name of file

		Size

		Date

		Time



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		





Additional Comments or information:




_____________________



_________________


Test performed by Name & Sign



Reviewed by Name & Sign
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        Librarian Items Transfer Request Form.


To:

Off Site tape Librarians


From:

________________________



Please arrange for the following from the off site library/MetroFile storage:


		



		



		



		



		





Date required:
____________________


Reason:


		



		



		



		





Signature:  
______________________
Date:
______________


Authorized by:
______________________
_______________
______________




NAME



SIGNATURE

DATE


Received by:
__________________  
________________ 
______________  




NAME



SIGNATURE

DATE



(Please note: For same day/emergency access request, authorization from SBOO/SCOO required)


________________________________________________________________________


Details of  items returned:


1st  Off Site Librarian Name: _________________Signature:_________________


2nd  Off Site Librarian Name: _________________ Signature: ________________



Date:______________


Comments:
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SA OS BACKUP

		

				SOUTH AFRICA  SERVERS - OS  BACKUP STATUS

				DAILY Backup   MONDAY - THURSDAY

				SL.NO		SERVER		BACKUP DATA		BACKUP TYPE		BACKUP DATE		START TIME		STATUS		Last Clean Backup		Justification

				1		CDOXZA1		E:\Data\Backups		DIFFERENTIAL

				2		CITIZAJHBAP05		D:\Reports & RFax Extra		DIFFERENTIAL

				3		CPTCMESF001		D:\		FULL

				4		DURCMESF001		D:\		FULL

				5		JNBCMESA003		D:\Sqlback & Registry		DIFFERENTIAL

				6		JNBCMESF002		D:\ , E:\laptopbackup		DIFFERENTIAL

				8		PLZCMESF001		D:\		FULL

				9		PLZCMESF001		D:\		FULL

				9		JNBCMESF006		D:\Logs		FULL

				WEEKLY  Backup

				SL.NO		SERVER		BACKUP DATA		BACKUP TYPE		BACKUP DATE		START TIME		STATUS		Last Clean Backup		Justification

				1		CDOXZA1		E:\Data\Backups		FULL

				2		CITIZAJHBAP05		D:\Reports, D:\RFax Extra		FULL

				3		CPTCMESF001		D:\		FULL

				4		DURCMESF001		D:\		FULL

				5		JNBCMESA003		D:\Sqlback & Registry		FULL

				6		JNBCMESF002		D:\ , E:\laptopbackup		FULL

				7		SF004 - APPS		D:\Apps		FULL

				8		JNBCMESF006		D:\, E:\ & Registry		FULL

				9		PLZCMESF001		D:\		FULL

				MONTHLY Backup

				SL.NO		SERVER		BACKUP DATA		BACKUP TYPE		BACKUP DATE				STATUS		Last Clean Backup		Justification

				1		CDOXZA1		E:\Data\Backups		FULL

				2		CITIZAJHBAP05		D:\Reports  &  D:\RFax Extra		FULL

				3		CPTCMESF001		D:\		FULL

				4		DURCMESF001		D:\		FULL

				5		JNBCMESA003		D:\Sqlbackup & Registry		FULL

				6		JNBCMESF002		D:\ , E:\laptopbackup		FULL

				7		SF004 - APPS		D:\Apps		FULL

				8		JNBCMESF006		D:\, E:\ & Registry		FULL

				9		PLZCMESF001		D:\		FULL

				YEARLY Backup

				SL.NO		SERVER		BACKUP DATA		BACKUP TYPE		BACKUP DATE				STATUS		Last Clean Backup		Justification

				1		CDOXZA1		E:\Data\Backups		FULL

				2		CITIZAJHBAP05		D:\Reports  &  D:\RFax Extra		FULL

				3		CPTCMESF001		D:\		FULL

				4		DURCMESF001		D:\		FULL

				5		JNBCMESA003		D:\Sqlbackup & Registry		FULL

				6		JNBCMESF002		D:\		FULL

				7		SF004 - APPS		D:\Apps		FULL

				8		JNBCMESF006		D:\, E:\ & Registry		FULL

				9		PLZCMESF001		D:\		FULL

				SA SERVER OS RESTORATION STATUS

				S.No		SCHEDULE		SERVER		Restore Data		RESTORATION  DATE				COMPLETED TIME (EST)		STATUS		LAST CLEAN RESTORATION

				1		QUARTERLY		JNBCMESF004
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Migration from ARCSERVE to LEGATO backup software


1) Currently the following servers are being backed up by LEGATO  


		Site

		Os

		Server Name

		Freq.

		Backup Data Information

		Backup Method

		Backup Logs Name

		Backup Location

		Backup Type

		Retention Period



		SANDTON

		

		JNBCMESA008

		Daily

		C:\AEV


C:\AEV\data


C:\Interchange\Bin


C:\Interchange\Scripts


D:\InterchangeData\Gateways


D:\InterchangeData\citiclc

		LEGATO

		LEGATO maintains a different log for each backup identifiable by a job reference ID

		Metrofile

		Differential

		7 days



		SANDTON

		

		JNBCMESA008

		Weekly

		C:\AEV


C:\AEV\data


C:\Interchange\Bin


C:\Interchange\Scripts


D:\InterchangeData\Gateways


D:\InterchangeData\citiclc

		LEGATO

		LEGATO maintains a different log for each backup identifiable by a job reference ID

		Metrofile

		FULL

		3 weeks



		SANDTON

		

		JNBCMESA008

		Monthly

		C:\AEV


C:\AEV\data


C:\Interchange\Bin


C:\Interchange\Scripts


D:\InterchangeData\Gateways


D:\InterchangeData\citiclc

		LEGATO

		LEGATO maintains a different log for each backup identifiable by a job reference ID

		Metrofile

		FULL

		10 Years



		SANDTON

		

		JNBCMESA010

		Daily

		C:\Program Files\Citibank NA


d:\sql_backup

		LEGATO

		LEGATO maintains a different log for each backup identifiable by a job reference ID

		

		Differential

		7 Days



		SANDTON

		

		JNBCMESA010

		Weekly

		C:\Program Files\Citibank NA


d:\sql_backup

		LEGATO

		LEGATO maintains a different log for each backup identifiable by a job reference ID

		

		FULL

		3 Weeks



		SANDTON

		

		JNBCMESA010

		Monthly

		C:\Program Files\Citibank NA


d:\sql_backup

		LEGATO

		LEGATO maintains a different log for each backup identifiable by a job reference ID

		

		FULL

		10 Years



		SANDTON

		

		JNBCMESA012

		Daily

		E:\Backup


d:\Fire_Param


e:\Fire

		LEGATO

		LEGATO maintains a different log for each backup identifiable by a job reference ID

		

		Differential

		7 days



		SANDTON

		

		JNBCMESA012

		Weekly

		E:\Backup


d:\Fire_Param


e:\Fire

		LEGATO

		LEGATO maintains a different log for each backup identifiable by a job reference ID

		

		FULL

		3 weeks



		SANDTON

		

		JNBCMESA012

		Daily

		E:\Backup


d:\Fire_Param


e:\Fire

		LEGATO

		LEGATO maintains a different log for each backup identifiable by a job reference ID

		

		FULL

		10 Years



		SANDTON

		

		JNBCMESF006

		Weekly

		D:\


E:\

		LEGATO

		LEGATO maintains a different log for each backup identifiable by a job reference ID

		

		FULL

		3 weeks



		SANDTON

		

		JNBCMESF006

		Monthly

		D:\


E:|\

		LEGATO

		LEGATO maintains a different log for each backup identifiable by a job reference ID

		

		FULL

		10 Years





2) The full migration to LEGATO is planned for end October 2006.
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			Legato Strategy Meeting





			Minutes


			2006/01/04


			2:00 pm


			Justin’s desk





			





			Meeting called by


			Justin Porteous





			Type of meeting


			Discussion





			Facilitator


			Justin Porteous





			Note taker


			Justin Porteous





			Timekeeper


			Justin Porteous





			Attendees


			Justin Porteous, Neelan Pillay, Vinesh Ramith, Malcolm schweegman





			





			Agenda topics





			1 Hour


			Legato backup stratagy


			justin porteous





			Discussion


			Legato setup - Server @ COB + Storage Node Configuration (One Legato Server per network permitted)



Currently Legato does not support more than one server for restoring with our current configuration.



The suggested configuration by Channel Data was to setup a Legato server @ COB, and setup Storage nodes here.



The server at COB will initiate the backup, and indexes will be stored at COB, but the data will flow from the client directly to the storage node.



The advantage of this is that we will have only one centralized legato setup, and reduced times for restore in the event of a COB situation; the disadvantage is that the machine is not easily physically accessible.









			





			





			Conclusions


			Propose the solution to Clifford and Raoul.





			





			





			Action items


			Person responsible


			Deadline





			


			


			





			


			


			





			





			MACROBUTTON DoFieldClick [Time allotted]


			MACROBUTTON DoFieldClick [Agenda topic]


			MACROBUTTON DoFieldClick [Presenter]





			Discussion


			Legato Schedules (Daily, Weekly, Monthly + Freq) + Tape Labels









			





			





			Conclusions


			12 Daily Sets, 3 Weekly Sets, and exponential Monthly tapes





			Confirm with Clifford and Raoul – then re-request the Bar Code Labels





			





			Action items


			Person responsible


			Deadline





			


			


			





			


			


			





			


			


			





			MACROBUTTON DoFieldClick [Time allotted]


			MACROBUTTON DoFieldClick [Agenda topic]


			MACROBUTTON DoFieldClick [Presenter]





			Discussion


			Legato Save Sets





			





			





			Conclusions


			I have mailed out the Save Sets we are currently using on Legato and Arcserve, these are to be confirmed. 





			





			





			Action items


			Person responsible


			Deadline





			Neelan has assisted me with updating the Save Sets for one of the servers.


			


			





			


			


			





			





			MACROBUTTON DoFieldClick [Time allotted]


			MACROBUTTON DoFieldClick [Agenda topic]


			MACROBUTTON DoFieldClick [Presenter]





			Discussion


			Licensing requirements



· Open File Licenses, which servers are required to have open file agents



· Number of Server licenses and Number of Storage Node Licenses









			





			





			Conclusions


			JNBCMESF001 and JNBCMESF002 could have open files licenses for PST backup, but the question raised is 





			Once a PST is backed up that was open, what is the effect after restoring it? Does it work?





			





			Action items


			Person responsible


			Deadline





			


			


			





			


			


			





			





			MACROBUTTON DoFieldClick [Time allotted]


			MACROBUTTON DoFieldClick [Agenda topic]


			MACROBUTTON DoFieldClick [Presenter]





			Discussion


			TISS Monitoring Requirements



· What are their responsibilities


· What tasks will they be required to do









			





			





			Conclusions


			Mount Tapes, Erase Tapes, Monitor Backups Jobs





			





			Action items


			Person responsible


			Deadline





			


			


			





			


			


			





			MACROBUTTON DoFieldClick [Time allotted]


			MACROBUTTON DoFieldClick [Agenda topic]


			MACROBUTTON DoFieldClick [Presenter]





			Discussion


			Tape Backup Inventory



· Currently cycled tapes' entries are just updated, what should we be doing going forward?



· Discuss Inventory methodology and layout









			





			





			Conclusions


			We will add a new line per tape change to show audit trails as opposed to updating the lines, which 





			Is what is currently happening.





			Action items


			Person responsible


			Deadline





			


			


			





			


			


			








			Observers


			





			Resource persons


			





			Special notes


			No final decisions where made in regard the legato server being at COB in this meeting, and we require another meeting to finalize this point
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Sheet1


			Legato Migration Plan


			Current Backups


			SERVER NAME			IP Address			SAVE SET			INCLUDE


			cdoxza1			169.162.206.54			E:\Data\Backups			Yes


			CITIWEBSA			169.162.206.42			D:\IntranetProduction			No


			CITIZAJHBAP05			169.162.206.37			D:\Reports			Yes


			CITIZAJHBAP05			169.162.206.37			D:\rfax data			Yes


			CITIZAJHBFS01			169.162.206.31			E:\			No


			CITIZAJHBGW			169.162.206.124			C:\Program Files\Citibank NA			Yes


			CITIZAJHBGW			169.162.206.124			D:\Dump			Yes


			CITIZAJHBGW			169.162.206.124			Registry			Yes


			JNBCMESA003			169.162.206.32			D:\SQLBack			Yes


			JNBCMESD003			169.162.206.35			D:\Limon			Yes


			JNBCMESF002			169.162.206.23			D:\			Yes


			JNBCMESF004			169.162.206.19			D:\APPS			Yes


			JNBCMESF006			169.162.206.46			E:\			Yes


			JNBCMESF006			169.162.206.46			Registry			Yes


			JNBCMESF006			169.162.206.46			System State			Yes


			PLBSERVER			169.162.206.52			C:\Program Files\Citibank NA			Yes


			PLBSERVER			169.162.206.52			D:\Dump			Yes


			PLBSERVER			169.162.206.52			D:\SQLBack			Yes


			Legato Backups To Setup


			SERVER NAME			DNS Name			IP Address			SAVE SETS


			AVAYA1_PC			AVAYA1_PC			169.162.206.80


			BCMS			bcms.eur.nsroot.net			169.162.206.71


			CDOXZA1			cdoxza1.eur.nsroot.net			169.162.206.54			E:\Data\Backups


			CITIZAJHBAP05			jnbcmesd001.eur.nsroot.net			169.162.206.37			D:\Reports; D:\rfax data


			CITIZAJHBDB01			CITIZAJHBDB01.eur.nsroot.net			169.162.206.36


			CITIZAJHBDC01			citizajhbdc01.eur.nsroot.net			169.162.206.30


			CITIZAJHBFS01			citizajhbfs01.eur.nsroot.net			169.162.206.31


			CITIZAJHBGW			citizajhbgw.eur.nsroot.net			169.162.206.124			C:\Program Files\Citibank NA; D:\Dump


			CITIZAJHBTMS01			citizajhbtms01.eur.nsroot.net			169.162.206.70


			CITIZAXFER01			CITIZAXFER01			169.162.206.94


			CLS1479202			CLS1479202.eur.nsroot.net			169.162.206.75


			EURDCJNB001			eurdcjnb001.eur.nsroot.net			169.162.206.20


			EXSAMB01			EXSAMB01.eur.nsroot.net			169.162.206.24			MSEXCH:IS


			IMAGE-AUT			ciferserver_pc.eur.nsroot.net			169.162.206.96


			IMAGE-SERVER			image-server.eur.nsroot.net			169.162.206.100


			JNBCMESA001			ecredit.eur.nsroot.net			169.162.206.118


			JNBCMESA003			JNBCMESA003.eur.nsroot.net			169.162.206.32			D:\SQLBack


			JNBCMESA008			JNBCMESA008			169.162.206.105			All


			JNBCMESA009			JNBCMESA009			169.162.206.104


			JNBCMESA010			jnbcmesa010.eur.nsroot.net			169.162.206.52			CLIENT NOT INSTALLED DUE TO ERROR


			JNBCMESA011			jnbcmesa011.eur.nsroot.net			169.162.206.29			D:


			JNBCMESA012			jnbcmesa012.eur.nsroot.net			169.162.206.126			All


			JNBCMESA013			jnbcmesa013.eur.nsroot.net			169.162.206.11


			JNBCMESA016			jnbcmesa016.eur.nsroot.net			169.162.206.42			D:\


			JNBCMESA069			pluserver.eur.nsroot.net			169.162.206.15


			JNBCMESD003			jnbcmesd003.eur.nsroot.net			169.162.206.35			D:\Limon


			JNBCMESF001			jnbcmesf001.eur.nsroot.net			169.162.206.21			All


			JNBCMESF002			jnbcmesf002.eur.nsroot.net			169.162.206.23			D:\


			JNBCMESF003			jnbcmesf003.eur.nsroot.net			169.162.206.18


			JNBCMESF004			jnbcmesf004.eur.nsroot.net			169.162.206.19			C:\


			JNBCMESF005			jnbcmesf005.eur.nsroot.net			169.162.206.122			Proposed: D:\; E:\


			JNBCMESF006			JNBCMESF006.eur.nsroot.net			169.162.206.46			E:\


			JNBCMEW471594			JNBCMEW471594			169.162.206.79


			JNBCMEW574216			JNBCMEW574216			169.162.206.114


			JOB-DBU1-SF			job-dbu1-sf.za.citicorp.com			169.162.206.50


			JOB-DBU2-SF			job-dbu2-sf.za.citicorp.com			169.162.206.51


			KDFDV-0B			KDFDV-0B			169.162.206.77


			LOGGER-1480901			LOGGER-1480901.eur.nsroot.net			169.162.206.78


			MASTER-DBU			master-dbu.eur.nsroot.net			169.162.206.49


			PLCSERVER			PLCSERVER			169.162.206.53


			SAJHBDTS01			dealtrackersa.eur.nsroot.net			169.162.206.14


			SERVPROUAT			servprouat.eur.nsroot.net			169.162.206.121


			TRESTEL12-PC			TRESTEL12-PC			169.162.206.44


			eqglap1jnbd			eqglap1jnbd.eur.nsroot.net			169.162.206.33			All


			eqglap1jnbp			eqglap1jnbp.eur.nsroot.net			169.162.206.34			All


			eqglap1jnbc			eqglap1jnbc.eur.nsroot.net			169.162.82.147			All (To be done only on Fridays, i.e. weekly)
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			Project Tracker


			Project:			Legato Migration Plan


			Start Date:			26-Sep-05


			Project Coordinator:			Justin Porteous


			Description of Project:			Migration of the current backup system (Arcserve2000) to Legato Networker.


			Tasks			Steps Involved			Resources Req.			Due Date			Date Done			Notes / Dependencies


			Setup Legato Servers			Setup Live Site Server + Install Legato			Justin Porteous						9-Sep-05			Completed prior to this plan


						Setup COB Site Server + Install Legato			Justin Porteous						9-Sep-05			Completed prior to this plan


			Setup Test Clients			exsamb01 (Exchange)			Justin Porteous			29-Sep-05			19-Nov-05			Sucessful


						eqglapjnbd.eur.nsroot.net (Unix)			Justin Porteous			29-Sep-05			19-Nov-05			Sucessful


						JNBCMESF006			Justin Porteous			29-Sep-05			19-Nov-05			Re-install client


						JNBCMESF001			Justin Porteous			29-Sep-05			19-Nov-05			Sucessful


						JNBCMESF004			Justin Porteous			29-Sep-05			19-Nov-05			Sucessful


						jnbcmesa012			Justin Porteous			29-Sep-05			19-Nov-05


			Confirm Test Clients Work			Setup Backup schedule and confirm that it works by doing several restores. Provide evidence of results.			Justin Porteous			5-Oct-05


			Licensing Requirements			List All License requirements for severs			Justin Porteous			5-Oct-05


			Setup Legato Clients			JNBCMESF001			Justin Porteous			TBA


						JNBCMESF002			Justin Porteous			TBA


						JNBCMESF003			Justin Porteous			TBA


						JNBCMESF004			Justin Porteous			TBA


												TBA
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Legato Server Details



Live Site



			Server Name


			jnbcmesa011.eur.nsroot.net





			Legato Version


			Version 7.2 Build 172








COB Site



			Server Name


			Jnbcmesa012.eur.nsroot.net





			Legato Version


			Version 7.2 Build 172








Legato Overview / Familiarization



Legato’s “Networker Administrator” Interface
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Groups


Legato Groups are the same as backup jobs in Arcserve. Here you will group clients that will be backed up.



Each group is assigned various settings such as Schedule, Media Pools, Snap Shot Settings etc.
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Autochangers



Auto changers are the Media Libraries. We use a HP MSL6000 Series Storage works.
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Autochanger’s Operations interface
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Backup methodology


We use differential backups, which clears archive bits only after a full backup. 


This means that daily backups get gradually larger, but restore is easier. 


A full restore only requires the last full backup and the last differential. 


Backups from Monday till Thursday will be differential.



Backups on Fridays will be FULL.



All backups are scheduled to start at 8pm.



With our current backup strategy, we backup data to 400GB LTO Ultrium tapes. These tapes are rated at 400GB with compression, so it is not unusual to have a full tape with less or more data on the tape than the prescribed 400GB.



Tape Changing Procedure


Tape changing is to be done the following working day, after the backups have been complete.



Step 1 – Extract tapes


Extract tapes from Library, and update the Tape Inventory.


Step 2 – Insert New Tapes 


Insert new tapes into Library, and update the Tape Inventory.



Step 3 – Load tapes / Legato Inventory



Execute the Inventory function via the Autochanger’s operations interface. This will allow Legato to know what tapes are in the Library.


[image: image5.png]Nae:

MeLE0nD Mount Deposit

Wriount Wikdraw

[Standard SCS1 Jukebox Label

[esidev@26.0








[image: image6.png][Autochanger Inventory

Enter  slot range of backup voluries you would ke to
inventar. I you want o invertary only cne backup
volume, entr the same siot rumber.

Slot Range:

st [1
Last 29

Operaton Type:
€ Slow /Verbose

& Eat 7Skt

|
Cancel Help









NOTE: If the Label command is executed via the Autochanger’s Operations interface, all data on the tapes selected will be deleted. Below is a snap shot of where this command is found. Be careful.
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Tape Inventory



The tape inventory is our only way of knowing what tapes contain what data.



Once a tape has been labeled with a barcode and added to the library, it must be added to the Tape Inventory.


When a tape is removed from the library, the Tape Inventory must be updated.



When a tape is sent offsite, the Tape Inventory must be updated.



Below is a sample copy of the initial Legato Tape Inventory created for keeping track of the tapes and their content.
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AVB984L1 01-Oct-05 04-Nov-05 Default



AVB988L1 01-Oct-05 04-Nov-05 Citigroup Mon to Thur Dif



AVB989L1 01-Oct-05 04-Nov-05 Citigroup Mon to Thur Dif



AVB991L1 01-Oct-05 04-Nov-05 Citibank Default Pool



AVB992L1 01-Oct-05 04-Nov-05 Citibank Default Pool



AVB993L1 01-Oct-05 04-Nov-05 GLMO



AVB994L1 01-Oct-05 04-Nov-05 Citibank Default Pool



AVB996L1 01-Oct-05 04-Nov-05 Citibank Default Pool



AVB997L1 01-Oct-05 04-Nov-05 Citigroup Mon to Thur Dif



AVB998L1 01-Oct-05 04-Nov-05 GLMO



AVB999L1 01-Oct-05 04-Nov-05 Citigroup Mon to Thur Dif
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				Backup Tape Inventory



				Barcode				Date Inserted				Date Removed				Pool				Off Site Reference



				AVB981L1				1-Oct-05				4-Nov-05				Citibank Default Pool



				AVB982L1				1-Oct-05				4-Nov-05				Citibank Default Pool



				AVB983L1				1-Oct-05				4-Nov-05				GLMO



				AVB984L1				1-Oct-05				4-Nov-05				Default



				AVB988L1				1-Oct-05				4-Nov-05				Citigroup Mon to Thur Dif



				AVB989L1				1-Oct-05				4-Nov-05				Citigroup Mon to Thur Dif



				AVB991L1				1-Oct-05				4-Nov-05				Citibank Default Pool



				AVB992L1				1-Oct-05				4-Nov-05				Citibank Default Pool



				AVB993L1				1-Oct-05				4-Nov-05				GLMO



				AVB994L1				1-Oct-05				4-Nov-05				Citibank Default Pool



				AVB996L1				1-Oct-05				4-Nov-05				Citibank Default Pool



				AVB997L1				1-Oct-05				4-Nov-05				Citigroup Mon to Thur Dif



				AVB998L1				1-Oct-05				4-Nov-05				GLMO



				AVB999L1				1-Oct-05				4-Nov-05				Citigroup Mon to Thur Dif



				AVB987L1				1-Oct-05				7-Nov-05				Citigroup Mon to Thur Dif



				AVB986L1				1-Oct-05				7-Nov-05				GLMO



				AVB985L1				1-Oct-05				7-Nov-05				Citigroup Mon to Thur Dif



				AVB995L1				1-Oct-05



				AVB960L1				4-Nov-05



				AVB961L1				4-Nov-05



				AVB962L1				4-Nov-05



				AVB963L1				4-Nov-05



				AVB964L1				4-Nov-05
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Tape Destruction Certificate


Cartridge Names: 


1) ____________________________________________________


2) ____________________________________________________


3) ____________________________________________________


4) ____________________________________________________


Date Of Destruction: ________________________________________


Reason: ________________________________________________________________________  
                                 


________________________________________________________________________



________________________________________________________________________



This is to confirm that the above-mentioned media has been destroyed in the presences of the under signed staff.


1st Person Name: _______________________        Sign-Off/Date: ________________


2nd Person Name: ______________________        Sign-Off/Date: _________________


Reviewed By Name / Sign-Off / Date: _______________________________________
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Voice Recording Access Request 


Requestors Full Name  : ______________________________               Signature : ______________


Department Head  :  __________________________________            Signature : _______________


Department :________________________________

 Extension : ______________









SCOO    Signature : _______________


Date Request Submitted  :  _______________

Request Details:


		1

		Extension from where call was made\Received 

		



		2

		Date call was made  ?

		 



		3

		Approximate times between call was made ?




		Between 

		And between 



		4

		Direction of call ?




		In

		

		Out

		



		5

		Approximate duration of call ?

		



		

		Brief Reason for the Request :




		





Request competition: 


Operators Full Name  : ______________________________              Signature : ______________


Date Request Completed   :  _______________


September 2002 – Rev 1.0
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Backup Media Request


Department :  _______________________________________            Extension : ______________

Requestors Full Name  : ______________________________             Signature : ______________

Department Head :___________________________________
Signature : ______________


Date Request Submitted  :  _______________

Request Type :-


		1

		Restore

		  



		2

		Create

		



		3

		Destruction 

		



		4

		Other – Please Specify

		



		

		Action Or Information Required eg. System , disk, directory, files, programs, etc.


Brief Reason for the Request :




		





Note:   
Please tick appropriate Box 

This form will not be processed if the below exceptions exist:


1)
More than 1 block has been ticked.


2)
Corrections / over writing or cancellations

Request Serviced / Actioned By:-


Name                              : ____________________________________________________________


Signature                       : ____________________________________________________________


Date & Time Effected   : ____________________________________________________________


Brief Notes : 


Collected from Off-Site Safe By :-


Librarian # 1: ____________________________    Librarian # 2: ___________________________


Date
        :


Returned to Off-Site Safe By :-


Librarian # 1: ____________________________    Librarian # 2: ___________________________


Date
        :


August 2001 – Rev 1.0
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