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1 Backup Information’s & Server names / IP’s

Backup Server:

JNBCMESA011  
169.162.206.29

Clients:

 CDOXZA1

169.162.206.54


 CITIZAJHBDB01
169.162.206.36


 EQGLAP1JNBP

169.162.206.34


 EXSAMB01

169.162.206.24

  JNBCMESA003

169.162.206.32


JNBCMESA008

169.162.206.105

 JNBCMESA010

169.162.206.52

 JNBCMESA011

169.162.206.29

 JNBCMESA012

169.162.206.126

 JNBCMESA024

169.162.206.35

 JNBCMESA025

169.162.206.60

 JNBCMESF001

169.162.206.21

 
             JNBCMESF002

169.162.206.23

JNBCMESF003

169.162.206.18

JNBCMESF006

169.162.206.46    

Storage Node:



JNBCMESF011DR           169.162.82.39

CPTCMESF001 

169.162.86.11

PLZCMESF001

169.162.85.74

DURCMESF001

169.162.85.9

Evening Activities

1. Every night Monday to Friday at 20:00 IST inventory needs to be run and backup media need to be mounted.
2. Labeling Procedure:  Automatic Labeling using the barcodes has been implemented on most of the client backups except for the ones mentioned below
	Server Name
	Daily Backup Label
	Monthly Backup Label

	CDOXZA1
	Barcode 
	Barcode

	CITIZAJHBDB01
	
	

	EQGLAP1JNBP
	
	

	JNBCMESA003
	
	

	JNBCMESA008
	
	

	JNBCMESA010
	
	

	JNBCMESA011
	
	

	JNBCMESA012
	
	

	JNBCMESA024
	
	

	JNBCMESA025
	
	

	JNBCMESF001
	
	

	JNBCMESF002
	
	

	JNBCMESF003
	
	

	JNBCMESF006
	
	

	CPTCMESF001
	Daily.CPTCMESF001.Date
	Monthly.CPTCMESF001.Date

	PLZCMESF001
	Daily.PLZCMESF001.Date
	Monthly.PLZCMESF001.Date

	DURCMESF001
	Daily.DURCMESF001.Date
	Monthly.DURCMESF001.Date


Go to top
1.1 Server Names & IP’s

	SI
	SERVER
	IP ADDRESS
	OS
	BACKUP DETAILS

	1
	JNBCMESA011
	169.162.206.29
	Win2k
	Backup Console

	2
	CDOXZA1
	169.162.206.54
	Win2k
	Legato Networker Clients

	3
	CITIZAJHBDB01
	169.162.206.36
	Win2k
	Legato Networker Clients

	4
	EQGLAP1JNBP
	169.162.206.34
	Win2k
	Legato Networker Clients

	
	EXSAMB01
	169.162.206.24
	
	Legato Networker Clients

	5
	JNBCMESA003
	169.162.206.32
	Win2k
	Legato Networker Clients

	6
	JNBCMESA008
	169.162.206.105
	Win2k
	Legato Networker Clients

	7
	JNBCMESA010
	169.162.206.52
	Win2k
	Legato Networker Clients

	
	JNBCMESA011
	169.162.206.29
	Win2k
	Legato Networker Clients

	
	JNBCMESA012
	169.162.206.126
	Win2k
	Legato Networker Clients

	
	JNBCMESA024
	169.162.206.35
	Win2k
	Legato Networker Clients

	
	JNBCMESA025
	169.162.206.60
	Win2k
	Legato Networker Clients

	
	JNBCMESF001
	169.162.206.21
	Win2k
	Legato Networker Clients

	
	JNBCMESF002
	169.162.206.23
	Win2k
	Legato Networker Clients

	
	JNBCMESF003
	169.162.206.18
	Win2k
	Legato Networker Clients

	
	JNBCMESF006
	169.162.206.46  
	Win2k
	Legato Networker Clients

	
	CPTCMESF001
	169.162.86.11
	Win2k
	Storage Node

	
	PLZCMESF001
	169.162.85.74
	Win2k
	Storage Node

	
	DURCMESF001
	169.162.85.9
	Win2k
	Storage Node


1.2 Backup Log Paths:

JNBCMESA011 
--
 D:\PROGRAM FILES\LEGATO\NSR\LOG\

1.3 Backup Path :
	S.No
	JOB Name
	Server
	Back Data
	Backup Server

	 
	 
	 
	 
	 

	1
	SOE DAILY
SOE MONTHLY
	CPTCMESF001
	ALL
	JNBCMESA011

	
	SOEWEEKLY
	CPTCMESF001
	ALL
	JNBCMESA011

	2
	SOE DAILY
SOE MONTHLY
	PLZCMESF001
	ALL
	JNBCMESA011

	
	SOEWEEKLY
	PLZCMESF001
	ALL
	JNBCMESA011

	3
	SOEWEEKLY
	DURCMESF001
	ALL
	JNBCMESA011

	
	SOE DAILY
SOE MONTHLY
	DURCMESF001
	ALL
	JNBCMESA011

	 
	 
	 
	 
	 

	4
	CITIDAILY
CITIMONTHLY
CITIWEEKLY
	CDOXZA1
	E:\data\
D:\Data
E:\ProgramFiles\Microsoft SQL Server \MSSQL\Data
	JNBCMESA011

	5
	CITIDAILY
	JNBCMESA003
	D:\SQLBack
	JNBCMESA011

	
	CITIMONTHLY
CITIWEEKLY
	JNBCMESA003
	D:\SQLBack
	JNBCMESA011

	6
	CITIDAILY
CITIMONTHLY
CITIWEEKLY
	JNBCMESF006
	D:\; E:\
	JNBCMESA011

	7
	CITIDAILY
	JNBCMESA008
	C:\AEV
C:\AEV\Data
C:\INTERCHANGE\BIN
C:\INTERCHANGE\Scripts
C:\INTERCHANGE\Data\Gateways
C:\INTERCHANGE\Data\Citiclc
	JNBCMESA011

	
	CITIMONTHLY
CITIWEEKLY
	JNBCMESA008
	All
	JNBCMESA011

	8
	CITIDAILY
	JNBCMESA010
	D:\Sql_backup
D:\Program Files\Citibank NA
	JNBCMESA011

	
	CITIMONTHLY
CITIWEEKLY
	JNBCMESA010
	ALL
	JNBCMESA011

	9
	CITIDAILY
	JNBCMESA012
	E:\Backup
D:\Fire\Param
E:\Fire
	JNBCMESA011

	
	CITIMONTHLY
CITIWEEKLY
	JNBCMESA012
	ALL
	JNBCMESA011

	10
	CITIDAILY
CITIMONTHLY
CITIWEEKLY
DEFAULT
	JNBCMESA019
	ALL
	JNBCMESA011

	11
	CITIDAILY
CITIMONTHLY
CITIWEEKLY
	JNBCMESA024
	D:\Webroots
D:\Databases\Backup
D:\ProgramFiles\Peresys
D:\Install Files
	JNBCMESA011

	12
	CITIDAILY
CITIMONTHLY
CITIWEEKLY
	JNBCMESA025
	D:\
	JNBCMESA011

	13
	CITIDAILY
CITIMONTHLY
CITIWEEKLY
	JNBCMESF003
	D:\
	JNBCMESA011

	14
	CITIDAILY
CITIMONTHLY
CITIWEEKLY
	JNBCMESA011
	ALL
	JNBCMESA011

	15
	CITIMONTHLY
	CITIZAJHBDB01
	D:\
	JNBCMESA011

	16
	FILESERVER DAILY
	JNBCMESF001
	d:\commands
d:\data_pub
d:\doubletakeeval
d:\groups
d:\groups_recover
d:\home
d:\home_to_transfer_overseas
d:\lnb
d:\recover
d:\restored_data
e:\apps
e:\apps_exchange
e:\apps_logs
e:\appsPscripts
e:\groups_tmp
e:\program files
	JNBCMESA011

	
	FILE SERVER WEEKLY
	JNBCMESF001
	ALL
	JNBCMESA011

	
	FILE SERVER MONTHLY
	JNBCMESF001
	ALL
	JNBCMESA011

	17
	FILE SERVER MONTHLY
FILE SERVER WEEKLY
	JNBCMESF002
	D:\
E:\
	JNBCMESA011

	
	FILE SERVER DAILY
	JNBCMESF002
	d:\apps_pub
d:\cgmdat_pub
d:\commands
d:\data_grp
d:\data_pub
d:\data_pub_test
d:\drinfo
d:\eibdata_pub
d:\home
d:\laptopbackup
d:\log
d:\program files
d:\support
e:\apps
e:\apps_logs
e:\apps_scripts
e:\data_tmp
e:\laptopbackup1
	JNBCMESA011


Go to top
1.4 Backup Schedule :

	Sl.No
	Server Console
	Backup Group Name
	Device Group Configuration
	Schedule 
	Start Time

	
	
	
	
	Incremental
	Full
	 (IST – 4Hr 30 mts)

	1
	JNBCMESA011
	CitiDaily
	Tape0, Tape1
	Level5
	 
	19:30

	2
	
	CitiWeekly
	Tape0, Tape1
	 
	Full
	20:00

	3
	
	CitiMonthly
	Tape0, Tape1
	 
	Full
	19:30

	4
	
	FileServers Daily
	Tape2, Tape3
	Level5
	 
	19:00

	5
	
	File Servers Weekly
	Tape2, Tape3
	 
	Full
	19:00

	6
	
	File Servers Monthly
	Tape2, Tape3
	 
	Full
	19:00

	7
	
	SOE Daily
	RD: Tape0
	Level5
	 
	18:00

	8
	
	SOE Weekly
	RD: Tape0
	 
	Full
	18:00

	9
	
	SOE Monthly
	RD: Tape0
	 
	Full
	18:00


2 Backup Monitoring Procedure

2.1 Tape Mounting

1. Connect to JNBCMESA011 server using your APAC credentials through Terminal.
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2. Go to Start ( Programs ( Legato Networker ( Networker Administrator
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3. Click Devices button in Media Management.
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4.Device Configuration

a) Follow the below steps to mount the tapes in Storage nodes.
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A1.Right Click and go to Operations

A2. Click Unmount if tape mounted
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A3.Then Mount to Ensure Previous Day tape has loaded on that drive
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A4.Then click label to erase and mount tape for the backup 
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A5.Label the tape according to the convention :
	CPTCMESF001
	Daily.CPTCMESF001.Date
	Monthly.CPTCMESF001.Date

	PLZCMESF001
	Daily.PLZCMESF001.Date
	Monthly.PLZCMESF001.Date

	DURCMESF001
	Daily.DURCMESF001.Date
	Monthly.DURCMESF001.Date


Note: For other Backup Groups Automatic Barcode labeling option has been implemented

Check Manual Recycle for Monday, Friday and Monthly Backup Tape Volume

Make sure Mount after labeling option is checked.

b) Follow the below to do the inventory, mounting of tapes in the Library.

[image: image9.png]=101x|
bcmesa01 Leurnsrootnet Autochangers HER
2 - L] A Undar ramgla«wnlrgtg—‘

[ Fle view Operations Resources Options Window Help “
=T e T N e A T N T} U APACs18977

jnbemesal eurnsiootnet
B Autochangers

= vy
[autochanger operations:

Noe:
MaLE000 Mount Depost
Unmunt witdion
ol
[Stendard SCS1 Jukebor el
werloy
Conlrl Pt e
resden@200 Besel
Device Volume ite | Exp
0\ Toped e e 104
A Tapet Vool Ye 104
CiDaiy
Daiy
| ——





[image: image10.png]inbcmesa011

[ Fle view Operations Resources Options Window Help

:l‘ Unday ramgla«wnlrglgd

=lolx]

B low| [ (] @[] 2 (@)

[Autochanger operations:
Mame: [Autochanger Inventory:

Il spacissisors

© Fast/ Sient

W A\Taped

MSLe000 Depost
Enter  slot range of backup volumes you would ke to
Withdraw
inverlary If ot war o nventoryonl one backup !
Modet volume, ente the seme slot nmb.
[Stendard SCS1 Jukebor St Range:
Contol Pt Fist
[osidev@200 L [
- Dperation Type: E Wite | Expi
LT e 104
 Slow /Verbose 1w Nogiiry)





2.2 Monitor Backup

1.Go to Monitor on the Main window and ensure tape has loaded with proper label
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2.Explore Groups from Main Window to View Backup Jobs

· If the group icon shows as green, then the backup schedule got completed successfully

· If the group icon shows as red, then the backup schedule got completed with Failed status

· If the group icon shows as yellow, then the backup schedule is running
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3.Right click and click Details to view backup job status like

· Successful
- Backup completed Jobs

· Incomplete
-In Progress

· Unsuccessful
-Backup Failed Job
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4.Monitoring Windows

Device

· Server and Tape Label details

Sessions

· Current Session Window

Messages (Demon Log)

· Current Activity Window

[image: image15.png]=10/ x|
§- Networker Adr [_[51x]
[1 Fle View Operations Resources Options Window Help 18] x|

e e e T D e T N

& NetWorker Server, [ Devioes

W\ \Tape2()) AVCIZILT wiiting et 3869 KBs, 72 GB
W\ \Tape3() AvCILE witing, done

piomesf00] 4 \Tapsd (unmounted)

urcmesf01 A\ {Taped SOEdaily.010 wiiting, done
rd-jnbomesfl 1dr \Tape0(J) CiiDaily017

iscmesi0]1dri}\Tapel (J) CiiDaily 018 wiiting, done
Izcmesfin1 \\Tape SOEdaily.012 mounted LTO Ultium tape SOEdaily.012 =
Sessions

nbcmesfl01 eur nsrootnetdiHome savin

Messages
[ Thu 06:41:13 AM media criical event Waiting for 1 writable volumes to backup pool 'SOE Daily'taja]
[ Thu 06:56:27 AM media event cleared: Waiting for 1 wiitable volumes to backup pool 'SOE Daily't_
[ Thu 07:01:56 AM media waiting event Waiting for 1 witable volumes to backup pool 'SOE Daily' ta v
< | >

Kl | | Corfigue Mot [Volumes  nderes

Pending Messages | Group Status ] Clone Status

[
Hstart|| (@ @ 53 ||[FENetWorker administr

[Server: jnbcmesa011.ex| 7:38 AM

BEY o





2.3  Un-Mounting

After backup is completed go to Device Operation and Un-mount the tape.

3 Error Identification

     Contact Command Center on such errors

4 Copy Backup Log

Need to run once the backup has completed. Run a batch file located on C:\4clm\logcopy.cmd.This will dump the backup log to a common location for TCU to review.

5 Retention Period

Once the backup frequency periods are determined, the retention period on the backups are the next most important things. What do we do with these backups?  How long do we keep them?  The retention period for Tape backups is defined as follows:

Daily Backup

EOD backup kept for the next one week i.e. 7 Days (recycled).

Weekly Backup
EOW backup kept for the next two weeks i.e. 14 Days (recycled).

Monthly Backup
EOM backup kept for 10 years.

Yearly Backup

EOY backup kept for 10 years.

Backup logs would be retained for 30 – 60 days on a centralized and secure location and will be backed up with EOM data. 

6 Restoration Procedure

Restoration request is logged through a VT request and Wintel Command Center initiates the Restoration process based on the VT Request.  Required backup media for restoration is notified to the local SA support.  Restoration is performed once the required backup media is loaded by the SA Support.

7 Status mail

Operations team has to send a status mail to client as well as TCU copying wintel SA team also, TCU will also review and send status mail to clients.
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If there is any problem on backup need to sent a backup status mail stating the problem like

8 Operations Total responsibility

 OPS will do backup monitoring process on the mentioned servers and escalate the problems to Command Center Team/concerned client personnel as per escalation details.

9 Escalation

Problem escalation should go to NT SE Immediately and client escalation would be done as per SE teams confirmation.

	Contact Personal Mail ID
	Office
	Mobile

	Command Center
	4392 5057 / 5314
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