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1.0   INTRODUCTION

The need for an effective and efficient backup procedure is one of the most critical aids to organizations’ stability, confidence and continued operations. This is so because data is one of the most crucial assets within an organizations’ setting. The responsibility for availing such data, whether past or present, required for the normal day to day operations of the organization or for continuity of business is solely charged to Technology Infrastructure.

1.1 SCOPE

This document covers the backup process & procedures for the backups of data, applications, database records, and executable programs on servers. TI staff should follow these processes and procedures for taking backup of servers under their responsibility and operation.

2.0 DATA CENTER SYSTEMS BACKUP

Data Centre Operators are to perform BASICALLY daily backups on different servers. The systems concerned and nature of backups are defined in this section.

Note: Currently, Branch DC Operator only performs the “physical tape handling”; rest of the backup process is handled by TISS backup operators.

2.1 BACKUP STRATEGY

Backup is one of the most critical activities performed in Data Center. Therefore critical attention must be given to the backup activities. Depending on the nature of data being backed up and the frequency of change, we have decided to do daily, monthly and yearly backups. The core objective is to reduce the recovery time in case of any disruption of business.

All server backups are taken using HP storage Works Ultrium 460 (Legato Software). To ensure that backups are completed properly, verification of successful backup is part of DC’s DCFC. The backup log utility is also reviewed on daily basis.
All data backed up is encrypted through DECRU devices which stand in between the Server and the HP Backup device. 

A daily FULL backup of the servers is taken. No separate systems’ backup is required. However, periodically application systems’ backups may be taken; especially prior to any upgrade or installation.

2.2 SERVERS BACKUP

Currently the servers are being backed up using “Legato Networker Software”

KLACMESA003 acts as the main “client” through which the second production server KLACMESA002 is backed up.
2.3 Standalone PCs
Backups for systems / applications residing on standalone PCs is done separately by the TI Staff. These systems include

i. CCTV system – Backup procedure outlined in the procedure attached.
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ii. Voice System – recordings are done online on SONY Data cartridge. Separate procedure attached.
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2.4 Laptops

All laptop users have been advised to save their data both to their machines and on to the server. It is also recommended to run the provided batch files that will copy their data on to the network drive from where it will be backed up with the rest of the data on the server.

3.0 GENERAL STANDARS

1. When not in use backup media will be stored in a fireproof safe with dual locks at the off-site library.

2. Backup media transfer from the production site to the offsite must be governed by the following:

(a) Backup media to be transported ONLY in the branch’s car, and while in custody of 2 permanent staff.

(b) The media ONLY to be transported in a dual-lock container.

(c) The keys to the container to be kept in 2 sets: one set is held by the offsite librarians, the other set to be kept at the off-site keys’ cabinet.
(d) All backup media transported is ENCRYPTED.
3. A unique identifier identifies each the backup media. The labeling convention is described in APPENDIX 1
4. All retrievals and lodgments of backup media by Data Center must be requested from the off-site librarians using the backup media transfer request form (Appendix II). All requests must be authorized by the SCOO or in his/her absence, a SCOO designate, before the transfer of the backup media.

5. All backup media retrieved from the off-site library must be kept in the Data Center onsite fireproof cabinet when not in use by Data Center (see next section on local deviation to general standards). All backup media must be transported between the Data Center onsite fireproof cabinet and off-site library in a dual-locked container. The key to the Data Center onsite fireproof cabinet will be held by the designated onsite librarians.

6. Lodgment, retrieval and transfer of backup media must be done by the designated offsite librarians.

7. It is responsibility of Librarian/Data Center Manager to maintain off-site/on-site tape inventory. This inventory should be reviewed semi annually. Ensure report or inventory should have following fields:

· On & Off-site Inventory of all tapes/AIT’s/DAT/DLT’s/ Ultrium 460/ CDs
· Location of tapes/AIT’s/DAT/DLT/ Ultrium 460/CDs
· Server Name List.

4.0 DEVIATION TO GENERAL STANDARDS

A deviation was obtained from the SCOO for onsite overnight storage of tapes. The details of the deviation are as follows.

Policy Reference:
  General Technology Policy Standards and Procedure.

Sector/Country: 
   CEEMEA, Emerging Markets, Uganda

Systems Affected:
Chequepoint, Checks32, EMGRANS, File Server (KLACMESA001), CCTV System, Data Voice System.

Policy Requirement

It is required that the day’s backups are to be handed over to a designated librarian for storage at the offsite immediately after the back-ups have been done.

Deviation Requested

It is requested that the backup tapes that are to be stored offsite will be handed over to the designated librarian for offsite storage the next working day. During the overnight or weekend period they will be kept onsite.

Justification for Deviation

Backups can only commence after processing is completed. Often backups complete late (quite after close of the business day).

Risk

In the worst case scenario there exists a medium risk related to COB and the recovery of bank records worth of 1 day’s work.

5.0 DATA RESTORATION

Any back-up data being restored requires approval from the Technology Head. In his absence the SCOO will provide such approval.

Prior to release or transfer of any media from the library, the librarian will require an approved “transfer request form”. Only the SCOO, or in his/her absence the SCOO designate, will approve transfer of library media.

The TI will achieve restoration within 12 working hours, maximum. Less time is possible, depending on the criticality of the restoration request/purpose. 

Step by step process for data restoration on Production or Backup server (whichever is applicable) will be as follows: -

5.1
TAPE RETRIEVAL.

· User submits request to data center.

· Data center raises tape transfer request.

· Approvals are sought from SCOO or his/her designate

· Transfer request is given to the librarian.

· Librarian retrieves requested tape; updates register, and forwards tape to Data Center.

5.2
DATABASE RESTORE

· Designated users log in using the privileged user ID with restore rights.

· The selected tape for restore is inserted in the tape drive.

· Click the start option on the screen, select programs, and administrative tools, backup. This opens a window titled backup.

· Select operations, catalogue; this begins the tape catalogue process.

· Once the catalogue process is complete, select the data to be restored and click OK.

· If only one file is to be restored then this individual file or group of files will be selected.

· Once prompted, select the desired location to restore the data or file e.g. D:\ or G:\Credit Admin and select E:\TEMP\Backup.log as the location to log the event. Alternatively the default C:\WINNT\ can be selected.

· Click on OK to start the restore process.

· The restore process can be viewed on the screen and will indicate completion.

· Lodgment, retrieval and use of privileged user passwords will be in line with the “PRIVILEGED USER ACCESS” document.
6.0 Procedures to discard/Degauss and Replace Tapes
Once the backup frequency periods are determined, the retention period on the backups are the next most important things. What do we do with these backups?  How long do we keep them?  The retention period for Tape backups is defined as follows:

Daily Backup

EOD backup kept for the next one week i.e. 7 Days (recycled).

Monthly Backup
EOM backup kept for 12 months
Yearly Backup

EOY backup kept for 10 years.

Backup logs would be retained for 30 – 60 days on a centralized and secure location and will be backed up with EOM data. 

Backup tapes may contain more than one class of information simultaneously. Even if they were capable of being scanned visually to learn the nature of their contents, the volume of information contained prevents the exercise of informed judgment and discrimination as to which items might be confidential or not. The best practice, then, is to treat tapes as if they in fact do contain restricted information.

When they are nearing the end of their useful life, tapes should be destroyed and disposed of in the following manner:

· The tape should be shredded or wholly or partially disposed and cut up.

· The case should be forcibly crushed or broken.

· Safety precautions and procedures should be developed and followed when performing the above actions.

It is ensured that tapes/CDs/Floppies/AIT ’s are destroyed, by cutting into small pieces.

Destruction should be done by the evidenced of two personnel and Destruction certificate should be filled for evidence.

APPENDIX I

DAILY BACKUP & DOCUMENTATION LISTING
	SYSTEM
	SERVER NAME
	FREQUENCY
	TAPE DESCRIPTION
	RECYCLE MEDIA?

	Application & File Server
	KLACMESA003
	Daily (Monday –Friday)
	SNN-DDD-SA003
(E.g. 001-MON-SA003)
	YES

	Application & File Server
	KLACMESA003
	Monthly (Jan – Dec)
	SNN-DDD-SA003

(E.g. 001-JAN-SA003)
	No

	Application Server
	KLACMESA002
	Daily (Monday-Friday)
	Same as above
	YES

	CCTV
	NA
	Daily till backed up montly.

 (Monday-Sunday)
	Date:month:yyyy
(E.g.20th July 2005)
	no

	Data Voice System
	NA
	Weekly

	Date:month:yyyy
	NO


SNN: Is a 3-digit identifier for the DLT tape, with 001 being the first tape, 002 the second tape (incase backup occupies more than 1 tape), etc.

APPENDIX II

Backup Library Transfer Request Form

Access Is Requested To (select only one)
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DLT Tape
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CCTV Tape



Data Voice Tape







Dated:

                                                                                                                                     



Requested By:     ---------------------------------------

Request Date:     ---------------------------------------

Purpose
  ----------------------------------------



  ----------------------------------------



  ----------------------------------------

Signed:             -------------

Backup Details


Label:              ------------------------------------------

Date In:          ------------------------------------------

Date Out:        -----------------------------------------

Librarian’s Name
1st Librarian--------------------------------    Signed--------------

2nd Librarian-------------------------------    Signed---------------

SCOO Approval

Date: ----------------




Signed--------------
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