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1. Introduction & Scope

This document covers the backup process & procedures for the backups of data, applications, database records, and executable programs on Servers. Zambia’s Server management and administration is handled by TISS (Technology Infrastructure Support Service). TISS should follow these process & procedures for taking backup of servers under their responsibility and operation with coordination of local TI team.

Backups are the single most important task in the successful and smooth operation of any automated, computing environment.  The importance of adequate and proper backup policy cannot be over emphasized.  This is the only way to salvage information in case of disasters - incidental or malicious. Usage and administration of proper backups can ensure that you are able to backtrack your way through to some reasonable extent, and not have to start from scratch.

Continuity of business and integrity of data are issues even more fundamental to a bank’s operations. Any disruption in service to customers or loss of data can cause significant financial loss to the customers and to the Bank.

Backups that contain restricted data must be encrypted, externally labeled to indicate the classification and description of the data and secured in a locked location.

2. Backup Procedure 

Backups are performed on all CTI managed servers.  The current method of backup is to use tape media/AIT/DAT/DLT wherever appropriate.

Every working end of day (i.e. Monday to Friday) the local TI team member will load the appropriate tape on the tape cage and inform to TISS. The backup will be started automatically, which will be ensured by designated backup operator from TISS will start the backup job incase of failure and monitor the backup for successful completion. At the end of the backup operation, log will be sent through mail to TCU team for review. Backups are performed at night after EOD and normally finished by 0400 hrs.

There are 2 basic guidelines depending on the kind of users/platform, which will determine the backup frequency requirements. These are:

1. Standalone PC Based Systems

2. Fileserver/LAN Based Systems

2.1 Standalone PC Based Systems
For data stored on a standalone PC (e.g. documents/correspondence for interoffice and customer communication, spreadsheets and other work done using office automation packages etc.), it is recommended to the users not to keep their data locally, place all the data on the provided network drive and this is user’s own responsibility to take periodic backup of their data, if they are keeping it local to their system.

2.2 Fileserver/LAN Based System

The backup should be taken on defined frequency on regular basis for the applications, database records, executable programs stored on application server as well as user’s data and information stored on a fileserver.

Legato Networker software is in use for taking Server Backups. 

3. Backup Frequency 
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4. Retention Period
Once the backup frequency periods are determined, the retention period on the backups are the next most important things. What we do with these backups, How long we keep them, and further details are as follows:

Daily Backup

EOD backup kept for the next one week i.e. 7 Days (recycled).

Weekly Backup
EOW backup kept for the next two weeks i.e. 14 Days (recycled).

Monthly Backup
EOM backup kept for 10 years.

Yearly Backup
EOY backup kept for 10 years.

Backup logs would be retained for 30 – 60 days on a centralized and secure location and will be backed up with EOM data. 

5. Labeling Of Backup Tapes
It is the responsibility of each location to ensure that tape cartridges or cartridge cages are labeled correctly and uniquely so that the tapes or cages will be recycled correctly.  

All tapes or their cages are clearly labeled with

· The file server name(s) (where applicable)

· Volume(s),  (Optional)

· The day or month that the backup was performed.

6. Inventory of backup Tapes

It is responsibility of local TI team to maintain off-site/on-site tape inventory. 

7. Media Transfer Control

It is the responsibility of the local TI team to have effective media control and offsite movement and to store it in a secured place with appropriate accessibility.

8. Tape Backup Review

Every day, it is the responsibility of Backup Operator to complete the Server Backup Report on regular basis. Unsuccessful backups must be noted on the daily Server Backup Report. The report must clearly identify the directories and files that were not backed up. It will be reviewed and sent by Technology Controls Unit.

In case there is a problem in backup, based on the criticality of the server, the same will be escalated by TISS teams to the appropriate personnel as per the escalation matrix defined in coordination with the client. 

9. Backup Readability Test

Backup readability tests will be conducted on a Quarterly basis to confirm the backups being taken as per the scheduled are readable and can be used for restoring data in case of crisis.

10. Appendix

10.1  Appendix A - Server Backup Log Sheet
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10.2  Appendix B - Tape Readability Test
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				ZAMBIA - OS BACKUP REPORT

				SCHEDULE - DAILY

				Sl.		Backup Server		Backup Data		Backup Date		Start Time		End Time		Status		Last Clean Backup		Exception

				1		LUNCMESA001		Full backup of All Local drives
+
System State Data		07-Nov-2006		Tue Nov 07 21:00:03 2006		Wed Nov 08 10:23:39 2006		SUCCESS		07-Nov-2006

				2		LUNCMESA002		D:\home				Tue Nov 07 17:21:28 2006		Wed Nov 08 13:49:22 2006		SUCCESS		07-Nov-2006
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				ZAMBIA - OS BACKUP REPORT

				SCHEDULE - WEEKLY

				Sl.		Backup Server		Backup Data		Backup Date		Start Time		End Time		Status		Last Clean Backup		Exception

				1		LUNCMESA001		Full backup of All Local drives
+
System State Data		03-Nov-2006		12:40:52 AM		1:01:49 AM		SUCCESS		03-Nov-2006		Backup was not taken for D:\MSSQL2000\MSSQL\Data\msdbdata.mdf,msdblog.ldf

				2		LUNCMESA002		D:\home				7:08:10 PM		9:58:50 PM		SUCCESS				D:\Home\ca17309\Outlook\akayombokwa.pst ,  D:\Home\cs44046\Outlook\CYNTHIA.pst , D:\Home\cs44046\Outlook\CYNTHIANEW.pst ,






_1225119975/RE Q3 backup readability test..msg
RE: Q3 backup readability test.

		From

		*GT IN TISS WINTEL SUPPORT

		To

		Mulenga, Israel Mubanga

		Cc

		Lumbwe, Bruce; Lesa, Ernest; *GT IN TISS TCU WINTEL; *GT IN TISS WINTEL OPS; *GT IN TISS WINTEL SUPPORT

		Recipients

		im96700@imceu.eu.ssmb.com; bl60994@imceu.eu.ssmb.com; el57033@imceu.eu.ssmb.com; GTINTISSTCUWINTEL@imcap.ap.ssmb.com; gtintisswintelops@imcap.ap.ssmb.com; GTINTISSWINTELSUPPORT@imcap.ap.ssmb.com



Hi Israel,



Backup readability test has been completed successfully for LUNCMESA001 server.  Please find the restoration logs attached for your reference.



Thanks & Regards, 

Karthik

_____________________ 

Wintel Support 

Citigroup TI Support and Services

Office :  +91-44-4392 5056 / 5053 

              +1-718 248 0793 / 0794 / 5076

Mobile :  +91-98410 33329





-----Original Message-----

From: Mulenga, Israel Mubanga 

Sent: Tuesday, August 08, 2006 12:07 PM

To: *GT IN TISS WINTEL SUPPORT

Cc: Lumbwe, Bruce; Lesa, Ernest

Subject: RE: Q3 backup readability test.

Importance: High





Hi Karthik,



Tapes are in. Kindly advise when exercise has been successfully conducted regards,



Israel.



-----Original Message-----

From: *GT IN TISS WINTEL SUPPORT 

Sent: Tuesday, August 08, 2006 8:14 AM

To: Mulenga, Israel Mubanga

Cc: Lumbwe, Bruce; Lesa, Ernest; *GT IN TISS WINTEL SUPPORT

Subject: RE: Q3 backup readability test.





Hi Israel,



Yes, please load those tapes and confirm the server name to complete this activity.



Thanks & Regards, 

Karthik

_____________________ 

Wintel Support 

Citigroup TI Support and Services

Office :  +91-44-4392 5056 / 5053 

              +1-718 248 0793 / 0794 / 5076

Mobile :  +91-98410 33329





-----Original Message-----

From: Mulenga, Israel Mubanga 

Sent: Tuesday, August 08, 2006 11:38 AM

To: *GT IN TISS WINTEL SUPPORT

Cc: Lumbwe, Bruce; Lesa, Ernest

Subject: RE: Q3 backup readability test.

Importance: High





Hi Ram,



Are you asking last Friday's tapes?



Regards,



Israel.



-----Original Message-----

From: *GT IN TISS WINTEL SUPPORT 

Sent: Monday, August 07, 2006 7:43 PM

To: Mulenga, Israel Mubanga

Cc: Lumbwe, Bruce; Lesa, Ernest; V, Mahendran; Das, Ankita; Dubey,

Sabarinath; *GT IN TISS WINTEL SUPPORT

Subject: Q3 backup readability test.





Hi Israel,



We need to perform Q3 Backup readability test, for which please load last week's full backup tape for performing the activity. Kindly let us know once tapes are in place.



Thanks & Regards, 

Ramkumar H

_____________________ 

Wintel Support 

Citigroup TI Support and Services

Office : +91-44-4392 5056 / 5053 / 5316

         +1 - 718 248 0793 / 0794 / 5076

Mobile : +91-98410 33329

 



networkr.log

Recovering files of client 'luncmesa001' from server 'luncmesa003.eur.nsroot.net' to client 'luncmesa003'.

Recover: Total estimated disk space needed for recover is 7766 KB.

Recovering 97 files within C:\ into C:\temp\BackupReadability

Requesting 97 file(s), this may take a while...

C:\temp\BackupReadability\compaq\hpdiags\hpdiags.exe

C:\temp\BackupReadability\compaq\hpdiags\ReadmeNow.txt

C:\temp\BackupReadability\compaq\hpdiags\

C:\temp\BackupReadability\compaq\network\nalicnse.pdf

C:\temp\BackupReadability\compaq\network\ncuasr.pdf

C:\temp\BackupReadability\compaq\network\nicscrpt.pdf

C:\temp\BackupReadability\compaq\network\setlac.pdf

C:\temp\BackupReadability\compaq\network\VTLICNSE.pdf

C:\temp\BackupReadability\compaq\network\

C:\temp\BackupReadability\compaq\wbem\certs\

C:\temp\BackupReadability\compaq\wbem\CPQHMMD.ACL

C:\temp\BackupReadability\compaq\wbem\homepage\

C:\temp\BackupReadability\compaq\wbem\

C:\temp\BackupReadability\compaq\

C:\temp\BackupReadability\Inetpub\AdminScripts\

C:\temp\BackupReadability\Inetpub\ftproot\

C:\temp\BackupReadability\Inetpub\mailroot\Badmail\

C:\temp\BackupReadability\Inetpub\mailroot\Drop\

C:\temp\BackupReadability\Inetpub\mailroot\Mailbox\

C:\temp\BackupReadability\Inetpub\mailroot\Pickup\

C:\temp\BackupReadability\Inetpub\mailroot\Queue\

C:\temp\BackupReadability\Inetpub\mailroot\Route\

C:\temp\BackupReadability\Inetpub\mailroot\SortTemp\

C:\temp\BackupReadability\Inetpub\mailroot\

C:\temp\BackupReadability\Inetpub\nntpfile\article.hdr

C:\temp\BackupReadability\Inetpub\nntpfile\article.hsh

C:\temp\BackupReadability\Inetpub\nntpfile\drop\

C:\temp\BackupReadability\Inetpub\nntpfile\failedpickup\

C:\temp\BackupReadability\Inetpub\nntpfile\group.lst

C:\temp\BackupReadability\Inetpub\nntpfile\group.lst.ord

C:\temp\BackupReadability\Inetpub\nntpfile\groupvar.lst

C:\temp\BackupReadability\Inetpub\nntpfile\groupvar.lst.bak

C:\temp\BackupReadability\Inetpub\nntpfile\history.hdr

C:\temp\BackupReadability\Inetpub\nntpfile\history.hsh

C:\temp\BackupReadability\Inetpub\nntpfile\pickup\

C:\temp\BackupReadability\Inetpub\nntpfile\root\control\cancel\

C:\temp\BackupReadability\Inetpub\nntpfile\root\control\group.vpp

C:\temp\BackupReadability\Inetpub\nntpfile\root\control\newgroup\

C:\temp\BackupReadability\Inetpub\nntpfile\root\control\rmgroup\

C:\temp\BackupReadability\Inetpub\nntpfile\root\control\

C:\temp\BackupReadability\Inetpub\nntpfile\root\group.vpp

C:\temp\BackupReadability\Inetpub\nntpfile\root\microsoft\public\ins\

C:\temp\BackupReadability\Inetpub\nntpfile\root\microsoft\public\

C:\temp\BackupReadability\Inetpub\nntpfile\root\microsoft\

C:\temp\BackupReadability\Inetpub\nntpfile\root\_slavegroup\group.vpp

C:\temp\BackupReadability\Inetpub\nntpfile\root\_slavegroup\_slavegroup\

C:\temp\BackupReadability\Inetpub\nntpfile\root\_slavegroup\

C:\temp\BackupReadability\Inetpub\nntpfile\root\_temp.files_\

C:\temp\BackupReadability\Inetpub\nntpfile\root\

C:\temp\BackupReadability\Inetpub\nntpfile\xover.hdr

C:\temp\BackupReadability\Inetpub\nntpfile\xover.hsh

C:\temp\BackupReadability\Inetpub\nntpfile\_temp.files_\

C:\temp\BackupReadability\Inetpub\nntpfile\

C:\temp\BackupReadability\Inetpub\Scripts\NSIISLOG.DLL

C:\temp\BackupReadability\Inetpub\Scripts\

C:\temp\BackupReadability\Inetpub\wwwroot\help.gif

C:\temp\BackupReadability\Inetpub\wwwroot\iisstart.asp

C:\temp\BackupReadability\Inetpub\wwwroot\images\

C:\temp\BackupReadability\Inetpub\wwwroot\localstart.asp

C:\temp\BackupReadability\Inetpub\wwwroot\mmc.gif

C:\temp\BackupReadability\Inetpub\wwwroot\pagerror.gif

C:\temp\BackupReadability\Inetpub\wwwroot\postinfo.html

C:\temp\BackupReadability\Inetpub\wwwroot\print.gif

C:\temp\BackupReadability\Inetpub\wwwroot\warning.gif

C:\temp\BackupReadability\Inetpub\wwwroot\web.gif

C:\temp\BackupReadability\Inetpub\wwwroot\win2000.gif

C:\temp\BackupReadability\Inetpub\wwwroot\_private\

C:\temp\BackupReadability\Inetpub\wwwroot\_vti_cnf\help.gif

C:\temp\BackupReadability\Inetpub\wwwroot\_vti_cnf\iisstart.asp

C:\temp\BackupReadability\Inetpub\wwwroot\_vti_cnf\localstart.asp

C:\temp\BackupReadability\Inetpub\wwwroot\_vti_cnf\mmc.gif

C:\temp\BackupReadability\Inetpub\wwwroot\_vti_cnf\pagerror.gif

C:\temp\BackupReadability\Inetpub\wwwroot\_vti_cnf\print.gif

C:\temp\BackupReadability\Inetpub\wwwroot\_vti_cnf\warning.gif

C:\temp\BackupReadability\Inetpub\wwwroot\_vti_cnf\web.gif

C:\temp\BackupReadability\Inetpub\wwwroot\_vti_cnf\win2000.gif

C:\temp\BackupReadability\Inetpub\wwwroot\_vti_cnf\

C:\temp\BackupReadability\Inetpub\wwwroot\_vti_inf.html

C:\temp\BackupReadability\Inetpub\wwwroot\_vti_log\

C:\temp\BackupReadability\Inetpub\wwwroot\_vti_pvt\access.cnf

C:\temp\BackupReadability\Inetpub\wwwroot\_vti_pvt\botinfs.cnf

C:\temp\BackupReadability\Inetpub\wwwroot\_vti_pvt\bots.cnf

C:\temp\BackupReadability\Inetpub\wwwroot\_vti_pvt\deptodoc.btr

C:\temp\BackupReadability\Inetpub\wwwroot\_vti_pvt\doctodep.btr

C:\temp\BackupReadability\Inetpub\wwwroot\_vti_pvt\frontpg.lck

C:\temp\BackupReadability\Inetpub\wwwroot\_vti_pvt\linkinfo.cnf

C:\temp\BackupReadability\Inetpub\wwwroot\_vti_pvt\service.cnf

C:\temp\BackupReadability\Inetpub\wwwroot\_vti_pvt\service.lck

C:\temp\BackupReadability\Inetpub\wwwroot\_vti_pvt\services.cnf

C:\temp\BackupReadability\Inetpub\wwwroot\_vti_pvt\svcacl.cnf

C:\temp\BackupReadability\Inetpub\wwwroot\_vti_pvt\uniqperm.cnf

C:\temp\BackupReadability\Inetpub\wwwroot\_vti_pvt\writeto.cnf

C:\temp\BackupReadability\Inetpub\wwwroot\_vti_pvt\

C:\temp\BackupReadability\Inetpub\wwwroot\_vti_script\

C:\temp\BackupReadability\Inetpub\wwwroot\_vti_txt\

C:\temp\BackupReadability\Inetpub\wwwroot\

C:\temp\BackupReadability\Inetpub\

Received 97 file(s) from NSR server `luncmesa003.eur.nsroot.net'

Recover completion time: Tue Aug 08 11:47:00 2006
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		Zambia

		S.No		Server Name (Legato Clients)		IP address		Policy Name		Master Server
(Legato Networker Server)		Storage Node		Backup Method		Daily		Weekly		Index Retention		Tape Retention

		1		LUNCMESA001,
LUNCMESF002,		169.162.72.66,
169.162.72.118		NA		LUNCMESA003		NA		Legato Networker 7.2.1		Full backup of All Local drives
+
D:\LOGS		Full backup of All Local drives
+
D:\LOGS		Monthly

		2		LUNCMESA002		169.162.72.12		NA		LUNCMESF002		NA		Legato Networker 7.2.1		D:\Home		D:\Home		Monthly

		Backup Method

		Daily		Full backup for specified folders

		Weekly		Full backup for specified folders

		Monthly		Full backup for all Local drives and System State Data taken on last Friday of the Month

		Yearly		Full backup for all Local drives and System State Data taken on last Friday of the Year






