1 Security

1.1 System Access

Access to all applications required for backup administration is via logins/accounts which are named after the backup administrator’s soeid. All the necessary privileges for a backup administrator to perform the role will be configured for these accounts.

1.2 Functional ID Accounts

The backup environment contains a small number of functional accounts. These are shared account names which may have elevated access and hence have controlled access.

The list of functional accounts can be viewed  on the Functional ID Matrix referenced in section 1.4 Documentation Table.

Access is controlled by :

1. Scsu

2. Dual Password Access

1.3 Scsu Access

Scsu is used within the unix environment to login from account to another. Accounts allowing scsu access are listed in the Functional ID Matrix. Direct login to these accounts is not permitted and passwords are locked.

Scsu access is logged and a valid VT/VR/RFC needs to be entered for the Reason.

1.4 Dual Password Access

Dual password access is used where an account with elevated privileges can be accessed directly via a password. Accounts allowing dual password access are listed in the Functional ID Matrix.

Dual Password access requires a password to be entered – half by the EMEA Backups team and half by the EMEA SAN team.

The password halves are kept in two password protected spreadsheets. The first half of the password is controlled by the EMEA Backups team and the second half is controlled by the EMEA SAN team.

The password protecting the EMEA Backups functional id password spreadsheet is the standard password used for protecting sensitive documents. The spreadsheet can be located on the url below.

https://globalconsumer.collaborationtools.consumer.citigroup.net/sites/EMEA_DOI/regionalbackups/Shared Documents/United Kingdom/PCMs and Process Documentation/Functional ID Password 1.xls
Dual Password Access requires either an approved RFC or an VT/VR with the EMEA Regional Backup Manager approval attached.

