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Escalation Contacts

	Role
	Contact
	Telephone
	Email

	EMEA NAS Infrastructure Manager
	Paul McInerney
	+44 207 986 6651
	Paul.McInerney@Citi.com

	EMEA Distributed Storage Manager
	Javed Dad
	+44 207 500 9757
	Javed.Dad@Citi.com

	EMEA DC Product Support Manager
	Mike Styles
	+44 207 500 3090
	Michael.Styles@Citi.com


1 Overview

1.1 Introduction

This document explains the process of Dual Controlling passwords between EMEA NAS Infrastructure and the Distributed Storage Team (SAN Team) managed by Javed Dad.

The term “Highly Privileged” account refers to an account that is not a standard SOE ‘User’ account, with a standard SOE ‘User’ account being an account that is directly linked via RITS etc and is the responsibility of a single named individual, e.g. md25176
2 ACCOUNT CATEGORIES

Each SA for the EMEA region will have an SOE ‘User’ account. Each SOE ‘User’ account is directly linked to a named individual via RITS etc, who is the sole owner of the account and each SA is therefore responsible and accountable for all aspects of their account. In addition, each SOE ‘User’ account within the ‘Account Domain’ is subject to the account policy. 
SOE ‘User’ accounts are not deemed to be Administrator accounts.

2.1 Built in Local Administrator Accounts

Each device, EMC Centera, Cisco MDS and HDS has a ‘Local Administrator’ account that is built in as part of the operating system. These accounts are only used if there are issues with individual SOE accounts, in which case the local administrator password can be brought in to use. These accounts have dual controlled passwords and therefore require more than one person to action. As these accounts are only used as a last resort they remain in an unused state until they are needed.

3 Highly Privileged ACCOUNT CONTROLS

The following compensating controls are in place to aid in the management of ‘Highly Privileged’ accounts.

3.1  Dual Control

3.1.1 SA SOE ‘User’ Accounts:

Dual control is not necessary on these accounts, as each SA is responsible for all aspects of their own account and actions tracked. The passwords on these accounts follow the normal account policy rules, including the password expiring and having to be changed frequently.
3.1.2 ‘Local Administrator’ Accounts:

For the majority of systems administrative actions, the SAs are able to perform ‘Local Administrator’ activities using their own SOE ‘User’ account and as such the ‘Local Administrator’  account is not in constant use and not widely needed. As these accounts are not linked directly to one individual, any actions made using this account are therefore not traceable to any individual and therefore compensating controls are needed until such a time as a product, e.g. Cyberarc has been identified, reviewed, approved and implemented to manage such accounts. As such, ‘Local Administrator’ accounts must be placed under ‘Dual Control’, so the password is unknown to any one individual. Members of the EMEA DS SAN group who are responsible for the devices should know and hold ‘Half A’ and a member of a separate group who do not report into the same line manager as the group should know and hold ‘Half B’. In doing so, there should always be staff available from each group, who can dual key the password as needed and therefore the full password should never need to be known by a single individual.

The ‘Local Administrator’ must be reset under dual control in any of the following instances:

If a member of staff leaves who has access to either ‘Half A’ or ‘Half B’.

If either ‘Half A’ and/or ‘Half B’ are believed to be compromised.

At least once every 365 days.
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