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1 Overview

1.1 Introduction

This document explains the process of Dual Controlling passwords between EMEA NAS Infrastructure and the Distributed Storage Team (SAN Team) managed by Javed Dad.

The term functional account refers to an account that is not a standard SOE ‘User’ account, with a standard SOE ‘User’ account being an account that is directly linked via RITS etc and is the responsibility of a single named individual, e.g. pm67350.

To comply with the relevant policies, the following procedures in relation to functional account management must be followed for all functional accounts managed / used by EMEA NAS Infrastructure SA. The procedures are detailed below as follows:

· Functional Account Categories.

· Functional Account Controls.

· Functional Account Inventory.

· Functional Account Access / Tracking.

2 FUNCTIONAL ACCOUNT CATEGORIES

Each SA within the EMEA region will have an SOE ‘User’ account within ‘EUR’.

Each SOE ‘User’ account is directly linked to a named individual via RITS etc, who is the sole owner of the account and each SA is therefore responsible and accountable for all aspects of their account. In addition, each SOE ‘User’ account within the ‘Account Domain’ is subject to the account policy. 

SOE ‘User’ accounts are not deemed to be functional accounts.

Functional Accounts fall into 2 different categories, these are detailed as follows:

2.1 Built in Local Administrator Accounts

Each filer has ‘Local Administrator’ and ‘root’ accounts that are built in as part of the operating system. These accounts are only used if there are issues with individual SOE accounts, or if the business request us to access data the local administrator password can be brought in to use. These accounts have dual controlled passwords and therefore require more than one person to action. As these accounts are only used as a last resort they remain in an unused state until they are needed.

2.2 Service Accounts

‘Service’ accounts are accounts that are used to perform system related functions where it is not appropriate for an SA to use their own SOE ‘User’ account, e.g. starting/running services where running the service as the system context is not suitable, scheduling background jobs etc. Due to the usage of ‘Service’ accounts, ‘Service’ accounts are generally in a constant state of use.

3 FUNCTIONAL ACCOUNT CONTROLS

The following compensating controls are in place to aid in the management of ‘Functional’ accounts.

3.1  Dual Control

3.1.1 SA SOE ‘User’ Accounts:

Dual control is not necessary on these accounts, as each SA is responsible for all aspects of their own account and actions tracked. The passwords on these accounts follow the normal account policy rules, including the password expiring and having to be changed frequently, accounts do not get locked out on the current version of OnTap.

3.1.2 ‘Local Administrator’ Accounts:

For the majority of systems administrative actions, the SA’s are able to perform ‘Local Administrator’ activities using their own SOE ‘User’ account and as such the ‘Local Administrator’ / ‘root’ accounts are not in constant use and not widely needed. As these accounts are not linked directly to one individual, any actions made using this account are therefore not traceable to any individual and therefore compensating controls are needed until such a time as a product, e.g. Cyberarc has been identified, reviewed, approved and implemented to mange such accounts. As such, ‘Local Administrator’ and ‘root’ accounts must be placed under ‘Dual Control’, so the password is unknown to any one individual. Members of the NAS SA group who are responsible for the server should know and hold ‘Half A’ and a member of a separate group who do not report into the same line manager as the SA group should know and hold ‘Half B’. In doing so, there should always be staff available from each group, who can dual key the password as needed and therefore the full password should never need to be known by a single individual.

3.1.3 ‘Service’ Accounts:

As all ‘Service’ account cannot be linked to one individual, any actions made using this account are therefore not traceable to any one individual and therefore compensating controls are needed. As such, all ‘Service’ accounts must be placed under ‘Dual Control’, so the password is unknown to any one individual. Members of the NAS SA group who are responsible for the ‘Service’ account should know and hold ‘Half A’ and a member of a separate group who do not report into the same line manager as the SA group should know and hold ‘Half B’. In doing so, there should always be staff available from each group, who can dual key the password as needed and therefore the full password should never need to be known by a single individual.

3.2 Password Changes / Password Not Expire

The controls detailed below must be reviewed regularly (minimally semi-annually) to identify any weaknesses and improve the process.

3.2.1 Local Administrator’ Accounts:

Each time the ‘Local Administrator and Root’ password is reset then the date that this occurred must be recorded in the ‘Inventory’ tab of the functional account inventory and the actual password change event must be recorded in the ‘Usage Tracking’ tab of the event log collection inventory.

However, the ‘Local Administrator’ / ‘root’ passwords, must be reset under dual control in any of the following instances:

If a member of staff leaves who has access to either ‘Half A’ or ‘Half B’.

If either ‘Half A’ and/or ‘Half B’ are believed to be compromised.

At least once every 365 days.

3.2.1 ‘Service’ Accounts:

Each time the ‘Service’ account password is reset then the date that this occurred must be recorded in the ‘Inventory’ tab of the functional account inventory and the actual password change event must be recorded in the ‘Usage Tracking’ tab of the event log collection inventory.

However, ‘Service’ account passwords, must be reset under dual control in any of the following instances:

If a member of staff leaves who has access to either ‘Half A’ or ‘Half B’.

If either ‘Half A’ and/or ‘Half B’ are believed to be compromised.

At least once every 365 days.

3.3 Functional Account Inventory

All new functional accounts must be requested via EMEA Wintel Infrastructure in accordance with the EMEA Wintel Infrastructure Operational Standards found on the EMEA Wintel Infrastructure website. Only once the request has been approved, should the account be created.

It is the responsibility of the EMEA NAS Infrastructure SA group to maintain a functional account inventory of their functional accounts and other information related to such accounts. 

A functional account inventory template is used to track this.

The functional account inventory for EMEA NAS Infrastructure can be located at 

H:\Audit\ENI Tracking\ Functional Account Inventory - EMEA NAS Infrastructure.xls
It is the responsibility of each ENI team member and ultimately the group manager to ensure their functional account inventory is always maintained and that all changes to functional accounts e.g. additions, removals and changes are recorded to ensure their inventory always reflects the correct status of all functional accounts.

4 FUNCTIONAL ACCOUNT ACCESS / TRACKING

The following procedures below must be followed in relation to the functional accounts access:

4.1  ‘Local Administrator’ Accounts

As each ENI Team member’s SA SOE ‘User’ Account has ‘Local Administrator’ rights on the servers / Filers for which they are responsible, the ‘Domain Administrator’ and ‘Local Administrator’ accounts should rarely be needed.

In addition, as the ‘Local Administrator’ accounts are not linked directly to one individual, any actions made using these accounts are therefore not traceable to any one individual and therefore compensating controls are needed. As such, the ‘Local Administrator’ passwords must be placed under ‘Dual Control’, so the passwords are unknown to any one individual and the passwords must be split into two halves, with members of the NAS SA group who are responsible for the Server / Filer knowing ‘Half A’ and a member of a separate group who do not report into the same line manager as the SA group knowing ‘Half B’.

In doing so, there should always be staff available from each group, who can key in the passwords as needed and therefore the full passwords should never need to be known by a single individual.

As such, in the event that the ‘Local Administrator’ account is needed, a member of the NAS SA group who are responsible for the servers should co-ordinate the process detailed below:

4.2 Break/Fix

The ENI Team member holding ‘Half A’ of the password must ensure that a valid Virtual Tech ticket exists that details the actions that need to be carried out using the ‘Local Administrator’ account. If a ticket does not exist, then the ENI Team member must arrange for a ticket to be created including full details.

Once a valid Virtual Tech ticket has been created, the ENI Team member should consult the functional account inventory to ascertain which other staff members have access to ‘Half B’ of the password.

The ENI Team member would then contact the ENI Team manager, using the standard call out procedures to obtain authorisation to proceed with the use of the ‘Local Administrator’ account. If the ENI Team manager or his deputy cannot be contacted within a 15-minute period and the issue of a critical nature, then the ENI Team member can proceed, as written notification of the use of the ‘Local Administrator’ account is mandatory in the later stages of process.

The ENI Team member should then contact a staff member holding ‘Half B’ of the password and must provide an overview of the issue to justify the need to use the ‘Local Administrator’ account. If the event that the first staff member is not unavailable then attempts should be made to contact the other holders of ‘Half B’.

The ENI Team member must then assign the Virtual Tech ticket to the staff member who has been contacted who has access to ‘Half B’ of the password.

The staff member holding ‘Half B’ of the password must then review the Virtual Tech ticket to ensure that sufficient justification is included.

Once the justification has been reviewed and confirmed the staff member holding ‘Half B’ of the password should proceed to key in his/her half of the password. The staff member must then update the Virtual Tech ticket to confirm that ‘Half B’ of the ‘Local Administrator’ password was keyed in and re-assign the ticket back to the ENI Team member.

The ENI Team member should carry out only the actions as detailed / justified in the Virtual Tech ticket and ensure the account is logged out. The Virtual Tech this must then be updated to confirm what actions were taken and the ticket should be closed.

The ENI Team member must record the actual bringing together of ‘Half A’ and ‘Half B’ of the ‘Local Administrator’ password in the ‘Usage Tracking’ tab of the functional account inventory

All details in relation to the actions made using the ‘Local Administrator’ account must be recorded in the ‘Usage Tracking’ tab of the event log collection inventory.

4.3 Staff Members holding ‘Half B’ not available or unable to remotely key in the password

If the issue is such that ‘Half B’ of the password is not available due to all staff members holding ‘Half B’ not being contactable or they are unable to key in the password, e.g. no remote access, then ENI Team member should assess if the issue of a critical nature, in which case, they should contact the Head of Datacentre Product Support or their ENI Manager to provide an overview of the satiation and seek approval to reset the password for the ‘Local Administrator’ account.

Once this has been approved, the Virtual Tech ticket should be updated to reflect that the ‘Local Administrator’ password has been reset and hence is no longer under dual control and also to detail that the ‘Local Administrator’ password must be reset within the next 24 hours. The Virtual Tech ticket must not be closed until the password has been changed and reset under dual control. The ENI Team Manager must ensure that this takes place. Note – This action will also be flagged in the Event Log Review process and hence any unjustified password resets would be highlighted.

Each time the ‘Local Administrator’ password is reset then the date that this occurred must be recorded in the ‘Inventory’ tab of the functional account inventory and the actual password change event must be recorded in the ‘Usage Tracking’ tab of the event log collection inventory. 

4.4 Change

The ENI Team member holding ‘Half A’ of the password must ensure that a valid Virtual Change Ticket (RFC) exists that details the actions that need to be carried out using the ‘Local Administrator’ account. If a ticket does not exist, then the ENI Team member must arrange for a ticket to be created including full details.

Once a valid Virtual Change Ticket (RFC) has been created and approved, the ENI Team member should consult the functional account inventory to ascertain which other staff members have access to ‘Half B’ of password.

The ENI Team member does not need to contact the ENI Team manager to obtain authorisation to proceed, as the ENI Team manager must have already approved the Virtual Change ticket. 

The ENI Team member should then contact a staff member holding ‘Half B’ of the password and must provide an overview of the change to justify the need to use the ‘Local Administrator’ account.

The staff member holding ‘Half B’ of the password should proceed to key in his/her half of the password. 

The ENI Team member should carry out only the actions as detailed / justified in the Virtual Change Ticket (RFC) and ensure the account is logged out. The Virtual Change Ticket (RFC) must then be updated to confirm what actions were taken and the ticket should be closed.

The ENI Team member must record the actual bringing together of ‘Half A’ and ‘Half B’ of the ‘Local Administrator’ password in the ‘Usage Tracking’ tab of the functional account inventory.

All details in relation to the actions made using the ‘Local Administrator’ account must be recorded in the ‘Usage Tracking’ tab of the event log collection inventory.

As the Virtual Change must be planned, there should not be a situation that requires the ‘Local Administrator’ password to be reset due to a staff member holding ‘Half B’ of the password not being available or not able to remotely key in ‘Half B’ of the password.

4.5 ‘Service’ Accounts

As ‘Service’ account are not linked directly to one individual, any actions made using these accounts are therefore not traceable to any one individual and therefore compensating controls are needed. As such, ‘Service’ account passwords must be placed under ‘Dual Control’, so the password is unknown to any one individual and the password must be split into two halves, with members of the ENI Team who are responsible for the ‘Service’ accounts knowing ‘Half A’ and a member of a separate group who do not report into the same line manager as the SA group knowing ‘Half B’.

In doing so, there should always be staff available from each group, who can dual key the password as needed and therefore the full password should never need to be known by a single individual. Once a ‘Service’ account has been configured, the password would only need to be keyed infrequently, e.g. If a new instance of the service was required due to the existing server being rebuilt etc.

As such, in the event that ‘Service’ account passwords are needed to be keyed into a scheduled job, a member of the NAS SA group who are responsible for the ‘Service’ account should co-ordinate the process detailed below:

Note – ‘Service’ accounts differ from ‘Local Administrator’ accounts in that ‘Local Administrator’ remain in an unused state, where as ‘Service’ accounts are generally configured to run scheduled background jobs and therefore are in constant state of use. In addition, ‘Service’ accounts passwords are generally only required to configure the scheduled job and are actually not used to login to a workstation.

4.6 Break/Fix

The ENI Team member holding ‘Half A’ of the password must ensure that a valid Virtual Tech ticket exists that details the ‘Service’ account that needs to be configured along with the justification. If a ticket does not exist, then the ENI Team member must arrange for a ticket to be created including full details.

Once a valid Virtual Tech ticket has been created, the ENI Team member should consult the functional account inventory to ascertain which staff members have access to ‘Half B’ of the password.

The ENI Team member should then contact a staff member holding ‘Half B’ of the password and must provide an overview of the issue to justify the need to the need to key in the ‘Service’ account password. In the event the first staff member is unavailable then attempts should be made to contact the other holders of ‘Half B’.

The ENI Team member must then assign the Virtual Tech ticket to the staff member who has been contacted who has access to Half B of the password.

The staff member holding Half B of the password must then review the Virtual Tech ticket to ensure that sufficient justification is included.

Once the justification has been reviewed and confirmed the staff member holding Half B of the password should proceed to key in his/her half of the password. The staff member must then update the Virtual Tech ticket to confirm that Half B of the ‘Service’ account password was keyed in and re-assign the ticket back to the ENI Team member.

The ENI Team member must update the Virtual Tech ticket to confirm the details that had the ‘Service’ account password keyed in and close the ticket.

The ENI Team member must record the actual bringing together of ‘Half A’ and ‘Half B’ of the ‘Service’ account password in the ‘Usage Tracking’ tab of the functional account inventory.

If the issue is such that ‘Half B’ is not available or a physical presence is required then the ENI Team member should assess if the issue is of a critical nature, in which case, they should proceed to key their own SA SOE ‘User’ account password.

The Virtual Tech ticket should be updated to reflect that the resolution included entering their own SA SOE ‘User’ account and password, and the reason for this. The Virtual Tech ticket must not be closed until the ‘Service’ account and dual controlled password is entered as required. The ENI Team Manager must ensure that this takes place. 

4.7 Change

The ENI Team member holding Half A of the password must ensure that a valid Virtual Change Ticket (RFC) exists that details the details of the ‘Service’ account that needs to be configured along with justification. If a ticket does not exist, then the ENI Team member must arrange for a ticket to be created including full details.

Once a valid Virtual Change Ticket (RFC) has been created, the ENI Team member should consult the functional account inventory to ascertain which other staff members have access to ‘Half B’ of the password.

The ENI Team member should then contact a staff member holding ‘Half B’ of the password and must provide an overview of the issue to justify the need to key in the ‘Service’ account password.

The staff member holding ‘Half B’ of the ‘Service’ account password should proceed to key in his/her half of the password.

The ENI Team member should update the Virtual Change Ticket (RFC) to confirm that the change was implemented correctly with the service account and the ticket should be closed.

The ENI Team member must record the actual bringing together of ‘Half A’ and ‘Half B’ of the ‘Service’ account password in the ‘Usage Tracking’ tab of the functional account inventory.

As the Virtual Change must be planned, there should not be a situation that requires a ‘Service’ account password to be reset due to a staff member holding ‘Half B’ of the ‘Service’ account password not being available or able to remotely key in the ‘Service’ account password.
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