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[bookmark: _Toc94321792][bookmark: _Toc241993776]Introduction
This document provides guidance on how the local account management process works for Storage/Backups infrastructure within the Egg technology environment. 

[bookmark: _Toc94321793][bookmark: _Toc241993777]Purpose
This document is written to ensure all people are clear about the procedure relating to the updates for vulnerability management. The policy is intended to address both SOX and audit identified compliance issues.

[bookmark: _Toc66098867][bookmark: _Toc66099231][bookmark: _Toc66099462][bookmark: _Toc66161259][bookmark: _Toc66616724][bookmark: _Toc94321794][bookmark: _Toc241993778]Audience
Unix team within Egg.

[bookmark: _Toc94321795][bookmark: _Toc241993779]Scope
The policy should be considered relevant for the Storage/Backups infastructure within Egg.


[bookmark: _Toc241993780]Dual Controlled Passwords                         

[bookmark: _Toc241993781]What is Dual Control?

Dual controlled passwords are split into two halves. 

Members of Egg Unix who are responsible for the domain should know and hold ‘Half A’ and a member of Egg Wintel should know and hold ‘Half B’. In doing so, there should always be staff available from each group, who can dual key the password as needed and therefore the full password should never need to be known by a single individual. The password should be refreshed periodically or in the event that both A & B halfs of the password are known by anyone

[bookmark: _Toc241993782]Usage
· The Egg Unix engineer holding ‘Half A’ of the password (held within the Unix password safe) must ensure that a valid Virtual Tech ticket exists which details the actions that need to be carried out using the Administrator account. If a ticket does not exist, then the Egg Unix engineer must arrange for a ticket to be created including full details.

· The Egg Unix engineer should then contact an Egg Wintel member of staff, who will hold ‘Half B’ of the password (held within the Wintel password safe), using the standard call out procedure, i.e. via the command centre, and must provide an overview of the issue to justify the need to use the ‘Domain Administrator’ / ‘Local Administrator’ account. In the event that the Egg Wintel primary contact is not available then attempts should be made to get in touch with the Egg Wintel secondary contact. If the Egg Wintel secondary contact is unavailable then the call should be escalated to the Egg Wintel team leader.

· The Egg Wintel engineer must then assign the Virtual Tech ticket to the Egg Unix staff member who has been contacted.

· The Egg Wintel staff member holding ‘Half B’ of the password must then review the Virtual Tech ticket to ensure that sufficient justification is included.

· Once the justification has been reviewed and confirmed, both the Egg Unix and Egg Wintel staff members should enter ‘Half A’ and ‘Half B’ respectively. This may involve both members of staff being on site or may involve the use of a RDP session that is used firstly by one staff member and then the other. The Egg Wintel staff member must then update the Virtual Tech ticket to confirm that ‘Half B’ of the Administrator password was keyed in and re-assign the ticket back to the Egg Unix engineer.


[bookmark: _Toc241993783]What is under dual control?
Currently there are a number of arrays and a library which have an Administrator account setup which requires a password which is held under dual control, these are:

· Ppsshp05
· Ppsshp06
· Ppsshp07
· Ppsshp08
· Ppsshp09
· Derby ATABeast
· Derby T950
· IBM ESS
· EMC Storage (this gives access to both the Cx700 and Cx300 series)
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Amendment History
	Version No.
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	Amended By
	Reason for changes

	0.1
	29/09/09
	Mark Barnes
	Initial draft

	0.2 
	3/10/09 
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