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1
GENERAL DESCRIPTION
Background
PowerBroker is a Client/Server architecture design where the client must authenticate to a master server in order to gain access to define commands. 

Furthermore, keystrokes logging can be enabled where all commands and arguments are sent to a log server in real-time.
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Figure 1: PowerBroker Topology
2.
OBJECTIVE

This document describes the standards, procedures and operational practices that need to be followed by CTS Team for the defined functions as mentioned in the PCM document. The document also specifies the various matrices and reports that are to be provided to the EMEA management, to ensure proper management oversight on the activities performed by the CTS Team. 
3.
SCOPE

CTS Team provide support services for defined functions to the EMEA SAN Team as specified in Statement of work (SOW) document.
4.
GENERAL REQUIREMENTS AND STANDARDS
Hardware
All SAN storage management is performed on one of 12 SAN management Workstations, depending on location:

United Kingdom RDC

· eusan-mgt2

· eusan-mgt4

· rdcsan-mgt1

· rdcsan-mgt2

United Kingdom CGC

· eusan-mgt3 

· eusan-mgt1

Germany EDC

· eugemesan1

· eugemesan2

Germany IXE

· eugedusan1

· eugedusan2

Germany FDC

· fdcsan-mgt1

· fdcsan-mgt2

SAN Storage commands are authorised by the German PowerBroker Servers these reside on USM domain 0 in EDC
Issue Support/Escalation

If issues are encountered in the day to day use of Powerbroker these should be directed to CTS USM Support

· VT Queue: India CTS USM Support
· Email DL: *GT IN CTS USM SUPPORT
· Phone DL: +91 22 4000 8477
	 
	 
	Access granting (Addition/deletion/modifying ) 
	Troubleshoot /
License management

	EDC
	Team
	CTS USM team 
	CTS USM team 

	
	Process
	VSR Request : Refer the attached email for process
	VT request - Queue "India CTS USM support"
[Troubleshoot only]
VSR Request : Refer the attached email for process. 
[License management, All other including adhoc request.]

	
	Contact
	DL : *GT IN CTS USM SUPPORT
Phone : +91 22 4000 8477
	DL : *GT IN CTS USM SUPPORT
Phone : +91 22 4000 8477


Table 1:  Powerbroker Administration

5.
ROLES  AND RESPONSIBILITIES

	Roles
	Responsibilities

	CTS Team 
	1. The CTS team will review system administrator logs that are consolidated on the centralized servers. The details of the server’s names on which the logs are collected are provided in section 6.1 of the PCM document.

2. CTS team reviews the system administrator logs that are generated on the system for the previous working day. All review activities are performed for the previous working day. The BAU operations for Saturday/Sunday & Indian public holidays will be taken over on the next working day.



	EMEA Team 
	1. Responsible for action & closure of all the issues highlighted by CTS Log Review Team.

2. Update CTS, in case, there are changes in process, report format, review guidelines for the activities performed by CTS Team.   

3. CTS USM Support team is responsible to ensure all the system administrator logs are generated and transferred to the centralized server for review.




6.
Log Review
6. 1    Scope

· CTS team will review the system administrator logs on the following server:

meinflog1 

· All SAN commands listed in Appendix A should be covered by either a VT/VR, Aperture or Infoman change record.

· Only PROD logs will be reviewed by the Log Review team.

6.2

Review Procedure
The log review/reconciliation process will be handled by the Citi Technology Services (CTS) team in India (*GT IN CTS Middleware Reviews)

SAN Administrators will ensure that whenever an activity is performed via SymCLI and/or Centera CLI – they send an email to  *GT EMEA TI Distributed Storage Review – with email subject heading “SAN Storage Log Review “and in the body of email to include the following updated fields:

· Name of Implementer  (SOEID) - 

· Ticket number (Aperture, VT, VR, VC  - state which) - 

· Action Taken – 

· Date – 

· Time – 

· Any Comments –

1. SAN Administrators will send the corresponding Aperture, VT, VR and Infoman and Virtual Change Tickets to the CTS log review team DL (*GT IN CTS Middleware Reviews) on daily basis after the activity performed individually.

2. CTS will search the command entries and Logs for activities done by individual UserID’s as per Appendix A and reconcile them against the corresponding Aperture, VT, VR and Infoman and Virtual Change Tickets provided by the SAN Administrators.

3. If any other individual UserID’s are found then the CTS team will confirm with the EMEA SAN-BAU Manager (Appendix B) whether the individual is authorized to perform the activity.

4. List of possible command entries are listed in Appendix A and only those entries marked IMPORTANT need to be raised.  All other command entries marked NOT IMPORTANT should not be raised.
7.
Escalation Process

If CTS is unable to find the relevant ticket/s and/or if the logs do not match with the ticket/s then CTS will send a mail to the concerned Admin/User requesting justification, copying their Manager. If no response comes within 2 business days CTS will escalate to the EMEA SAN-BAU Manager. If there is no response within 2 business days, then CTS will escalate to the EMEA Regional Storage and Backup Manager. If no response is received after 2 business days then the same is escalated to EMEA Data Centre Control. Still if the Discrepancy is open for 1 Business day, EMEA BISO is informed and a SIRT is raised.
	Level
	Turnaround
	Escalate To 
	Responsibility

	0
	Immediate
	Installer copying his Manager
	Installer

	1
	2 Business Day
	Unit Manager
	Refer to Sec 8 Client 2nd Level escalation

	2
	2 Business Day
	Group Head
	Refer to Sec 8 Client Higher Level escalation

	3
	2 Business Day
	EMEA CTI Risk Management Team
	Refer to Sec.8 Client EMEA CTI Risk Management Team.

	4
	If the production discrepancy is open for 1 business days after level 3 escalation, CTS team will call EMEA BISO (Refer to Sec 8 Client BISO) before raising a SIRT.


CTS:

FIRST LEVEL:


PROBLEM REPORT


Name


Office



Mobile/PG

Vrushali Lakhpati
  +91-22-40395242



          
Email ID: vrushali.lakhpati@citi.com
OR *GT IN CTS Middleware Reviews

Second level       If 1st level cannot be contacted / problem not resolved, then escalate to
 

    Name

          Office



Mobile/PG

Bindu Ritesh

+91 22 4039 5228


+91 9819862916

Email ID : bindu.ritesh@citi.com
Pranjali Bolinjkar     
 +91 22 40395230
      

+919820622654

Email ID: pranjali.bolinjkar@citi.com
For Higher escalations

Name

Office


Residence

Mobile/PG

Ajay C

   +91 22 40395150



+919820008276

Email ID: ajay.c@citi.com
COB Co-ordinator                                    In the event of COB, escalate to


Name

       Office


Residence

Mobile/PG

Nikhil Mishra
         +91-22-40008062





Email ID: nikhil.mishra@citi.com
EMEA:


FIRST LEVEL:


PROBLEM REPORT 

EMEA SAN-BAU Manager: 

Name

           Office


Residence

          Mobile/PG

Gary Battersby 
Email ID: gary.battersby@citi.com
For Second Level Escalation:
Name

           Office


Residence

Mobile/PG

EMEA Regional Head of Product Support:
Mike Styles 
Email ID: michael.styles@citi.com
For Higher Escalation, escalate to

Name

Office


Residence

Mobile/PG

EMEA CTI Risk Management Team                                    
Sarah Gunn

Email ID:  sarah.gunn@citi.com
BISO and Complaince Co-ordinator                                    In the event of SIRT, escalate to


Name

Office


Residence

Mobile/PG

Graham Baucutt
+44(20)79862362



+44(20)75003165
8.
REPORTS

The following are the reports that will be provided by CTS to EMEA  team based on the frequency specified in the below table.

	Description 
	Responsibility
	Frequency

	Daily report on the system administrator logs reviewed and exceptions identified
	CTS 
	Daily

	Weekly Report on Exceptions Reported.
	CTS
	Weekly (on Tuesday)

	Monthly Report
	CTS
	Monthly


Appendix A – Commands Reference

· symacl – Sets up or updates Symmetrix access control information. (COMMON, IMPORTANT)
· symbcv – Performs TimeFinder operations on one or more Symmetrix BCV (Business Continuance Volume) devices. (COMMON, IMPORTANT)
· symcfg  - Discovers or displays Symmetrix configuration information. Refreshes the host’s Symmetrix database file or removes Symmetrix information from the database file. Rebuilds the set of devices known to the local host. It can also be used to view or release a ‘hanging’ Symmetrix exclusive lock, online or offline RDF (RA) or front-end (SA or FA) director ports. (COMMON, IMPORTANT)
· Symcg – Performs operations on a Symmetrix RDF composite group (cg). (COMMON, IMPORTANT)
· symclone – Performs TimeFinder clone operations on a Symmetrix device group, devices within a device group, or devices in a device file. (COMMON, IMPORTANT)
· symconfigure – Allows the user to manage major configuration changes affecting devices of a specified Symmetrix array, as well as manage dynamic (hot) spares. (IMPORTANT)
· symdev – Displays information for the selected, or all, Symmetrix devices. (COMMON, IMPORTANT)
· symdg – Performs operations on a Symmetrix device group. (COMMON, IMPORTANT)
· symerase – Allows the user to erase data from Symmetrix devices. (IMPORTANT)
· symioctl – Sends I/O control commands to a specified database server application. (NOT-COMMON, IMPORTANT)
· symlabel – Performs device label (signature) support operations on devices in a device group. This command only pertains to applications running on a Windows NT 4.0 platform. (NOT COMMON)
· symld – Performs operations on one or more standard devices (STD) or virtual devices (VDEV) in a device group (dg). (COMMON, IMPORTANT)
· symlv – Displays mapping information about one or more logical volumes that are defined in a specific logical volume manager’s volume group (IMPORTANT, NOT COMMON)
· symmask – Sets up or modifies Symmetrix device masking functionality. (COMMON, IMPORTANT)
· symmaskdb – Backs up, restores, initializes, and shows the contents of the device masking database. (COMMON, IMPORTANT)
· symmir – Performs Symmetrix BCV control operations on a device group, on a device within the device group, or on pairs listed in a device file. (COMMON, IMPORTANT)
· symoptmz – Sets parameters that control the 
ehaviour of the Symmetrix Optimizer and displays its current status. (NOT COMMON, IMPORTANT)
· symrdf – Performs Symmetrix SRDF ping, control, or modify operations on a device group, composite group, device file, or on a device within a device group. The device group must have a type of either RDF1 or RDF2. Lists all RDF devices, regardless if they are in a device group. Performs Dynamic RDF group controls to add, modify or remove a dynamic RDF group. (COMMON, IMPORTANT)
· symreplicate – Performs automated, consistent replication of data via BCV pairs and over SRDF links. (NOT-COMMON, IMPORTANT)
· symsnap – Performs EMC Snap control operations on a device group, on a device within the device group, or on pairs listed in a device file. (NOT-COMMON, IMPORTANT)
· symvg – Displays mapping information about one or more logical volume groups (vg) that are defined by your specific platform’s Logical Volume Manager. (NOT-COMMON, IMPORTANT)
· symaudit – Allows records to be extracted from a Symmetrix Audit Log file to determine which application on which host initiated actions that directed Symmetrix array 
ehaviour. In addition, it provides the ability to determine the date, time, and size of the current log file. (NOT IMPORTANT)
· symchg  - Marks areas of Symmetrix disk storage so that objects occupying those areas can be monitored for changes by the Change Tracker. ). (NOT-COMMON, NOT-IMPORTANT) 

· symchksum – Performs Symmetrix checksum operations on the RDBMS database devices, RDBMS tablespace devices, or Symmetrix devices. (NOT-COMMON, NOT-IMPORTANT)

· symcli – Provides a brief description of all the commands included in the Symmetrix Command Line Interface (SYMCLI). (NOT-IMPORTANT)
· symdisk – Reports on the configuration and status of disks and their hypers within Symmetrix arrays. (NOT IMPORTANT)
· symdrv  - Displays information for selected DRV devices. (NOT IMPORTANT)
· sympd – Displays information about one or all Symmetrix devices that are visible to your host. (NOT IMPORTANT)
· symevent  - Enables the monitoring and tracking of events on Symmetrix arrays. (NOT IMPORTANT)
· symgate – Performs support operations on a gatekeeper device. (NOT-COMMON, NOT-IMPORTANT)
· symhost – Displays host configuration information and performance statistics. (NOT IMPORTANT)

· symhostfs – Displays mapping information about file systems, directories, and regular files that are defined on the host system. (NOT IMPORTANT)
· syminq – Issue a SCSI INQUIRY command, and optionally a SCSI READ CAPACITY command, on one or all devices. In addition, it can be used to obtain a list of the local host’s HBAs. (NOT IMPORTANT)
· symqos – Provides Quality of Service (QOS) controls on specified devices. (NOT-COMMON, NOT-IMPORTANT)
· symrdb – Displays mapping information about one or more schemas, tables, files, tablespaces, or segments that are defined in a specified database instance. (NOT-COMMON, NOT-IMPORTANT)
· symrslv – Displays logical-to-physical mapping information about a logical object that is stored on a disk. (NOT-COMMON, NOT-IMPORTANT)
· symstat – Displays statistics information about a Symmetrix, any or all directors, a device group, a disk, or a device. (NOT-IMPORTANT)

CTICenteraCLI – Within this command the following sub commands need to be investigated- any other commands can be ignored. (COMMON, IMPORTANT)
·    create      -- enables to create settings in the cluster

·    delete      -- delete

·    migrate     -- migrates data or configurations

·    notify      -- sends a notification to Customer Services

·    replication – controls replication on the cluster

·    restore     -- controls restoration on a cluster

·    set         -- configures specific settings

HDS CLI  - for the Hitachi Servers

The following commands are Authorised for all SAN Admin staff:

/opt/TieredStorageManager/current/CLI/htsmcli

/opt/HiCommandCLI/HiCommandCLI

on the following servers:

rdcsan-mgt1 and rdcsan-mgt2

Links/References
GDSE Powerbroker Solutions Guide
Appendix B 

List of Authorized Users on Connectrix Manager

SAN BAU

David Coles - dc91175

Thomas Weise - tw00629

Andy Johnstone- aj97754

Ashok Kumar Reddy - ar91297

Krishnam Raju Vathsavai - kv13183

SAN Projects and Integration (PIT)

Carl Williams - cw68238

Simon Gibbs - sg76758

Tim Robinson- tr69152

Paul Haynes- ph47197

Grant Penness - gp28502

Steve Maher - sm28519

Mark Collier  - mc28504

Salauddin Ahmed – sa47183
Lee Hardman – lh17424

Ali Cairns – ac01184
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