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1
General description
1.1
Scope

The scope of this document is to highlight the various security maintenance functions performed for the requestors.  It involves the review on the below reports 

1. Citi_SAN_Reports/Connectrix Manager Report.

2. Citi_SAN_Reports/DMX Report.

3. Citi_SAN_Reports/EMEA_DMX4_Report.

4. Citi_SAN_Reports/EMEA - HDS StorageNavigator Report

5. Citi_SAN_Reports/EMEA - HDS Device Manager Report

6. Citi_SAN_Reports/EMEA - CiscoMDS Report

7. Citi_SAN_Reports/EMEA - EMC Centera Report
8. Citi_SAN_Reports/EMEA - EMC CX (NT) NaviSphere Report
These reports will be generated daily.
1.2
Purpose

The purpose of this document is to have a written process note in order to complete any of the tasks mentioned above without error. Also this document will help the trainings for the WTS EMEA LOG REVIEW team.
2
Document Revision History

This document will be reviewed quarterly with the appropriate system/application owners and the revision history will be updated accordingly.
	Version
	Date
	Compiled/Updated by
	Description 

	1.0
	28th June 2007
	Salauddin Ahmed
	Document produced

	2.0
	19th May 2008 
	Salauddin Ahmed
	Changes in overall procedure and process

	3.0
	22th May 2008
	Raajeshkannaa.V
	Review of procedure to aid WTS Training process

	4.0
	5th June 2008
	Salauddin Ahmed
	Inclusion of review of Vendor Remote Access process

	5.0
	11TH June 2008
	Raajeshkannaa.V
	Inclusion of DMX report review

	5.1
	13 th Oct 2008
	Raajeshkannaa.V
	Updated the section 5.2.1.1.

	5.2
	6th March 2009
	Salauddin Ahmed
	Change of Escalation Path and update of section 5.2.1.1 Review Procedure

	5.3
	27th April 2009
	Salauddin Ahmed
	Increase in elapsed time for escalation as per 5.2.1.1 (section 9) and section 5.2.2.1

	5.4
	5th June 2009
	Salauddin Ahmed
	Added sections for inclusion of HDS, Cisco and Centera reports to be reviewed.

	5.5
	16th June 2009
	Salauddin Ahmed
	Updates made to baseline commands for Cisco and Change of 3rd Level escalation to EMEA CTI Risk Management Team instead of CTI Data Centre Controls Team.

	5.6
	19th June 2009
	Salauddin Ahmed
	Updates made to include HDS Device Manager and HDS Storage Navigator

	5.7
	22nd June 2009
	Raajeshkannaa.V
	Updated the escalation process in section 5.2.3.1

	5.8
	20th July 2009
	Salauddin Ahmed
	Updates made to Section 5.2.4, 5.2.5 and 5.2.6

	5.9
	12th October 2009
	Salauddin Ahmed
	Updates made to escalation path and Appendix 7

	6.0
	13th October 2009 
	Raajeshkannaa. V and S. Ahmed
	Agreed on changes and updates made to doc.

	6.1
	30th November 2009
	S Ahmed
	Include new section (5.2.7) on  EMEA - EMC Clariion Report

	6.2
	21st January 2010
	S Ahmed
	Update Nigel Chilcott, as new EMEA DS SAN Manager


3.
Document Control

	Name
	Position
(e.g., Client Manager, Project Manager)
	Prepared by
	Reviewer
(only)
	Reviewer & Approver

	Nigel Chilcott
	EMEA DS SAN Manager 
	
	
	

	V, Raajesh Kannaa
	Technical Lead
	X
	
	

	Bolinjkar Pranjali
	Project Manager
	
	X
	

	Mike Styles
	Head of Product Support
	
	
	X

	C, Ajay
	Head, Security Analysis Team
	
	
	X


4.
General Requirements and Standards

The reviewers perform activity reviews and access reviews as per standard in the in CITMP policy.  

5.
Manual for ICU Review

5.1
Generally about the log files

The log files which are to be reviewed on a daily basis will be available on the below link

https://systemaudit.emea.citigroup.net:5250/spin/auditadmin/audit_admin_login.csp. 

The login access is provided through WWDS card.

User is required to put credentials as follow: 

-SOEID as a User Name 

-One-time-use password, generated from Safeword.
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5.2
Opening the Report:

After the successful login the following screen will be available. Click on the “Reporter” tab and expand “Citi SAN Reports” folder.
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5.2.1
Connectrix Manager Report 

Select the Connectrix Manager Report. Use the latest report generated for the previous day.

Note: For Monday’s review use the reports generated from Friday to Sunday.

Once the report is generated, the below sample screen will be displayed.
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The Switch logs generated (as per Citi_SAN_Reports/Connectrix Manager Report) will be checked and reconciled against the work done by EMEA SAN Management Group

5.2.1.1
Log Review Process for Connectrix Manager
The logs generated will be checked and reconciled against the work done by EMEA SAN Management Group.

SAN Administrators will ensure that whenever an activity is performed on the McData/Cisco Switches they send an email to  *GT EMEA TI Distributed Storage Review – with email subject heading “SAN Log Review “and in the body of email to include the following updated fields:

· Name of Implementer  (SOEID) - 

· Ticket number (Aperture, VT, VR, VC  - state which) - 

· Action Taken – 

· Date – 

· Time – 

· Any Comments –
1. WTS will search the Logs for activities done by individual UserID’s as per Appendix 1 and reconcile them against the corresponding Aperture, VT, VR and Infoman and Virtual Change Tickets provided by the SAN Administrators.

2. WTS also need to search for the ‘NA’ in the USERNAME field and for ‘User Action Event’ in the EVENT CATEGORY and reconcile them against the respective tickets.
3. If any other individual UserID’s are found then the WTS team will confirm with the EMEA  DS SAN Manager whether the individual is authorized to perform the activity.
4. If any of the Switch Parameters in Appendix 3 are not in the ‘Required State’ as specified, then this should also be escalated to the EMEA DS SAN Manager.

5. WTS can ignore the Nickname change activities and can also ignore the following actions:

· New Zone Creates/Deletes

· Updated/Created Zone Set

· Created Zone

6. WTS only need to verify the server and the building name in the Aperture ticket.
7. The HBA/SAN Zoning activity will reconcile only the following actions:

· Port binding enable/disable

· Port XX unblocked

· Zone Set Enabled

· Activate Zone Set

· Succeeded Activate Zone Set

8. For Zone set activations only fabric name needs to be checked since the server name is not captured in the report/logs.
9. If WTS is unable to find the relevant Ticket or if the logs doesn’t match with the Ticket then WTS will send a mail to concerned Admin/User requesting for the ticket, copying their Manager

10. If no response comes within two UK business days WTS will escalate to the EMEA DS SAN Manager copying in concerned admin/user.

11. If there is no response within a further two UK business days, then WTS will escalate to the EMEA Regional Head of Product Support copying in the EMEA DS SAN Manager.
12. If no response is received after further two UK business days then the same is escalated to EMEA CTI Risk Management Team.  Still if the Discrepancy is open for a further one UK business day, EMEA BISO is informed and a SIRT will be raised.

	Level
	Turnaround
	Escalate To 
	Responsibility

	0
	Immediate
	Installer copying his Manager
	Installer

	1
	2 Business Day
	Unit Manager
	Refer to Appendix 2 for 2nd Level escalation

	2
	2 Business Day
	Group Head
	Refer to Appendix 2 for Client Higher Level escalation

	3
	2 Business Day
	EMEA CTI Risk Management Team
	Refer to Appendix 2 for Risk Management Team

	4
	If the production discrepancy is open for 1 business days after level 3 escalation, WTS team will contact EMEA BISO (Refer to Appendix 2) before raising a SIRT.


5.2.1.2 
Mail Template
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5.2.2 
DMX and DMX4 Report
First select the DMX followed by the EMEA_DMX4 Report. Use the latest report generated for the previous day. Note: For Monday’s review use the reports generated from Friday to Sunday.  Once the report is generated, the below sample screen will be displayed.  
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The Vendor Remote Access (VRA) logs generated (as per Citi_SAN_Reports/DMX Report and Citi_SAN_Reports/EMEA_DMX4_Report) will be checked and reconciled against dial-in and dial-out activity on the EMC Storage arrays with VT trouble tickets and Infoman Change records raised by Citigroup Command Centre and/or EMEA SAN Team, for Vendor Remote Access (VRA). Note, purpose of this exercise is to reconcile dial in and dial out activity only and NOT activity performed by vendor whilst logged on by vendor.

5.2.2.1 
Log Review Process for DMX - VRA
1. WTS will search the Logs (Citi_SAN_Reports/DMX Report) for keyword ‘NEW LOGIN’ and reconcile the date and time entry against date and time in VT’s raised in EU DSM queue.  See Appendix 4 for details on reading DMX Report.

2. VT’s will need to be searched under category of ‘Remote Access’.

3. If WTS is unable to find the relevant Ticket or if the logs doesn’t match with the Ticket then WTS will send a mail to *GT EMEA TI Distributed Storage Mgmt for verification.

4. If no response comes within two UK business days WTS will escalate to the EMEA DS SAN Manager.

5. If there is no response within ONE week, then WTS will escalate to the EMEA Regional Head of Product Support Manager.
Note: Currently the DMX and DMX4 Report is approved by Chilcott, Nigel [CCC-OT_IT] until the process is finalized.

See Appendix 2 for contact details.

5.2.2.2 
Log Review Process for DMX4 - VRA

1. WTS will search the Logs (Citi_SAN_Reports/EMEA_DMX4_Report) for keyword ‘Connect Success: Remote user xxxx connected’, where xxxx is a numeric User Name - and reconcile the date and time entry against date and time in VT’s raised in EU DSM queue.  

2. VT’s will need to be searched under category of ‘Remote Access’.

3. If WTS is unable to find the relevant Ticket or if the logs doesn’t match with the Ticket then WTS will send a mail to *GT EMEA TI Distributed Storage Mgmt for verification.

4. If no response comes within two UK business days WTS will escalate to the EMEA DS SAN Manager.

5. If there is no response within ONE week, then WTS will escalate to the EMEA Regional Head of Product Support Manager.
Note: Currently the DMX and DMX4 Report is approved by Chilcott, Nigel[CCC-OT_IT] until the process is finalized.

See Appendix 2 for contact details.

5.2.2.3 
Mail Template
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Note: Currently the DMX and DMX4 Report is approved by Chilcott, Nigel ,  [CCC-OT_IT] until the process is finalized.

See Appendix 2 for contact details.

5.2.3 HDS Storage Navigator Report

Select the HDS StorageNavigator Report. Use the latest report generated for the previous day. Note: For Monday’s review use the reports generated from Friday to Sunday.  Once the report is generated, the below sample screen will be displayed.
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The HDS logs generated (as per Citi_SAN_Reports/HDS StorageNavigator Report) will be checked and reconciled against any event with the following Phrase in Event Category requires a Ticket  “Config Change Basic”.

5.2.3.1
Log Review Process for HDS StorageNavigator Report

1) WTS will search the Logs (Citi_SAN_Reports/HDS StorageNavigator Report ) for keyword “Config Change Basic” then reconcile them against the corresponding Aperture, VT, VR and Infoman and Virtual Change Tickets provided by the SAN Administrators.
2) If the SA is provides a ticket then WTS can close the exception since the report doesn’t contain the server name.
3) If WTS is unable to find the relevant Ticket or if the log entries doesn’t match with the request for work on Ticket then WTS will send a mail to concerned Admin/User requesting for the relevant ticket, copying their Manager

4) If no response comes within two UK business days WTS will escalate to the EMEA DS SAN Manager copying in concerned admin/user.

5) If there is no response within a further two UK business days, then WTS will escalate to the EMEA Regional Head of Product Support copying in the EMEA DS SAN Manager.
6) If no response is received after further two UK business days then the same is escalated to EMEA CTI Risk Management Team.  Still if the Discrepancy is open for a further one UK business day, EMEA BISO is informed and a SIRT will be raised.

	Level
	Turnaround
	Escalate To 
	Responsibility

	0
	Immediate
	Installer copying his Manager
	Installer

	1
	2 Business Day
	Unit Manager
	Refer to Appendix 2 for 2nd Level escalation

	2
	2 Business Day
	Group Head
	Refer to Appendix 2 for Client Higher Level escalation

	3
	2 Business Day
	EMEA CTI Risk Management Team
	Refer to Appendix 2 for Risk Management Team

	4
	If the production discrepancy is open for 1 business days after level 3 escalation, WTS team will contact EMEA BISO (Refer to Appendix 2) before raising a SIRT.


5.2.4 HDS Device Manager Report

Select the EMEA – HDS Device Manager Report.  Use the latest report generated for the previous day.

Note: For Monday’s review use the reports generated from Friday to Sunday.  Once the report is generated, the below sample screen will be displayed.
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The HDS Device Manager logs generated (as per Citi_SAN_Reports/EMEA – HDS Device Manager Report) will be checked and reconciled against the work done by EMEA SAN Management Group

5.2.4.1
Log Review Process for HDS Device Manager
The logs generated will be checked and reconciled against the work done by EMEA SAN Management Group.

SAN Administrators will ensure that whenever an activity is performed using HDS Device Manager,  they send an email to  *GT EMEA TI Distributed Storage Review – with email subject heading “SAN Log Review “and in the body of email to include the following updated fields:

· Name of Implementer  (SOEID) - 

· Ticket number (Aperture, VT, VR, VC  - state which) - 

· Action Taken – 

· Date – 

· Time – 

· Any Comments –
1. WTS will search the Logs for activities done by individual UserID’s as per Appendix 1 and reconcile them against the corresponding Aperture, VT, VR and Infoman and Virtual Change Tickets provided by the SAN Administrators.

2. WTS will need to search for any event with the following Key word “AddLUN”.  Note, that this word can repeat itself a number of times for the same user during the course of implementing the ticket – see Appendix 7 for further info on what activities to REVIEW and what to IGNORE.
3. If the SA is provides a configuration ticket then WTS can close the exception since the report doesn’t contain the server name
4. If WTS is unable to find the relevant Ticket or if the log entries doesn’t match with the request for work on Ticket then WTS will send a mail to concerned Admin/User requesting for the relevant ticket, copying their Manager.
5. If no response comes within two UK business days WTS will escalate to the EMEA DS SAN Manager copying in concerned admin/user.

6. If there is no response within a further two UK business days, then WTS will escalate to the EMEA Regional Head of Product Support copying in the EMEA DS SAN Manager.
7. If no response is received after further two UK business days then the same is escalated to EMEA CTI Risk Management Team.  Still if the Discrepancy is open for a further one UK business day, EMEA BISO is informed and a SIRT will be raised.

	Level
	Turnaround
	Escalate To 
	Responsibility

	0
	Immediate
	Installer copying his Manager
	Installer

	1
	2 Business Day
	Unit Manager
	Refer to Appendix 2 for 2nd Level escalation

	2
	2 Business Day
	Group Head
	Refer to Appendix 2 for Client Higher Level escalation

	3
	2 Business Day
	EMEA CTI Risk Management Team
	Refer to Appendix 2 for Risk Management Team

	4
	If the production discrepancy is open for 1 business days after level 3 escalation, WTS team will contact EMEA BISO (Refer to Appendix 2) before raising a SIRT.


5.2.5

EMEA - CiscoMDS Report

Select the EMEA - CiscoMDS Report. Use the latest report generated for the previous day.

Note: For Monday’s review use the reports generated from Friday to Sunday.

Once the report is generated, the below sample screen will be displayed.
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The Cisco Switch logs generated (as per Citi_SAN_Reports/EMEA – CiscoMDS Report) will be checked and reconciled against the work done by EMEA SAN Management Group

5.2.5.1
Log Review Process for Cisco MDS Switches
The logs generated will be checked and reconciled against the work done by EMEA SAN Management Group.

SAN Administrators will ensure that whenever an activity is performed on the Cisco Switches they send an email to  *GT EMEA TI Distributed Storage Review – with email subject heading “SAN Log Review “and in the body of email to include the following updated fields:

· Name of Implementer  (SOEID) - 

· Ticket number (Aperture, VT, VR, VC  - state which) - 

· Action Taken – 

· Date – 

· Time – 

· Any Comments –
1. WTS will search the Logs for activities done by individual UserID’s as per Appendix 1 and reconcile them against the corresponding Aperture, VT, VR and Infoman and Virtual Change Tickets provided by the SAN Administrators.

2. WTS will need to search for the userID’s in the ‘User Name’ column and for specific actions in the ‘Message’ column and reconcile them against the respective tickets.
3. If any other individual UserID’s are found then the WTS team will confirm with the EMEA DS SAN Manager whether the individual is authorized to perform the activity.
4. WTS can ignore Alias name change activities and can also ignore the following actions/commands:

· show flogi database

· do port-security database

· do show zone
· do copy ru st
· fcalias name 

· show interface

· vsan database

· show zoneset

· show zone

· zone rename

· added member/zone/alias/device
· no zone name
· target (xxxxx %%%%%% xxxxxxx) deleted
5. The following HBA/SAN Zoning activities and commands will need to be reconciled and a valid VT/VR/Aperture or Infoman ticket provided for activities below by userID concerned:

· conf ; config:success
· removed member/zone/alias/device
· shut ; no shut

· port-security database copy vsan %%
· port-sec activate vsan %%
· zone commit vsan %%
· copy run start

· zoneset clone <zoneset1 zoneset2> vsan %%

· zoneset activate name <new_zoneset> vsan %%
For a high level description of above activities see Appendix 6
6. If WTS is unable to find the relevant Ticket or if the log entries doesn’t match with the request for work on Ticket then WTS will send a mail to concerned Admin/User requesting for the relevant ticket, copying their Manager

7. If no response comes within two UK business days WTS will escalate to the EMEA DS SAN Manager copying in concerned admin/user.

8. If there is no response within a further two UK business days, then WTS will escalate to the EMEA Regional Head of Product Support copying in the EMEA DS SAN Manager.
9. If no response is received after further two UK business days then the same is escalated to EMEA CTI Risk Management Team.  Still if the Discrepancy is open for a further one UK business day, EMEA BISO is informed and a SIRT will be raised.

	Level
	Turnaround
	Escalate To 
	Responsibility

	0
	Immediate
	Installer copying his Manager
	Installer

	1
	2 Business Day
	Unit Manager
	Refer to Appendix 2 for 2nd Level escalation

	2
	2 Business Day
	Group Head
	Refer to Appendix 2 for Client Higher Level escalation

	3
	2 Business Day
	EMEA CTI Risk Management Team
	Refer to Appendix 2 for Risk Management Team

	4
	If the production discrepancy is open for 1 business days after level 3 escalation, WTS team will contact EMEA BISO (Refer to Appendix 2) before raising a SIRT.


5.2.6 

EMEA - EMC Centera Report

Select the EMEA - CiscoMDS Report.  Use the latest report generated for the previous day.

Note: For Monday’s review use the reports generated from Friday to Sunday.

Once the report is generated, the below sample screen will be displayed.
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The EMC Centera logs generated (as per Citi_SAN_Reports/EMEA – EMC Centera Report) will be checked and reconciled against User Login and Logout activity on the HDS Storage arrays with VT trouble tickets and/or Infoman Change records raised by Citigroup Command Centre and/or EMEA SAN Team. Note, purpose of this exercise is to reconcile Login and Logout activity only and NOT activity performed by User.

5.2.6.1
Log Review Process for EMC Centera Report

1) WTS will search the Logs (Citi_SAN_Reports/EMEA – EMC Centera Report ) for keywords

 Successful login
 Failed login
 Set audit archive

 Set audit Syslog

then reconcile the date and time entry against date and time in VT’s raised in EU DSM queue.  Note, Logout time is not recorded.  Also, ignore any entries when keyword ‘ECC’ is found in the ‘User Name’ column.
2) If WTS is unable to find the relevant Ticket or if the logs doesn’t match with the Ticket then WTS will send a mail to *GT EMEA TI Distributed Storage Mgmt for verification as per Mail template in section 5.2.2.2

3) If no response comes within two UK business days WTS will escalate to the EMEA DS SAN Manager.

4) If there is no response within ONE week, then WTS will escalate to the EMEA Regional Head of Product Support Manager.
Note: Currently the EMEA – EMC Centera Report is approved by Chilcott, Nigel [CCC-OT_IT] until the process is finalized.

See Appendix 2 for contact details.
5.2.7 

EMEA - EMC CX (NT) Navisphere Report
Select the EMEA - EMC CX (NT) NaviSphere Report.  Use the latest report generated for the previous day.

Note: For Monday’s review use the reports generated from Friday to Sunday.

Once the report is generated, the below sample screen will be displayed.
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The EMC CX (NT) NaviSphere Logs generated (as per Citi_SAN_Reports/ EMC CX (NT) NaviSphere Report) will be checked and reconciled against User Login and Logout activity on the Clariion Storage arrays with VT trouble tickets and/or Infoman Change records raised by Citigroup Command Centre and/or EMEA SAN Team. Note, purpose of this exercise is to reconcile Login and Logout activity only and NOT activity performed by User.
As this is a stable environment configured specifically for Exchange 2007, most of the work will be Maintenance category hence a ticket (VT/RFC/VR) will only be required for tasks/activities on the kit and is amply covered by using “Login” and “Log In” as search criteria.
5.2.7.1
Log Review Process for EMC CX (NT) NaviSphere Report
1) WTS will search the Logs (Citi_SAN_Reports/ EMC CX (NT) NaviSphere Report) for keywords

Login
Log In
- then reconcile the date and time entry against date and time in VT’s raised in EU DSM queue.  Note, Logout time is not recorded

2) If WTS is unable to find the relevant Ticket or if the logs doesn’t match with the Ticket then WTS will send a mail to *GT EMEA TI Distributed Storage Mgmt for verification as per Mail template in section 5.2.2.2

3) If no response comes within two UK business days WTS will escalate to the EMEA DS SAN Manager.

4) If there is no response within ONE week, then WTS will escalate to the EMEA Regional Head of Product Support Manager.
Note: Currently the EMEA – EMC CX (NT) NaviSphere Report is approved by Chilcott, Nigel [CCC-OT_IT] until the process is finalized.

See Appendix 2 for contact details.
Appendix 1 

List of Authorized Users on Connectrix Manager

Salauddin Ahmed – sa47183

Paul Haynes- ph47197

Dave Coles- dc91175

Tim Robinson- tr69152

Thomas Weise - tw00629

Andy Johnstone- aj97754

Ashok Kumar Reddy - ar91297

Krishnam Raju Vathsavai - kv13183

Carl Williams - cw68238

Simon Gibbs - sg76758

EMC Vendor

emcadmin

Appendix 2

List of Escalation

EMEA DS SAN Manager: 

Nigel Chilcott
Email ID: Nigel.Chilcott@citi.com
For Higher escalations:

EMEA REGIONAL HEAD OF PRODUCT SUPPORT 

Mike Styles 

Email ID: michael.styles@citi.com
EMEA CTI RISK MANAGEMENT TEAM

Sarah Gunn
Email ID:  sarah.gunn@citi.com
BISO and COMPLIANCE CORDINATOR

 Andrew Cunnington Email ID:  Andrew.Cinnington@Citi.com
Appendix 3

List of Critical McData Configuration Settings

	Switch Parameters
	Required State
	Comment

	Switch Binding
	Inactive
	

	Authentication Trap Enabled
	True
	

	SNMP Agent Enabled
	True
	

	Host Control Prohibited
	True
	

	Open Trunking Enabled
	True
	

	Preferred Path
	Disabled
	

	Web Server
	Disabled
	

	Telnet
	Disabled
	

	Alternate Control Prohibited
	Disabled
	

	Call Home Notification
	Enabled
	

	Fabric Binding
	Enabled
	

	Default Zone
	Disabled
	

	Zone Set – Deleted / Activated / Updated
	
	


Appendix 4

In the DMX Report, the below sample lines refer to the Vendor LOGIN and LOGOUT event:

5/1/08 1:37 sa287750122 NEW LOGIN, bch loged as CE  ----> Logged In

.

.

5/1/08 1:53 ck287890298 NEW LOGIN, 287890298 loged as Symmetrix  ----> Logged Out

Appendix 5
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Appendix 6

In order to assist and aid with the Log Review process - below are couple of high level flow diagrams listing some of the Cisco SAN Admin Functions taken by team. 
 

 

1)  Flow diagram below shows the typical host connectivity process after the host patching has been completed and the HBA has logged on to switch: [image: image15.jpg]Port Security
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2) Flow diagram below show the typical host removal:
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Appendix 7

BaseLine Commands For EMEA - HDS Device Manager Report
1) Get Commands such as:-   IGNORE
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2) Login Commands should not require Ticket. Search using  Authentication as a    key word  - IGNORE
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3) Ignore the following Info String as this confirms an operation was completed. This applies to config changes as well as a viewing operation. Elimination string is ConfigurationAccess.    IGNORE
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4) Request Ticket for   any event with the following Key word “AddLUN”. Please note that this word can repeat itself  a number of times for the same user during the course of implementing the ticket.   REQUEST TICKET
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5)  It has recently been brought to our attention that a number of activities are being queried that derive from internal system accounts.  These activities are background tasks that normally run overnight to refresh internal configuration of the hardware. For this reason, any action that is generated by these accounts ('uid=$DvMPeer/<number>'  and  'uid=System,,,,,,,'   ) should be  IGNORED.
For example/:


[image: image30.emf]
Appendix 8

BaseLine Commands For EMEA - HDS Storage Navigator Report

For Storage Navigator any event with the following Phrase in Event Category requires a Ticket 

[image: image31.png]Conhg Change Basic




1)  Recently been brought to our attention that a number of activities are being queried under column ‘User Event = DeviceMgr’ -  these need to be ignored.  Only Citi SOE ID’s, as per Appendix 1, need to be followed up with corresponding events:

For example:

Date        Time     User Name           Event Category                                        Source                           
10/9/09     0:22:32 
DeviceMgr 

Config Change Basic 

Configuration Change Set CVAE Info Success on Frame 75189

10/9/09    1:23:16 
DeviceMgr 

Config Change Basic 

Configuration Change Set CVAE Info Success on Frame 18850

I-2
[image: image33.png] GCB-HunNigel
**CONFIDENTIAL**


_1306679327.xls
June

		Sl No		SOE ID		Date of Activity		Mail sent on		Ticket Number		ESCALATION   DATE				Replied Date		STATUS

										Ticket Number		Escalation I		Escalation II

		1

		2

		3

		4

		6

		7

		8

		9

		10

		11

		12

		13

		14

		15

		16

		17

		18






_1263651708.bin

