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1.0 PURPOSE 

This procedure establishes guidelines for allowing Vendors (EMC and HDS) access into devices located in the London (CGC and RDC), Dusseldorf (Meerbusch and IXE) and Frankfurt (NEDC) Datacentres.  
The procedure begins either with a request from vendor, to be able to carry out a preventative maintenance check (Health check) or with a notification to vendor of an event on their hardware; the procedure ends with issuing a token number to the affected Storage array or SAN Switch for the relevant Data Centre.  

The fault management of vendor sourced hardware and software has been outsourced to the vendor. Currently a modem connected to the “service processor” dials out to vendor support centre to report on its current state including alerts for any faults.  The vendors can then dial-in through the same modem for troubleshooting. This type of remote access allows the vendor to maintain a tight service level agreement.

The Symmetrix  Service Processor exists solely for vendor purposes.  Citigroup SAN Management Team does not use the service processor for Storage Management tasks. There is currently no TCP/IP connectivity to this service processor but in order for the vendor access to migrate to WWDS TCPIP connections will be installed.  Third parties have 24x7 dial-in access to the service processors that have complete control over the Symmetrix storage arrays that house critical business data from multiple businesses.

The Connectrix and Cisco Switch Service Processors (CSP) are used by both the vendor and Citigroup SAN Management Team who use the service processor for switch and SAN Management tasks. There is currently firewalled TCP/IP connectivity to these service processors so that secure one-way access can be achieved by BAU staff. Third parties have 24x7 dial-in access to the CSP that have complete control over the Switches that house critical business data from multiple businesses.

There may also be situations whereby the vendor will require access to the Service Processors in order to perform a Change, as opposed to a Problem Fix, in these circumstances the Vendor will provide a case number and Internal Citigroup Change number.

Although business data cannot be accessed through the service processor, unauthorised use of this remote access facility could be used to disrupt services that can cause prolonged outage for multiple servers.

2.0 Revision history

	Date
	Rev. No.
	Change
	Ref. Section(s)

	15/02/06
	1.0
	New Procedure Drafted
	Not Applicable

	01/03/06
	1.1
	Agreed to include Command Centre for out-of hours support only and SAN-BAU to cover office hours coverage.
	

	09/03/06
	1.2
	Amendments made 
	

	15/05/07
	1.5
	Amendments made following discussion with Command Centre.
	

	24/05/07
	1.6a
	Amendments to include Section 7.2 (Severity 1 &2 issues)
	Sec 7.2

	30/05/07

	1.7
	Updates made following issues encountered by Command Centre team
	Sec 7.1.1

	06/06/08
	1.8
	Updates made to include vendor HDS 


	

	30/12/08
	1.9
	Added a section to cover change in responsibilities in the event of card failures
Removed reference to infoman

Added a section to ensure that confirmation is received that the vendor has successfully logged in
	Sec 6.5

Sec 7.1.1.4

Sec 7.1.1.8.6


3.0 Persons affected 
3.1 Citigroup EMEA (London and Warsaw) Command Centres
3.2 London and Warsaw Command Centre Shift Managers or nominated Deputies
3.3 EMEA SAN-BAU Team
4.0 Policy

4.1 it is the policy of the EMEA command centre to generate a token number from the safeword wwds card and issue to VENDOR to allow access to dial into their devices for troubleshooting and diagnosis and/or repair for out-of-hours.  DURING UK OFFICE HOURS THIS RESPONSIBILITY IS WITH THE emea SAN Management TEAM.
5.0 definitions
5.1 London and Warsaw Shift Manager’s or nominated deputies  – 7x24 Supervisors for the EMEA Command Centre
5.2 Distributed Operators  - responsible for Distributed and Midrange platforms (Unix, Wintel and OpenVMS)
5.3 EMC – Vendor responsible for EMC devices in EMEA.
5.4 HDS – Vendor responsible for HDS devices in EMEA.
5.5 EMC Call Centre – Central point of contact for Vendor (EMC).  Contact number - +44 (0)870 6000 300.  All communications, from Vendor and Citigroup, to go through this channel.
5.6 HDS Call Centre – Central point of contact for Vendor (HDS).  Contact number - +44 (0)1753 618 699.  All communications, from Vendor and Citigroup, to go through this channel.
5.7 EMEA -SAN-BAU – EMEA SAN Management Team (*GT EMEA TI Distributed Storage Mgmt) Responsible for the support and management of the SAN Infrastructure for London and Meerbusch. Contact number +44 (0) 20 7500 9686
5.8 INFOMAN – Change Management system used for this procedure. 
5.9 Virtual Tech (VT) – Problem Management system used for this procedure.
5.10 Office Hours – Monday to Friday, excluding UK Bank Holidays and Public Holidays.  From 07:00 – 18:00hrs (GMT). 
5.11 Out-of-Hours – Those hours not covered in section 5.10
5.12 Nominated Deputy – those person/s selected by Shift Manager and SAN Manager to issue token pin to Vendor.
6.0 Responsibilities 

6.1 It is the responsibility of the Distributed Operators and Shift Managers (or nominated Deputies) to ensure that all EMC and HDS related problems are documented in a VT and/or INFOMAN ticket, during out-of-hour’s support.  
In-house centralised monitoring that generates an alert to the Command Centre front-end monitors, will incur the creation of a VT ticket, which will be escalated and assigned to the SAN support team regardless of the time of day.
6.2 It is the responsibility of the Command Centre Shift Manager (or nominated Deputies) to issue the token number for dial in access for out-of-hours support.
6.3 It is the responsibility of EMEA SAN Management Team, to issue the token number for dial-in access during office hour’s support.
6.4 Vendor will contact the EMEA SAN Management Team directly during office hours, whilst calling the Command Centre for out of hour’s escalation.
6.5 The only deviation from the aforementioned roles and responsibilities will be:-
6.5.1 In the event of a current EMS issue –  Either the Distributed Operators and Shift manager ( or nominated deputies ) or EMEA San management can be called on to provide user id’s and tokens
6.5.2 In the event that either team has faulty safeword cards and cannot fulfill their responsibilities.
7.0 Procedures 

7.1 The following steps will take place whenever vendors need to dial into one of their Storage frames within EMEA Data Centres and need to be followed by both Command Centre and SAN Management Team.
7.1.1 Vendor’s will receive an alert from one of their Storage Frames or Switch Directors that has “phoned home”.
7.1.1.1 Vendor Lab/PSE or Customer Engineer (CE) will call the EMEA Command Centre on +44(0) 207 986 2020 (and chose option 3) out-of-office hours and EMEA SAN Management Team on +44(0) 207 500 9686 during normal UK office hours.
7.1.1.2 Vendor will request a “token” number (which consist of Safeword card ID and single user password) for dial-in access from the Shift Manager/SAN Administrator.

7.1.1.3 The Command Centre Operator/SAN Administrator will ensure a VT ticket is present or created concerning the event.  Vendor will record Citigroup VT number within the vendor Clarify case.
7.1.1.4 The Operator/SAN Administrator will input the following information in the VT Ticket and place the ticket into the SAN Management VT queue – EU DSM and list Product as ‘Remote Access’.  
7.1.1.4.1 Request the name of the Vendor Representative requiring access.
7.1.1.4.1.1 Document the Vendor case number, known by the Clarify Case number.
7.1.1.4.1.2 Document the Serial Number of affected hardware units.
7.1.1.4.1.3 Which site the affected unit is located at and in some cases, exact floor/tile location.
7.1.1.4.1.4 The EMEA Command Centre/SAN Team will then advise vendor that they will be called back shortly with the dial up credentials.   Then call back EMC on +44(0)870 6000 300 and HDS on +44 (0) 1753 618 699
7.1.1.5 Vendor Lab / PSE or Customer Engineer (CE) will request a “token” number (Which consist of Safeword card ID and single user password) for dial-in access from the Shift Manager/SAN Administrator.
7.1.1.6 The Command Centre Operator will notify the Shift Manager (or his nominated Deputy) of the issue and provide the Shift Manager with the VT number and the Engineers contact details.  SAN Administrator’s performs this role during business hours. 
7.1.1.7 The Shift Manager (or nominated Deputy) / SAN Administrator will acquire the appropriate Safeword Card and provide the vendor Engineer or Call Centre with Safeword Card ID and generated PIN
7.1.1.7.1 Command Centre Safeword Cards are located in the safe, SAN Administration Safeword Cards are located in the Decru Safe managed by the Storage Management team – any of the cards labeled “EMC” will work.
7.1.1.8 The Shift Manager/SAN Administrator will generate the Safeword “Single user password” and issue to the Vendor Engineer.
7.1.1.8.1 Give the Vendor Engineer the card UserID number (ex. AB7860)
7.1.1.8.2 Hit the “ON” button on the Safeword card
7.1.1.8.3 Enter the PIN number of the card
7.1.1.8.4 Enter the card host number
7.1.1.8.5 Give the vendor Engineer the token pin number displayed
7.1.1.8.6 The Distributed operators/SAN Administrator will stay on line with the vendor whilst he/she connects and will only hang up once confirmation is received.
7.1.1.9 The Distributed operators and Shift Managers/SAN Administrator will then record in the VT ticket that the vendor received the access on the Command Centre Management Activity Log.   
7.1.1.10 When vendor concludes their dial in activities, they will notify the Command Centre and/or SAN Management Team and the VT ticket will then be updated by the SAN Administrator, with the ticket residing within the EMEA SAN Management Team (VT - EU DSM or Infoman EUDSM) queue.
7.1.2 If a hardware repair is required based upon Vendor’s  diagnosis

7.1.2.1 Vendor will contact the Command Centre/SAN Administrator responsible for the hardware at the affected location.

7.1.2.2 The normal process of accessing the affected Datacentre will be followed to allow vendor onto their site for hardware repairs.

7.2 Escalating issues with WWDS cards

7.2.1 Problems with the WWDS cards should be escalated in the following manner
7.2.1.1 Non-emergency situations 
7.2.1.1.1 Call the SAN Team on +44(0)20 7500 9686 and detailing card # and Account Holder Name.
7.2.1.2 Emergency situations contact:
7.2.1.2.1 Call  WCCC on +001 (212) 809 3691
7.2.1.2.2 Send an email to: mailto:wwds.registrar@imcnam.ssmb.com
7.3 Enabling of Dial-In access in the event of a Citigroup Severity 1 or Severity 2 Issue

7.3.1 In the event of an Emergency Severity ONE or Severity TWO issue Vendors have been granted privileges to enable ‘dial-in’ access to Storage Arrays and Connectrix Switches for London and Meerbusch – however, this shall be noted in Citigroup-Vendor Case records at time of need and then subsequently dial-in disabled once issue has been resolved.
7.3.1.1.1 To enable dial-in for Storage Arrays – vendor will logon to Symmetrix or DMX concerned as per VRA Procedures and then re-enable dial-in remotely via login screen.
7.3.1.1.2 To enable dial-in for Connectrix and Cisco Switches  – vendor will need to come on-site and then login to Connectrix and/or Cisco Service Processor to re-enable remote dial-in.
7.3.1.1.3 Once issue has been resolved or the initial Severity has been lowered – then vendor will then disable dial-in for both Storage and Switch Entities.
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