Warsaw Checklist – Version 2 July 2009


Infrastructure Checklist for Warsaw SAN running HP-XP Storage:    dd/mm/yy
	Items
	Description of Test
	Comments
	Pass/Fail
	Notes 

	1
	Entitlement Reviews – for User accounts on SAN Management hosts used to manage frames and Switches.
	1)Vendor to produce screenshot/report of all listed users and their privileges
2) provide approval for all accounts / access listed
	
	

	2
	Entitlement Reviews – of SAN resources (disks, FC ports, etc)
	Citigroup to produce list of what hosts are attached to what devices, switches and ports
	
	

	3
	SAN Vendor Management – Vendor access review for support of XP disk arrays and FC switches
	DCSM to reconcile manual access log against tickets raised to allow HP on site access.
	
	

	4
	Resource Management – Performance monitoring of FC Switches and FC HBA attached to hosts
	Citigroup to obtain reports of any specific issues for SAN attached hosts


	
	

	5
	SAN Devices – Firmware and Patching
	Vendor to provide Monthly confirmation that all Firmware and Patches are upto date as per Maintenance contract 
	
	

	6
	SAN Inventory – regular review and updates
	Citigroup to provide Monthly update of Inventory and forward data and info to interested parties
	
	

	7
	Vendor Dial-In/Out Access  - FC Switches have no dial-in/out.  XP Disk Arrays – have dial-out only and dial-in initiated for Emergency Break-Fix only.
	Vendor and Citigroup to collate logs of all Remote and Physical access made on Storage and Switch entities.
	
	


