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1.0 PURPOSE 

This procedure establishes guidelines for allowing access from HITACHI into their devices located in any North America Data Center.  The procedure begins with a notification to HITACHI of an event on their hardware; the procedure ends with issuing a token number to the affected Data Center. 

2.0 Revision history

	Date
	Rev. No.
	Change
	Ref. Section(s)

	12/13/04
	1.0
	New Procedure Drafted
	Not Applicable

	7/14/05
	1.1
	Modified procedure
	

	7/26/05
	1.2
	Changed datacenter to command center
	

	8/3/05
	1.3
	Changed information required from HITACHI
	

	8/10/05
	1.4
	Removed all references to Infoman STR’s
	

	9/25/2007
	1.5
	Changed logo to reflect new branding and added MWDC location
	All


3.0 Persons affected 
3.1 Citi North American Command Centers
3.2 Southwest Command Center Mainframe Operations 
3.3 Southwest Command Center Shift Managers
4.0 Policy

4.1 it is the policy of the Southwest Command Center to generate a token number from the Safeword wwds card and issue to them HITACHI to allow access to dial into their devices for troubleshooting and Diagnosis.
5.0 definitions
5.1 Southwest Command Center Mainframe Operations – Master Console Operators
5.2 Southwest Command Center Shift Manager – 7x24 supervisors for the Southwest Command Center
5.3 Hitachi
6.0 Responsibilities 

6.1 When HITACHI generates an alert, it is the responsibility of the Southwest Command Center Command Center to issue the console command to record the event.
6.2 It is the responsibility of the Mainframe operators and Shift Managers to ensure that a valid HITACHI case number exists before issuing a token number.
6.3 It is the responsibility of the Southwest Command Center Master Console Operator or Southwest Command Center  Shift Manager to issue the token number for dial in access.
7.0 Procedures 

7.1 The following steps will take place whenever HITACHI needs to dial into one of the HITACHI frames within a Citi Data Center.    
7.1.1 HITACHI will call the Southwest Command Center once they have a person assigned to the case who will be dialing in and request the Master Console Operator.  
7.1.1.1 800-235-7080, opt 2, opt 3, opt 1 or 817-317-8262

7.1.1.2 HITACHI will provide the Southwest Command Center with:

7.1.1.2.1 HITACHI case number

7.1.1.2.2 Serial Number of the affected box

7.1.1.2.3 Physical Location of the affected box

7.1.1.2.4 Name of Specialist assigned to the case

7.1.1.2.5 The Southwest Command Center will then advise HITACHI they will be called back shortly with the dial up credentials.

7.1.1.3 The Southwest Command Center will:
7.1.1.3.1 Call the HITACHI Global Support Center Line:
7.1.1.3.1.1 1 800 446-0744 or 1 858 537-3046

7.1.1.3.2 Ask to be transferred to the Specialist assigned to the case.

7.1.1.3.3 Advise the HITACHI Specialist you are calling to verify that HITACHI case number is valid.
7.1.1.3.3.1 If the HITACHI case number is valid, provide the following to the HITACHI Specialist:
7.1.1.3.3.1.1 Safeword Userid and Access Number acquired from Safeword Token Card.
7.1.1.3.3.1.1.1 Note, “Rotate” the use of the 12 Safeword cards
7.1.1.3.4 At the MVS Console, enter the following Command, which will initiate an Automation Script that will log the information into a dataset. 

7.1.1.3.4.1.1  A B C D<hit enter>

7.1.1.3.4.1.1.1 A = The four digit Box Id, e.g. 1083

7.1.1.3.4.1.1.2 B = Hitachi Case #, e.g. 1351234

7.1.1.3.4.1.1.3 C = Location of Box, e.g. Rutherford 

7.1.1.3.4.1.1.4 D = Safeword ID

7.1.1.3.4.1.2 Citi Data Center Locations

7.1.1.3.4.1.2.1 Rutherford

7.1.1.3.4.1.2.2 111 Wall St

7.1.1.3.4.1.2.3 Silver Spring

7.1.1.3.4.1.2.4 Gaithersburg

7.1.1.3.4.1.2.5 Nevada

7.1.1.3.4.1.2.6 390 Greenwich

7.1.1.3.4.1.2.7 Weehawken

7.1.1.3.4.1.2.8 Solana 

7.1.1.3.4.1.2.9 Las Colinas

7.1.1.3.4.1.2.10 Midwest

7.1.1.4 The HITACHI Specialist will Dial in and update the HITACHI case number and update the responsible FE.   
7.1.2 If a hardware repair is required based upon HITACHI’s diagnosis:

7.1.2.1 HITACHI will contact the command center responsible for the hardware at the affected location.
7.1.2.2 The normal process of the affected command center will be followed to allow HITACHI onto their site for hardware repairs. 
8.0 RETENTION

8.1 The Production Operations Department will retain this procedure for seven years.
8.2 The Production Operations Department will retain the deliverables described within this procedure for one year.
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