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CTI Guide for New Employees

This is a CTI quick reference for new employees.

	Virtual Tech



	Activity
	Actions to be taken

	· Virtual Tech Login


	Virtual Tech Ticketing system is a Web-based tool whereby you can raise your own trouble tickets or request for new CTI services online. You should login to Virtual Tech Ticket system at URL: https://virtualtech.eur.nsroot.net/.  

Log in using: 

· SOE ID as UserName
· PC Logon Password as Password
· Select “APAC” as Domain Name
Refer to the training guide at the end of this section on details of how to Login to Virtual Tech System



	· Setup Virtual Tech User Profile


	For a first time user, one of the first actions required is to setup your User Profile on the Virtual Tech system.

To access User Profile, you will have to click “My Profile” followed by “Edit Profile” on the menu at the left in Virtual Tech System.  For a first time user, a personal profile will need to be completed.  It is important that these information is completed with as much detail as possible.  
Below information is required:
· Phone number using format “00” followed by country code and phone number. (eg 
for Singapore users, the phone number is “00” followed by “65” followed by user’s phone number).
· Office Location (ie Country, City, Building and Floor)
· Email Address
· Department 
· Business Manager Setup (Click on the binoculars beside the business manager field and follow the prompts to search for your business manager.  Wait for an email confirmation confirming that your business manager is setup before raising any requests)
Remember to Click “Update Profile” whenever any changes are made to User Profile.  Otherwise any changes will NOT be registered.

Refer to the training guide at the end of this section on details of how to setup your User Profile.

Note: 

1) Business manager is to be setup properly as he/she will need to approve all your Virtual Requests.

2) After an office relocation, you will need to remember to update your phone number and office location.



	· Setup Citipass


	Citipass allows you to reset your PC Logon Password using the phone. 

Follow the below 3 steps to setup Citipass.

· Check and Remember your RITS ID

· Setup and Remember 6 Digit PIN Code 
· One-time Account Registration for Citipass
To check RITS ID, go to Virtual Tech login screen at URL: https://virtualtech.eur.nsroot.net/.  At this website, a link is provided to look up your RITS ID.

To setup 6 Digit Pin Code, 

· Go to User Profile on Virtual Tech system.  

· In the User Profile, there is a section “Pin Code”.  

· Click on “Request a New Pin Code”

· Follow the prompts to key in your 6 Digit Numeric pin.

To do One-time Account Registration for Citipass, 

· Go to User Profile on Virtual Tech system.  

· In the User Profile, there is a section “Account Registration”.  

· Under “Accounts” field, Select “NT” and click “Register”. 
· A pop up page appears.  Select your Domain as “APAC”, type in SOE ID as Username and PC Logon password as Password and click “Register”

To access Citipass to reset PC Logon Password,

· Singapore users will Dial (65) 64267878 and follow voice prompts to key in RITS ID and Pin Code.  
· System will reset the PC Logon Password and inform you of the new password
· You should login to your PC (PC must connect to the network) using the new password provided by Citipass.
· PC will prompt you to change password and you should do so accordingly.
Check your RITS ID, Configure Pin Code and do one-time Account Registration ASAP before you need to use Citipass.

Refer to the training guide at the end of this section on details of how to Setup Citipass



	· Raising Virtual Tickets (VT) on Virtual Tech


	Whenever you encounter any problems with CTI services, you will need to raise a Virtual Ticket (VT) on the Virtual Tech system.

Refer to the training guide at the end of this section on details of how to raise a Virtual Ticket on Virtual Tech System.

Note:

1) Do not input or attach any information that represents or contains Sensitive / Confidential Customer Information to your Virtual Ticket.  

2) If any evidence must be included to facilitate investigations, ensure that Sensitive / Confidential Customer information is properly masked when providing details of your problem.



	· Raising Virtual Requests (VR) on Virtual Tech


	Whenever you require a new setup or services from CTI, you will need to raise a Virtual Request (VR) on the Virtual Tech system.

When raisng a Virtual Request on Virtual Tech, follow the below steps.

· Select Apporpriate Category in Virtual Request.

· Select Appropriate  Product.

· Respond to the questionnaire accordingly and submit the request.

· Business Manager will receive an email to approve the Virtual Request Raised.   Requests are subject to the business manager’s approval on Virtual Tech.

· Please take note of narratives in the questionnaire highlighting some pre-requsites for some of the requests and process accordingly.

· Specify the justifications for each virtual requests raised.

Refer to the training guide at the end of this section on details of how to raise a Virtual Request on Virtual Tech System.




Virtual Tech Training Guide 

For more details on setting up and using Virtual Tech, you can refer to the attached training guide.
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	Virtual Security Request 



	· Virtual Security Requests (VSR)


	Virtual Security Requests (VSR) is used to reset, delete, enable, unlock and disable APAC Wintel SOE IDs and is also used to raise requests for shared drive access.

 
Virtual Security Requests is located at the following URL: https://vsr.citigroup.net/VirtualSecurityRequest
Log in using: 
 

· Single Sign On (SSO) ID as User Name
· SSO Password


Before you can start using VSR, you will need a SSO password.  Please refer to VSR FAQ at the link below about how to obtain a SSO password.  At first time login, you must also first update your user profile. Refer to the link below for more information on VSR User Guide, VSR Training Slides and VSR FAQ.

http://cti.asiapacific.citigroup.net:8800/distops/singapore/virtual_security.htm



	Checklist for TI Services



	Services
	Actions to be taken & Forms to submit

	· New Hire


	For new PC/new phoneset for new hires, raise the orders through P2P system at URL: https://p2p.ssmb.com/
All staff should have an active RITS ID before submitting the request.  To check  your RITS ID, visit <http://rits.nj.ssmb.com/cgsearch>.  RITS record is mandatory and necessary to create a SOE ID and exchange mailbox.  RITS ID is automatically generated for perm and contract staff with a valid GEID.  Please check with your HR if RITS ID is not activated prior to the submission of the request.

Raise a Virtual Request on Virtual Tech 

· Select “New Hire/New User” under Category in Virtual Request.
· Click “Add to Basket” for “New Hire”.
Below are the default services that can be setup.  If users do not require any of the below services, they can specify so in the questionnaire when they raise the Virtual Request.

· SOE ID Creation 
· Internet Access Registration 
· Standard Software Permissioning and Installation
· E-Mailbox Creation 
· IP address and Lan point Setup
· PC Setup

· Voice phone services setup (eg new extension, voicemail, international dial code access, phone display name setup).

Note: 

1) For new PCs, SOE set-up and data transfer is done by vendors & is chargeable direct to business.  A work order will be provided to the user for sign-off.

2) PCs can only be setup after the new PC had been delivered or the existing PC is available for installation.  If the PC is not ready for setup, the request will be delayed.



	· Access to existing Shared Folder


	This is to configure access to a department’s shared folder.

Raise a Virtual Security Request (VSR) via  https://vsr.citigroup.net/virtualsecurityrequest
· Type “AP Wintel” in Product field.

· Click on Search.
· Click “Add to Cart” for Product name: “AP Wintel SOE ID Requests”
· Select “Next” for “Group / Folder-related request (Group Owner Approval is required)” when the pop-up screen appears
· Click “Next” for “Add / Remove users to Group or Folder” and answer the questionnaire accordingly.

For details of the shared drives to access, please check with your department's coordinator.

Refer to the links below for more details about Virtual Security Requests (VSRs).

http://cti.asiapacific.citigroup.net:8800/distops/singapore/virtual_security.htm


	· Set-up & installation of New/Existing PC


	For new PC purchase, raise an order through P2P system at URL: https://p2p.ssmb.com/
Raise a Virtual Request on Virtual Tech 

· Select “04 Desktop Services”under Category in Virtual Request.
· Click “Add to Basket” for “Desktop Hardware”.
· Select “Request New Service” for new PC or “Modify Service” for existing PC.
· Select “Desktop PC” or “Laptop PC” and answer the questionnaire accordingly.
Note: 

1) For new PCs, SOE set-up and data transfer is done by vendors & is chargeable direct to business.  A work order will be provided to the user for sign-off. 

2) PCs can only be setup after the new PC had been delivered or the existing PC is available for installation.  If the PC is not ready for setup, the request will be delayed.



	· Software Installation


	Users have to check the license requirement of the software to be installed.  If a license purchase is required, users should raise the order through P2P system at URL: https://p2p.ssmb.com/
Raise a Virtual Request on Virtual Tech.

· Select “04 Desktop Services”under Category in Virtual Request.
· Click “Add to Basket” for “Desktop Software”. and answer the questionnaire accordingly.


	· Printer Access/Print Queue Setup


	This is to configure printer queue access to an existing shared printer.

Raise a Virtual Request on Virtual Tech.

· Select “04 Desktop Services”under Category in Virtual Request.
· Click “Add to Basket” for  “Data Access”
· Select “Request New Service”
· Select “Printers”
· Select “Print Rights” and answer the questionnaire accordingly.


	· Internet access 


	Raise a Virtual Request on Virtual Tech.

· Select “Aspac Internet Registration”under Category in Virtual Request.
· Click “Add to Basket” for “Aspac Internet Access” and answer the questionnaire accordingly.
Note: 

1) Internet access is only for business purposes and its usage is restricted.  

2) Certain business groups will require approvals from CFO, BISO or Tech Head.  Please check with your business manager/coordinators on the approvals required and obtain the relevant approvals when raising the requests.  

3) All internet website access is monitored.   

4) Intranet access (eg Citigroup.net, portal asia, employee portal, etc) is available to users by default.  



	· New phone extension

· Create Voice Mail

· Configure telephone display name


	For new phoneset purchase, raise an order through P2P system at URL: https://p2p.ssmb.com/
Raise a Virtual Request on Virtual Tech.

· Select “03 Voice”under Category in Virtual Request.
· Click “Add to Basket” for “Basic Telephony”
· Select “Request New Service”
· Select “Add Telephone Service”
· Select “New Extension”
· Select “Phone” 
· Select whether you would like to have voice mail setup and answer the questionnaire accordingly to setup the phone extension and display name.


	· IDD/FAC Code


	The IDD/FAC code is required for international calls made from office phones.

Raise a Virtual Request on Virtual Tech.

· Select “03 Voice”under Category in Virtual Request.
· Click “Add to Basket” for “Basic Telephony”
· Select “Request New Service”
· Select “Add Telephone Service”
· Select “New FAC Code” and answer the questionnaire accordingly.
Note: 

1) IDD/FAC code is for users who needs to make international calls from their office phones for their work.


	· Application of Audio Conference ID

	Raise a Virtual Request on Virtual Tech.

· Select “03 Voice”under Category in Virtual Request.
· Click “Add to Basket” for “Basic Telephony”
· Select “Request New Service”
· Select “Add Telephone Service”
· Select “Apply for a new conference ID” and answer the questionnaire accordingly.
Note: 

1) Audio Conference ID is for users who needs to conduct conference calls in their work.



	· Apply for Safeword card for remote access (if applicable)

· Install VPN on user’s notebook (if applicable)


	· For remote access, users must have a security card .  To obtain a security card, log into VSR https://vsr.citigroup.net/virtualsecurityrequest and request online for the Safeword Security card.

· Type “Safeword” under Product field 

· Click on “Search”

· Click “Add to Cart” for Product name “Safeword Remote Access Request Form” and answer the questionnaire accordingly.
For more details on how to raise a VSR for a new Safeword Card, please refer to the attached below.


[image: image2.emf]VSR Request  Submission Instructions - Remote Access NEw replace.zip


Upon receiving the Safeword card package, Raise a Virtual Request on Virtual Tech to install the Remote Access application for remote access.

Raise a Virtual Request on Virtual Tech.

· Select “04 Desktop Services”under Category in Virtual Request.

· Click “Add to Basket” for “Desktop Software”. and answer the questionnaire accordingly.

For more information on remote access, please refer to http://engineering.ti.citigroup.net/extsvcs/
Note: 

1) Remote access is only for business purposes.  

2) Some business groups will require approvals from CFO, BISO or Tech Head.  Please check with your business managers/coordinators on the approvals required and obtain the relevant approvals when raising the requests.   
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Virtual Tech System


Citigroup Technology Infrastructure





Now we will go through the Virtual Tech system.  We would highlight some important settings and features that we hope you will find useful.  














Virtual Tech System


			Virtual Tech Features





Is an automated Virtual Helpdesk available 24x7


Users can report problems and raise requests


Users can check status of problems and requests 


Users can setup Citipass




















Logging In to Virtual Tech


			URL: https://virtualtech.eur.nsroot.net/virtualtech/























Logging In to Virtual Tech








			Start Internet Explorer (Virtual Tech Can Not Be Used With Netscape)


			Go To: https://virtualtech.eur.nsroot.net/virtualtech/


			UserName is SOE ID


			Password is same as your PC Logon Password


			Domain is APAC























Virtual Tech User Profile


Citigroup Technology Infrastructure




















User Profile








Click here


			Select My Profile, Edit Profile to Access Your Current Profile Settings.








This is the screen to access your user profile.  To access your user profile, you will need to select ‘My profile’ from the left hand side menu, followed by “edit profile’

















User Profile
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This is the screen that a user will see on their users’ profile.  





When logging in to Virtual Tech the SOE ID, RITS and Name of user are automatically populated from the RITS database and displayed at the top of screen.  For a 1st time user, a personal profile will need to be completed.  It is important that these information is completed with as much detail as possible.  





As can be seen on the screen, there are many setups that users can configure on their user profile.  For instance, they can setup the phone number, the address, business manager, setup pin code for citipass and register their SOE ID login account with citipass.  We will go through in detail in subsequent slides on what to watch out for when setting up these items and why they are important to be setup.


























User Information Setup


			Phone Number





If required, engineers will contact you via the phone number defined in your user profile


When an alert is sent via phone, it will be sent to the number configured on the users’ profile


			Office Location





Routing of requests/tickets to the resolver group is based on users’ location


Incorrect office location may result in your request/ticket routing to an incorrect resolver group resulting in a longer turnaround time.


			Email Address





Some updates are sent via email and they will be sent to the email address configured




















User Information Setup








Remember to Click ‘Update Profile’ to Save Changes
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The address and phone number can be setup in user information.  When setting up your phone number, please take note that the format should be as such “00” followed by country code “65”.  When setting up the address, when you setup country, building or floor, you need to type the first few characters, wait for a while for the system to generate the various options with a dropdown box.  Note you will need to click on the dropdown box with the correct selection for the information to be registered.  After you had setup your profile, remember to click update profile.   One situation to take note of when you will need to update your address and telephone number is during an office relocation. Full Email address will also need to be filled in.

















Business Manager Setup


			All Virtual Requests will require a Business Manager Approval before they can be processed.


			If the Assigned Manager is incorrectly setup in your profile, your Business Manager may not be able to approve your requests, resulting in your request not being processed at all.








Now we are going to talk about setting up Business manager.  It is important to setup your business manager correctly as he/she will be the person approving your Virtual Request.  Note: Virtual Ticket for problems do not need business manager approval.














Business Manager Setup
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This is the usual users’ profile that you can see. To change business manager, you should click on the binoculars at arrow 4.

















Business Manager Setup








Click Search to find your manager.  Thereafter, select on the name








You will see a pop up screen.  Search for your manager’s name in the screen and click search.  Select the correct match by clicking at the button as pointed on the arrow.

















Business Manager Setup











You will see a pop up screen.  The change of business manager will still require approval by our administrator in the backend.  You will need to wait for an email confirmation from the system before you can raise any requests.  














Business Manager Setup








Remember to Click ‘Update Profile’ to Save Changes


4








Thereafter you will be brought back to the users’ profile.  You will notice that the business manager is updated.  This is still not complete.  You will need to remember to click “Update profile” to register the business manager chanage.  Do not leave this out or the change cannot be registered on the system and our administrator will not be able to see your business manager change request.

















Virtual Tech Citipass Setup


Citigroup Technology Infrastructure





Now we will go through Citipass setup on Virtual Tech system.














Citipass Setup


			Enables Reset of Your SOE PC Logon/Virtual Tech Password Over the Phone





Dial 64267878 and select Option 1


			Does not reset Single Sign-On password


			Requires your RITS ID


			Citipass Setup (3 steps)





Check your RITS ID


6 Digit PIN Code Setup


One-time Account Registration for Citipass





Virtual Tech allows you to register CitiPass.  Citipass is an automated password reset function and can be used to reset your SOE PC logon/Virtual Tech password. It is phone-based and users are able to self-serve using the application 24x7.  In order to use this feature, users must have a valid PIN code and know their RITS ID, as these details will be needed in order for the system to authenticate the user.  





Note the SOE ID password being resetted via Citipass is your PC/Virtual Tech logon ID.  It does not reset Single sign-on password.  Single sing-on password uses another authentication system and is NOT reset by Citipass!!





It is also very Important for me to remind users, that if you do not have a valid PIN code you must register via Virtual Tech before you can make full use of the CitiPass facility.  

















Citipass Setup 


Step 1: Check your RITS ID

















When you call Citipass, Citipass will prompt you for your RITS ID.  The first step to setup Citipass is to check your RITS ID.  You can check from virtual Tech login page as shown here.














Citipass Setup 


Step 1: Check your RITS ID











Follow the prompts and fill in accordingly.














Citipass Setup 


Step 1: Check your RITS ID











Take note and remember your RITS ID displayed.














Citipass Setup


Step 2: Pin Code Setup
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2nd step to setup Citipass is to setup your pin code.  This is the general users profile screen again.  If you look at arrows 5, you can see where you can setup a pin code.




















Citipass Setup


Step 2: Pin Code Setup


			Request for a new Pin code
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If you have not setup your pin code, or if you cannot remember your pin code, Click “request a new Pin code”.


                                     


























Citipass Setup


Step 2: Pin Code Setup





Put in 6 Digit Numerical PIN for Citipass and Remember it!








A pop up page will appear.  Type in the pin code required.  Please take note that the pin code has to be numeric.  When you call Citipass, you will be prompted for this numeric pin code, together with your RITS ID.  Click Submit Pin and your pin code had been setup.  You have to remember the pin code














Citipass Setup


Step 2: Pin Code Setup





Displayed is the confirmation that your pin code had been updated.  Please remember the pin code that you have entered!!














Citipass Setup


Step 3: Account Registration
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This is the general users profile screen again.  If you look at at arrow 5, you can register your SOE ID account for Citipass




















Citipass Setup


Step 3: Account Registration


Choose NT, and click on “Register” button
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After configuring your pin code, you will need to register your ID.  Go to account registration in your user profile and select NT.  This will register your SOE ID for Citipass. Remember to select NT.

















Citipass Setup


Step 3: Account Registration








			A pop up page appears





Fill up your Logon Domain (APAC), username(SOE ID) and password (PC Logon Password)





A pop up page will subsequently appears and you will need to select your correct domain.  For most SG users, our domain is APAC.  Thereafter type your SOE Logon ID and your current PC logon password.

















Citipass Setup


Step 3: Account Registration








			Pop up screen shows that you have successfully registered your SOE ID Logon Account and RITS ID with Citipass.


			You only need to register the account only once.





RITS





A pop up screen will appear to show that you have successfully registered your Citipass account.  





Remember, even though the PC logon ID/Virtual Tech ID and Single Sign-On ID uses your SOE ID as the user name to logon, the password may be different.  Citipass only resets the password for PC logon ID/Virtual Tech ID.  It does not reset the password for Single Sign on.














Citipass Setup


			Your RITS ID and PIN Code Are Required for Citipass


			To Access Citipass, Dial 64267878 


			Does not reset Single Sign-On password


			Check your RITS ID, Configure Pin Code and Citipass Registration ASAP


			Try not to wait until you need it .  It will be too late








Summary of what we had gone through.  Remember to setup Citipass asap.  Do not wait until you have forgotten your PC logon password before you realise you had not done/completed Citipass setup














Virtual Tech Virtual Tickets
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Virtual Tickets








			Click ‘My Tickets’ followed by ‘New Ticket’
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How to raise a Virtual ticket?  Firstly, go to ‘my tickets’ tab and click on ‘new ticket’

















Virtual Tickets








			Select the product








You will be brought to another screen.  Please select a product relevant to your problem














Virtual Tickets








			User to provide more information on the problem in Incident description (eg any error messages seen, etc)
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You can then provide more information of your problem in the description. If there are error messages, Please provide them in your description so our engineers have a better idea on how to resolve the.  For PC/application problem, you can also do a print screen of what you see and attach in your Virtual ticket.  Thereafter, click on submit.














Virtual Tickets








			Ticket number generated.  Refer to this ticket number for updates











A ticket number will be generated.  Please take note of this number.  You can refer on Virtual tech for updates and status of this ticket.














Virtual Tickets








			Go to ‘My Tickets’ to check status and updates
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You can go to ‘my tickets’ tab and search for your ticket number.














Virtual Tickets








			Detailed information on ticket
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By clicking on the ticket number, you can view the detailed information of the ticket.














Virtual Ticket (Examples)


			PC Problems


			Voice Services down


			Requested software missing from profile


			Internet Access Problems


			Email Messaging/dlist/public folder problems


			General Enquiries








Displayed are some examples of VTs.














Virtual Tech Virtual Request


Citigroup Technology Infrastructure





Now we will go through the process of raising a Virtual request.














Virtual Requests














			Click ‘My Requests’ followed by ‘New Request’
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To raise a request, go to ‘my request’ tab














Virtual Requests








			Click ‘My Requests’ followed by ‘New Request’
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Thereafter, click on ‘new request’














Virtual Requests








			Select the Category








You will be brought to this screen.  Please select the category of the request.














Virtual Requests








			Select the request and click “Add to Basket”











In this case, we want to raise a request to access internet access.  You should select ‘aspac internet registration’ in the category, followed by aspac internet access.  Click on ‘add to basket’ to continue.














Virtual Requests








			Answer the questionnaire











There will be a few screens with questions regarding the request.  Please answer them accordingly.














Virtual Requests








			Answer the questionnaire











This is another screen for the questionairre.














Virtual Requests








			Fill in justification and ‘Checkout’
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After filling in the questionnaire, you will have to fill in the justification for the service and do a ‘checkout’














Virtual Requests








			Go to ‘My Requests’ to check request
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Your request had been raised.  Under my request tab, you will see your request number and the status. Every request raised will need a manager approval.  Your manager will receive an email requesting him to login to Virtual Tech to approve the request.  Managers’ Approvals are required for all Virtual requests before they can be processed.





You can click on the VR number as shown by arrow 2.














Virtual Requests








			Detailed information about request
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You can view details of the virtual request.  You can see the revision history of the updates from engineers and the status.














Virtual Request (Examples)


			PC setup and installation


			Voice mail, IDD, FAC code, phone extension, voice conferencing


			LAN patching and IP address requests


			Software installation


			Internet access


			Email messaging/dlist/public folder requests


			Printer setup


			New hire/new user








Displayed are some examples of VRs


























Thank You
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Domain: Select Domain v LOGIN button

NT/SOE Users: Enter
your NT Username (2.g.
Password resets guide jal25840) and Password,
User quide select your Domain and

PIN codes quide click the LOGIN buttan

LocIN

All users require a Pin Code to use the
virtual Tech CitiPass function. I you
do not have a Pin Code click HERE to
read instructions on how to create a
new ane. All Pin Code requests must
be approved by your business manager
before they wil become active.

The RITS data is downloaded daily to
ensure all employee data is up-to-
date. Click HERE to look up your RITS
ID.
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Domain: Select Domain v LOGIN button

NT/SOE Users: Enter
your NT Username (2.g.
Password resets guide jal25840) and Password,
User quide select your Domain and

PIN codes quide click the LOGIN buttan

LocIN

All users require a Pin Code to use the
virtual Tech CitiPass function. I you
do not have a Pin Code click HERE to
read instructions on how to create a
new ane. All Pin Code requests must
be approved by your business manager
before they wil become active.

The RITS data is downloaded daily to
ensure all employee data is up-to-
date. Click HERE to look up your RITS
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3 Virtual Tech Services - Select New Soeid -- Web Page Dialog[X

[Soeld Search

Frstname aven | testname [ye0

Enter at east ane character from the First Name and the Last Name
Usertiame, SOEID  Ritsld Department
© KAVEN SUANYONG YEO  KY68790 1000468730 Technolagy Infrastructure

Microsoft Internet Explorer

‘ This change must be approved before use, Please wait for email confirmation.






{IPERATIONSE -
TECHNOLOGY citigroup.






(LEdit Profile X | Mo Change Request | My Tickets | My Group Tickets | My Tasks | MyRequests | My Group Requests | Vil « [ »

User Information
SOE ID: £237937 RITS ID/GEID/SAID: 1000237937  Names: ELLIS AW/

Phone: [oosseeze1zs Fax:
Mobile phone: [ [T o | —

Alert Plan Contact Phone Numbers
Preference Country Phone Number Attempts  Delete

dd Contact Phone Number
Receive Automatic

updates: [Emal ] business Manager: mezast B select signers:

Building: Tampines Plsza Y|  Floor:ls | Desk locatio
Department: [Technolaay nfrastruct =] Postal codes| |

Email address: [elTs an@ciarous com E-Mail Format: [FTL =]

Cost CodeE0705568 | Audio Language: [Enalish =] E-Mail Locale:
| Err—|

®

H

Pin Code

You have a valid PIN Code Request a new PIN code






Pin Code

You have a valid PIN Code Request a new PIN code

Account Registration

OpenMail Users: Before you can resst your OpeniMail password you must register your account. Click the link
below to register your OpenMail account. Tf you are an Exchange user you do not need to do this
Reaister your OpenMail Account

Accounts: [Seiect scoount to regiter =] [

You have the following passwords registered:

« Account Type: NT Damain: APAC Userliame: mc94864 Date Registersd: Tuesday, October 03, 2006
« Account Type: NT Demain: APAC Userliame: mc94864 Date Registered: Monday, October 09, 2006






[Soeld Search

Firstname  [Kaven Lostname [yeo
Enter ot least one character from the First Hame and the Last e
Usertiame soEmD  Ristd Department
' KAVEN SUAN YONG YEO KY68790 1000468790  Technology Infrastructure






User Information
SOE ID: £237937 RITS ID/GEID/SAID: 1000237937  Names: ELLIS AW/

Phone: [oosseeze1zs Fax:
Mobile phone: [ [T o | —

Alert Plan Contact Phone Numbers
Preference Country Phone Number Attempts  Delete

dd Contact Phone Number
Receive Automatic

Updates: [Emal =] Business Manager: mesases @ setect signers; @

Floor: ETIY  pesk location:
Department: [Technalogy Infrastructu | Postal code

Emall address: [os aw@cgroup com E-ail Format: [FTL =]

Cost CodeE0705568 | Audio Language: [Enalish =] E-Mail Locall
| Err—|






Account Registration

OpenMail Users: Before you can resst your OpeniMail password you must register your account. Click the link
below to register your OpenMail account. Tf you are an Exchange user you do not need to do this

Reaister your OpenMail Account
accounts: [NT | Register |
o have tf S51ECE 3COUNE £ register

ou have tiygyel|

. m:l:aserName mc94864 Date Registered: Tuesday, October 03, 2006
Er






ZINT Account Registration

Select Damain:

Enter Username:

Enter Password:

APAC <]

meo4a64

| —






Register NT Password

You have suscessfully registered the fallowing NT account: Domain: APAC
User Name: mc94864 which is now matched to the following Employee
ID: 0000094864

This accaunt will now be available from the Password Reset menu via the
phone based password resst function of Virtual Tech. You must use the
fallowing employee 1D 0000094864 when requesting a password reset
for the following NT account: Domain: APAC User Name: mc94864.
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4 Virtual Tech Services

RITS ID Lookup

Internet Explorer

Technology Infrastructure Online

RITS ID Lookup!

There were 1 record(s) returned. Click HERE to go back and search again.

RITS ID
1000237937

SOEID
EA37937

First name Last name.
ELLIS aw






Incident Ticket 0 | My Tickets | MyGroup Tickets | MyTasks | MyRequests | MyGroup Requests | Vitual SefAssessment | M ¢ | »

Ref # Product Status Date v Assigned to

& 1184710 P2p Transferred 9/18/2006 4:43:52 PM cofs-cbs-p2p-uspo, pv22591, en123s:
dpssies

PR#6510014656 , PO#6520013232 had been farwarded to the incorrect party. Please forward the PO ta Ha, Chee Keang.

o 8271922 Virtual Incident ~ Closed 12/14/2006 5:08:17 P

here are existing Virtual Requests (apprax 118) and Virtual Tickets that are assigned to Singapors Messaging Support. However,

Singapare Messaging Suppart resalver group had been decommissioned. Please reassign all existing requests/tickets ta resolver

aroup 'Singapare Helpdesk suppart’. Less preferable methad is to reinstate Singapare messaging support resolver group so we can

manually reassian the requests and tiskets

& 8648424 Application Open 1/1/2007 3:59:03 PM HW68430, bI91028, DLES162,
singapore Desktop Support (TP2)

his is test ticket: Outlook application problem: I cannot send email. Error message: You have exceeded the size limit on your mailbox.

icket

Results: 3
1






Product:

Attach Document:

Impact:

Urgency:

Incident Description:

Please select a product.

/4P CIB Tech EQ Application
[APPC Services

lapplication

Blackberry

CitiGroup Employee Services
CPB GOC

CPB Password Admin
Desktop

General Questions

18O Applications

Laptop

Phone VoiceMail/IDD
printer

[Low

[low

=






SUpdate Profile rtual Incident

Ticket Information

Product:

Enter same text in the bax belaw to search for secondary products

l®

Secondary Product List:

Incident Descriptio

Attach Document:

*attach Dacument file size must not be grastar than 600K

tmpact: [Low

urgency: [low

£ =





Lulncident Ticket X | My Tickets | MyGroup Tickets | MyTasks | MyRequests | My Group Requests | Vitual Selfdssessment | | « | »

The ticket has been created successfully. This ticket number is 8648424






Internet Explorer

File Edit View Favritss Took Help
- n 3]
o . B B & L % e 2 & = LJ
Back Stp  Refesh  Home Search  Favorites  History Mail print Discuss
Ackress @) htps: pvitualtech eur nerot netvirualtoch/main ac v B Go § Lirks &) Customizs Links 4] Fres Hotmail &) Windows
VirtualTech _Technology Infrastructure online IGEEL_SHJ FENG MV Log OFE Friday, Janvary 19, 2007 ~
lew Bullstin Incidet Ticket | My Tickets | My Group Tickets | My Tasks | My Requests ] My Group Requests | Vitual Sel Assessment | M « | >
y Profile Ref # Ttem(s) Requestors Date DueDate  Status  Assigned To
Edt Fofle ©UR1098329 7. Other PC DENNIS GALANG 1/19/2007  2/2/2007 Awaiting  Singapore VR
Related Request 3SBIS PN LODIODAM  approval  Approval - ATO
0d o
0d o
ustification vsvc6423 (Microsoft Visual Studio) - used as development tool for Photocard application.
©UR1098242  4.1DD FAC Code  Eileen Yee Ling Goh 1/19/2007 1/31/2007 Awaiting Singapare VR
3ILS2PM L00:00AM  approval  Approval - GCB
0d o
0d o
ustification to call overseas client in portfolio -
©uR10931EE  Aspacinternet  CHARMAINELUCERO 0ZOA  1/19/2007  1/24/2007  Awaing  Singapors VR
Aosess 314:33PM  L00:00AM  approval  Approval - ATO
0d o
0d o
ors Brilinaim e diisclos.
eview Requests UR1093062  Audio Confersnce Sambandan MEENA 1/19/2007  1/24/2007  Awsiting  Singapore VR
g 2:4245PM  1i00:00 AM  approval  Approval - ATO
ool 0d o
chedule od oh
in Code pustification Audio Conference Request for Meena Sambandan.
ystem Admin OuR10900Z  Aspacinternst  PIUS RAID 1/19/2007  1/24/2007  Awaiting  Singapore VR
lerts Access 218:33PM L0000 AW approval  Approval - ATO
irtual Backup Alerts odoh
0d o
eports
[ustification Internet access for work related activities.
OuR1097068  Aspacinternet  Suiith Kumar Sresgharan 1/19/2007  1/24/2007  Awaiting  Singapore VR






Call Reference  SOE ID Product Name ~ Status Date No. Affected Users
# 7184716 mesassa p2p Transferred  9/18/2006 4:43:52 PM 1

PR#6510014656 , PO#6520013232 had been forwarded to the incarrect party. Please forward the PO to Ho, Chee Keang.
Print this page

Application Support

Date Revised Revision Revised by

9/26/2006 5:39:28 AM  Global Po Team please assist user with transferring Po to anather user. 012316

9/26/2006 5:39:27 AM  Acion: ticket ownership assigned from "ccfs-chs-p2p-funcpo” to "ocfs-cbs-p2p- 012316
uspo”

9/26/2006 5:39:27 AM  Reason: performed by OP Ops team 012316

9/16/2006 5:32:57 M transfer 5079539

9/18/2006 5:32:57 PM Action: ticket ownership assigned from "ccfs-cbs-p2p-reg” to "cofs-chs-p2p 579533
funcpo

9/18/2006 5:32:57 PM Reason: re-assign sq79539

9/16/2006 4:43:52 PM_ Ticket Created me34864

evise Ticket

SOEID  Group Comment Status Date

Cn12352  cofs-chs-p2p-uspo Ticket assigned Open 9/26/2006 5:39:28 AN

086166 cofs-chs-pop-usbo Ticket assigned Open 9/26/2006 5:39:28 AM

Dv22531 _cofs-chs-pop-uspo Ticket assigned Open 9/26/2006 5:39:28 AM






Internet Explorer
Fie Edit View Favorfes Tooks Help

.0 B B & L & e 2 & B .U

Back Stop  Refresh  Home Search  Favorites  History. Mail Print Discuss

sckress ] htps: jvirtualtech e nrootnetpviruatiechymain.as v | £ Go | Links €] Custorize Liks €] Fres Hotmail €] windows
I A TR RS WA 2702753 P 0000 AF—Spprevar——Approvar =T

0d oh
0d oh

[Justification For DWH Code promotion

©UR1097917  AspacInternst  Gowri Balakrishnan 1/13/2007 1/24/2007 Awsiting  Singapore VR

Access 1:46:36PM L0000 AM  appraval  Approval - ATO

0d oh
0d oh

[Justification for RND

Y YR1097910 5. Software Christopher Pope 1/19/2007 2/2/2007 Awaiting singapore VR
1:44:07PM L0000 AM  appraval  Approval - ATO
0d oh
0d oh

[Justification This VR is to request installation of DOORS 8.1 on Monday 22nd Jan, on the dektop of jr04880. This person
starts on Monday. They need DOORS installed as they will be the Application Manager for this product. I need this to be
installed from CD, and not use the wrap, as they will need to develop DOORS to Word export templates which cannat be
done with the wrapped version

P YRING7EES  New Hire LILY CHNG 1/19/2007 2/2/2007 Awaiting singapore VR
1:32:14PM  L.0000AM  approval  Approval - GCE
0d oh
0d oh

[Justification NEW HIRE - AUTOSHIELD
Results: 191
2345678910111213141516 17 1819 20

New Request

R T






Incident Ticket | My Tickets | My Group Tickets | My Tasks

My Reguests | My Group Requests | Vitual Selt ssessment | M « | »

@ soeo || Py— & Ordered Services

Justification Total Time

e | - | o
Category

| Aspac Internet Registration v Manthly Cost|

(seo)0

*Aspac Internet Access & naato sasiet) Purchase

Cost]

Request for creatian or deletion of internet access (sepyo

Initial Cost|

(s6D)0






Incident Ticket | My Tickets

My Group Tickets |

Vitual Self Assessment

My Tasks [ My Requests | My Group Requests
@ soem || Qe & Ordered Services

Justification Total Time
(T A |

0 days ohrs

Me]s ]

Category

Select 3 categary. v Monthly Cast
(s6D)0

lAspac Internet Registration Purchase

CT1 Applications Cont

CTI Global Applications

EMEA CIB GTS Oracle DBA (se0)o

EMEA Dolivery Team Reauest Initial Cast]

EMEA Delivery Team Requests (s6D)0

EMEA Mainframe Reguest.

EMEA Middleware Requests

EMEA Service Quality Team Requests
lessaging

lessaging (Global)

Network Change Request (Mac)
New Hire/New User

TAS Request
[vaice






A PreviewRule - Internet Explorer 6

Aspac Internet Access

@  create emetascess
@  osletenemet ccess






A Questionnaire Wizard - Internet Explorer 6

Create Internet Access
Requestfor intermst access

User SOE 1D mcoages |-
user Country
User cost center 1224

Remarks

Incernet acoess






Tech Services - Internet Explore!

View Favorites Tools  Help A
S B
. © N B @ ¥ © 2 & = ]
Stop Refresh Home Search  Favorites  History Mail Print Discuss

https://vrtualtech.eur nsroot.netfvirualtech/main.as v | [ Go - Links &] Customize Links &] Free Hotmail €] Windows

ITech _Technology Inrastructure Online MIBEL SHU FENG CHEV _Log Off Friday, January 19, 2007

[ ncident Ticket | My Tickets |y Group Tckets | My Tasks | My Requests ] My Grouwp Requests | VituelSef Assessmert | M « | »

Ref # Item(s) Requestors Date DueDate  Status  Assigned To
© UR1098475 Aspac Internst  Mabel Shu Feng Chew 1/19/2007  1/24/2007  Awsiting  Kaven Suan Yong Yeo
Access 43LISPM 1:00:00 AM  approval
0d oh
0d oh

Dustification Will need to access internet for business research purpose





Incident Ticket » | My Tickets | My Group Tickets | My Tasks

|uMy Requests | My Group Requests | Vitual Selt dssessment | M « | » |

@ soeo [ ] [T
productsearch: | 0]

Category
| spat ntermet Registration 3|

*Aspac Internet Access

Request for creation or delstion of internet access

& Ordered Services

Justification Total Time
Will need to access internet for 3 days Ohrs
business research purpose
Monthly Cost
(s6D)0
Purchase Cost|
(s6D)0
Initial Cost|
(s6D)0
@ concel ) Q) chackout ) Q)savevrar)
User Item Cost Time
AspacInternet  ( 3daysD e
messgee @ access s @






Request

Reference Quantity Created By Status  Date Created
< YR652571 1 my24415 Closed 8/2/2006 1:45:55 PM
Due Date Estimated Cost

sepo
ustification

his is requesting on behalf of Jessie Goh/SM/ESP , applying for internet access...Thank you.

Print this page

ision History

Date Comment Revised By
8/10/2006 11:26:08 AM Status automatically updated to Closed canngan
8/2/2006 1:57:42 PM Status automatically updated to Approved. hi7504
8/2/2006 1:45:55 PM Request created mys4a1s

Requested Services Show My Items
Item SOEID Assigned To Status Due Date Cost(SGD)
Create Infernet Access my94415 Singapore 1SA Support  Work Completed  8/5/2006 1:00:00 AM o

‘Aspac Internet Access’
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Instructions for requesting WWDS supported products through VSR – Safeword Remote Access Request Form
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			VSR Logins Instructions








1. Login To VSR located at https://vsr.citigroup.net/virtualsecurityrequest VSR uses Single Sign-On to authenticate






[image: image1.png]roup Technology Infrastructure

Virtual Security Request (VSR)
Login ID:
Password:

Soon Login
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Email New Password  Change Password








2. If this is the first time you have logged into VSR, you will be prompted to complete your profile:
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Clck on the OK button to ga to the User Profile page.









3. If you are not directly taken to your profile screen, you can access it from the main menu:
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			Completing Your VSR User Profile








4. Before you can start using VSR, you have to verify your User Details section and complete your Contact and Location Details sections.  The following fields are automatically populated from Global Data Warehouse – First Name, Last Name, GEID, RITS ID, SOE ID, Email Address and your Business Manager.
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4 a.  Please verify that all of the information in the User Details section is correct.  If your listed manager is incorrect you can temporarily change it by clicking on the binoculars but you must also follow up with your HR representative to update the information at the source – the RITS feed.
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4 b.   Please verify and complete all your information in the Contact details section.  The email address specified will be used to notify you of any changes in the status of requests that relate to you.
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4 c.  Please fully complete the Location Details section.   This section must be completed in the order of most inclusive to least inclusive location (ex.  Region -> Country -> State, etc.).  Each dropdown supports completions, which means that you can start typing, wait a second, and the dropdown will appear populated only with valid completions.  Example:
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Example of a fully completed VSR location profile:
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			Completing VSR Profile of Your Employees








VSR allows managers to update the profiles of their employees.  You must be defined as the person’s RITS defined manager in order to have the rights to update their profile in VSR. This can be very helpful when you need to submit requests On Behalf of your employee for IS services but that person hasn’t logged into VSR yet.  You cannot submit a request On Behalf of someone unless their profile is fully updated.



 To update your employee’s VSR profile, choose Manager User Profiles from the Administration menu:






[image: image9.png]@ virtual Security Request

Requests  Administration _Preferences Reports

Manage Groups

VSR Today

Progucts »
Requests

There are 2 Act
There are 0 Re,
There are 28 R,
There are 24 N
There are 2 Mo.
There are 0 Resst Requests awaiting your rest
There are 3 Enablement Requests awaiting yos
There are 0 Deletion Requests awaiting your resolution

Rules »

Users * [ Manage User profiles

Rerence Data * | Upload Profile Updates

Manage Delegates

Products
There are 0 product Allocations awalling your approval.

Rules
There are § rule Allocations awaiting your resolution.









You can search by user’s SOEID or First and Last name:
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When you click on the SOEID you will be taken to the user’s profile screen:
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Make the required changes and click on Update button.


			Submitting Remote Access Safeword VSR Request








5. Once your profile is updated, you can go ahead and submit a request.  To submit a Remote Access Safeword card request through VSR, you have to search for the right product.  The product name is:



Safeword Remote Access Request Form



You can submit a request by selecting New Request from the Requests menu.
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When you click on New Request, you will see a page that allows you to search for the product to submit.  If you know exactly what product you’re looking for, you can type the first few letters into the Product into the input box and click on the Search button:
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Clicking on Search button without specifying a Product name will display all available products under the Category selected.  If no category is selected, it will display all products available to you in VSR.



The list of all available products that begin with the search term will be displayed to you.  Please keep in mind that the Search works only by searching products names that begin with the search term.  



To request a product click on the   
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 link on the right side next to the product.



Once you click on Add to Cart a window might open that will ask you to answer questions pertaining to the specific product you’re requesting.  In the particular case of an Remote Access request, the first question you have to answer is the type of request you want to submit:
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The different options are:



New Request



1. New - I would like to order a new Safeword card for remote access. I never had one before.   



Pick this if you never had a Safeword card.  If you have a Safeword card but are not using it for Remote Access, you can pick the Enable/Link option.  Also, if you’re submitting a request On Behalf of someone else, pick this option to request a Safeword card for that person.  You will see this screen when you click on Next
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Make sure your profile is update before submitting this request.  Click on Add To Card when you are ready to request this product.


Replace Request


2. Replace - I would like to order a replacement Safeword card. I was already issued one before.


Pick this option if you need to replace a Safeword card that you were issued before.  It’s not required that you know your Safeword card # but it is very helpful for the ISA team and can speed up processing. If you are submitting a request On Behalf of someone else, picking this option will request a replacement for that person.  You will see this screen when you click on Next:






[image: image17.png]Request for a replacement Remote Access Safeword.

Your replacement card will be mailed to
the address in your VSR profile. Make sure
your profile - including your business
manager - is correct.

If you're requesting this On Behalf of
someone else, the information from their
profile will be used. Make sure it's
correct,

Your Safeword PIN will be sent to you
through VSR. You will be able to see it
when the request is completed in resovler
questionnaire tab.

Existing Safeword card #: | ——

1 don't know my Safeword card #. -

Comments:









If you know your card number, provide it in the appropriate field.



Delete Request


3. Delete - I would like to request a Safeword card to be deactivated.   



Pick this option if you would like to deactivate a Safeword account.  You do not have to be the owner of  the particular Safeword card to request the deactivation.  However,  you must provide a reason on why you are submitting this request.  You will see this screen when you click on Next:






[image: image18.png]Deactivation of a Remote Access Safeviord account.

Safeword card to deactivate:  ——

If you don’t know the Safeword card #
you can still submit a request by
providing the user's information below:

Safeword Ouner's First Name: | —
Safeword Owner's Last Nams
Safeword Ouner's GEID: | —
Safeword Owner's RITS ID: | —
Safeword Ouner's SOEID: | —

If the user listed above has more than
one Safeword card, all of them will be
deactivated.

Reason for deactivation: B

Other Reason: B





If you do not know the Safeword card number, you can specify the user’s information – you must include the user’s GEID, RITS ID or SOE ID.  If one of these Ids is not specified, they request will be rejected.



You must also provide a reason for the deactivation request.


Enable/Link Request


4. Enable/Link - I would like to have my existing Safeword card activated for Remote Access.   



Pick this option if your physical Safeword device is working but you cannot use it for Remote Access.  The reason for this might be that your account is disabled or that it was never built for Remote Access, specifically if you are using your card for application access such as Siteminder or Citidirect.  This request will activate your card to be used with Citigroup’s remote access services such as VPN or the portal.  You will see this screen when you click on Next:






[image: image19.png]Activate existing Safeword card for Remote Access.

Safeword card #: N —

Comments: B








Safeword card field is mandatory.   You cannot submit an activation request unless you know the card #.



PIN Reissue Request


5. PIN Reissue - I would like to request to see the original Safeword card PIN.   



Pick this option if you do not remember the PIN to your Safeword card.  This will only work if you never changed your PIN.  ISA dept will send you back in the VSR resolver questionnaire of your request the original PIN that was issued to you when you received your card.  If you have ever changed your PIN and forgot it, you will have to request a replacement Safeword device.  There is not way for ISA to reset you PIN on the Safeword card itself.






[image: image20.png]Safeword PIN Request Product

Use this to request your original
Safeword PIN in case you lost it.
The PIN will be sent back to the
user in the resolver
questionnaire.

If you ever changed your PIN on
the Safeword card, we cannot
reset it for you. Please request a
replacement card if you forgot
your PIN.








Safeword card field is mandatory.  ISA will provide the PIN back to the user through VSR resolver questionnaire tab in the request.



Once you complete the form, Click on Add To Card button.  You will be taken to the checkout screen.  In the checkout screen you have the option to add a justification to your request.  You can also add additional requests for the same product by clicking on the ++ icon on the right of the request. 
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To submit the request, please click on Checkout button.   At this point the request will take a different route depending on the approval requirement:



The following requests need to be approved by the user’s Business Manager: New, Replacement, Enable/Link



The following requests do not require an approval and will be routed directly to ISA for processing:  PIN Reprint and Deactivation.


Once you click on Checkout button, you will be taken to My Requests section of VSR where it will display all the requests you submitted along with the latest one:
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			Checking Approval Status of a Request









You can check who the request was routed for approval, by clicking on the Ref # of the request and checking the detailed Requested Items section on the right:
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The Assigned To column contains the SOE ID of the approver that needs to approve the request, or in cases where the request was already is approved, it would contain the group that the request is awaiting resolution by.




You can always go back to My Requests by selecting the following menu entry:
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			Reviewing Completed Requests









Once your request is processed, information can be passed back to you from the resolver group.  This might include UPS tracking numbers, PIN codes or other authorization or status information.  You can obtain that information by logging into VSR, going to Requests->My Requests and clicking on the Ref Number of the request you’re interested in:
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The Resolver Questionnaire tab in the lower right corner contains all the information that was submitted to the user by the resolver team. 
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			Reviewing Rejected Requests









If the request you submit is rejected by the resolver team, you can check the status and the rejection reason by clicking on the Ref # in My Requests and selecting the Item History tab:
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You can see that the Status of the request is Rejected and the reason for the rejection is the comment in the history tab.



			Troubleshooting








Problem: Unable to login to VSR.  Getting Error message.
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Your Session has expired or is Invalid.
only users who have a valid session will
be logged into Virtual Security Request.
Please try logging on again.

To return to the Login Page click Here,








Solution: Make sure your VSR bookmark contains the only following destination URL:  https://vsr.citigroup.net/virtualsecurityrequest  It’s a common mistake to create the bookmark when using VSR which creates a URL with a session key in it.  You might experience problems logging in using such a bookmark.



Problem:  Unable to complete my profile.  My manager information is incorrect and I am unable to find the correct business manager in the search window.



Solution:  VSR uses RITS data to populate the business manager field in your profile.  Make sure that the correct person is listed as your business manager in RITS.  In order to have your manager added to the list of people that appear when you try to change you business manager, please open a VT ticket with the “NA VSR Support” queue, indicating the RITS/SOEID of your manager.



Problem:  Unable to complete my profile.  I cannot find my location information in one of the drop downs.



Solution:  Please option a VT ticket with the “NA VSR Support” queue, indicating which information needs to be added to the location drop-downs.
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